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DESCRIPTION

DATA TRANSMITTING APPARATUS, DATA RECEIVING
APPARATUS, COMMUNICATION SYSTEM, ERROR

DETECTION METHOD AND PROGRAM

FIELD OF THE INVENTION

This invention relates to a data transmitting apparatus, a
data receiving apparatus, a communication system, an error
detection method and related programs. More particularly,
the invention relates to.a method of detecting error ascribable
to a shift in receive timing, a data receiving apparatus for
implementing this detection method, a data transmitting
apparatus for transmitting data to this data receiving apparatus,
a communication system having this data receiving apparatus
and data transmitting apparatus, and programs for causing a
computer to function as the data receiving apparatus and data

transmitting apparatus.

BACKGROUND OF THE INVENTION

A variety of error detection methods are known in
communication systems for the purpose of detecting, on the
receiving side, the occurrence of error on a transmission path,
etc. For example, when a single parity bit is a-dded to data

bits representing one character on the transmitting side in a
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parity check, the parity bit is transmitted upon being set to "0"
or "1" in such a manner that the total number of "1" bits will be
odd or even. The receiving side detects error based upon
whether the number of "1"s in the received data is odd or even.

Further, a method using a checksum includes dividing up
data into blocks before transmission, computing a checksum
for each block by regarding the data in each block as a
numerical value, and transmitting the computed checksum
together with the data. The receiving side computes the
checksum similarly from the data stream transmitted and
determines whether there is a match with the checksum that has
been transmitted from the transmitting side.

In a case where error has been detected with either of the
above-mentioned methods, it is necessary on each such
occasion to follow a procedure in which the receiving side
issues a re-transmission request and the transmitting side
re-transmits the data. The specification of Japanese Patent
Kokai Publication No. JP-P2002-217877A (Patent Document 1)
discloses a receive-data error detection method that attempts
to solve this problem. According to this method, the
transmitting side treats a plurality of items of data as one data
block and transmits one packet to the receiving side upon
including at least three identical data blocks in the packet.
The receiving side contrasts the data contained in each of the

data blocks included in the received packet. If two or more
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items of identical data are present over each data block, this
data is adopted as being error free. If identical data is not
present over each data block, it is judged that the data contains
an error. This method 1is such that even though a
re-transmission request signal is issued to the transmitting
side in a case where an error has been detected on the
receiving side, opportunities to issue the re-transmission
request signal are greatly diminished, overall transceive time
is shortened and data can be received reliably on the receiving
side.

In an electronic device such as a mobile telephone
(cellular phone) or digital camera, a battery pack loaded with
batteries that supply the device with power is generally used.
Since the temperature of the battery pack rises whg:n the
batteries are charged,'various proposaIs havé been put forward
with a view to preventing the temperature of the battery pack
from rising above a prescribed value. However, owing to the
appearance rece.ntly of imitations and copies of battery packs,
the possibility that such problems as abnormal evolution of
heat, leakage of fluid and rupture may arise not only during
charging but also during use of the battery pack within the
electronic device has been pointed out.

A known technique for preventing these problems is to
authenticate the battery pack in order to identify whether the

battery pack is the one authorized. That is, IDs (identifiers)



WO 2006/098498 PCT/JP2006/305753

10

15

20

25

are stored in the battery pack and device. At connection, the

ID that is output from the battery pack is compared with the ID

stored in the device and the suitability of the battery pack is
authenticated. This authentication makes it possible to
identify an improper battery pack not suitable for the device.

This problem is not limited to battery packs. It is
known that imitations of toner'packs for copiers also are
available on the market and cause great difficulties for users.
Applying the above-mentioned authentication system to these
cases as well §vould be effective in solving the problem.
[Patent Document 1]

Japanese Patent Kokai Publication NO.

JP-P2002-217877A

SUMMARY OF THE DISCLOSURE

When data relating to such authentication of a battery
pack or toner pack is loaded on the device side, a simple data
transmission is performed between the battery pack, etc., and
the device. In order to control suéh a data transmission,
often the battery pack and device are equipped with CPUs.
The hardware provided on the side of the battery pack is
required to be as simple as possible, i.e., to readily lend itself
to single-chip design, and to be low in cost. To achieve this,
a solid-state oscillating element or the like is not used in the

clock generating circuit that supplies the CPU with a reference
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clock. Rather, often use is made of a circuit such as a ring
oscillator in which an odd number of cascade-connected
inverter circuits are connected in a feedback configuration.
Furthermore, in data transmission as well, use is made of
start-stop synchronization that relies upon on a low
transmission speed of, e.g., 9600 bps and in which the amount
of data transmitted is not that large. The transceiving of data
by start-‘sto'p synchronization is controlled by a CPU.

A clock generating circuit that relies upon a ring
oscillator is a simple circuit. However, since the circuit is
composed solely of semiconductor elements, the oscillation
frequency readily fluctuates as the circuit is susceptible to the
effects of fluctuation due to noise, a fluctuation in
temperature and power-supply fluctuations. There are also
individual differences. Such fluctuation can exceed several
percent at times. Consequently, there is also influence upon
data transmission that relies upon start-stop synchronization
in which transceive fiming is controlled by the clock
generating circuit, and hence the timing of data reception
deviates with respect to the timing of data transmission and
the correct data may not be received.

Described next will be an example of a case where,
taking start-stop synchronization as an example, correct data
cannot be received owing to such a deviation in receive timing.

Fig. 8 is a diagram illustrating a waveform that prevails when
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data is received normally in start-stop synchronized data
transmission. With the negative-going edge (Ts) of a start bit
as the reference, receive-data load timing (intervals T) starts
upon elapse of time 1.5T, and correct receive data (DO to D7)
is loaded at timings TO to T7 centered on the data. By
contrast, Fig. 9 is a diagram illustrating an example of a
wavveform that prevails when receive timing has deviated in
start-stop synchronized data transmission. With the
negative-going edge (Ts) of a start bit as the reference, if
receive-data load timing (intervals T') starts upon elapse of
time 1.5T' and receive data is loaded at timings TO to T7, then
load timing shifts from T to T'. As a consequence, receive
data DO, D1, D2, D4, D5, D6, D7 and "stop bit" are loaded
instead of the original receive data DO to D7.

In this case, with the technique set forth in Patent
Document 1 cited above, the same data is transmitted
repeatedly and the same data is received even if receive timing
deviates. This means that the loaded data is received and
construed as being correct data. However, since the data
actually accepted is not data in accordance with correct timing,
erroneous data happens to be recognized as correct data.

With the advances that have been made in implementing
system LSI in recent years, there are now many cases where
single-chip design is adopted even on the device side. When

a clock generating circuit that relies upon a ring oscillator or
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the like is used in such cases, there is also the possibility that
periodic noise synchronized to the clock will occur. If this
noise is picked up by the transmitting apparatus, the data will
become garbled (the high and low levels will be reversed)
periodically. 1In this case also, with the technique set forth in
Patent Document 1 cited above, an attempt is made to transmit
the same data repeatedly. What happens, however, is that the
garbled data is transmitted repeatedly in similar fashion owing
to the fact that the transmitting apparatus picks up noise.
Accordingly, since the receiving side receives the same data,
the loaded data is received and processed upon being construed
as being correct data. However, since the data actually
accepted is not data in accordance with correct timing,
erroneous data happens to be recognized as correct data. A
similar problem can arise also in a case where the receiving
apparatus picks up noise.

In order to solve the problemé set forth above, the
present invention according to one aspect thereof provides a
data receiving apparatus comprising: a rec‘eiving unit
receiving n (where n is an integer of 2 or greater) items of
computed data obtained by subjecting digital data to n
different reversely computable digital computations; a
computing unit subjecting the n items of computed data to
computations that are the reverse of the digital computations;

a determination unit determining degree of agreement among
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the n items of receive data obtained by the reverse
computations; and an error detector detecting error in the
receive data based upon result of determination made by the
determination unit.

The present invention according to one aspect thereof
further provides an error detection method in a communication
system for transmitting data from a ‘transmittin‘g side to a
receiving side, tAhe method comprising the steps of: on the
transmitting side, transmitting n (where n is an integer of 2 or
greater) items of computed data obtained by subjecting digital
data to be transmitted to n different reversely computable
digital computations; and, on the receiving side, detecting
error in receive data based upon degree of agreement among n
items of receive data obtained by subjecting n items of
computed data received to respective ones of computations
that are the reverse of the digital computations.

The present invention according to one aspect thereof
further provides a program for causing a computer constituting
a data receiving apparatus to execute the following processing:
processing of receiving n (where n is an integer of 2 or
greater) items of computed data obt.ainicd by subjecting digital
data to n different reversely computable digital computations;
processing of subjecting the n items of compﬁted data to
computations that are the reverse of the digital computations;

processing of determining degree of agreement among the n
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items of receive data obtained by the reverse computations;
and processing of detecting error in the receive data based
upon result of determination made by the determination
processing.

The meritorious effects of the present invention are
summarized as follows.

In accordance with the present invention, digital data to
be transmitted is subjected to reversely computable digital
computations that differ from one another, whereby a plurality
of items of computed data are obtained. The computed data is
transmitted. On the receiving side this data is subjected to
computations that are the reverse of the digital computations
to thereby authenticate the receive data. Accordingly, evén if
data has been received on the receiving side at an erroneous
timing, the fact that erroneous data has been received can be
sensed with ease.

Other features and advantages of the present invention
will be apparent from the following description taken in
conjunction with the accompanying drawings, in which like
reference characters designate the same or similar parts

throughout the figures thereof.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram illustrating the structures of a

data transmitting apparatus and data receiving apparatus
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according to an embodiment of the present invention;

Fig. 2 is a diagram illustrating a change in data sent
from the data transmitting apparatus to the data receiving.
apparatus;

Fig. 3 is a block diagram illustrating the structures of a
main device and its peripheral according to a first embodiment
of the present invention;

Fig. 4 is a flowchart illustrating operation relating to
sending and receiving of authentication data between the main
device and its peripheral according to the first embodiment;

Fig. 5 is a flowchart illustrating operation relating to
data authentication when the data transmitting apparatus and
data receiving apparatus send and receive data;

Fig. 6 is a block diagram illustrating the structures of a
main device and its peripheral according to a second
embodiment of the present invention;

Fig. 7 is a flowchart illustrating operation relating to
sending and receiving of authentication data between the main
device and its peripheral according to the second embodiment;

Fig. 8 is a diagram illustrating a waveform that prevails
when data is received normally in start-stop synchronized data
transmission; and

Fig. 9 is a diagram illustrating an example of a waveform
that prevails when receive timing has deviated in start-stop

synchronized data transmission.
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PREFERRED EMBODIMENTS OF THE INVENTION

Preferred embodiments of the present invention will now
be described in detail with reference to the drawings.

Fig. 1 is a block diagram illustrating the structures of a
data transmitting apparatus 10 and data receiving apparatus 20
according to an embodiment of the present invention. As

shown in Fig. 1, the data transmitting apparatus 10 includes a

data storage circuit 11, a digital computation circuit 12, an

authentication-data add-on circuit 13, a data transmitting
circuit 14 and a clock generating circuit 15. Further, the data
receiving apparatus 20 includes a data receiving circuit 21, a
clock generating circuit 22, a digital reverse computation
circuit 23, an authentication-data detecting circuit 24 and a
data storage circuit 25. The data transmitting apparatus 10
transmits data, with attached authentication data, to the data
receiving apparatus 20 via a transmission path 30. It should
be noted that although the data transmitting apparatus 10 and
data receiving apparatus 20 have a variety of circuits that
cause them to perform other functions as well, these circuits
are not related to the features of the present invention and are
neither illustrated nor described here.

The data storage circuit 11 stores, on the transmitting
side, data D that 1is to be transmitted. The digital

computation circuit 12 subjects the data D, which has been
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stored in the data storage circuit 11, to n (where n is an integer
of 2 or greater) different digital computations that are capable
of being computed in reverse. By way of example, reversely
computable digital computations are operations such as
exclusive-OR (XOR) between the data and predetermined
numbers that differ from one another; prescribed rotations that
differ from one another (a shift of a prescribed number of bits
is made to the right or left and bits are inserted from the right
end or left end with regard to bits that have overflowed from
the left end or right end; and addition and substraction
between the data and predete'rmined numbers that differ from
each other (digits that overflow are discarded). These are
computations that are capable of restoring the original data by
reverse computation. It is assumed here that digital
computation includes computation that performs no operation
whatsoever. That is, an exclusive-OR between the data and
zero, rotation of a "0" bit and addition between the data and
zero are regarded as reversely computable digital
computations.

The authentication-data add-on circuit 13 outputs n
items of data to the data transmitting circuit 14 as
authentication data. These n items of data are obtained by
subjecting the original data to the n different reversely
computable digital computations. On the basis of a clock

generated by the clock generating circuit 15, the data
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transmitting circuit 14 transmits the authentication data to the
data receiving apparatus 20 via the transmission path 30. In
the example of authentication data illustrated in Fig. 1, four
items of data are transmitted, namely data D, which is the data
to be transmitted; data obtained by taking the exclusive-OR
(xor) between data D and Al; data obtained by taking the
exclusive-OR (xor) between data D and A2; and data obtained
by taking the exclusive-OR (xor) between data D and A3.
Here A1, A2 and A3 are constants having values that differ
from one another.

On the basis of the clock generated by the clock
generating circuit 22, the data receiving circuit 21 receives the
data and outputs it to the digital reverse computation circuit
23. The létter subjects the items of data that enter from the
data receiving circuit 21 to computations that are the reverse
of the computations performed by the digital computation
circuit 12. With regard to the example of authentication data
illustrated in Fig. 1, the digital reverse computation circuit 23
performs no operation on the leading data D (i.e., takes the
exclusive-OR with zero), takes the exclusive-OR between the
second item of data D xor A1 and A1 [(D xor Al) xor A1 = D],
and takes the exclusive-OR between the third and fourth items
of data and A2 and A3, respectively.

The authentication-data detecting circuit 24 performs

data authentication based upon degree of agreement in data
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reversely computed in the digital reverse computation circuit
23. More specifically, in the case of the example cited above,
since data D, data (D xor Al) xor Al, data (D xor A2) xor A2
and data (D xor A3) xor A3 are the data items D, D, D, D,
respectively, the authentication-data detecting circuit 24
judges that all of the data agrees and outpﬁts thevdata D, which
is the result of authentication, to the data storage circuit 235.

An instance where non-agreement is detected in the
authentication process will be described next. Assume that
the clock frequencies generated by the clock generating circuit
15 and clock generating circuit 22 differ by 10%. If the data
transmitting circuit 14 transmits data to the data receiving
circuit 21 by start-stbp synchronization in such case, the
receive data will be loaded at an improper timing of the kind
shown in Fig. 9. Assume that transmit data D is composed of
one byte, i.e., eight bits (D7, D6, D5, D4, D3, D2, D1, DO),
and that these bits are 11110000 (0xFO in hexadecimal
notation). In this case, the bits loaded as the receive data are
the stop bit (1) instead of D7; D7(1) instead of D6; D6(1)
instead of D5; D5(1) instead of D4; and D4(1) instead of D3.
Data D3 is not loaded. Accordingly, the data received on the
receiving side is 11111000 (OxF8).

In accordance with the conventional technique described
in Patent Document 1 cited above, 11111000 will be received

three times and therefore 11111000 will be treated as being the
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correct data. Processing will proceed on the receiving side
based upon this supposedly correct data and a contradictio.n of
some sort will occur later in other processing at a higher level.

In this embodiment according to the present invention,
assume that A1 = 0x55h, A2 = 0xAA, A3 = 0x33 hold. In this
case, as depicted in Fig. 2, the transmit data that is sent from
the data transmitting circuit 14 to the data receiving circuit 21
is O0xFO, OxAS5 (= 0xFO xor 0x55), 0x5A (= 0xFO xor O0xAA) and
0xC3 (= 0xFO xor 0x33). On the other hand, the receive data
that is received by the dlata receiving circuit 21 has "1" (which
corresponds to the stop bit) added onto the most significant bit
and lacks the bit 3 (D3) and therefore is OxF8, 0xDS35, OxAA and
O0xE3, respectively. When these items of data are subjected to
the reverse computation (xor) by the digital reverse
computation circuit 23, the results obtained are 0xF8, 0x80 (=
0xD5 xor 0x55), 0x00 (= OxAA xor O0xAA) and 0xDO (= OxE3
xor 0x33), respectively. That is, none of the four items of
data received and subjected to reverse computation (the
exclusive-OR operation) agree. The authentication-data
detecting circuit 24 is capable of recognizing that none of the
reversely computed results agree and can immediately execute
a predetermined processing based upon the fact that the data
cannot be authenticated.

In the description set forth above, it is described that the

transmit data is composed of four bytes and that none of them
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agree on the receiving side. However, this does not impose
any limitation. It may be arranged generally to transmit n
(where n is an integer of 2 or greater) items of computed data
obtained by subjecting digital data of an original block to be
transmitted to n different reversely computable digital
computations, and to authenticate the data of the original
transmission based upon the degree of agreement among these

items of data.

[First Embodiment]

Fig. 3 is a block diagram illustrating the structures of a
main device 40 and a peripheral 50 thereof according to a first
embodiment of the present invention. Thé main device 40 in
Fig. 3 is a portable electronic de\}ice such as a digital camera
and includes a main CPU 41; a microcomput'er 42 that controls
the transmission of data to the peripheral 50; and a ring
oscillator 43 for supplying the microcomputer 42 with a clock
signal. The main CPU 41 incorporates a data transmitting
unit 10a, a data receiving unit 20a.and a program 44 for
implementing the functions of the main device 40. The data
transmitting unit 10a and data receiving unit 20a cofrespond to
the data transmitting apparatus 10 and data receiving
apparatus 20, respectively, of Fig. 1, and are implemented by
the program 44.

The microcomputer 42 incorporates a data transmitting
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unit 10b, a data receiving unit 20b, a data transmitting unit
10c, a data receiving unit 20c and a program 45. The
microcomputer 42 sends data and to and from the main CPU 41
via a communication path 32 and sends and receives data to and
from the peripheral 50 via a communication path 31. The data
transmitting units 10b and 10c correspond to the data
transmitting apparatus 10 of Fig. 1, and the data receiving
units 20b and 20c correspond to the data receiving apparatus
20 of Fig. 1. These units are implemented by the program 45.
The data receiving unit 20b réceives data from the data
transmitting unit 10a via the communication path 32, and the
data transmitting unit 10b transmits data to the data receiving
unit 20a via the communication path- 32. Further, the data
receiving unit 20c receives data from a data transmitting unit
10d via the communication path 31, and the data transmitting
unit 10c¢ transmits data to a data receiving unit 20d via the
communication path 31.

The peripheral 50, which is a device such as a battery
pack connected to the main device 40 for the purpose of
supplying power, has a microcomputer 51 and a ring oscillator
52 for supplying the microcomputer 51 with a clock signal.
The microcomputer 51 incorporates the data transmitting unit
10d, the data receiving unit 20d and a program 353 for
implementing the functions of the peripheral 350. The

program 53 causes the peripheral 50 to function and controls
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the data transmitting unit 10d and data receiving unit 20d so as
to send and receive data to and from the main device 40 via the
communication path 31. It should be noted that although the
main device 40 and peripheral 50 have various circuits that
cause them to perform other functions as well, these circuits
are not related to the features of the present invention and are
neither illustrated nor described here.

Operation relating to the sending and receiving
authentication data in the main device 40 and peripheral 50
will be described next. Fig. 4 is a flowchart illustrating
operation relating to sending and receiving of authentication
data between the main device and its peripheral according to
the first embodiment. In Fig. 4, the main device 40 executes
the authentication processing of the main device 40 by a
challenge-response method.

The main CPU 41 instructs the microcomputer 42 to start
authentication at step SO.

Upon being instructed to start authentication, the
microcomputer 42 generates random numbers and sends the
random numbers to the microcomputer 51 at step S1.

The microcomputer 51 notifies the microcomputer 42 at
step S2 of the fact that the random numbers have been received -
normally:

The microcomputer 51 generates encrypted random

numbers, these being encrypted using the received random
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numbers and the code of a key held internally.

The microcomputer 51 transmits the encrypted random
numbers to the microcomputer 42 at step S4.

The microcomputer 42 generates encrypted random
numbers at step S5, these being encrypted using tﬁe random
numbers generated at step S1 and the code of a key helvd
internally.

The microcomputer 42 compares the encrypted random
numbers, which have sent from the microcomputer 51 at step
S4, and the encrypted random numbers, which have been
generated at step S5, at step S6. If the result of the
comparison is that the random numbers agree, the
microcomputer 42 authenticates the peripheral 50 as being
authorized. If the result of the comparison is that random
numbers do not agree, then the microcomputer 42 decides that
the peripheral 50 is not authorized.

The microcomputer 42. transmits the result of
authentication to the main CPU 41 at step S7.

Through such operation of the main device 40 and
peripheral 50, the main device 40 authenticates the peripheral
50. It should be noted that Fig. 4 illustrates only the
principal operation involved in authentication. In addition to
the communication processing shown in Fig. 4, the main device
40 transmits commands such as "start authentication" to the

peripheral 50, and the peripheral 50 transmits responses such



10

15

20

25

WO 2006/098498 PCT/JP2006/305753

20

as "received normally" to the main device 40.

A method of authenticating data sent and received will
be described next. This will be described taking as an
example authentication of data sent and received when result
of authentication is transmitted ét step S7 or when notification
of normal reception is given at step S2.

Fig. 5 is a flowchart illustrating operation relating to
data authentication when the data transmitting apparatus and
data receiving apparatus send and receive data. In case of
step S7, this represents an example in which the data
transmitting unit 10b transmits data to the data receiving unit
20a. In the case of step S2, this represents an example in
which the data transmitting unit 10d transmits data to the data
receiving unit 20c. A case where the data transmitting unit
10b transmits data to the data receiving unit 20a will be
described by way of example.

At step S11, the data traﬁsmitting unit 10b prepares
transmit data, namely data which is the result of
authentication.

At step S12, the authentication-result data is subjected
to four different exclusive-OR operations to obtain four items
of computed data.

At step S13, the four items of computed data are
transmitted to the data receiving unit 20a.

At step S14, the data receiving unit 20a receives the four
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items of computed data transmitted thereto.

At step S15, the data receiving unit 20a subjects the four
received items of computed data to four different exclusive-OR
operations to obtain four items of data.

At step S16, it is determined whether the four items of
data received agree. Control proceeds to step S17 if they
agree and to step S19 if they do not.

At step S17, the received data is retained as being
correct receive data.

At step S18, processing in a case where the result of
authentication 1is "OK" 1is executed and this series of
operations ends.

At step S19, processing in a case where the result of
authentication is “NG" 1is executed and this series of
operations ends.

With the operations described above, steps S11 to S13
are executed by the program 45 and steps S14 to S19 are
executed by the program 44.

Thus, the data transmitting unit 10b and data receiving
unit 20a execute authentication of transceive data by very
simple digital computations such as exclusive-OR operations.
A microcomputer with which a portable electronic device or
battery pack is equipped usually requires to be of small size.
By virtue of the simple digital computations, however,

computation can be performed by simple instructions. Even
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if data has been received at an erroneous timing on the
receiving side in the manner exemplified in the example of Fig.
2 owing to a deviation between the oscillation frequency of the
ring oscillator 43 and the reference clock of main CPU 41 or a
deviation between the oscillation frequency of the ring
oscillator 43 and that of the ring oscillator 52, tﬁe fact that
erroneous data has been received can be detected easily. The
same is true also in a case where data has béen received at an

erroneous timing on the receiving side owing to periodic noise.

[Second Embodiment]

Fig. 6 is a block diagram illustrating the structures of a
main device 40a and its peripheral 50 according to a second
embodiment of the present invention. The main device 40a in
Fig. 6 is one equivalent to the main device 40 of Fig. 1 and has
a main CPU 4la. The main CPU 4la incorporates a data
transmitting unit 10e, a data receiving unit 20e and a program
44a for implementing the functions of the main device 40a.
The data transmitting unit 10e and data receiving unit 20e
correspond to the data transmitting apparatus 10 and data
receiving apparatus 20, respectively, of Fig. 1, and are
implemented by the program 44a. The program 44a
substantially incorporates the programs 44, 45 of Fig. 3. The
main device 40a thus constructed operates in a manner similar

to that of the main device 40 of Fig. 3, and the sending and
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receiving of data between the main device 40a and peripheral
50 is performed in a manner identical with that of the first
embodiment.

Operation relating to the sending and receiving
authentication data in the main device 40a and peripheral 50
will bAe described next. Fig. 7 is a flowchart illustrating
operation relating to sending and receiving of authentication
data between the main device and its peripheral according to
the second embodiment.. Steps in Fig. 7 having the same step
numbers as thpse in Fig. 4 indicate opeArations similar to those
described in Fig. 4 and need not be described again. It should
be noted that the main CPU 41a combines the functions of the
main CPU 41 and microcomputer 42 of Fig. 4, and since the
start of authentication and acquisition of results of
authentication are performed by the main CPU 41a alone, steps
SO and S7 in Fig. 4 are unnecessary in Fig. 7 and are deleted.

It should be noted that the main device 40a generates a
clock by a solid-state oscillator such as a quartz oscillator
instead of using an oscillation circuit that relies upon a ring
oscillator, and that the main CPU 4la operates and data is
transmitted in accordance with this clock. Accordingly, the
period of the data sent and received to and from the main
device 40a is very accurate. However, in a case where the
oscillation frequency of the ring oscillator 52 shifts relative to

the clock of the main device 40a, authentication of the
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transmitted data is performed in a manner similar to that
described in the first embodiment.

Though the present invention has been described in
accordance with the foregoing embodiments, the invention is
not limited to these embodiments and it goes without saying
that the invention covers various modifications and changes
that would be obvious to those skilled in the art within the
scope of the claims.

The present invention is applicable to error detection in
data transmission between an electronic device and its

peripheral equipment, namely between a device such as a

mobile telephone or digital camera, its peripherals such as a

battery pack and printer and cartridges used in these
peripherals, another example being data transmission between

a copier and a toner cartridge serving as a copier peripheral.
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CLAIMS:
1. A data receiving apparatus comprising:

areceiving unit receiving n (where n is an integer of 2 or
greater) items of computed data obtained by subjecting digital
data to n differént reversely computable digital computations;

a computing unit subjecting the n items of computed data
to computations that are the reverse of the digital
computations; |

a determination unit determining degree of agreement
among the n items of receive data obtained by th¢ reverse
computations; and

an error detector detecting error in the receive data
based upon result of determination made by said determination
unit.
2. A data transmitting apparatus for transmitting the
computed data to said data receiving apparatus set forth in
claim 1, comprising:

a computing unit subjecting the digital data to the n
different reversely computable digital computations; and

a transmitting unit transmitting n items of computed data
that are output from said computing unit.
3. The data receiving apparatus according to claim 1,
wherein said receiving unit receives the computed data by
start-stop synchronization.

4. The data transmitting apparatus according to claim 2,
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wherein said transmitting unit transmiits the computed data by
start-stop synchronization.
5. The data receiving apparatus according to claim 1,
wherein the digital computations are digital computations for
taking an exclusive-OR between the digital data and prescribed
values that are different from one another.
6. The data transmitting apparatus according to claim 2,
wherein the digital computations are digital corhputations for
taking an exclusive-OR between the digital data and prescribed
values that are different from one another.
7. A communication system comprising:
the data receiving apparatus set forth in claim 1; and
the data transmitting apparatus set forth in claim 2.
8. A communication system comprising:
the data receiving apparatus set forth in claim 3 and the
data transmitting apparatus set forth in claim 4.
9. An electronic device comprising:
the data receiving apparatus set forth in claim 1; and
the data transmitting apparatus set forth in claim 2.
10. An electronic device comprising:
the data receiving apparatus set forth in claim 3; and
the data transmitting apparatus set forth in claim 4.
11. Peripheral equipment for an electronic device,
comprising:

the data receiving apparatus set forth in claim 1; and
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the data transmitting apparatus §ét forth in claim 2.
12. Peripheral equipment for an electronic device,
comprising:

the data receiving apparatus set forth in claim 3; and

the data transmitting apparatus set forth in claim 4.
13. A battery pack comprising:

the data receiving apparatus set forth in claim 1; and

the data transmitting apparatus set forth in claim 2.
14. A battery pack comprising:

the data receiving apparatus set forth in claim 3; and

the data transmitting apparatus set forth in claim 4.
15. Anerror detection method in a communication system for
transmitting data from a transmitting side to a receiving side,
said method comprising the steps of:

on the transmitting side, transmitting n (where n is an
integer of 2 or greater) items of computed data obtained by
subjecting digital data to be transmitted to n different
reversely computable digital computations; and

on the receiving side, detecting error in receive data
based upon degree of agreement among n items of receive data
obtained by subjecting n items of computed data received to
respective ones of computations that are the reverse of the
digital computations.
16. A program for causing a computer constituting a data

receiving apparatus to execute the following processing steps:
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receiving n (where n is an integeir of 2 or greater) items
of computed data obtained by subjecting digital data to n
different reversely computable digital computations;

subjecting the n items of computed data to computations.
that are the reverse of the digital computations;

determining degree of agreement among the n items of
receive data obtained by the reverse computations; and

detecting error in the receive data based upon result of
determination made by said determination processing.
17. A program for causing a computer constituting a data
transmitting apparatus, which transmits data to the computer
that executes the program set forth in claim 16, to execute the
following processing steps:

subjecting the digital data to the n different reversely
computable digital computations; and

transmitting the n items of computed data.
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