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management system, transactions being made in real time from any mobile
device without contact, without credit or debit card, and without any transfer
of sensitive data between parties in a transaction. Connections without con-
tact between the parties in a transaction are made via NFC, QR code or SIM
card. During such connection, only data which are not sensitive are commu-
nicated. Data transmissions between users and the server are encrypted and
transported via a one-way road, following an asymmetrical system and along
parallel paths, without any possibility of going back. The application which
is downloaded on the mobile device is only an interface that contains no
sensitive data and the virtual keyboard application prevents any capture of
data by the mobile device.
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DESCRIPTION

System of payment made in real time

ONE-WAY PAYMENT METHOD WITHOUT THE TRANSMISSION OF
SENSITIVE DATA USING THE TECHNIQUE OF ASYMETRICAL AND
PARALLEL PATHS.

TECHNICAL FIELD OF THE INVENTION

This invention is an application of scientific studies in the fields of data security,
financial systems and applications and, particularly, in financial information

systems.

It is a secure payment system without the need for contact or the use of any
bank card or credit card. Payment can be generated from any mobile device,
connected or not connected, towards any fixed or mobile device, online or
offline. The system uses for all transactions a special device that we have

created.

Securing data is a way to protect data against all threats, anytime and
anywhere. The data security is not merely just about protecting data at rest, but

also about securing each data flow when it is conveyed within an IT network.
PREVIOUS TECHNIQUE

Not so long ago, when someone wanted to make a financial transaction, they
had to go to a bank. If relations with the bank were good, the order could be
given by e-mail or phone. In which case, it was still necessary to go to the

agency to sign the transfer slip to regularize the situation.
Technique in use nowadays

In a traditional transaction process performed from a mobile device, the modus

operandi is as follows:
First, one has to download the application on his Smartphone or tablet.

Then, he has to use the keyboard of the Smartphone or tablet to register, that is

to say, create a password, provide personal and banking data (register his bank
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card or credit card) and, in some cases, wait for a confirmation email to validate

the registration.

All this data generally remains in the Smartphone or tablet and in secure

servers.

When you want to perform a transaction, you have to open the application
downloaded beforehand, enter your username and password and enter a set of

data necessary to accomplish the transaction.

Either you have to re-enter your bank details or, as in most cases, your bank
data is recorded directly on your Smartphone or tablet, or in the company server

that manages the transactions.

In these systems, in order for the transaction to be successful, the banking data
of users and their personal data are transferred from the buyer to the seller,
which retains at least a trace of them, and then are transmitted to the banking

organization.

The transaction cannot take place before the full circuit has been completed.
The transaction will be approved if all the data match. But the displacement of
the money, for the user to be credited, will be shifted in time. At best a few

hours, at worst several days (up to 12 days for PayPal).

By using the remote payment system PayPal or PayPal One Touch, the
connection information is stored in the device. One Touch keeps you always
connected and you can pay without entering a username and password. The
money transfer is done by means of a card or from a bank account and is not in
real time. PayPal uses the email address and password as login detail. The

sensitive data (banking, personal) are stored in the Smartphone or tablet.

Google wallet is an application for Android only, which allows a payment with
NFC technology. The wallet is linked to one or more credit cards. All the data is
in the Smartphone. The transaction is subject to the credit card system and is

not carried out in real time.

It is essential to have a credit card in order to use Apple Pay. It is either already
saved in your iTunes account or you have to encode it into your device by

taking a picture of it. Afterwards, your bank verifies your card details and
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authorizes or not its use with Apple Pay. The user can use this system only on a
terminal that accepts it or to purchase online at the condition that the site also
accepts that same system. There are several limitations, for example, the bank
must be a partner because it should allow or disallow the use of the card and
the merchant must have an appropriate terminal. The payment is subject to the

rules of bank card transactions. Therefore, the payment cannot be in real time.

With Apple Pay there is no bank data transfer when making a payment. Only a
reference number attached to the card in use, which is stored in a chip on the
device, is transmitted. The data is encrypted, but current events have shown us
the limits of the cryptography. A security code specific to the transaction is used
to process the payment when a purchase is made. In addition, each payment
requires a Touch ID (fingerprint reading) or a password. The seller has no

knowledge of the customer’s bank details or identity.

Hence, Apple Pay is only another intermediary in the transaction chain that is

only found on the App Store.
Subsequently, the transaction follows its traditional path between the banks.

Every payment made by card is done in two steps. The first one, by far the most
vulnerable, is that of the authorization, because it involves the transmission of

sensitive data. The second one is the one of settlement.

During the authorization phase, it is necessary to check the credit card and the
sensitive data it contains. In the case of a debit card, it is also necessary to
determine whether there is sufficient money in the account for the payment to

be done.

The authorization phase starts with the reading of the card by the payment
application and analysis of the data it contains. This is done at the internal
infrastructure of the seller, which records the information on the card and sends

it to the gateway or adequate processor.

The gateway and processor retain the transaction details and send them to the
“acquirer” (the bank which authorizes the payment of the transaction and
determines the amount of commission that the seller has to pay) that transmits
via the “Payment Brand” (the credit cards or third parties delegated by them) to

the “issuer” (the customer’s bank which holds his account and issues the card),



10

15

20

25

30

WO 2017/006194 PCT/IB2016/052857

4
in other words, someone who keeps all the data related to the cards and their

holders and checks their banking situation in real time.

If the conditions for the payment to be made are met, then the “issuer” returns
an approval response to the “acquirer” who transfers it to the POS, which firstly

red the information stored in the card.

Then follows the settlement phase, following the same path, but this time

without transmitting any sensitive data.

The acquirer will then credit the merchant’s account, while the issuer will send

the invoice to the card holder.

However, in practice, given the great complexity of the payment process, the
proliferation of card types and payment methods, the intervention of a *“man-in-
the-middle” is virtually systematic. They participate in the analysis of sensitive

data and its transport to the competent acquirer.

The basis of the banking system is interbanking. This allows the credit card to
be accepted regardless of the name of the merchant’s bank and the one of the

client.

A system is called “four corners”, when it connects four actors: the cardholder,
the merchant, the cardholder’'s bank (called the “issuer” because it issues the
cards) and the merchant’s bank (called the “acquirer” because it acquires the

transactions). “Four corners” systems example: CB, MasterCard, Visa.

A system is called “three corners’, when it connects three actors: the
cardholder, the merchant and the system that provides by itself both the card
issuing function and transaction acquisition function. The role of the banks in
the “three corners” system is to distribute and market the products and services
of the system. “Three corners” systems examples: Amex, Diners, charge

cards...

In this card payment system, the user (the seller) is not credited in real time. It

undergoes clearinghouses.

The clearinghouse is a financial institution, whose mission is to limit
counterparty risks in derivatives markets. The clearinghouse monitors positions

and is the sole counterparty for all operators. This means that it is the buyer to
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all sellers and the seller to every buyer. The clearinghouse is made up of the
clearing members, who are guarantors of the performance of the operation.
Major European clearing houses include among others LCH Clearnet and Eurex

Clearing.

In order to avoid these problems (the lack of security and the lack of speed in
transactions), we offer a system that is transparent, easy to use and fast,

because operating in real time and totally secure.

It is in this context and bearing in mind the needs of the users and the
necessary conditions of security that any electronic payment system must meet,
especially when it is generated from a mobile device, that we propose a system
called “Secure System of Payment” or abbreviated SSP, that comes in SSPcl
for payments from a Smartphone, SSPsc for payments made from a non-
connected phone using SIM card and in SSPqgp for ultrafast small payments,
and their equivalents in fix terminals POS1, POS1.2, POS2, POS2.1 or POS2.2.

DISCLOSURE OF THE INVENTION

.  Failures of current mobile payment systems

Electronic means are daily used in the context of financial transactions from
individuals to individuals or for commercial purposes. The problems faced by
such operations are related to their transparency, speed of execution, ease of

use and especially their safety.

It is common knowledge that the Internet and in general, everything that is

connected is likely to be attacked and the conveyed or stored data is an easy
prey.
It is also common knowledge that Smartphone are absolutely not reliable.

Likewise, the payment cards or credit cards are not reliable, because they carry

sensitive information.

In addition, transactions are not made in real time and traders sometimes have
to wait up to twelve days to be credited and to use the money that belongs to

them.
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The flaws of the existing systems are related to the problem of security (or lack
thereof) in both the mobile device itself and during the transfer of data, and to

the speed with which the recipient receives its due.
o Regarding the safety

The first flaw lies in the use of a connected mobile device, be it a Smartphone, a

tablet or other, to complete a transaction.

Indeed, every time a Smartphone or tablet is used to record data in an
application, as safe as it may be, we use the keypad on the device or
sometimes the photographic function. All data stored in the mobile device or
even those which are only transiting through the keyboard are found on the

device’'s memory.

As the Smartphone is never completely secure, it implies that the data
contained by or transiting through it are vulnerable to all external attacks, even if

encrypted.

A second flaw lies in the transfer of sensitive data (banking and personal data).
During a transaction, banking and personal data are transmitted between
stakeholders (user/server/financial institution/clearing house). It is possible to

encrypt data but it is also possible to intercept and decrypt them.
o Regarding the speed of settlement of the transaction

A final major drawback is time frame. None of the existing systems enable
money transfers in real time, leading to problems for small traders who do not

always have working capital available.
Il. Solutions provided by the innovation

The solution provided by our invention at first is the design of the data-
management and storage system on our servers and of their transmission from
or to any fixed or mobile device, knowing that such device will not receive any
sensitive data and no sensitive data is conveyed or communicated to the parties

or between the parties to a financial transaction when it is processed.
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A. Regarding the safety
I Safety when transporting data:

Transactions take place between parties using one of the following means for

direct payments or via Internet:

1. NFC

2. QR code

3. SMS for connected phones and for those which are not (SIM card).
And for remote payments:

1. Transfer to other users with SSP account

2. Bank transfer to a SSP or non SSP account of a user or a non-user that

is held or not in a bank extraneous to the SSP system.
Under no circumstances does the system use any bank or credit cards.

The flow of data necessary to any financial transaction is conveyed through a
one-way system of transmission using the technology of paths that are
asymmetrical and parallel. Each party is only in contact with the server during
the transaction. In case of a connected mobile device used to initiate the
transaction, the parties to this transaction are communicating to each other only
one code generated by the server. In the case of a non-connected mobile
device, there is no communication between this device and the other party to
the transaction, as the server is sending the code directly and separately to

each party.

This code is the identifier of the transaction. It is kept by the server and is part of
the history of transactions. It is kept in the archives because it identifies the

transaction and its stakeholders.

There is no connection between the users and the banks in order to prevent
sensitive data being lost at either end during the process of financial

transactions.

The only connections that exist are those between the users and the server

and, on the other hand, between the server and the banks.
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. Security of data at rest

Figure 23 shows the circuit that the encrypted data have to follow to reach the
server and vice-versa following the technology of asymmetric and parallel

paths.

The security of the main server is provided not only by its special environment

but also by the absence of contact between the main server and the Internet.

The information, whether sensitive or not, go through a series of filters, each
having a specific mission to prevent the violation of the one-way routing channel
and detect intrusion or corruption attempts. They are received by a “SERVER
IN”, a server that is the culmination of transportation point to the “outside world”
and the boundary between the “outside world” and the one of the server with

which it communicates via a private channel off external connection.

The communications from the main server are sent via another channel, the
“‘SERVER OUT”, which sends them to the recipient through a series of filters,

different from those used for the input path, but with the same functions.
. Security in mobile devices

Still totally secure as there is no sensitive data in the mobile device used to

perform a transaction. Not even the application itself as it is in the main server.
What is installed in the connected mobile device is only an interface.

The interface generates a virtual keyboard, which eliminates the need for use of
a physical keyboard from the mobile device. That is to say that what is used to
send information is not the keypad of the mobile device, but the one that was

created for the program and that is part of the SSP interface.

The use of the virtual keyboard with automatic, immediate and encrypted
shipping of any digit to the main server, without having to cause it, prevents the

existence of any trace in the cache memory of the mobile device.
V. Risks mitigation

Since the system of payments by SMS from or to a non-connected mobile
device (SSPsc: Secure System of Payment sim card) is less safe than the one

set up for transactions via the Internet (from the point of view of authentication
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and validation) and because the fast payment system (SSPqp: Secure System
of Payment quick pay) prevents, given the speed with which it is to occur, the
performance of the whole security procedure established by SSP, a sub-wallet

has been created next to the wallet.

This sub-wallet can only contain a limited amount and only allows a certain
number of transactions per day with a maximum cap per day and per

transaction, all of which can be predetermined by the user.
However, default limits are established.

The payment made through a mobile device connected (SSPcl: Secure System
of contactless payment) is initiated from the user's wallet. The payment that is
made by a non-connected mobile device (SSPsc) or by a connected mobile
device, but to a quick payment POS (see below) (SSPgp and P0OS2.1) is

initiated from the user's sub-wallet.

Each user of SSPcl can have a wallet and a sub-wallet, but each user of SSPsc

can only have a sub-wallet.

In addition, as the data is transferred via SMS (see below), the user of a mobile
device which is not connected has only one identification code (3 letters and 3

numbers).
B. With regard to the speed of transfer
In general, what is said for the wallets applies to the sub-wallets.

With the SSP wallet and thus sub-wallet management system, the financial

transaction is finalized in the moment in which it is made.
How it works:

e The SSP general wallet contains user’s wallet and all the bank accounts
in which its money and users’ wallets are - regardless of the country in
which they are located - and the related money which is in the banks in
which SSP has an account (Figure 1 shows the Wallets organization in

SSP account in a bank).

e SSP has an account in a set of banks. Each account contains money

from the users which are clients of the bank in which the account is
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opened and the money of SSP and/or the money of the client-users who
do not have bank accounts, but who chose to have their wallet in a bank
that houses a SSP account. Each SSP account contains as many wallets
as the number of SSP clients related to this bank, plus the SSP wallet

itself.

e Each SSP client who holds an account in a bank, in which SSP has also
an account, will have his wallet placed in this bank without moving. SSP
clients who have no bank account can choose which bank their wallet will
be placed in. By default, SSP will place their wallet in the bank of his

choice.

Each time a payment is made by a user, the amount of that payment is
transferred from the wallet of the user to the wallet which SSP has in the same

account in the same bank.

Meanwhile, in the bank of the recipient, the SSP wallet is debited by the same
amount while the recipient's wallet is credited. Whilst the operation is done
within the same account, it is only a set of accounting entries. (Figure 2 shows
what happens when a transaction that involves two banks is on process and
Figure 3 shows what happens when a transaction within one bank is on

process).

When the transaction is validated by each party, the transfer takes place and
each party receives the message of the result in the application. The money is

in that moment already available.
lll. The benefits of the innovation

The financial system in question is a system that efficiently manages and
regulates, on the one hand, the transfer of funds from one person or group A -
having an electronic wallet managed by SSP - to a person B or a group B
without regard to whether the recipient has a SSP wallet or not. On the other
hand, the system manages and regulates the accounting of funds that each
user has in his electronic wallet and, finally, it also provides financial facilities,

among which the payment system necessary to fund commercial activities.

The benefits that this invention provides for transactions generated from a

mobile device are as follows:
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Ease of use and rapidity in handling and in result (in real time) and
effectiveness of the transaction itself between the users, whether they

are close or not.
Ease of long-distance payments for SSP users (see below).

Financial inclusion of the smaller players as they can use their non-
connected phone for all financial operations just like a connected mobile
device would allow them to and they can have a wallet without having to

own a bank account (see below).

Total security ensured not only by the triple authentication system and
the validation one, but especially thanks to the asymmetric, unidirectional

and parallel routing of encrypted information.

As far as the security of transactions is concerned, our payment system
operated from a virtual keyboard on the mobile device - that is by
definition insecure (Smartphone, tablet or simple non-connected phone) -
does not use any transmission of confidential and sensitive information

between the parties to the transaction.

Moreover, even the transmission of non-sensitive data is protected by a
cryptographic system that we have designed and by the environment that

protects the main server of any attempted intrusion or corruption.

The data itself are protected when not in use, as well as is the
management of user accounts as they are managed and stored without

any contact with the outside world.

As far as comfort during use and speed with which transactions are
made are concerned, the use of NFC, QR code or Bluetooth enable us to
safely send the non-confidential information from a mobile device to

another or to a fixed terminal that we have created.

The SSP payment system allows shopping in stores through terminals (Point of

Sale: POS), which we have created.

e POS1:

POS 1 is a double faced terminal, completely independent, that thanks to

its modem is directly connected to the server with which it communicates
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in the same way as the connected mobile devices, and includes a
keyboard (used to select the type of transaction and record the amount
owed) and two screens, a buzzer, indicator lamps of the success or
failure of the transaction, as well as the functionalities of contactless
NFC, QR code and SIM card.

As it is not equipped with a camera, it is the mobile device of the
customer that reads the QR code generated by the server on the POS1

screen.

It is the only POS (outside of a mobile device that is used as POS),
which accepts the payment initiated by a non-connected mobile device.
The seller has the option to choose the type of media to initiate the

payment.
o POS2:

POS2 is a single-face terminal that includes a buzzer, indicator lamps of
the success or failure of the transaction, a camera and an Ethernet port

as well as the functionalities of contactless NFC, QR code.

It is the POS2 that reads the QR code containing the identifier of the
transaction generated by the server and displayed on the mobile device

of the customer.

e POS 2.1:

Also called POS gp for quick payments (parking, train, bus, etc.), which
is a single-face terminal that includes a buzzer, indicator lamps of the
success or failure of the transaction and an Ethernet port as well as

functionalities of contactless NFC.

e POS 2.2:

POS 2.2 is a single-faced terminal, consisting of two removable parts,
including one mobile part that includes a buzzer, indicator lamps of the
success or failure of the transaction, a camera and the functionalities of
contactless NFC, QR code and a second part with an Ethernet port,

Bluetooth and printer.
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- The terminal reads the QR code containing the identifier of the
transaction generated by the server and displayed on the mobile device

of the customer.

- The printer provides instant print of the transaction data supplied to it by

the mobile part of the server that uses Bluetooth to do this.

On the other hand, our wallets management system ensures the transfer of
funds in real time: the merchant or recipient is credited in the second and can
immediately use his money either by paying an invoice to a third party account,
or by transferring his money to one of his accounts or by withdrawing the money
from a cash machine (ATM) which accepts the SSP system, without having to

wait as it is the case with other payment systems.

This is an innovation in the back-end of the infrastructure of payments and in

the field of financial inclusion of small players (SSPsc).

SSP is thus a totally secure contactless payment system that uses the
techniques of asymmetric and parallel path without debit card or credit card,
from a mobile device, connected or not connected, and a management system
of electronic wallet that each user opens by registering and that is credited or
debited in real time with instant notification, depending on the type of

transaction.

The system uses 3 programming languages: Python for the server and
administrator, Java for Android or iOS user for the mobile device. The site itself

was created by using the PHP programming language.
IV. How it works
A. Registration

1. For SSPcl (contactless)

The registration is done in two steps:
Figure 4 shows the registration proceeding.

The first step is downloading the application from the SSP website, from Play

store or from App store.

What is downloaded by the user is only a temporary application.
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The application is automatically installed by itself. Then the user has to agree

with the terms of use.

The second step: after notifying his agreement, the user will download the main

application from SSP Server. He has to install it and open it.

What is installed on the connected device is an interface that allows the user to

be in touch with the Application itself that is stored in the main server.
The user must proceed to his registration.

He has to choose between SIGN UP (for new user) and MIGRATION (when the
user has already an account). He has to indicate his full name, his e-mail

address and his phone number and verify the accuracy of his details.

What is communicated to the server, it is only the name, the e-mail address and
phone number that have been entered together with the IMEI (number used to

uniquely identify a mobile device) of the mobile device that is used.

The server automatically generates a code of 3 letters that is sent by SMS to

the specified telephone number. User has to reproduce these 3 letters.

This is to verify that there is no discrepancy between the provided information

and reality.

The user will then create an authentication code that must consist of three
letters and three numbers and a validation code for the transactions, made of 3

letters.

At this stage the user can leave the registration proceeding or continue it by

answering some questions.

When the user enters personal data from a connected mobile device, he does
this by using the virtual keyboard of the system (and not the one of the mobile
device) so nothing is transiting through mobile device. This is true not only for

the registration process, but also throughout the use of the application.

2. For SSPsc (not connected phones)

The user of a non-connected phone has the choice to register either via the

website https://s6pay.com or by using the system SMS.
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e \Website

The user can register on SSPsc via s6pay.com. The user can click the “client

registration” in the website.

The user utilizes the virtual keyboard that appears on the page of the website to

fill in his phone number, email and password.
Then, the user has to click the “register” button.
e SMS
If the user has no internet access, then the user can register via SMS.

The user has to send a SMS to the phone number of SSPsc SMS server, with
the keyword ‘REG’ following a slash (/') and his chosen password (six digit, the

3 first digits are letters and the last 3 digits are numbers).
The user will then receive a complete registration notification via SMS.

3. For the professional

The professional (one who uses SSP as means of payment in connection with
his professional activity) must register via the https://s6pay.com website using
the virtual keyboard on the site, so that the characters typed are transferred to

the server without them passing through the website.
4. Data transfer

The application never uses the keypad of the mobile device but its own virtual

keyboard.

For safety, all data conveyed from the mobile device to the server or vice versa
is encrypted and transferred using the technique of one-way asymmetric path

with impossibility to go back by the same route.

Asymmetric way means that the path used to send information from a fixed or
mobile device is not the one by which information communicated from the
server will return to it : This is a one-way transfer of information and the server

that receives the information is not the one which issues them.
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The cryptography that is used is also asymmetric in the sense that the key
used to encode the message (public key) is not the same as the one used to

decrypt it (private key).
B. The payment mechanism

The contacts are made between the customer (or ordering party) and the server
on the one hand and between the merchant (or beneficiary) and the server on

the other hand: it is a system that works in unidirectional and parallel tracks.

The authentication is done by the user who inserts his identification code of 3

letters and 3 numbers.

The server then compares the password to the phone number and the IMEI of

the mobile device.

After being authenticated to the server, each party to the transaction
communicates to the server the amount payable or receivable, which must be

the same for each of the parties otherwise the transaction is denied.

This information is routed to the server with two unidirectional and parallel

channels, one for the ordering party and one for the beneficiary.

The server then communicates to the party that initiated the operation, via
another starting point and using another way, the registration number it has

assigned to the transaction and which will remain always attached to it.

It is through NFC, QR code or via SMS technology that the transaction number
will be communicated to the other party. This is the only contact between the

parties to a transaction.

This transaction number will be immediately routed to the server through

another one-way path without the recipient making any adjustment.

If the server receives back the transaction number, it will separately ask each

party to validate it. Each party will then insert the validation code.

Once validated, the transaction is effective. Otherwise, the transaction is

cancelled, but the server holds the number it has assigned to it.

Afterwards, the application will let each party know the result of the transaction.
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The transaction will only be effective if the amounts communicated separately to

the server by each party match each and if the transaction number sent by the

server to a party to the transaction is returned to him from the other party and if

the validation codes are valid.

The originality of the system lies in the fact that:

There is a triple degree of identification control, namely the telephone
number and the IMEI, which are controlled automatically by the server

and the ID that the user must have inserted.

There is a triple validation system, i.e. the correspondence between the
amounts reported separately, the return of the number of the transaction
by the second party to the transaction and the validity of the validation

codes.

Each party only communicates with the server separately and the only
connection between them, when it is required, is only to transmit the

number that the server has assigned to the transaction.

The contact system between users and the server is that of an

asymmetric and parallel path.

The process:

o When the payment is generated from a connected mobile device:

¢ In direct payment mode

- Towards POS1

Figure 5 shows the transaction in direct payment mode between Smartphone
and POS 1 with NFC.

1.

The merchant indicates on the POS1 the amount payable by the

purchaser, which appears on POS1 screen.

The POS1 automatically announces to the server the transaction to be

made.

The server sends to the POS1 the reference number he has attributed to

the transaction.
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This reference number is either displayed on POS1 in QR code format
(Figure 6) or via NFC (Figure 5).

The client enters in the application the amount to be paid.
The client receives the reference number from POS1 either by NFC

contactless transfer (Figure 5) or by scanning QR code on POS1 screen
(Figure 6).
In turn, the client communicates to the server the amount entered in the

application and the reference number.

The server checks the amount and the reference number and if they
match, the server will ask the client to validate the transaction.

Otherwise, the transaction is cancelled.

The client sends the 3 letters validation code. The transaction is

terminated if the code is valid. Otherwise, the transaction is cancelled.

10.The server sends the result of the transaction to each party and the

status of their account after the transaction.

- Towards POS2 (gp): with fix amount only

Figure 7 shows the transaction in quick payment mode between Smartphone
and POS 2 with NFC.

1.

The client (payer) chooses in the application the “quick pay method” and
he chooses NFC.

The application automatically sends a transaction request to the server.

The server allocates a reference number to the transaction and it sends

the reference number to the client.

The client sends reference number to POS2 of the merchant through
NFC.

The POS 2 sends the reference number to the server.

The server checks whether all the information match and then sends the
transaction status to POS 2 and the money is withdrawn from the client’s

sub-wallet.
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The payer can check the transaction in the history.

The merchant can check the transaction and the history in his own page on the

website.

Figure 8 shows the transaction in quick payment mode between Smartphone
and POS 2 with QR code:

1. The client (the payer) chooses in the application the “quick pay method”

and he chooses QR code.
2. The application automatically sends a transaction request to the server.

3. The server allocates a reference number to the transaction and sends

the reference number to the client.

4. The application generates a QR code from the reference number on the

client’'s Smartphone.

5. The POS2 of the merchant scans QR code from client Smartphone to get

the reference number.
6. The POS 2 sends the reference number to the server.

7. The server checks whether all the information match and then sends the
transaction status to POS 2 and the money is withdrawn from the client’s

sub-wallet.
The payer can check the transaction in the history.

The merchant can check the transaction and the history in his own page on the

website.
- Towards POS2.1 (qp): with fix amount only

Figure 9 shows the transaction in quick payment mode with fix amount only
between Smartphone and POS 2.1 with NFC:

1. The client (the payer) chooses in the application the “quick pay method”
with NFC.

2. The application automatically sends a transaction request to the server.

3. The server allocates a reference number to the transaction and sends

the reference number to the client.
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4. The client's Smartphone generates a NFC in order to transfer the

reference number to the POS2.1 of the merchant.
5. The POS 2.1 sends the reference number to the server.

6. The server checks whether all the information match and then sends the
transaction status to POS 2.1 and the money is withdrawn from the

client’s sub-wallet.
The payer can check the transaction in the history.

The merchant can check the transaction and the history in his own page on the

website.
- Towards POS2.2 (gp): with fix amount only

Figure 10 shows the transaction in quick payment mode with fix amount only
between Smartphone and POS 2.2 with NFC:

1. The client (the payer) chooses in the application the “quick pay method”

and he chooses NFC as payment method.
2. The application automatically sends a transaction request to the server.

3. The server allocates a reference number to the transaction and sends

the reference number to the client.

4. The client's Smartphone generates a NFC in order to transfer the

reference number to the POS2.2 of the merchant.
5. The POS 2.2 sends the reference number to the server.

6. The server checks whether all the information match and then sends the
transaction status to POS 2.2 and the money is withdrawn from the

client’s sub-wallet.
7. POS 2.2 is connected with printer through Bluetooth to print the ticket.
The client can check the transaction in the history.

The merchant can check the transaction and the history in his own page on the

website.

Figure 11 shows the transaction in quick payment mode with fix amount only
between Smartphone and POS 2.2 with QR code:
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. The client chooses in the application the “quick pay method” and he

chooses QR code as payment method.
The application automatically sends a transaction request to the server.

The server allocates a reference number to the transaction and sends

the reference number to the client.

The application generates a QR code from the reference number on the

client’'s Smartphone.

The P0OS2.2 of the merchant scans QR code from the client's

Smartphone to get reference number.
The POS 2.2 sends the reference number to the server.

The server checks whether all information match and then sends the
transaction status to POS 2.2 and the money is withdrawn from the

client’'s sub-wallet.

POS 2.2 is connected with printer through Bluetooth to print the ticket.

The client can check the transaction in the history.

The merchant can check the transaction and the history in his own page on the

website.

- Towards another mobile device that is connected: SSPcl to
SSPc/

Figure 12 shows the transaction in direct payment mode between two

smartphones with NFC.

Figure 13 shows the transaction in direct payment mode between two

smartphones with QR code.

1.

The client B (the beneficiary) enters in the application the amount that will

be transferred by client A.

. The client B initiates a transaction by sending the amount of the

transaction to the server.

The server allocates a reference number to the transaction and sends

the reference number to the client B.
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The client B preparing reference number for NFC method to be sent to

client A.

The client A (the payer) enters in the application the amount to be paid to

client B.

The client B sends the reference number to client A through NFC (Figure
12). Or client A scans QR code from client B’'s Smartphone to get

reference number (Figure 13).

. The client A sends the reference number to the server.

The server sends confirmation to the client A.

The client A verifies the transaction and validates it by sending the 3

letters validation code back to the server.

10. The server verifies the data of the transaction; if successful, the server

sends a success notification to client B and to client A.

- Towards another mobile device that is not connected: SSPcl to
SSPsc

Figure 17 shows the transaction in case of P2P transfer between smartphone

and non-connected phone:

1.

The client B (the beneficiary) requests a reference number for the
“transfer transaction via SMS” to the server by sending keyword, the

amount of the transaction, and password.

. The server validates the password and allocates a reference number for

the transaction and sends it to the client B via SMS.

The client B sends SMS to client A (the payer) containing the reference

number and the amount.

The client A chooses “paid using transfer in the SSP” and enters in the
application the reference number and amount that have been given by

the beneficiary. Then, the request is automatically sent to the server.

The server processes the transaction and sends the transaction resume

to the payer.
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The client A verifies the transaction and validates it by sending the 3

letters validation code to the server.

The server verifies the data of the transaction. If the transaction is valid
and successful, the server sends a successful notification to the client A
and sends a SMS to the client B.

¢ In case of remote payment:

- Online payment (e-commerce)

Figure 14 shows the transaction in case of e-commerce payment.

1.

2

8.

The client clicks button "Pay with SSP" in the e-commerce page.

The website that has the plugin of SSP e-commerce sends the

transaction data to the server.

The server allocates a reference number to the transaction and sends

the reference number to SSP payment page

The SSP payment page generates a QR code with the reference

number.

SSP payment page displays the QR code and the client scans the QR

code with his Smartphone.

The client verifies the transaction and validates it with the 3 letters

validation code and sends the data to the server via the application.

The server verifies the data of the transaction; if successful, the server

sends a successful notification to the client.

The server sends a notification to the merchant by email.

Client’s balance is debited and merchant’s balance is credited.

- SSPcl to SSPcl:

Figure 15 shows transaction in case of P2P between two smartphones by

transfer of reference number.

1.

The client B (the beneficiary) enters in the application the amount that

will be transferred by client A (the payer).
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The client B requests a reference number for the transaction to the

server by sending the amount of the transaction.
The server allocates a reference number to the transaction.
The server sends the reference number to the client B.

The client B communicates the reference number and the amount to the
client A by SMS.

The client A receives the SMS from client B containing the reference
number and the amount and he selects “Transfer Payment” in the menu

of the application.

The client A enters in the application the reference number and amount

that are communicated by the client B.
The client A sends the reference number and amount to the server.

The server processes the transaction and sends a transaction resume to
the client A.

10. The client A validates the transaction by sending the 3 letters code back

to the server.

11.The server verifies the data of the transaction. If the transaction is valid

and successful, the server will send successful notification to the client A

and to the client B.

The client A’s balance is debited and the client B’s balance is credited.

- Transfer of money to the own bank account

Figure 16 shows the transaction in case of bank transfer (withdrawal from

client’s wallet towards client’s bank account).

1.

The client chooses the bank and enter the amount has to be withdrawn

and validate it using 3 letters.
The client fills in the data of bank transfer.

The server checks client's balance and his wallet is debited (with

additional transfer fee if client’s bank is outside of SSP system). The SSP
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billing program verifies the transaction and will then proceed to the bank

transaction.

The server asks the bank to transfer from SSP bank account to client's

bank account.
The SSP bank account transfers money to client's bank account.

When the payment is generated from a non-connected mobile device:

- Towards POS1

Figure 18 shows the transaction in case of transfer generated from non-

connected phone to a POS 1:

1.

The merchant enters in his POS1 the amount of the transaction and the

phone number of the client.
The POS1 sends a transaction request to the server.

The server allocates a reference number for the transaction and sends it
to POS1 and also sends the reference number and the amount that has
to be paid to the client via SMS.

The client replies to the server by SMS containing keyword, reference
number, the amount has to be paid, and his password of 3 letters and 3

numbers.

The server verifies the data of the transaction. If the transaction is valid
and successful, the server will send a successful notification to POS1
and a SMS to the client.

The client’s balance is debited and the merchant’s balance is credited.

- Towards a mobile device that is connected: SSPsc to SSPc/

Figure 19 shows the transaction in case of transfer generated from non-

connected phone to a Smartphone.

1.

The client B (the beneficiary) enters in the application the amount of the

transaction and the phone number of the client A (the payer).
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The client B sends a request “getting paid by using SMS” to the server by
sending the amount of the transaction and the phone number of the

client A to the server.

The server allocates a reference number for the transaction and sends
the notification and reference number to the client B and also to client A
by SMS.

The client A replies to the server by SMS containing keyword, reference
number, the amount to be paid, and his password of 3 letters and 3

numbers.
The server verifies the data of the transaction.

If the transaction is valid and successful, the server will send a

successful notification to the beneficiary and a SMS to the client A.

The client A's balance is debited and the client B's balance is credited.

- Towards a mobile device that is not connected

15  Figure 20 shows the transaction in case of transfer generated between two non-

connected phones.

1.

20

The client A (the payer) sends a SMS to the server. The content of the
SMS includes keyword, the phone number of the client B (the
beneficiary), the amount of the transaction and his password of 3 letters

and 3 numbers.
The server verifies the data and makes the transaction if successful.

The server sends a SMS notification to the client A and the client B.

The client A's balance is debited and the client B's balance is credited.

- To a bank account

25 Figure 21 shows the transaction in case of bank transfer (withdrawal from

client’s wallet to client’s bank account).

1.

The client sends a SMS to the server. The content of the SMS includes
keyword, the amount of the transaction, and his password of 3 letters

and 3 numbers.
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2. The server verifies the data and makes the bank transfer request.

3. The server sends a SMS notification to the client and client’ balance is
debited.

4. The SSP billing program makes the transfer from SSP account to the

client’'s bank account.

5. The SSP billing program verifies the bank transfer request and

decreases the balance of the client’s wallet.
6. The server sends a successful notification to the client.
C. Loading the wallet
Figure 22 shows Wallet Top up.

The client who wishes to feed his wallet must make a prior request to the server

using the appropriate function in the application.
He shall state the amount he wants to pay or transfer.

The server will indicate the amount to be paid. This amount is chosen by the
user, but the last 3 digits are replaced by the ones that the server chooses in

order to identify the payment.

It is this amount, as specified by the server, which must be paid by the client (if
the client has no bank account) or transferred from his account to the SSP

account in which he has his wallet.
V. Transparency

Upon opening the application, and after logging in, the user knows the balance

of his account.
After each operation, the balance is shown.

The non-commercial user receives by e-mail the monthly statement of his
account. The merchant receives the daily, monthly and annual statement

distributed into a principal amount, taxes and service if appropriate.

At the request of the user that communication can be done by mail.
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VI. Realtime

At the same time when the transaction is completed, the electronic wallet of the

recipient is credited with the amount of the transaction.

This money is immediately available. It can be withdrawn, transferred or used

for any payment.

If the transfer is between the banks in which SSP has an account, then it is in

real time.

If the transfer is made to a bank in which SSP has no account, then the

notification of the transfer is done in real time, but the recipient will not receive

the money until the account has been credited by the bank.

VIl. The advantages over the previous technique

Compared to previous systems, the SSP provides the following benefits:

- The money transfers are made in real time, the transferred money is

immediately available.

- Safety is assured because:

@]

@]

There is no sensitive data transferred between stakeholders.

No sensitive data is found on the mobile device; therefore, there is

no fear to make a transaction from a mobile device.

Total security is ensured not only by the triple authentication
system and the validation, but especially thanks to the asymmetric

routing, unidirectional and parallel encrypted information.

The asymmetric and parallel routing system prevents the trace of

the source of the message and prevents hacking and phishing.
The main server is located in an area outside of the Internet.

When the transaction is made, SSP transfers its own money
between the accounts so that the money of the users are never in

danger.
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BRIEF DESCRIPTION OF THE DRAWING FIGURES

Figure 1 shows the Wallets organization in SSP account in a bank;

Figure 2 shows what happens when a transaction that involves two banks is on

process,;

Figure 3 shows what happens when a transaction within one bank is on

process;
Figure 4 shows the registration proceeding;

Figure 5 shows the transaction in direct payment mode between Smartphone
and POS 1 with NFC;

Figure 6 shows the transaction in direct payment mode between Smartphone
and POS 1 with QR code;

Figure 7 shows the transaction in quick payment mode between Smartphone
and POS 2 with NFC,;

Figure 8 shows the transaction in quick payment mode between Smartphone
and POS 2 with QR code;

Figure 9 shows the transaction in quick payment mode with fix amount only
between Smartphone and POS 2.1 with NFC;

Figure 10 shows the transaction in quick payment mode with fix amount only
between Smartphone and POS 2.2 with NFC;

Figure 11 shows the transaction in quick payment mode with fix amount only
between Smartphone and POS 2.2 with QR code;

Figure 12 shows the transaction in direct payment mode between two
Smartphone with NFC;

Figure 13 shows the transaction in direct payment mode between two
Smartphone with QR Code;

Figure 14 shows the transaction in case of e-commerce payment;

Figure 15 shows transaction in case of P2P between two Smartphone by

transfer of reference number:;
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Figure 16 shows the transaction in case of bank transfer (withdrawal from

client’s wallet towards third party’s bank account);

Figure 17 shows the transaction in case of P2P transfer between Smartphone

and non-connected phone;

Figure 18 shows the transaction in case of transfer generated from non-

connected phone to a POS 1;

Figure 19 shows the transaction in case of transfer generated from non-

connected phone to a Smartphone;

Figure 20 shows the transaction in case of transfer generated between two non-

connected phones;

Figure 21 shows the transaction in case of bank transfer (withdrawal from

client’s wallet to client’s bank account);
Figure 22 shows Wallet Top up;

Figure 23 shows the circuit that the encrypted data have to follow to reach the
server and vice-versa following the technology of asymmetric and parallel

paths. In this figure ISP stands for Internet Service Provider.
BEST WAY TO IMPLEMENT THE INVENTION

The invention consists both in the particular management of the wallets and in
the protection afforded to sensitive data and to the ones that are specific to all

financial transactions, either when they are in move or when at rest.

Regarding the management of wallets in order that the transfer of money
operates in real time, it is necessary to open an account in different banks or
financial institutions or other establishments. Each account must include the

wallets of the users and money of SSP.

Regarding data protection during their transport, the functions of the mobile
device have not to be used because they leave traces in the cache memory and

overall it is important to forbid any transit of sensitive data during a transaction.

It is also important to prevent any possible return of data through the same
path, to prevent hacking or phishing and finally a sharp cryptography system

must be used.
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As far as the protection of data at rest is concerned, the main server has to be
protected from the outside world by building around it a powerful firewall and

placing it in an area where internet cannot reach it.
INDUSTRIAL APPLICABILITY

SSP thanks to its safe system of transferring the data from a mobile device that
is not safe and thanks to its way of managing the wallets of its users, permits
the payment in real time at low costs and the financial inclusion of the small
actors who have no bank account, who have no Smartphone but simply a

phone that is not connected.

SSP is using bank accounts to place its money and the wallets of the users and
therefore is using the services of the banks when a transfer of money is
requested by a user to a recipient who is not a user and who has no account in

a bank in which SSP has an account.

When a transfer of money is requested from a user to another user, SSP does
not need to use the services of a Bank because SSP is acting as a clearing
house even if the users are not in the same bank but in banks where SSP has

an account.

SSP can also operate outside the actual financial institutions because its users

do not need a bank account when they have a wallet.

When operating outside the actual system, SSP can work as an independent

institution with its own ATM and offices.

SSP can also use existing non banking establishments with many branches /
offices in all the cities of a country where users can fill their wallet or withdraw

money.
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CLAIMS

1.

A method for transferring money from any mobile device from a plurality of
users to a plurality of recipients, including all steps of the transfer and of the
payment as from the time the order is given till the time the money is received.

The method of claim 1 wherein financial transactions are made without bank

card, debit or credit card.

The method of claim 1 wherein the mobile device that is used to give the order

of transfer is connected to internet.

The method of claim 1 wherein the recipient is also using a mobile device that

is connected to internet.

The method of claim 1 wherein there is no application in the mobile device but

only an interface.

The method of claim 1 wherein the user is not using the tools of the mobile

device to enter any data but the virtual keyboard of the SSP system.

The method of claim 1 wherein the personal data of the user are sent to the
server when registering and kept into the server so no trace of them can be

found in the cache memory of the mobile device.

The method of claim 1 wherein the personal data of the user are never used in

any transaction.

The method of claim 1 wherein the user when registering is opening a wallet in

the account of SSP in the bank where he has also an account.

10. The method of claim 1 wherein the user when registering is opening a wallet in

the account of SSP in a bank where SSP has an account even if he has no

account in such bank.

11. The method of claim 1 wherein the user when registering is openinga wallet in

the account of SSP without referring to any bank and wherein the user does
not put money in a bank account or transferring money to a bank account but

only in his wallet.
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12. The method of claim 1 wherein the user has to request from the server the
authorization to fill his wallet of the amount of his choice.

13. The method of claim 1 wherein the server is giving such authorization but for
an amount where the 3 last figures that are chosen by the server permit to

identify the user.

14. The method of claim 1 wherein the user has to fill his wallet with the amount

that the server has indicated to him.

15. The method of claim 1 wherein each of the parties in a direct transaction has to
contact separately the server and indicate the amount that has to be paid (for

the payer) and the one that has to be received (for the recipient).

16. The method of claim 1 wherein upon reception of the information contained in
claim 15 the server is making a record, allocating a reference number to the

transaction.

17.The method of claim 16 wherein the record contains all the data of the

transaction including the reference number.

18. The method of claim 16 wherein the reference number will always been kept

by the server in the archives of the transactions.

19. The method of claim 1 wherein the server is sending the reference number to

the recipient of the transaction.

20. The method of claim 1 wherein the recipient of the transaction can be a vendor

or any beneficiary.

21.The method of claim 1 wherein the recipient is only transferring the reference
number of the transaction to the payer using each a mobile device, by means

of Near Field Communication, ‘NFC’ or QR code scanning.

22.The method of claim 1 wherein the reference number is automatically sent by

the mobile device of the payer to the server.

23.The method of claim 1 wherein if the server does not receive the reference

number from the payer the transaction is cancelled.
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24.The method of claim 1 wherein upon reception of the reference number from
the payer the Server is sending to the payer a request of validation of the

amount that has to be paid.

25.The method of claim 1 wherein once the validation code of 3 letters is entered
and correct, the server is completing the transaction, sending a notification to

each party with the actual situation of their respective wallet.

26.The method of claim 1 wherein at the real time the notification is received by
the recipient the money is available and can be withdrawn or transferred or

used to make any payment.

27.The method of claim 1 wherein there is a triple degree of authentication
control, namely the telephone number and the IMEI which are controlled

automatically by the server and the ID that the user must have inserted.

28.The method of claim 27 wherein the ID consists in a 6 digit code of 3 letters

and 3 figures.

29.The method of claim 1 to wherein there is a triple validation system, i.e. the
correspondence between the amounts reported separately, the return of the
reference number of the transaction by the second party to the transaction and
the validity of the validation codes.

30. The method of claim 29 wherein the validation of the transaction is made by a
3 letters code.

31.The method of claim 1 wherein each party only communicates with the server
separately and the only connection between them, when it is required, is only

to transmit the number that the server has assigned to the transaction.

32.The method of claim 1 wherein the contact system between users and the
server is that of an asymmetric and parallel path.

33. The method of claim 1 wherein any data sent by a user to the server is using a
one way channel, the server using another way to enter into contact with the

user.
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34. The method of claim 1 wherein any direct transaction is made in parallel ways,
each party being only in contact with the server.

35.The method of claim 1 wherein all data are automatically encrypted before
being sent.

36.The method of claim 1 wherein the payer can make any transfer or any
transaction to any account in any bank or any institution or any virtual account
or any wallet in any country or online payment from his wallet by requesting the

server to complete such transaction.

37.The method of claim 1 wherein the user is making a transaction from a mobile

device that is not connected to internet.

38. The method of claim 1 combined with claim 37 wherein the user is opening a
sub-wallet of which he can fix the number of transactions that can be made by
day, the maximum amount of each transaction and the total amount that can

be spent in one day.

39.The method of claim 37 wherein the user has to request by SMS the
authorization of the server before filling in his sub-wallet of the amount of his

choice.

40. The method of claim 37 wherein the server is giving such authorization but for
an amount where the 3 last figures that are chosen by the server permit to
identify the user.

41.The method of claim 37 wherein the user has to fill his wallet with the amount
that the server has indicated to him.

42.The method of claim 37 wherein the user can have a sub-wallet even if he has
no bank account, the server indicating him the bank in which SSP has an
account where the payment has to be made or where the payment can be

made even if not in a bank.

43.The method of claim 37 wherein the user can make any financial transaction

from his sub-wallet by means of SMS sent to the server requesting the
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authorization and validating the order with only one code of 6 digits (3 letters

and 3 figures).

44.The method of claim 1 wherein the server is operating as a clearing house in

order to make the transaction in real time.

45.The method of claim 1 wherein when receiving from a user an order of
payment to another user in another bank where SSP has an account, the
server is debiting the wallet of the said user crediting SSP of the same amount
in the same account, same bank while in the other bank the server is crediting

the wallet of the recipient and debiting SSP’s one of the same amount.

46.The method of claim 1 wherein when receiving from a user an order of
payment to another user in the same bank, the server is debiting the wallet of
the said user crediting SSP’s one of the same amount while the server is
crediting the wallet of the recipient and debiting SSP’s one of the same

amount.

47.The method of claim 1 wherein when being requested to make a transfer to
another bank in which SSP has no account, the server is debiting the wallet of
the user and crediting SSP’s one of the same amount and sending the bank an

order to transfer the money.

48.The method of claim 1 wherein the user is making a direct payment from a
mobile device, connected or not connected, to a POS that is part of SSP
system, transmitting the reference number by means of NFC, QR Code or
SMS.

49.The method of claim 48 wherein the POS is directly connected to the server
and is communicating with the server using a one way and parallel path, all

data being automatically encrypted before being sent.

50. The method of claim 1 combined with claim 36 wherein the user is making a
direct payment from a mobile device that is not connected, to a POS that is

part of SSP system, transmitting the reference number by means of SMS.
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51.The method of claim 1 wherein the user is making a quick payment from a
mobile device that is connected, to a POS that is part of SSP system,

transmitting the reference number by means of NFC or QR Code.

52. The method of claim 51 combined with claim 44 wherein the server is debiting

the sub-wallet of the payer while crediting the wallet of the vendor.

53.The method of claim 51 wherein the server is transmitting the reference
number to the payer using a one way and parallel path, the reference number

being encrypted before being sent.

54. The method of claim 51 wherein the server is sending the reference number to

the payer of the transaction.

55.The method of claim 51 wherein the payer is only transferring the reference
number of the transaction to the POS by means of Near Field Communication,
‘NFC’ and QR Code.

56. The method of claim 51 wherein the reference number is automatically sent by
the POS to the server.

57.The method of claim 51 wherein if the server does not receive the reference

number from the POS the transaction is cancelled.
58. The method of claim 1 wherein the user can withdraw money from an ATM.

59.The method of claim 58 wherein before the user withdraws money from the
ATM, the user must request the withdrawal of money to server, then the server

will send the reference number to the user.

60. The method of claim 58 wherein before the user withdraws money from the
ATM, the user must request the withdrawal of money to server, then the server
will send the reference number to the user by SMS if the mobile device of the
user is not connected.

61.The method of claim 58 wherein the user is choosing SSP on the screen as

way to withdraw money.
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62. The method of claim 58 wherein the user is typing upon request his phone
number.

63. The method of claim 58 wherein the user is typing upon request his 6 digit
authentication code.

64. The method of claim 58 wherein the user is choosing the amount he wants to

withdraw.

65. The method of claim 58 wherein the ATM is sending to the server the data

given by the user.

66. The method of claim 58 wherein upon request from ATM the user is typing the
reference number that he has received.

67.The method of claim 58 wherein the ATM is sending to the server the
reference number that has been typed by the user.

68.The method of claim 58 wherein the server is sending to the ATM the
authorization to complete the transaction.

69.The method of claim 58 wherein the user is receiving his money and
notification of the new balance of his wallet or sub-wallet.

70. The method of claim 1 wherein the server is not connected to internet.

71.The method of anyone of claim 1 to 70 where the word wallet means a

subaccount and sub-wallet a limited subaccount.
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AMENDED CLAIMS

received by the International Bureau on 24.11.2016

A method of making a financial transaction (either direct online payment or

payment between two or more users) or withdrawal of money in REAL

TIME, which means that the transfer of money occurs at the second the

transaction or withdrawal order is executed, without the use of any credit or

debit card from any mobile device from a plurality of payers to mobile or fix

devices (such as a POS - Point of Sales) of a plurality of recipients

(beneficiaries or vendors), without contact, using NFC, QR code or SMS, in

total security and a method of management of wallets and /or sub-wallets

linked to each of the users and/or recipients including the following steps

and characteristics :

a. A financial transaction can be an order of payment that has to be

executed from a bank account to another bank account avoiding the

transfer of cash money.

A financial transaction may involve only one user when the
user is buying online a product of SSP (Secure System of
Payment). A financial transaction may involve several users
when a user is transferring money to another user. In that case
users can be named the parties at a transaction or each party
at a transaction;

i. A transaction starts from the moment a user is opening his

application requesting the accomplishment of a transaction by
clicking on the appropriate button giving an order to the server
till the time the order is executed by the SERVER (when not
specified the term SERVER or SSP SERVER or server or SSP
server means the Main Server of SSP, assisted by the
auxiliary servers IN and OUT for any communication with the
outside world) and that the SERVER has sent, through Server
OUT, to each party at the transaction a message saying that
the transaction has been successful or cancelled. This last

communication of the SERVER is called “notification”;
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The notification contains the amount of money that the user
had on his wallet before the transaction, the amount of money
of the transaction and the amount of money that is in the
users wallet after the transaction. Such amount is the new

balance;

b. To be able to use SSP system and make transactions, a user has to

transfer money to the wallet or sub-wallet that has been opened for

him when registering :

Vi.

Vii.

The words wallet means a subaccount in the bank account of
SSP and sub-wallet a limited subaccount in the bank account
of SSP;

i. A wallet is created for each user that is making the transaction

from a connected mobile device and who owns a bank
account;

A sub-wallet is created for each user that is making the
transaction from a connected mobile device and who owns a
bank account and who wants to make quick payment;

A quick payment takes place when the user has to pay a low
amount of money in an urgent situation by just passing the
mobile phone in front of the POS quick payment (like for
paying in a bus);

A sub-wallet is also created for each user who is using a non
connected mobile device to make a financial transaction;

The user, in order to top up (refill his wallet or sub-wallet), has
to request from the Server the authorization and communicate
the amount of money he wants to transfer,

The Server will change the 3 last digit of the amount of money
that the user wants to transfer, i.e., if the user wants to transfer
100.000IDR the Server will give the authorization for
transferring 100.4561DR. This is the amount of money that the

user has to transfer in place of the 100.000IDR. The amount
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that will be available in the wallet or sub-wallet of the user is
the one that the SERVER has indicated and not the one that
the user wanted initially transfer;

c. The security is inherent to the system because :

i. The application is not in the mobile device but in SSP server

which is out of contact with the outside world (internet) :

1.

The central piece of the system is SSP Server that is
managing all the system from the time an order of payment
is given from a mobile device using INTERNET or a SIM
CARD till the time the order is executed while NOT IN
CONTACT WITH INTERNET and without any connection

with any phone line: SSP Server is totally isolated;

. The SERVER is assisted by the following auxiliary servers:

server system, several database servers and several back
up servers which are all out of contact with the outside
world: they are totally isolated,;

Only the servers IN and OUT are in contact with internet
and it is through the servers IN and OUT that the SERVER
can communicate with the outside world;

Only the SERVER is communicating with SERVER IN and
SERVER OUT by private and totally secure canals. The
other servers that assist the main one are only
communicating by private channels with the SERVER,;

One of the database servers (with its backup server) is only
dedicated to keep trace of all the transactions (order given
that is executed or not) that have been initiated and which
are named archives when the file that has been opened for
such transaction is closed;

The file created for a transaction is open until the order of
the transaction has been executed or until the time SSP

AMENDED SHEET (ARTICLE 19)



10

15

20

25

30

WO 2017/006194

PCT/IB2016/052857
42

Server has cancelled the transaction and that the users

have received notice (notification) of it;

ii. Inthe mobile device there is only an interface including its own

keyboard so that the keyboard of the device is never used :

1.

The system includes the use of any mobile device just
as a mirror, that contains no data about the user and in
which the user cannot input any data;

For that reason in the mobile device of the user there is
only an interface using its own keyboard, so the user is
not using the keyboard of the device. The keyboard of
the interface is therefore named virtual. If using the
keyboard of the device, the device will keep what is
typed in its memory (which is the cache memory of any
mobile device);

For that reason, each time the user is typing a digit or a
letter, using the virtual keyboard, it is automatically sent
to the SERVER, one by one and encrypted;

For that reason, the wuser is giving, only when
registering, his personal data which are referring to his
identity (first and family names, address, date and place
of birth, phone number and email address, and account
number for the user who is a merchant). The non
merchant user is never communicating his bank
account. The bank account of the user will be
automatically known by the SERVER when filling the
wallet or sub-wallet for the first time. Such data are the

sensitive data that are never used for any transaction;

iii. Strong authentication and strong validation :

1.

The SSP system is using a strong authentication and
validation system.
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Authentication is the way the SERVER can know that
the one who is giving an order or who is receiving a
payment is really the one who can do it.

Authentication is using the telephone number of the
user, the IMEI (International Mobile Equipment Identity)
of the device the user is using and a six digit password.
This six digit password (3 letters and 3 digits) is named
the ID of the user.

Validation is the way that the SERVER can be sure that
the payer really wants to pay the amount of money that
has been communicated to the server.

For that reason, the authentication code is different
from the validation code.

6. Authentication code is made from 3 letters and 3 digits.

7. Validation code is made from 3 letters.

Both Authentication and Validation codes are chosen by

the user when registering.

iv. Secure architecture of the system :

1.

The architecture of the system, which is also named the
contact system, is parallel and asymmetric.

It is parallel because when the user who is giving the
order is making a transaction he is in contact with the
SERVER only, while the user who has to receive the
payment is also in contact with the SERVER only.

The SERVER is in contact with each party to the
transaction (payer or beneficiary) in a separate path: in
parallel.

The only contact that will take place to finalize the
transaction is when the beneficiary of the payment, who
has received from the SERVER the file number (also

called reference number) that the SERVER has open
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for the transaction, is communicating it to the payer
using NFC or QR code or SMS.

. The payer, the one who is giving an order of payment,

still using the virtual keyboard, has to type the amount

of money he wants to pay.

. It is only when the SERVER is receiving back the file

number (also named reference number) with the
amount of the transaction and when such amount is
corresponding to the one the beneficiary has given, that
the transaction is made. The amount of the transaction
together with the file number, the authentication and
validation are the information the SERVER needs to
finalize a transaction.

. In case the SERVER does not receive the file number

or should the amount of money to be paid not
correspond, the transaction is cancelled.

. It is asymmetric because the channel used by any user

to communicate to the SERVER is not the one that the

SERVER is using for communicating with the users.

. For that reason the communication coming from the

user is arriving to an auxiliary server named SERVER
IN which is at the border of the outside world, the one in
contact with internet.

10. For that reason the communication going to the user is

leaving from another auxiliary server named SERVER
OUT which is at the border of the outside world, the one

in contact with internet.

11. The SERVER is out of contact with the outside world: It

only communicates with Server IN and Server OUT by
a private channel.
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12.The advantage of such system is that it forbids any

d. The speed

hacking and any fishing.
of transfer is the second component inherent to the

system thanks to the management of the wallets :

1.

The SSP system is also including the management of
wallets.

When someone is registering in SSP, he automatically
receives an account number which is named wallet or
sub account: it is an account in one of the bank
accounts of SSP.

In the banks with which SSP is working, SSP has
opened a SSP account.

This SSP account is divided in as many subaccounts as
many users who have an account in the same bank.
This SSP account contains also the money of SSP and
that SSP will use to execute the transactions without
transferring any money from one bank to another one.
When registered the “someone” becomes a user. The
user is named payer or beneficiary/vendor following the
user is paying or receiving money.

When giving an order of payment, the order is received
by SSP Server. SSP Server is verifying the reality of the
transaction and the feasibility (identity of the parties,
sufficient amount of money in the wallets and
compliance with the law relating to the money laundry).
Then SSP Server is executing the order.

To execute the order, SSP does not need any
interference from a bank as it operates as a clearing
house, having sufficient money in each of his accounts
to this purpose.
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When a user wants to pay, in the SSP account his
wallet is diminished for the amount of money that has to
be transferred and the money of SSP in his account is
increased by the same amount of money, while in the
SSP account in the bank of the beneficiary the money
of SSP is going down and the wallet of the beneficiary
is increased of the same amount of money.

The wallets of the parties to a transaction (payer(s) and
beneficiary(ies)) can be in the same bank or in different
banks. Therefore when a payment is made between 2
users or more having their wallets in the same bank, the
transfer is immediate in the same bank account of SSP
between the 2 subaccounts (wallets), without any

intervention of the bank.

10. When the 2 users or more have their wallets in different

11.

banks, the system is that the wallet of the payer is
diminished by the amount of money that he is paying
while the part of SSP in SSP bank account is increased
and at the same time, in the other(s) bank(s), the
wallet(s) of the beneficiary(ies) (the ones who receive
the money) is/are increased by such amount and the
part of SSP in SSP bank account in the bank(s) of the
beneficiary(ies) is diminished by the same amount of
money, without any intervention of the banks.

Therefore there is no direct connection between the
users and the banks.

12. Therefore the transaction can take place in real time

that means at the second the payment is made, even
when a transaction is made between wallets that are

opened in different banks.
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2. The method of claim 1 wherein the mobile device that is used to give the order

of transfer/payment is either connected to internet or not.

3. The method of claim 1 wherein the recipient (beneficiary or vendor) is also
using a mobile device that is connected to internet.

4. The method of claim 1 where the user does not need to have a bank account
to register in the SSP system: if he has, his wallet or sub-wallet will be opened
in the SSP account placed in the same bank; if not, his wallet or sub-wallet will

be opened in one of the SSP account, at the discretion of SSP.

5. The method of claim 4 where, to be able to use SSP system and make
transactions, a user has to transfer money to the wallet or sub-wallet that has
been opened for him when registering, either from his own bank account, or

from an ATM device.

6. The method of claim 1 wherein the user has to request from the SERVER the

authorization to fill the wallet of the amount of money the user wants.

7. The method of claim 1 wherein the server is giving such authorization (the
authorization to fill the wallet of the amount of money the user wants) but for an
amount of money where the 3 last digits that are chosen by the SERVER

permit to identify the user.

8. The method of anyone of claim 1 or 7 wherein the user has to fill the wallet with
the amount of money that the SERVER has indicated to the user.

9. The method of claim 1 wherein each of the parties in a direct transaction
(payer and beneficiary) has to contact separately the SERVER and indicate the
amount of money that has to be paid (for the payer) and the one that has to be
received (for the recipient).

10. The method of claim 9 wherein upon reception of the information sent by each
user (respectively the amount of money that has to be paid - for the payer -
and the amount of money that has to be received - for the beneficiary -), the
SERVER (which unless otherwise specified is always the main server of the
system) is making a record, allocating a reference number to the transaction,
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the SERVER communicating with the outside world only through the servers IN
and OUT.

11.The method of claim 10 wherein the record contains all the data of the

transaction including the reference number.

12. The method of claim 10 wherein the reference number of the transaction will
always been kept by the SERVER (the Main Server of SSP, assisted by the
auxiliary servers IN and OUT for any communication with the outside world) in
the archives of the transactions, being the data of every transaction kept in the
SSP database server after a transaction file has been closed.

13. The method of claim 1 wherein the SERVER is sending the reference number

of the transaction to the recipient of the transaction (beneficiary).

14. The method of claim 1 wherein the recipient of the transaction can be a vendor

or any beneficiary.

15. The method of claim 1 wherein the recipient is only transferring the reference
number of the transaction as generated and sent to him by the SERVER to the
payer using each a mobile device, by means of Near Field Communication,

‘NFC’ or QR code scanning.

16. The method of claim 1 wherein the reference number received by the payer
from the beneficiary is automatically sent by the mobile device of the payer to
the SERVER.

17. The method of claim 1 wherein if the SERVER does not receive the reference

number of the transaction from the payer the transaction is cancelled.

18. The method of claim 1 wherein upon reception of the reference number of the
transaction from the payer the SERVER is sending to the payer a request of
validation of the amount of money that has to be paid.

19. The method of claim 1 wherein once the validation code of 3 letters is entered
and correct, the SERVER is completing the transaction, sending a notification

to each party with the actual situation of their respective wallet.
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20.The method of claim 1 wherein at the second the notification (message from
the SERVER saying that the transaction has been successful) is received by
the recipient, the money is available and can be withdrawn or transferred or

used to make any payment; this is called payment in real time.

21.The method of claim 1 wherein there is a triple degree of authentication
control, namely the telephone number of the user and the IMEI (International
Mobile Equipment Identity) which are controlled automatically by the SERVER
and the ID (six character password of 3 letters and 3 digits) that the user must

have inserted.

22.The method of claim 21 wherein the ID consists in a 6 character code of 3

letters and 3 digits.

23.The method of claim 1 wherein there is a ftriple validation system, i.e. the
correspondence between the amounts (to be paid and to be received) reported
separately by the payer and the beneficiary to the SERVER, the correct
communication of the reference number of the transaction between the
beneficiary (receiving it from the server) and the payer (receiving it from the
beneficiary and sending it back to the server) and the validity of the validation

codes.

24.The method of claim 23 wherein the validation of the transaction is made by a
3 letters code chosen by the user at the time of his registration in the SSP

system.

25.The method of claim 1 wherein all data are automatically encrypted before

being sent.

26.The method of claim 1 wherein the payer can make any transfer or any
transaction to any account in any bank or any institution or any virtual account
or any wallet in any country or online payment from the wallet by requesting

the SERVER to complete such transaction.

27.The method of claim 1 where, when the user is making a transaction from a

mobile device that is not connected to internet, the user is opening a sub-wallet
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of which he can fix the number of transactions that can be made by day, the
maximum amount of money that can be paid in each transaction and the total
amount of money that can be spent in one day.

28.The method of claim 27 wherein the user has to request by SMS the
authorization of the SERVER (the Main Server of SSP, assisted by the
auxiliary servers IN and OUT for any communication with the outside world)
before filling in the sub-wallet of the amount of money that the user wants to fill
in (top up). By giving the authorization, the SERVER will replace the three last
digits of the amount of money suggested by the user by a combination of three
digits that are chosen by the SERVER as to identify the user. The user has to
fill the sub-wallet with the amount of money that the SERVER has indicated to
the user, i.e., if the user wants to transfer 100.000IDR the Server will give the
authorization for transferring 100.456IDR. This is the amount of money that the
user has to transfer in place of the 100.000IDR. The amount that will be
available in the wallet or sub-wallet of the user is the one that the SERVER has

indicated and not the one that the user wanted initially transfer;

29. The method of claim 28 wherein the user can have a sub-wallet even if he has
no bank account, the SERVER (the Main Server of SSP, assisted by the
auxiliary servers IN and OUT for any communication with the outside world)
indicating to the user the bank in which SSP has an account where the
payment has to be made or where the payment can be made even if not in a
bank.

30. The method of claim 29 wherein the user can make any financial transaction
from his sub-wallet by means of SMS sent to the SERVER (the Main Server of
SSP, assisted by the auxiliary servers IN and OUT for any communication with
the outside world) requesting the authorization and validating the order with

only one code of 6 characters (3 letters and 3 digits).

31.The method of claim 1 wherein when being requested to make a transfer to
another bank in which SSP has no account, the SERVER is debiting the wallet
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of the user and crediting SSP’s one of the same amount of money and sending

the bank an order to transfer the money.

32.The method of claim 1 wherein the user is making a direct payment from a
mobile device, connected or not connected, to a POS (Point of Sale) that is
part of SSP system, transmitting the reference number by means of NFC, QR
Code or SMS.

33.The method of claim 32 wherein the POS is directly connected to the
SERVER (the Main Server of SSP, assisted by the auxiliary servers IN and
OUT for any communication with the outside world) and is communicating with
the SERVER using a one way and parallel path, all data being automatically

encrypted before being sent.

34. The method of claim 26 wherein the user (payer) is making a direct payment
from a mobile device that is not connected, to a POS (Point of Sale) that is part
of SSP system, transmitting the reference number of the transaction sent to the
payer by the SERVER (the Main Server of SSP, assisted by the auxiliary
servers IN and OUT for any communication with the outside world) by means
of SMS.

35.The method of claim 1 wherein the user (payer) is making a quick payment
from a mobile device that is connected, to a POS (Point of Sale) that is part of
SSP system, transmitting the reference number of the transaction (given to the
payer by the SERVER via the SSP application) by means of NFC or QR Code
to the POS.

36. The method of claim 35 wherein the server is debiting the sub-wallet of the

payer while crediting the wallet of the vendor.

37.The method of claim 35 wherein the SERVER (the Main Server of SSP,
assisted by the auxiliary servers IN and OUT for any communication with the
outside world) is transmitting the reference number of the transaction to the
payer using a one way and parallel path, the reference number being

encrypted before being sent.
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38. The method of claim 35 wherein the reference number is automatically sent by
the POS to the SERVER (the Main Server of SSP, assisted by the auxiliary
servers IN and OUT for any communication with the outside world). If the
SERVER does not receive the reference number from the POS the transaction

is cancelled.

39. The method of claim 1 wherein the user can withdraw money from an ATM, by
choosing SSP on the screen of the ATM as a way to withdraw money.

40.The method of claim 39 wherein before the user withdraws money from the
ATM, the user must request the withdrawal of money and the amount of money
he wants to withdraw to SERVER (the Main Server of SSP, assisted by the
auxiliary servers IN and OUT for any communication with the outside world),
then the SERVER will send the reference number of the withdrawal to the user
either via the application if the mobile device of the user is connected or by

SMS if the mobile device of the user is not connected.

41.The method of claim 39 wherein, upon request of the ATM, the user is typing
his phone number on the ATM.

42.The method of claims 39 wherein the user is typing on the ATM upon request
the 6 character (3 letters and 3 digits) authentication code used by SSP system

to identify the user (called the ID of the user).

43.The method of claim 39 wherein the user is typing on the ATM the reference
number of the withdrawal sent to the user by the server (the Main Server of
SSP, assisted by the auxiliary servers IN and OUT for any communication with

the outside world)

44. The method of claim 39 wherein the ATM is sending to the SERVER (the Main
Server of SSP, assisted by the auxiliary servers IN and OUT for any
communication with the outside world) the data given by the user, requesting

the amount of money that will be withdrawn.

45.The method of claim 39 wherein the SERVER (the Main Server of SSP,

assisted by the auxiliary servers IN and OUT for any communication with the

AMENDED SHEET (ARTICLE 19)
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outside world) is sending to the ATM the authorization to complete the

transaction on the amount of money that was requested by the user.

46.The method of claim 39 wherein the user is receiving his money and
notification (message sent by the server, being the Main Server of SSP,

5 assisted by the auxiliary servers IN and OUT for any communication with the
outside world) of the new balance of his wallet or sub-wallet (being the new

amount of money that is in the user's wallet after the transaction).

47.The method of anyone of claim 1 to 46 where the word wallet means a

subaccount and sub-wallet a limited subaccount.

10
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