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Description
FIELD OF THE INVENTION

[0001] The presentinvention relates to the communi-
cations field, and in particular, to a method, a system, a
mobility management element, and a serving gateway
(SGW) for processing access point name (APN) restric-
tion information.

BACKGROUND OF THE INVENTION

[0002] On a next generation mobile communication
network, a user equipment (UE) gets access through a
local radio access network (RAN). A mobility manage-
ment element is responsible for implementing functions
such aslocation management, connection management,
security authentication, and gateway selection of the UE.
An SGW is a local access gateway of the UE and is re-
sponsible for access technology related connection man-
agement and data forwarding. A packet data network
gateway (PGW) is a gateway for the UE to access an
external packet data network (PDN).

[0003] In a mobility management procedure, the SGW
sends a Modify Bearer Request to the PGW; the PGW
carries a PDN-connection-related APN restriction value
ina Modify Bearer Response, and sends the Modify Bear-
er Response to the SGW. However, before the SGW
sends the Modify Bearer Request, the SGW needs to
judge whether to send the Modify Bearer Request. That
is, in certain cases, the SGW may not send the Modify
Bearer Request to the PGW. Consequently, the PGW
cannot send the PDN-connection-related APN restriction
value to a target mobility management element, and the
target mobility management element cannot obtain a cor-
rect maximum APN restriction value. When the UE re-
quests establishing a new PDN connection, if the target
mobility management element sends an incorrect maxi-
mum APN restriction value to the PGW, the PGW may
allow some PDN connections that should be rejected ac-
cording to the incorrect maximum APN restriction value.
This brings about security threats to some private PDNs.
[0004] 3GPP change request of 23.401 CR0923,
S$2-092930 for TSG-SA WG2 Meeting #72, Hangzhou,
20090330 - 20090403, discloses a procedure of E-
UTRAN Tracking Area Update without S-GW Change.

SUMMARY OF THE INVENTION

[0005] Embodiments of the present invention meth-
ods, apparatuses, computer-readable media and com-
puter program products for processing APN restriction
information to obtain correct maximum APN restriction
information and improve the security of private PDNs.

[0006] The present invention is defined by a method
for processing access point name restriction information
according to independent claim 1, an apparatus accord-
ing to independent claim 5, a computer-readable storage

10

15

20

25

30

35

40

45

50

55

medium according to independent claim 6, a computer
program product according to independent claim 7, a
method for processing access point name restriction in-
formation according to independent claim 8, an appara-
tus according to claim 12, a computer-readable storage
medium according to claim 13, a computer program prod-
uctaccording to claim 14 and a system according to claim
15.

BRIEF DESCRIPTION OF THE DRAWINGS
[0007]

FIG. 1is a flowchart of a method for processing APN
restriction information according to a first embodi-
ment of the present invention;

FIG. 2 is a signaling flowchart of a method for
processing APN restriction information according to
a second embodiment of the present invention;
FIG. 3 is a signaling flowchart of a method for
processing APN restriction information according to
a third embodiment of the present invention;

FIG. 4 is a signaling flowchart of a method for
processing APN restriction information according to
a fourth embodiment of the present invention;

FIG. 5A and FIG. 5B are a signaling flowchart of a
method for processing APN restriction information
according to a fifth embodiment of the present inven-
tion;

FIG. 6 is a flowchart of another method for process-
ing APN restriction information according to a sixth
embodiment of the present invention;

FIG. 7 is a signaling flowchart of another method for
processing APN restriction information according to
a seventh embodiment of the present invention;
FIG. 8A and FIG. 8B are a signaling flowchart of an-
other method for processing APN restriction infor-
mation according to an eighth embodiment of the
present invention;

FIG. 9 shows a structure of a mobility management
element according to a ninth embodiment of the
present invention;

FIG. 10 shows a structure of an SGW according to
a tenth embodiment of the present invention;

FIG. 11 shows a structure of a system for processing
APN restriction information according to an eleventh
embodiment of the present invention; and

FIG. 12 shows a structure of another system for
processing APN restriction information according to
a twelfth embodiment of the present invention.

DETAILED DESCRIPTION OF THE ENBODIMENTS

[0008] The present invention is hereinafter described
in detail with reference to the accompanying drawings
and exemplary embodiments.

[0009] Thetechnicalsolution providedinembodiments
of the presentinvention may be applied in a mobility man-
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agement procedure. The mobility management proce-
dure is a procedure that an access network, a mobility
management element, an SGW or a PGW that serves a
UE is handed over due to a location change of the UE or
equipment load balancing. All the procedures involved
inembodiments of the presentinvention refer to a mobility
management procedure.

[0010] FIG. 1is aflowchart of a method for processing
APN restriction information according to a first embodi-
ment of the present invention. As shown in FIG. 1, the
method includes the following steps:

Step 101: A second mobility management element
receives first APN restriction information sent by a
first mobility management element.

Step 102: The second mobility management ele-
ment obtains maximum APN restriction information
according to the first APN restriction information, so
that a PGW determines to or refuses to establish a
new PDN connection.

[0011] In this embodiment, the second mobility man-
agement element may receive the first APN restriction
information sent by the first mobility management ele-
ment, and then obtain the maximum APN restriction in-
formation according to the first APN restriction informa-
tion. In this way, the PGW can determine to or refuse to
establish a new PDN connection, and therefore the se-
curity of private PDNs is improved.

[0012] FIG. 2 is a signaling flowchart of a method for
processing APN restriction information according to a
second embodiment of the present invention. In this em-
bodiment, a first mobility management element is an old
mobility management element, and a second mobility
management element is a new mobility management el-
ement. The old mobility management element serves a
UE before a mobility management procedure. The new
mobility management element serves the UE after a mo-
bility management element is handed over in the mobility
management procedure. First APN restriction informa-
tion is a first APN restriction value, and maximum APN
restriction information is a maximum APN restriction val-
ue.

[0013] The following describes the technical solution
provided in the second embodiment by taking a tracking
area update (TAU) procedure or a routing area update
(RAU) procedure on a next generation mobile commu-
nication network as an example. In this embodiment, the
first APN restriction is carried in a Context Response.
[0014] When the method provided in this embodiment
is applied in the TAU procedure, an access network may
be an evolved NodeB (eNodeB), the new mobility man-
agement element may be a mobility management entity
(MME), and the old mobility management element may
be an MME or a serving GPRS support node (SGSN).
When the method provided in this embodiment is applied
in the RAU procedure, the access network may be a serv-
ing radio network subsystem (SRNS) or a base station
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subsystem (BSS), the new mobility management ele-
ment may be an SGSN, and the old mobility management
element may be an MME or an SGSN.

[0015] As shown in FIG. 2, the method provided in the
second embodiment of the present invention includes
the following steps:

Step 201: The UE sends a TAU/RAU Request to the
access network.

Step 202: The access network sends the TAU/RAU
Request to the new mobility management element.
Step 203: The new mobility management element
sends a Context Request to the old mobility man-
agement element according to the received
TAU/RAU Request, which is used for requesting ob-
taining UE related information from the old mobility
management element.

Step 204: The old mobility management element
sends a Context Response to the new mobility man-
agement element, where the Context Response car-
ries a first APN restriction value corresponding to a
currently established PDN connection of the UE.

[0016] The new mobility management element may
obtain a maximum APN restriction value directly accord-
ing to the first APN restriction value. This step is optional.
[0017] Step 205: Execute authentication and security
related procedures initiated by the new mobility manage-
ment element.

[0018] Step 206: The new mobility management ele-
ment sends a Context ACK to the old mobility manage-
ment element. Then, the UE context establishment pro-
cedure ends.

[0019] Step 207: The new mobility management ele-
ment sends a Modify Bearer Request to an SGW.
[0020] Step 208: When the SGW determines that the
Modify Bearer Request does not need to be sent to a
PGW, the SGW sends a Modify Bearer Response to the
new mobility management element.

[0021] Specifically, the new mobility management el-
ement may carry a radio access type (RAT) in a Modify
Bearer Request sent to the SGW. The SGW compares
the RAT carried in the Modify Bearer Request with an
RAT stored on the SGWi; if both RATs are the same, the
SGW determines that the Modify Bearer Request does
not need to be sent to the PGW. Or the SGW judges
whether the Modify Bearer Request sent by the new mo-
bility management element includes user location infor-
mation (ULI); if the Modify Bearer Request does not in-
clude the ULI, the SGW determines that the Modify Bear-
er Request does not need to be sent to the PGW. Or the
SGW judges whether the Modify Bearer Request sent
by the new mobility management element includes in-
struction information that is used to instruct the SGW to
send a Modify Bearer Request to the PGW; if the Modify
Bearer Request does not include the instruction informa-
tion, the SGW determines that the Modify Bearer Re-
quest does not need to be sent to the PGW.
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[0022] Step 210: The new mobility management ele-
ment sends a TAU/RAU Accept message to the UE.
[0023] Further, if the step of obtaining the maximum
APN restriction value according to the first APN restric-
tionvalueis not executed in step 204, step 209is included
between step 208 and step 210, that is, the new mobility
management element obtains the maximum APN restric-
tion value directly according to the first APN restriction
value.

[0024] In this embodiment, one UE may have multiple
APN restriction values. The maximum APN restriction
values may be decided by using multiple methods, for
example, the maximum value of all the APN restriction
values of the UE. The specific method is not limited in
thisembodiment. If the UE established multiple PDN con-
nections, one Context Response generally carries mul-
tiple first APN restriction values. In this way, the new mo-
bility management element may obtain multiple first APN
restriction values corresponding to all the PDN connec-
tions of the UE by receiving a Context Response, and
then choose the maximum one of the multiple first APN
restriction values to obtain the maximum APN restriction
value.

[0025] If the UE establishes a PDN connection, the
new mobility management element obtains a first APN
restriction value corresponding to the PDN connection
of the UE by receiving a Context Response, where the
first APN restriction value is the maximum APN restriction
value.

[0026] When the UE requests establishing a new PDN
connection, the new mobility management element
sends the maximum APN restriction value obtained ac-
cording to the first APN restriction value to the PGW, so
that the PGW determines to or refuses to establish the
PDN connection.

[0027] Some location registration procedures may be
included between step 209 and step 210, and are not
further described.

[0028] In this embodiment, the new mobility manage-
ment element may receive the first APN restriction infor-
mation sent by the old mobility management element,
and obtain the maximum APN restriction information di-
rectly according to the first APN restriction information,
so that the PGW determines to or refuses to establish a
new PDN connection. When the SGW cannot obtain APN
restriction information through the Modify Bearer mes-
sage, the new mobility management element can also
obtain accurate maximum APN restriction information,
and notify the PGW of the maximum APN restriction in-
formation. In this way, private PDNs may be free from
security threats due to the fact that the PGW cannot de-
termine whether to establish a new PDN connection or
the fact that the PGW determines whether to establish a
new PDN connection by using incorrect maximum APN
restriction information because the PGW does not know
the maximum APN restriction information. In this way,
the security of private PDNs is improved.

[0029] FIG. 3 is a signaling flowchart of a method for
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processing APN restriction information according to a
third embodiment of the present invention. Step 301 to
step 307 in this embodiment are the same as step 201
to step 207 in the second embodiment, and step 312 is
the same as step 210 in the second embodiment. The
method further includes the following steps:

Step 308: When the SGW knows that the Modify
Bearer Request needs to be sent to the PGW, the
SGW sends a Modify Bearer Request to the PGW.
Step 309: The PGW returns a Modify Bearer Re-
sponse to the SGW, where the Modify Bearer Re-
sponse carries a second APN restriction value cor-
responding to the current PDN connection of the UE.
Step 310: The SGW sends a Modify Bearer Re-
sponse that carries the second APN restriction value
to the new mobility management element.

Step 311: The new mobility management element
compares the first APN restriction value and the sec-
ond APN restriction value to check whether they are
the same. If the first APN restriction value and the
second APN restriction value are not the same, the
new mobility management element ignores the first
APN restriction value or the maximum APN restric-
tion value obtained according to the first APN restric-
tion value, stores the second APN restriction value,
and obtains a maximum APN restriction value ac-
cording to the second APN restriction value.

[0030] In this embodiment, if the UE established mul-
tiple PDN connections, one Context Response generally
carries multiple first APN restriction values. The new mo-
bility management element may obtain multiple first APN
restriction values corresponding to all the PDN connec-
tions of the UE through one Context Response. A Modify
Bearer Response generally carries a second APN re-
striction value, and the new mobility management ele-
ment may obtain multiple second APN restriction values
corresponding to all the PDN connections of the UE
through multiple Modify Bearer Responses. Specifically,
in step 311, the new mobility management element com-
pares the first APN restriction value and the second APN
restriction value that correspond to the same PDN con-
nection to check whether they are the same. If the first
APN restriction value and the second APN restriction val-
ue are not the same, the new mobility management ele-
ment ignores the first APN restriction value correspond-
ing to the PDN connection or the maximum APN restric-
tion value obtained according to the first APN restriction
value corresponding to the PDN connection, stores the
second APN restriction value corresponding to the PDN
connection, and obtains a maximum APN restriction val-
ue according to the second APN restriction value.

[0031] If the UE establishes a PDN connection, the
new mobility management element obtains a first APN
restriction value corresponding to the PDN connection
of the UE by receiving a Context Response, and obtains
asecond APN restriction value corresponding to the PDN
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connection of the UE by receiving a Modify Bearer Re-
sponse, where the second APN restriction value is the
maximum APN restriction value.

[0032] When the UE requests establishing a new PDN
connection, the new mobility management element
sends the maximum APN restriction value obtained ac-
cording to the second APN restriction value to the PGW,
so that the PGW determines to or refuses to establish
the PDN connection.

[0033] Further, in the preceding step 311, the new mo-
bility management element may not compare the first
APN restriction value with the second APN restriction
value, but directly ignore the first APN restriction value
or the maximum APN restriction value obtained accord-
ing to the first APN restriction value, stores the second
APN restriction value, and obtains a maximum APN re-
striction value according to the second APN restriction
value.

[0034] The method provided in this embodimentis also
applicable to a scenario where the SGW is changed. If
the new mobility management element selects a new
SGW for the UE, the new mobility management element
sends a Create Session Request to the new SGW in step
307. The new SGW sends a Modify Bearer Request to
the PGW in step 308 to step 310. The new SGW receives
a Modify Bearer Response returned by the PGW, where
the Modify Bearer Response carries a second APN re-
striction value corresponding to the current PDN connec-
tion of the UE. The new SGW sends a Create Session
Response that carries the second APN restriction value
to the new mobility management element.

[0035] In this embodiment, the new mobility manage-
ment element may receive the first APN restriction infor-
mation sent by the old mobility management element;
when the SGW obtains the second APN restriction infor-
mation through the Modify Bearer messages, the new
mobility management element may obtain maximum
APN restriction information according to the second APN
restriction information, so that the PGW determines to or
refuses to establish a new PDN connection. In this way,
the security of private PDNs is improved.

[0036] FIG. 4 is a signaling flowchart of a method for
processing APN restriction information according to a
fourth embodiment of the present invention. In this em-
bodiment, the first mobility management element is a
source mobility management element, and the second
mobility management element is a target mobility man-
agement element. The source mobility management el-
ement serves the UE before the mobility management
procedure. The target mobility management element
serves the UE after the mobility management element is
handed over in the mobility management procedure. The
first APN restriction information is the first APN restriction
value, and the maximum APN restriction information is
the maximum APN restriction value.

[0037] The following describes the technical solution
of this embodiment by taking the handover procedure on
the next generation mobile communication network as
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an example. In this embodiment, the first APN restriction
value is carried in a Forward Relocation Request.
[0038] In this embodiment, a source access network
or atarget access network may be an eNodeB, an SRNS,
or a BSS, the source mobility management element may
be an MME or an SGSN, and the target mobility man-
agement element may be an MME or an SGSN. When
the source mobility management element and the target
mobility management element are both an SGSN, the
method provided in this embodiment may correspond to
such procedures as SRNS relocation, or combined hard
handover and SRNS relocation, or combined cel/lURA
update and SRNS relocation, or enhanced SRNS relo-
cation. The signaling message body in these handover
or relocation procedures is the same as that shown in
FIG. 4. The main differences lie in the names of some
signaling messages and the interactions between a radio
network and the UE.

[0039] AsshowninFIG. 4, in the handover procedure,
the SGW is not changed, that is, the SGW is a source
SGW. The method provided in the fourth embodiment
includes the following steps:

Step 401: The UE and the source access network
prepare for the handover.

Step 402: The source access network sends a
Handover Request to the source mobility manage-
ment element.

Step 403: The source mobility management element
sends a Forward Relocation Request to the target
mobility management element, where the Forward
Relocation Request carries a first APN restriction
value corresponding to the current PDN connection
of the UE.

[0040] The target mobility management element may
obtain a maximum APN restriction value directly accord-
ing to the first APN restriction value. This step is optional.
[0041] Step 404: The target mobility management el-
ement sends a Handover Request to the target access
network, and then receives a Handover Request ACK
returned by the target access network.

[0042] Step 405: The target mobility management el-
ement sends a Forward Relocation Response to the
source mobility management element.

[0043] Step 406: The source mobility management el-
ement establishes an indirect data forwarding tunnel with
the source SGW. This step is optional.

[0044] Step 407: The source mobility management el-
ementsends a Handover Command to the source access
network.

[0045] Step 408: The source access network sends a
Handover Command to the UE.

[0046] Step 409: The UE sends a Handover Confirm
message to the target access network.

[0047] Step 410: The target access network sends a
Handover Notify message to the target mobility manage-
ment element.
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[0048] Step 411: The target mobility management el-
ement sends a Forward Relocation Complete Notifica-
tion to the source mobility management element, and
then receives a Forward Relocation Complete ACK re-
turned by the source mobility management element.
[0049] Step 412: The target mobility management el-
ement sends a Modify Bearer Request to the SGW.
[0050] Step 413: When the SGW determines that the
Modify Bearer Request does not need to be sent to the
PGW, the SGW sends a Modify Bearer Response to the
target mobility management element.

[0051] Specifically, the target mobility management el-
ement may carry an RAT in a Modify Bearer Request
sent to the SGW. The SGW compares the RAT carried
in the Modify Bearer Request with an RAT stored on the
SGW; if both RATs are the same, the SGW determines
that the Modify Bearer Request does not need to be sent
to the PGW. Or the SGW judges whether the Modify
Bearer Request sent by the target mobility management
elementincludes ULI; if the Modify Bearer Request does
not include the ULI, the SGW determines that the Modify
Bearer Request does not need to be sent to the PGW.
Or the SGW judges whether the Modify Bearer Request
sent by the target mobility management elementincludes
instruction information that is used to instruct the SGW
to send a Modify Bearer Request to the PGW; if the Mod-
ify Bearer Request does not include the instruction infor-
mation, the SGW determines that the Modify Bearer Re-
quest does not need to be sent to the PGW.

[0052] Step 415: The mobility management element
executes a TAU/RAU procedure to perform location reg-
istration.

[0053] Step416: The forwarding tunnel is deleted, and
the UE context on the source network is released. This
step is optional.

[0054] Further, ifthe step of obtaining a maximum APN
restriction value according to the first APN restriction val-
ue is not executed in step 403, step 414 is included be-
tween step 413 and step 415, that is, the target mobility
management element obtains a maximum APN restric-
tion value directly according to the first APN restriction
value.

[0055] In this embodiment, one UE may have multiple
APN restriction values. The maximum APN restriction
value is the maximum one of all the APN restriction values
of the UE. If the UE established multiple PDN connec-
tions, one Forward Relocation Request generally carries
multiple first APN restriction values. In this way, the new
mobility management element may obtain multiple first
APN restriction values corresponding to all the PDN con-
nections of the UE by receiving a Forward Relocation
Request, and then choose the maximum one of multiple
first APN restriction values to obtain the maximum APN
restriction value.

[0056] Ifthe UE establishes a PDN connection, the tar-
get mobility management element obtains a first APN
restriction value corresponding to the PDN connection
of the UE by receiving a Forward Relocation Request,
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where the first APN restriction value is the maximum APN
restriction value.

[0057] When the UE requests establishing a new PDN
connection, the target mobility management element
sends the maximum APN restriction value obtained ac-
cording to the first APN restriction value to the PGW, so
that the PGW determines to or refuses to establish the
PDN connection.

[0058] Inthis embodiment, the target mobility manage-
ment element may receive the first APN restriction infor-
mation sent by the source mobility management element,
and obtain the maximum APN restriction information ac-
cording to the first APN restriction information, so that
the PGW determines to or refuses to establish a new
PDN connection. When the SGW cannot obtain the APN
restriction information through the Modify Bearer mes-
sage, the target mobility management element can also
obtain accurate maximum APN restriction information,
and notify the PGW of the maximum APN restriction in-
formation. In this way, private PDNs may be free from
security threats due to the fact that the PGW cannot de-
termine whether to establish a new PDN connection or
the fact that the PGW determines whether to establish a
new PDN connection by using incorrect maximum APN
restriction information because the PGW does not know
the maximum APN restriction information. In this way,
the security of private PDNs is improved.

[0059] FIG. 5 is a signaling flowchart of a method for
processing APN restriction information according to a
fifth embodiment of the present invention. Step 501 to
step 511 in this embodiment are the same as step 401
to step 411in the fourth embodiment, and step 517 and
step 518 are the same as step 415 and step 416 in the
fourth embodiment respectively. The difference between
the fifth embodiment and the fourth embodiment lies in
thatthe SGW is changed in the handover procedure. The
method provided in this embodiment includes the follow-
ing steps:

Step 512: The target mobility management element
sends a Create Session Request to a target SGW.
Step 513: The target SGW sends a Modify Bearer
Request to the PGW.

Step 514: The PGW returns a Modify Bearer Re-
sponse to the target SGW, where the Modify Bearer
Response carries a second APN restriction value
corresponding to the current PDN connection of the
UE.

Step 515: The target SGW sends a Create Session
Response to a target new mobility management el-
ement, where the Create Session Response carries
a second APN restriction value corresponding to the
current PDN connection of the UE.

Step 516: The target mobility management element
compares the first APN restriction value and the sec-
ond APN restriction value to check whether they are
the same. If the first APN restriction value and the
second APN restriction value are not the same, the
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target mobility management element ignores the first
APN restriction value or the maximum APN restric-
tion value obtained according to the first APN restric-
tion value, stores the second APN restriction value,
and obtains a maximum APN restriction value ac-
cording to the second APN restriction value.

[0060] In this embodiment, if the UE established mul-
tiple PDN connections, one Forward Relocation Request
generally carries multiple first APN restriction values. The
target mobility management element may obtain multiple
first APN restriction values corresponding to all the PDN
connections of the UE through one Forward Relocation
Request. A Modify Bearer Response and a Create Ses-
sion Response generally carry a second APN restriction
value, and the target mobility management element may
obtain multiple second APN restriction values corre-
sponding to all the PDN connections of the UE through
multiple Modify Bearer Responses and Create Session
Responses. Specifically, in step 516, the target mobility
management element compares the first APN restriction
value and the second APN restriction value that corre-
spond to the same PDN connection to check whether
they are the same. If the first APN restriction value and
the second APN restriction value are not the same, the
target mobility management element ignores the first
APN restriction value corresponding to the PDN connec-
tion or the maximum APN restriction value obtained ac-
cording to the first APN restriction value corresponding
to the PDN connection, stores the second APN restriction
value corresponding to the PDN connection, and obtains
the maximum APN restriction value according to the sec-
ond APN restriction value.

[0061] Ifthe UE establishes a PDN connection, the tar-
get mobility management element obtains a first APN
restriction value corresponding to the PDN connection
by receiving a Forward Relocation Request, and obtains
a second APN restriction value corresponding to the PDN
connection of the UE by receiving a Modify Bearer Re-
sponse and a Create Session Response, where the sec-
ond APN restriction value is the maximum APN restriction
value.

[0062] When the UE requests establishing a new PDN
connection, the target mobility management element
sends the maximum APN restriction value obtained ac-
cording to the second APN restriction value to the PGW,
so that the PGW determines to or refuses to establish
the PDN connection.

[0063] The following step may be included between
step 503 and step 504: The target mobility management
element establishes a session with the target SGW. The
following step may be included between step 504 and
step 505: The target mobility management element es-
tablishes an indirect data forwarding tunnel with the tar-
get SGW.

[0064] Further, in the preceding step 516, the target
mobility management element may not compare the first
APN restriction value with the second APN restriction
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value, but directly ignores the first APN restriction value
or the maximum APN restriction value obtained accord-
ing to the first APN restriction value, stores the second
APN restriction value, and obtains the maximum APN
restriction value according to the second APN restriction
value.

[0065] The method provided inthis embodimentis also
applicable to a scenario where the SGW is not changed
and the SGW determines that the Modify Bearer Request
needs to be sent to the PGW. Specifically, the preceding
step 512 to step 516 are as follows: The target mobility
management element sends a Modify Bearer Request
to the source SGW; the source SGW sends a Modify
Bearer Request to the PGW; the PGW returns a Modify
Bearer Response to the source SGW, where the Modify
Bearer Response carries a second APN restriction value
corresponding to the current PDN connection of the UE;
the source SGW sends a Modify Bearer Response to the
target new mobility management element, where the
Modify Bearer Response carries a second APN restric-
tion value corresponding to the current PDN connection
of the UE; the target mobility management element com-
pares the first APN restriction value and the second APN
restriction value to check whether they are the same, and
if the first APN restriction value is not the same as the
second APN restriction value , the target mobility man-
agement element ignores the first APN restriction value
or the maximum APN restriction value obtained accord-
ing to the first APN restriction value, stores the second
APN restriction value, and obtains the maximum APN
restriction value according to the second APN restriction
value.

[0066] Inthis embodiment, the target mobility manage-
ment element may receive the first APN restriction infor-
mation sent by the source mobility management element;
when the SGW obtains the second APN restriction infor-
mation through a Modify Bearer message, the target mo-
bility management element may obtain the maximum
APN restriction information according to the second APN
restriction information, so that the PGW determines to or
refuses to establish a new PDN connection. In this way,
the security of private PDNs is improved.

[0067] FIG. 6 is a flowchart of another method for
processing APN restriction information according to a
sixth embodiment of the present invention. As shown in
FIG. 6, the method includes the following steps:

Step 601: An SGW receives APN restriction infor-
mation.

Step 602: The SGW stores the APN restriction infor-
mation.

Step 603: The SGW sends the APN restriction infor-
mation to a second mobility management element.
Step 604: The second mobility management ele-
ment obtains maximum APN restriction information
according to the APN restriction information, so that
the PGW determines to or refuses to establish a new
PDN connection.
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[0068] In this embodiment, the second mobility man-
agement element may receive the pre-stored APN re-
striction information sent by the SGW, and then obtain
maximum APN restriction information according to the
APN restriction information, so that the PGW determines
to or refuses to establish a new PDN connection. In this
way, the security of private PDNs is improved.

[0069] FIG.7isasignalingflowchartofanother method
for processing APN restriction information according to
a seventh embodiment of the present invention. In this
embodiment, the second mobility management element
is a new mobility management element, the APN restric-
tion information is the APN restriction, and the maximum
APN restriction information is the maximum APN restric-
tion.

[0070] The following describes the technical solution
of this embodiment by taking the TAU/RAU procedure
on the next generation mobile communication network
as an example. In this embodiment, in the attach proce-
dure, PDN connection establishment procedure, Packet
Data Protocol (PDP) context activation procedure or oth-
er mobility management procedures that the SGW is
changed due to the mobility of the UE or overload of the
equipment before the TAU/RAU procedure, the SGW
stores the APN restriction value. The other mobility man-
agement procedures that the SGW is changed due to
the mobility of the UE or overload of the equipment may
be a TAU/RAU procedure, a handover procedure or a
relocation procedure. The TAU/RAU procedure that the
SGW is changed is not a same procedure as the subse-
quent TAU/RAU procedure.

[0071] When each network element shown in FIG. 7
corresponds to the attach procedure or the procedure
that the UE requests establishing a PDN connection, the
access network may be an eNodeB, and the old mobility
management element may be an MME. When each net-
work element shown in FIG. 7 corresponds to the PDP
context activation procedure, the access network may
be an SRNS or a BSS, and the old mobility management
element may be an SGSN. When each network element
shown in FIG. 7 corresponds to a TAU procedure, the
access network may be an eNodeB, the new mobility
management element may be an MME, and the old mo-
bility management element may be an MME or an SGSN.
When each network element shown in FIG. 7 corre-
sponds to the RAU procedure, the access network may
be an SRNS or a BSS, the new mobility management
element may be an SGSN, and the old mobility manage-
ment element may be an MME or an SGSN.

[0072] AsshowninFIG. 7, the method provided in the
seventh embodiment of the present invention includes
the following steps:

Step 701: The UE sends a request of the attach proce-
dure, PDN connection establishment procedure, PDP
context activation procedure, or other mobility proce-
dures that the SGW is changed due to the mobility of the
UE or the overload of the equipment to the old mobility
management element.
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[0073] If the UE sends a request of the attach proce-
dure, the PDN connection establishment procedure, or
the PDP context activation procedure to the old mobility
management element, the SGW in the following steps
refers to the old SGW. If the UE sends a request of other
mobility management procedures that the SGW s
changed, the SGW in the following steps refers to the
new SGW.

[0074] Step 702: The old mobility management ele-
ment sends a Create Session Request to the SGW.
[0075] Step 703: The SGW sends a Create Session
Request to the PGW. In other mobility management pro-
cedures that the SGW is changed, the Create Session
Request is a Modify Bearer Request.

[0076] Step 704: The PGW returns a Create Session
Response to the SGW, where the Create Session Re-
sponse carries an APN restriction value corresponding
to the current PDN connection of the UE; or the PGW
returns a Modify Bearer Response that carries an APN
restriction value corresponding to the current PDN con-
nection of the UE.

[0077] Step 705: The SGW stores the APN restriction
value.
[0078] Step 706: The SGW returns a Create Session

Response to the old mobility management element.
[0079] Then, the attach procedure, the PDN connec-
tion establishment procedure, the PDP context activation
procedure, the TAU/RAU procedure, the handover pro-
cedure, or the relocation procedure ends. In the attach
procedure, PDN connection establishment procedure,
PDP context activation procedure, TAU/RAU procedure,
handover procedure, or relocation procedure, some op-
erations such as interactions between the old mobility
management element and the access network, location
registration, and authentication are available. These op-
erations have no direct relationship with the method pro-
vided in this embodiment, and are not further described.
[0080] Step 707: The UE sends a TAU/RAU Request
to the new mobility management element.

[0081] Step 708: The new mobility management ele-
ment interacts with the old mobility management element
according to the received TAU/RAU Request to obtain a
UE context.

[0082] Step 709: The new mobility management ele-
ment sends a Modify Bearer Request to the SGW.
[0083] Step 710: When the SGW determines that the
Modify Bearer Request does not need to be sent to the
PGW, the SGW carries the APN restriction value stored
on the SGW in a Modify Bearer Response, and sends
the Modify Bearer Response to the new mobility man-
agement element.

[0084] Specifically, the new mobility management el-
ement may carry an RAT in a Modify Bearer Request
sent to the SGW. The SGW compares the RAT carried
in the Modify Bearer Request with an RAT stored on the
SGWi; if both RATs are the same, the SGW determines
that the Modify Bearer Request does not need to be sent
to the PGW. Or the SGW judges whether the Modify
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Bearer Request sent by the new mobility management
elementincludes ULI; if the Modify Bearer Request does
not include the ULI, the SGW determines that the Modify
Bearer Request does not need to be sent to the PGW.
Or the SGW judges whether the Modify Bearer Request
sent by the new mobility management element includes
instruction information that is used to instruct the SGW
to send a Modify Bearer Request to the PGW; if the Mod-
ify Bearer Request does not include the instruction infor-
mation, the SGW determines that the Modify Bearer Re-
quest does not need to be sent to the PGW.

[0085] Step 711: The new mobility management ele-
ment obtains amaximum APN restriction value according
to the APN restriction value.

[0086] Step 712: The new mobility management ele-
ment sends a TAU/RAU Accept message to the SGW.
[0087] Further, in the preceding step 710, when the
SGW sends a Modify Bearer Request to the PGW, the
SGW may obtain an APN restriction value from the PGW,
carry the APN restriction value in a Modify Bearer Re-
sponse, and send the Modify Bearer Response to the
new mobility management element.

[0088] When the UE requests establishing a new PDN
connection, the new mobility management element
sends the maximum APN restriction value obtained ac-
cording to the APN restriction to the PGW, so that the
PGW determines to or refuses to establish the PDN con-
nection.

[0089] Some location registration procedures may be
included between step 711 and step 712, and are not
further described.

[0090] The method provided in this embodimentis also
applicable to a scenario where the mobility management
element is not changed. In the RAU procedure, the old
mobility management element may be an SGSN; in the
TAU procedure, the old mobility management element
may be an MME. In this scenario, all the messages sent
to the new mobility management element shown in FIG.
7 may be sent to the old mobility management element,
and no interaction occurs between the new mobility man-
agement element and the old mobility management ele-
ment.

[0091] It should be noted that in the prior art, the SGW
transparently transmits, to the new mobility management
element, the APNrestriction value sentby the PGW, with-
out processing the APN restriction. In this embodiment,
in the attach procedure, PDN connection establishment
procedure, PDP context activation procedure, TAU/RAU
procedure, handover procedure or relocation procedure,
the APN restriction value is stored on the SGW. Then, in
step 710, the SGW carries the APN restriction value in
a Modify Bearer Response, and sends the Modify Bearer
Response to the new mobility management element.
[0092] In this embodiment, the new mobility manage-
ment element may receive the APN restriction informa-
tion stored on the SGW, and obtain maximum APN re-
striction information according to the APN restriction in-
formation, so that the PGW determines to or refuses to
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establish a new PDN connection. When the SGW cannot
obtain the APN restriction information through the Modify
Bearer message, the new mobility management element
can also obtain accurate maximum APN restriction infor-
mation, and notify the PGW of the maximum APN restric-
tion information. In this way, private PDNs may be free
from security threats due to the fact that the PGW cannot
determine whether to establish a new PDN connection
or the fact that the PGW determines whether to establish
anew PDN by using incorrect maximum APN restriction
information because the PGW does not know the maxi-
mum APN restriction information. In this way, the security
of private PDNs is improved.

[0093] FIG.8isasignalingflowchartof another method
for processing APN restriction information according to
an eighth embodiment of the present invention. In this
embodiment, the second mobility management element
is the target mobility management element, the APN re-
striction information is the APN restriction value, and the
maximum APN restriction information is the maximum
APN restriction value.

[0094] The following describes the technical solution
of this embodiment by taking the handover procedure on
the next generation mobile communication network as
an example. In this embodiment, in the attach procedure,
PDN connection establishment procedure, PDP context
activation procedure or other mobility management pro-
cedures that the SGW is changed due to the mobility of
the UE or overload of the equipment before the handover
procedure, the SGW stores the APN restriction. The oth-
er mobility management procedures that the SGW is
changed due to the mobility of the UE or overload of the
equipment may be a TAU/RAU procedure, a handover
procedure or a relocation procedure. The handover pro-
cedure thatthe SGW is changed is not a same procedure
from the subsequent handover procedure.

[0095] When each network element shown in FIG. 8
corresponds to the attach procedure or the procedure
that the UE requests establishing a PDN connection, the
access network may be an eNodeB, and the source mo-
bility management element may be an MME. When each
network element shownin FIG. 8 corresponds to the PDP
context activation procedure, the access network may
be an SRNS or a BSS, and the source mobility manage-
ment element may be an SGSN. When each network
element shown in FIG. 8 corresponds to the handover
procedure, the access network may be an eNodeB, an
SRNS or a BSS, the source mobility management ele-
mentmay be an MME oran SGSN, and the target mobility
management element may be an MME or an SGSN.
When the source mobility management element and the
target mobility management element are both an SGSN,
the method provided in this embodiment may correspond
to such procedures as SRNS relocation, or combined
hard handover and SRNS relocation, or combined
cell/lURA update and SRNS relocation, or enhanced
SRNS relocation. The signaling message body in the
handover or relocation procedures is the same as that
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shown in FIG. 8. The main differences lie in the names
of some signaling messages and the interactions be-
tween the radio network and the UE.

[0096] As showninFIG. 8, the method provided in the
eighth embodiment of the present invention includes the
following steps:

Step 801: The UE sends a request of the attach proce-
dure, PDN connection establishment procedure, PDP
context activation procedure, or other mobility manage-
ment procedures that the SGW is changed due to the
mobility of the UE or the overload of the equipment to
the source mobility management element.

[0097] If the UE sends a request of the attach proce-
dure, the PDN connection establishment procedure, or
the PDP context activation procedure to the source mo-
bility management element, the SGW in the following
stepsrefers to the source SGW. Ifthe UE sends arequest
of other mobility management procedures that the SGW
is changed, the SGW in the following steps refers to the
target SGW.

[0098] Step 802: The source mobility management el-
ement sends a Create Session Request to the SGW.
[0099] Step 803: The SGW sends a Create Session
Request to the PGW. In other mobility management pro-
cedures that the SGW is changed, the Create Session
Request is a Modify Bearer Request.

[0100] Step 804: The PGW returns a Create Session
Response to the SGW, where the Create Session Re-
sponse carries an APN restriction value corresponding
to the current PDN connection of the UE. Or the PGW
returns a Modify Bearer Response to the SGW, where
the Modify Bearer Response carries an APN restriction
value corresponding to the current PDN connection of
the UE.
[0101]
value.
[0102] Step 806: The SGW returns a Create Session
Response to the source mobility management element.
[0103] Then, the attach procedure, PDN connection
establishment procedure, PDP context activation proce-
dure, TAU/RAU procedure, handover procedure, or re-
location procedure ends. It should be noted that, in the
attach procedure, PDN connection establishment proce-
dure, PDP context activation procedure, TAU/RAU pro-
cedure, handover procedure or relocation procedure,
some operations such as interactions between the old
mobility management element and the access network,
location registration, and authentication are also availa-
ble. These operations have no direct relationship with
this method, and are not further described.

[0104] Step 807: The UE and the source access net-
work prepare for the handover.

[0105] Step 808: The source access network sends a
Handover Required message to the source mobility man-
agement element.

[0106] Step 809: The source mobility management el-
ement sends a Forward Relocation Request to the target
mobility management element.

Step 805: The SGW stores the APN restriction
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[0107] Step 810: The target mobility management el-
ement sends a Handover Request to the target access
network, and then receives a Handover Request ACK
returned by the target access network.

[0108] Step 811: The target mobility management el-
ement sends a Forward Relocation Response to the
source mobility management element.

[0109] Step 812: The source mobility management el-
ement establishes an indirect data forwarding tunnel with
the source SGW. This step is optional.

[0110] Step 813: The source mobility management el-
ementsends a Handover Command to the source access
network.

[0111] Step 814: The source access network sends a
Handover Command to the UE.

[0112] Step 815: The UE sends a Handover Confirm
message to the target access network.

[0113] Step 816: The target access network sends a
Handover Notify message to the target mobility manage-
ment element.

[0114] Step 817: The target mobility management el-
ement sends a Forward Relocation Complete Notifica-
tion to the source mobility management element, and
then receives a Forward Relocation Complete ACK re-
turned by the source mobility management element.
[0115] Step 818: The target mobility management el-
ement sends a Modify Bearer Request to the SGW.
[0116] Step 819: When the SGW determines that the
Modify Bearer Request does not need to be sent to the
PGW, the SGW carries the APN restriction value stored
on the SGW in a Modify Bearer Response, and sends
the Modify Bearer Response to the target mobility man-
agement element.

[0117] Specifically, the target mobility management el-
ement may carry an RAT in a Modify Bearer Request
sent to the SGW. The SGW compares the RAT carried
in the Modify Bearer Request with an RAT stored on the
SGWi; if both RATs are the same, the SGW determines
that the Modify Bearer Request does not need to be sent
to the PGW. Or the SGW judges whether the Modify
Bearer Request sent by the target mobility management
element includes ULLI; if the Modify Bearer Request does
not include the ULI, the SGW determines that the Modify
Bearer Request does not need to be sent to the PGW.
Or the SGW judges whether the Modify Bearer Request
sentby the target mobility management elementincludes
instruction information that is used to instruct the SGW
to send a Modify Bearer Request to the PGW; if the Mod-
ify Bearer Request does not include the instruction infor-
mation, the SGW determines that the Modify Bearer Re-
quest does not need to be sent to the PGW.

[0118] Step 820: The target mobility management el-
ement obtains a maximum APN restriction value accord-
ing to the APN restriction value.

[0119] Step 821: The mobility management element
executes the TAU/RAU procedure to perform location
registration.

[0120] Step 822: The forwarding tunnel is deleted, and
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the UE context on the source network is released.
[0121] Further, in the preceding step 819, when the
SGW sends a Modify Bearer Request to the PGW, the
SGW may obtain an APN restriction value from the PGW,
carry the APN restriction value in a Modify Bearer Re-
sponse, and send the Modify Bearer Response to the
target mobility management element.

[0122] When the UE requests establishing a new PDN
connection, the target mobility management element
sends the maximum APN restriction value obtained ac-
cording to the APN restriction value to the PGW, so that
the PGW determines to or refuses to establish the PDN
connection.

[0123] The method provided this embodiment is also
applicable to a scenario where the mobility management
elementis notchanged. Inthis scenario, allthe messages
sent to the target mobility management element shown
in FIG. 8 are sent to the source mobility management
element, and no interaction occurs between the target
mobility management element and the source mobility
management element.

[0124] It should be noted that in the prior art, the SGW
transparently transmits the APN restriction value sent by
the PGW to the target mobility management element,
without processing the APN restriction value. In this em-
bodiment, in the attach procedure, PDN connection es-
tablishment procedure, PDP context activation proce-
dure, TAU/RAU procedure, handover procedure or relo-
cation procedure, the APN restriction value is stored on
the SGW. Then, in step 819, the SGW carries the APN
restriction value in a Modify Bearer Response, and sends
the Modify Bearer Response to the target mobility man-
agement element.

[0125] Inthis embodiment, the target mobility manage-
ment element may receive the APN restriction informa-
tion stored on the SGW, and obtain maximum APN re-
striction information according to the APN restriction in-
formation, so that the PGW determines to or refuses to
establish a new PDN connection. When the SGW cannot
obtain the APN restriction information through the Modify
Bearer message, the target mobility management ele-
ment can also obtain accurate maximum APN restriction
information, and notify the PGW of the maximum APN
restriction information. In this way, private PDNs may be
free from security threats due to the fact that the PGW
cannot determine whether to establish a new PDN con-
nection or the fact that the PGW determines whether to
establish a new PDN connection by using incorrect max-
imum APN restriction information because the PGW
does not know the maximum APN restriction information.
In this way, the security of private PDNs is improved.
[0126] FIG. 9 shows a structure of a mobility manage-
ment element according to a ninth embodiment of the
present invention. As shown in FIG. 9, the mobility man-
agement element includes a receiving module 11 and an
obtaining module 12. The receiving module 11 receives
first APN restriction information from a first mobility man-
agement element. The obtainingmodule 12 obtains max-
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imum APN restriction information according to the first
APN restriction information, so that the PGW determines
to or refuses to establish a new PDN connection.
[0127] Specifically, in a TAU/RAU procedure, the mo-
bility management element provided in this embodiment
may be a new mobility management element, and the
first mobility management element may be an old mobility
management element. Therefore, the receiving module
11 is configured to receive first APN restriction informa-
tion carried in a Context Response sentby the old mobility
management element. In the handover procedure, the
mobility management element provided in this embodi-
ment may be a target mobility management element, and
the first mobility management element may be a source
mobility management element. Therefore, the receiving
module 11 is configured to receive first APN restriction
information carried in a Forward Relocation Request sent
by the source mobility management element.

[0128] Further, as an implementation mode, the ob-
taining module 12 may include a first obtaining unit 13
that may obtain maximum APN restriction information
directly according to the first APN restriction information.
The implementation mode of this embodiment may be
applicable to the method provided in the second embod-
iment or the fourth embodiment.

[0129] As anotherimplementation mode, the receiving
module 11 may be further configured to receive second
APN restriction information sent by the SGW, and the
obtaining module 12 may include a second obtaining unit
14. When the first APN restriction information is different
from the second APN restriction information, the second
obtaining unit 14 obtains maximum APN restriction infor-
mation according to the second APN restriction informa-
tion. The implementation mode of this embodiment may
be applicable to the method provided in the third embod-
iment or the fifth embodiment.

[0130] The mobility management element provided in
this embodiment may receive the first APN restriction
information sent by the first mobility management ele-
ment, and then obtain the maximum APN restriction in-
formation according to the first APN restriction informa-
tion, so that the PGW can determine to or refuse to es-
tablish a new PDN connection. In this way, the security
of private PDNs is improved.

[0131] FIG. 10 shows a structure of an SGW according
to atenth embodiment of the present invention. As shown
in FIG. 10, the SGW includes a receiving module 21, a
storing module 22, and a sending module 23. The receiv-
ing module 21 receives APN restriction information. The
storing module 22 stores the APN restriction information.
The sending module 23 sends the APN restriction infor-
mation to a second mobility management element.
[0132] Inan attach procedure, a procedure thatthe UE
requests establishing a PDN connection, PDP context
activation procedure, or other mobility management pro-
cedures due to the change of the SGW, after the SGW
receives a Create Session Response from the PGW, the
storing module 22 stores the APN restriction information
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carried in the Create Session Response.

[0133] The SGW provided in this embodiment may fur-
ther include a judging module 24 configured to judge
whether to send a Modify Bearer Request to the PGW.
When the judging module 24 determines that the Modify
Bearer Request does not need to be sent to the PGW,
the sending module 23 sends the stored APN restriction
information to the second mobility management element.
[0134] Specifically, the judging module 24 is config-
ured to judge whether the RAT carried in the Modify Bear-
er Request sent by the second mobility management el-
ement is the same as the RAT stored on the judging
module 24; ifthe RATs are the same, the judging module
24 determines that the Modify Bearer Request does not
need to be sent to the PGW. Or the judging module 24
judges whether the Modify Bearer Request sent by the
second mobility management element includes ULI; if
the Modify Bearer Request does not include the ULI, the
judging module 24 determines that the Modify Bearer
Request does not need to be sent to the PGW. Or the
judging module 24 judges whether the Modify Bearer Re-
quest sent by the second mobility management element
includes instruction information that is used to instruct
the SGW to send a Modify Bearer Request to the PGW;
if the Modify Bearer Request does notinclude the instruc-
tion information, the judging module 24 determines that
the Modify Bearer Request does not need to be sent to
the PGW.

[0135] The SGW provided in this embodiment may be
applied in the methods provided in the sixth embodiment,
seventh embodiment or eighth embodiment of the
present invention.

[0136] Inthis embodiment, the SGW may pre-store the
APN restriction information, and send the APN restriction
information to the second mobility management element;
the second mobility management element may obtain
maximum APN restriction information according to the
APN restriction information, so that the PGW determines
to or refuses to establish a new PDN connection. In this
way, the security of private PDNs is improved.

[0137] FIG. 11 shows a structure of a system for
processing APN restriction information according to an
eleventh embodiment of the present invention. As shown
in FIG. 11, the system includes a first mobility manage-
ment element 31 and a second mobility management
element 32. The first mobility management element 31
sends first APN restriction information to the second mo-
bility management element 32. The second mobility man-
agement element 32 receives the first APN restriction
information, and obtains maximum APN restriction infor-
mation according to the first APN restriction information,
so that the PGW determines to or refuses to establish a
new PDN connection.

[0138] The system provided in this embodiment may
further include an SGW 33 configured to send second
APN restriction information to the second mobility man-
agement element 32. The second mobility management
element 32 is configured to obtain the maximum APN
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restriction information directly according to the second
APN restriction information when the first APN restriction
information is different from the second APN restriction
information, so that the PGW determines to or refuses
to establish a new PDN connection.

[0139] The system provided in this embodiment may
be applied in the methods provided in the first embodi-
ment to the fifth embodiment of the present invention.
[0140] In this embodiment, the second mobility man-
agement element may receive the first APN restriction
information sent by the first mobility management ele-
ment, and then obtain the maximum APN restriction in-
formation according to the first APN restriction informa-
tion, so that the PGW can determine to or refuse to es-
tablish a new PDN connection. In this way, the security
of private PDNs is improved.

[0141] FIG. 12 shows a structure of another system for
processing APN restriction information according to a
twelfth embodiment of the present invention. As shown
in FIG. 12, the system includes an SGW 41 and a second
mobility management element42. The SGW 41 receives
and stores APN restriction information, and sends the
APN restriction information to the second mobility man-
agement element 42. The second mobility management
element 42 receives the APN restriction information, and
obtains maximum APN restriction information according
to the APN restriction information, so that the PGW de-
termines to or refuses to establish a new PDN connec-
tion.

[0142] The system provided in this embodiment may
be applied in the method provided in the sixth embodi-
ment, seventh embodiment or eighth embodiment of the
present invention.

[0143] In this embodiment, the second mobility man-
agement element may receive the APN restriction infor-
mation stored on the SGW, and then obtain the maximum
APN restriction information according to the APN restric-
tion information, so that the PGW can determine to or
refuse to establish a new PDN connection. In this way,
the security of private PDNs is improved.

[0144] Those skilled in the art may understand that all
or part of the steps of the method according to the em-
bodiments of the present invention may be implemented
by a program instructing relevant hardware. The program
may be stored in a computer readable storage medium.
When the program runs, the steps of the method accord-
ing to the embodiments of the present invention are per-
formed. The storage medium may be a read only memory
(ROM), a random access memory (RAM), a magnetic
disk, or a compact disk-read only memory (CD-ROM).
[0145] It should be noted that the above embodiments
are merely provided for elaborating on the technical so-
lutions of the present invention, but not intended to limit
the present invention.



23

Claims

A method for processing access point name restric-
tion, APN, information, comprising:

receiving (202) a tracking area update,
TAU/routing area update, RAU, request of a us-
er equipment, UE, at an access network;
sending (203) a context request to an old mo-
bility management element according to the
TAU/RAU request;

receiving (204) context response from the old
mobility management element, wherein the con-
text response carries one or multiple APN re-
striction values corresponding to one or multiple
currently established packet data network, PDN,
connection of the UE;

initiating (205) authentication and security relat-
ed procedures;

sending (206) a context ACK to the old mobility
management element;

sending (207) a modify bearer request to a serv-
ing gateway, SGW, wherein the modify bearer
request carries a radio access type which is not
changed, or the bearer request does not include
user location information, ULI;

receiving (208) a modify bearer response from
the SGW;

obtaining (209) the maximum APN restriction in-
formation directly according to the one or multi-
ple APN restriction values;

sending (210) a TAU/RAU accept message to
the UE.

The method according to claim 1, wherein obtaining
(209) the maximum APN restriction information di-
rectly according to the one APN restriction value
comprises:

obtaining a maximum APN restriction value, wherein
the maximum APN restriction value is the one APN
restriction value.

The method according to claim 1, wherein obtaining
(209) the maximum APN restriction information di-
rectly according to the multiple APN restriction val-
ues;

obtaining a maximum APN restriction value by
choosing the maximum one of the multiple APN re-
striction values.

The method according to any one of claims 1-3, fur-
ther comprising:

notifying a packet data network gateway, PGW, the
maximum APN restriction information.

An apparatus, comprising means for performing the
method according to any one of claims 1-4.
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A computer-readable storage medium comprising
instructions which, when executed by a computer,
cause the computer to carry out the method accord-
ing to any one of claims 1-4.

A computer program product comprising instructions
which, when executed by a computer, cause the
computer to carry out the method according to any
one of claims 1-4.

A method for processing access point name restric-
tion, APN, information, comprising:

receiving (403) a forward relocation request
from a source mobility management element,
wherein the forward relocation request carries
one or multiple APN restriction values corre-
sponding to one or multiple currently established
packet data network, PDN, connection of the
UE;

sending (404) a handover request to a target
access network and receiving (404) a handover
request ACK from the target access network;
sending (405) a forward relocation response to
the source mobility management element;
receiving (410) a handover notify message from
the target access network;

sending (411) aforward relocation complete no-
tification to the source mobility management el-
ement, and receiving (411) a forward relocation
complete ACK from the source mobility man-
agement element;

sending (412) a modify bearer request to a serv-
ing gateway, SGW, wherein the modify bearer
request carries a radio access type which is not
changed, or the bearer request does notinclude
user location information, ULI;

receiving (413) a modify bearer response from
the SGW;

obtaining (414) the maximum APN restriction in-
formation directly according to the one or multi-
ple APN restriction values;

executing (415) a TAU/RAU procedure to per-
form location registration.

The method according to claim 8, wherein obtaining
(414) the maximum APN restriction information di-
rectly according to the one APN restriction value
comprises:

obtaining a maximum APN restriction value, wherein
the maximum APN restriction value is the one APN
restriction value.

The method according to claim 8, wherein obtaining
(414) the maximum APN restriction information di-
rectly according to the multiple APN restriction val-
ues;

obtaining a maximum APN restriction value by
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choosing the maximum one of the multiple APN re-
striction values.

The method according to any one of claims 8-10,
further comprising:

notifying a packet data network gateway, PGW, the
maximum APN restriction information.

An apparatus, comprising means for performing the
method according to any one of claims 8-11.

A computer-readable storage medium comprising
instructions which, when executed by a computer,
cause the computer to carry out the method accord-
ing to any one of claims 8-11.

A computer program product comprising instructions
which, when executed by a computer, cause the
computer to carry out the method according to any
one of claims 8-11.

A system, comprising an apparatus according to
claim 5 or 12, an access network, a serving gateway,
and a packet data network gateway.

Patentanspriiche

1.

Verfahren zum Verarbeiten von Zugangspunktna-
men-(APN, Access Point Name)-Beschrankungsin-
formationen, das umfasst:

das Empfangen (202) einer "Tracking Area Up-
date"-(TAU)-/"Routing Area Up-
date"-(RAU)-Anfrage eines Benutzergerats
(UE, User Equipment) an einem Zugangsnetz;
das Senden (203) einer "Context Request" an
ein altes "Mobility Management"-Element ge-
mafR der TAU/RAU-Anfrage;

das Empfangen (204) einer "Context Response”
von dem alten "Mobility Management"-Element,
wobei die "Context Response" einen oder meh-
rere APN-Beschrankungswerte entsprechend
einer oder mehreren derzeit hergestellten "Pa-
cket Data Network"-(PDN)-Verbindungen des
UE flhrt;

das Einleiten (205) von authentisierungs- und
sicherheitsbezogenen Prozeduren;

das Senden (206) eines "Context ACK" an das
alte "Mobility Management"-Element;

das Senden (207) einer "Modify Bearer Re-
quest" an ein versorgendes Gateway (SGW,
Serving Gateway), wobeidie "Modify Bearer Re-
quest" einen Funkzugangstyp fiihrt, der nicht
geandert wird, oder die "Bearer Request" keine
Benutzerstandortinformationen (ULI, User Lo-
cation Information) enthalt;

das Empfangen (208) einer "Modify Bearer Re-
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sponse" von dem SGW;

das Erlangen (209) der maximalen APN-Be-
schrankungsinformationen auf direkte Weise
gemal dem einen oder den mehreren APN-Be-
schrankungswerten;

das Senden (210) einer TAU/RAU-Annahme-
meldung an das UE.

Verfahren nach Anspruch 1, wobei das Erlangen
(209) der maximalen APN-Beschrankungsinforma-
tionen auf direkte Weise gemall dem einen APN-
Beschrankungswert umfasst:

das Erlangen eines maximalen APN-Beschran-
kungswerts, wobei der maximale APN-Beschran-
kungswert der eine APN-Beschrankungswert ist.

Verfahren nach Anspruch 1, wobei das Erlangen
(209) der maximalen APN-Beschrankungsinforma-
tionen auf direkte Weise gemaf den mehreren APN-
Beschrankungswerten:

das Erlangen eines maximalen APN-Beschran-
kungswerts durch Wahlen des maximalen der meh-
reren APN-Beschrankungswerte.

Verfahren nach einem der Anspriiche 1-3, das ferner
umfasst:

das Mitteilen der maximalen APN-Beschrankungs-
informationen an ein "Packet Data Network Gate-
way" PGW.

Vorrichtung, die eine Einrichtung zum Ausfiihren des
Verfahrens nach einem der Anspriiche 1-4 aufweist.

Computerlesbares Speichermedium, das Anwei-
sungen aufweist, die bei Ausflihrung durch einen
Computer bewirken, dass der Computer das Verfah-
ren nach einem der Anspriiche 1-4 ausfiihrt.

Computerprogrammprodukt, das Anweisungen auf-
weist, die bei Ausfiihrung durch einen Computer be-
wirken, dass der Computer das Verfahren nach ei-
nem der Anspriiche 1-4 ausfiihrt.

Verfahren zum Verarbeiten von Zugangspunktna-
men-(APN, Access Point Name)-Beschrankungsin-
formationen, das umfasst:

das Empfangen (403) einer "Forward Relocati-
on Request" von einem Quellen-"Mobility Ma-
nagement"-Element, wobei die "Forward Relo-
cation Request" einen oder mehrere APN-Be-
schrankungswerte entsprechend einer oder
mehreren derzeit hergestellten "Packet Data
Network"-(PDN)-Verbindungen des UE flhrt;
das Senden (404) einer "Handover Request" an
ein Zielzugangsnetz und das Empfangen (404)
eines "Handover Request ACK" von dem Ziel-
zugangsnetz;
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das Senden (405) einer "Forward Relocation
Response" an das Quellen-"Mobility Manage-
ment"- Element;

das Empfangen (410) einer "Handover Notify"-
Meldung von dem Zielzugangsnetz;

das Senden (411) einer "Forward Relocation
Complete"-Benachrichtigung an das Quel-
len-"Mobility Management"-Element und das
Empfangen (411) eines "Forward Relocation
Complete ACK" von dem Quellen-"Mobility Ma-
nagement"-Element;

das Senden (412) einer "Modify Bearer Re-
quest" an ein versorgendes Gateway (SGW,
Serving Gateway), wobeidie "Modify Bearer Re-
quest" einen Funkzugangstyp fiihrt, der nicht
geandert wird, oder die "Bearer Request" keine
Benutzerstandortinformationen (ULI, User Lo-
cation Information) enthalt;

das Empfangen (413) einer "Modify Bearer Re-
sponse" von dem SGW;

das Erlangen (414) der maximalen APN-Be-
schrankungsinformationen auf direkte Weise
gemal dem einen oder den mehreren APN-Be-
schrankungswerten;

das Ausflihren (415) einer TAU/RAU-Prozedur
zum Durchfiihren einer Standortregistrierung.

Verfahren nach Anspruch 8, wobei das Erlangen
(414) der maximalen APN-Beschrankungsinforma-
tionen auf direkte Weise gemall dem einen APN-
Beschrankungswert umfasst:

das Erlangen eines maximalen APN-Beschran-
kungswerts, wobei der maximale APN-Beschran-
kungswert der eine APN-Beschrankungswert ist.

Verfahren nach Anspruch 8, wobei das Erlangen
(414) der maximalen APN-Beschrankungsinforma-
tionen auf direkte Weise gemaf den mehreren APN-
Beschrankungswerten:

das Erlangen eines maximalen APN-Beschran-
kungswerts durch Wahlen des maximalen der meh-
reren APN-Beschrankungswerte.

Verfahren nach einem der Anspriiche 8-10, das fer-
ner umfasst:
das Mitteilen der maximalen APN-Beschrankungs-
informationen an ein "Packet Data Network Gate-
way" PGW.

Vorrichtung, die eine Einrichtung zum Ausfiihren des
Verfahrens nach einem der Anspriche 8-11 auf-
weist.

Computerlesbares Speichermedium, das Anwei-
sungen aufweist, die bei Ausfiihrung durch einen
Computer bewirken, dass der Computer das Verfah-
ren nach einem der Anspriiche 8-11 ausfihrt.
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Computerprogrammprodukt, das Anweisungen auf-
weist, die bei Ausfiihrung durch einen Computer be-
wirken, dass der Computer das Verfahren nach ei-
nem der Anspriiche 8-11 ausfihrt.

System, das eine Vorrichtung nach Anspruch 5 oder
12, ein Zugangsnetz, ein versorgendes Gateway
und ein "Packet Data Network Gateway" aufweist.

Revendications

1.

Procédé de traitement d’informations de restriction
de nom de points d’acces (APN), comprenant :

laréception (202) d’'une demande de mise a jour
de zone de suivi (TAU)/mise a jour de zone de
routage (RAU) d’un équipement utilisateur (UE)
au niveau d’un réseau d’acces ;

I'envoi (203) d’'une demande de contexte a un
ancien élément de gestion de mobilité en fonc-
tion de la demande TAU/RAU ;

la réception (204) d’une réponse de contexte en
provenance de I'ancien élément de gestion de
mobilité, la réponse de contexte portant une ou
plusieurs valeurs de restriction d’APN corres-
pondant a une ou plusieurs connexions de ré-
seau de données par paquets (PDN) présente-
ment établies de 'UE ;

le lancement (205) de procédures liees a
I'authentification et a la sécurité ;

I'envoi (206) d’'un accusé de réception de con-
texte a I'ancien élément de gestion de mobilité ;
I’envoi (207) d’'une demande de porteuse de mo-
dification a une passerelle de desserte (SGW),
la demande de porteuse de modification portant
un type d’acces radio qui n’est pas changé, ou
la demande de porteuse ne comprenant pas
d'informations de localisation d'utilisateur
(ULl

laréception (208) d’'une réponse de porteuse de
modification en provenance de la SGW ;
I'obtention (209) des informations de restriction
d’APN maximum directement en fonction de la
ou des valeurs de restriction d’APN ;

I'envoi (210) d’'un message d’acceptation de
TAU/RAU a I'UE.

Procédé selon la revendication 1, dans lequel I'ob-
tention (209) des informations de restriction d’APN
maximum directement en fonction de la valeur de
restriction d’APN comprend :

I'obtention d’une valeur de restriction d’APN maxi-
mum, la valeur de restriction d’APN maximum étant
la valeur de restriction d’APN.

Procédé selon la revendication 1, dans lequel I'ob-
tention (209) des informations de restriction d’APN
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maximum directement en fonction des valeurs de
restriction d’APN;

I'obtention d’une valeur de restriction d’APN maxi-
mum en choisissant la valeur maximum des multi-
ples valeurs de restriction d’APN.

Procédé selon I'une quelconque des revendications
1 a 3, comprenant en outre :

la notification, a une passerelle de réseau de don-
nées par paquets (PGW), des informations de res-
triction d’APN maximum.

Appareil, comprenant des moyens destinés a réali-
ser le procédé selon I'une quelconque des revendi-
cations 1 a 4.

Support d’enregistrementlisible par ordinateur com-
prenant des instructions qui, lorsqu’elles sont exé-
cutées parun ordinateur,aménentl’ordinateur a réa-
liser le procédé selon I'une quelconque des reven-
dications 1 a 4.

Produit-programme informatique comprenant des
instructions qui, lorsqu’elles sont exécutées par un
ordinateur, aménent 'ordinateur a réaliser le procé-
dé selon 'une quelconque des revendications 1 a 4.

Procédé de traitement d’informations de restriction
de nom de points d’acces (APN), comprenant :

la réception (403) d’'une demande de relocalisa-
tion directe en provenance d’un élémentde ges-
tion de mobilité de source, la demande de relo-
calisation directe portant une ou plusieurs va-
leurs de restriction d’APN correspondant a une
ou plusieurs connexions de réseau de données
par paquets (PDN) présentement établies de
I'UE ;

'envoi (404) d’'une demande de transfert a un
réseau d’acces cible et la réception (404) d’'un
accusé de réception de demande de transfert
en provenance du réseau d’acces cible ;
I'envoi (405) d’une réponse de relocalisation di-
recte a I'élément de gestion de mobilité de
source ;

la réception (410) d’'un message de notification
de transfert en provenance du réseau d’acces
cible ;

I'envoi (411) d’une notification de fin de reloca-
lisation directe aI'élément de gestion de mobilité
de source, et la réception (411) d’'un accusé de
réception de fin de relocalisation directe en pro-
venance de I'élément de gestion de mobilité de
source ;

I'envoi(412)d’'une demande de porteuse de mo-
dification a une passerelle de desserte (SGW),
la demande de porteuse de modification portant
un type d’acces radio qui n’est pas changé, ou
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la demande de porteuse ne comprenant pas
d’'informations de localisation d'utilisateur
(ULl ;

laréception (413) d’'une réponse de porteuse de
modification en provenance de la SGW ;
I'obtention (414) des informations de restriction
d’APN maximum directement en fonction de la
ou des valeurs de restriction d’APN ;
I'exécution (415) d’'une procédure TAU/RAU
pour réaliser un enregistrement de localisation.

Procédé selon la revendication 8, dans lequel I'ob-
tention (414) des informations de restriction d’APN
maximum directement en fonction de la valeur de
restriction d’APN comprend :

I'obtention d’une valeur de restriction d’APN maxi-
mum, la valeur de restriction d’APN maximum étant
la valeur de restriction d’APN.

Procédé selon la revendication 8, dans lequel I'ob-
tention (414) des informations de restriction d’APN
maximum directement en fonction des multiples va-
leurs de restriction d’APN ;

I'obtention d’une valeur de restriction d’APN maxi-
mum en choisissant la valeur maximum des multi-
ples valeurs de restriction d’APN.

Procédé selon I'une quelconque des revendications
8 a 10, comprenant en outre :

la notification, a une passerelle de réseau de don-
nées par paquets (PGW), des informations de res-
triction d’APN maximum.

Appareil, comprenant des moyens pour exécuter le
procédé selon I'une quelconque des revendications
8a11.

Support d’enregistrement lisible par ordinateur com-
prenant des instructions qui, lorsqu’elles sont exé-
cutées par un ordinateur, ameénent 'ordinateur aréa-
liser le procédé selon I'une quelconque des reven-
dications 8 a 11.

Produit-programme informatique comprenant des
instructions qui, lorsqu’elles sont exécutées par un
ordinateur, amenent l'ordinateur a réaliser le procé-
dé selon 'une quelconque des revendications8a 11.

Systeme, comprenant un appareil selon la revendi-
cation 5 ou 12, un réseau d’accés, une passerelle
de desserte et une passerelle de réseau de données
par paquets.
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A second mobility management element
receives first APN restriction information sent f~-
by a first mobility management element

101

'

The second mobility management element
obtains maximum APN restriction information
according to the first APN restriction ~
information, so that the PGW determines to or

refuses to establish a new PDN connection

102

FIG. 1
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I
312. TAU/RAU Accept
~ |

FIG. 3

19



EP 3 404 965 B1

¥ "DIA

SI0MIOU 90INOS Y} UO JXJU0D F() Y} 9SLI[I pue [ouun) JuIpIemio) oy) 9190 91

uorensI3a1 uoredo] wiodd 03 2unpadord NV Y/NV.L Y IN0XT "S§

onJeA UonOINSAI NJV 1811 943 03 3uIpiodde
onJeA UOIPINSAI NV WNWIXeW 3y} urelqQ) v

MDd

MDS

UONROOY PIeMIO] "COb

»
osuodsoy
1o1e3¢ AJIPOIN "€ 11
-
sonba < -
Io1ed a% I om : SOV 2pa1duwo)
q PO Iy UONBIO[IY PIeMIO ]
pue uonesnoN 39[dwo))
uonedIO[IY pIemIod ‘[t
R <
AJNON 19A0pURH 0T # WIIuO)) IOAOPURH "60
¥
> puewwo
b oo > puBWItIO)) IOAOPURH "L0f P J
[ouuny SurpJemIo] BIep JOIIPUl U YSI[qeIsq ‘90t IOAOpURH
> 0¥
osuodsoy
uoned0[dY pIemIod "SOf
< L
MOV 1senbay
IoAOpURH pue 3sanbay 10a0pueH 0
¢
(on[ea uononsal <
NV I811J o1 y3im) jsonbay paunbay 19A0puURH Z0h IdAopuBRy

oy 10§ dredard 10

JUDWII[D JudWdZeuRW
Aiqow Jo81e],

JUDII[D JudWdZeURW
Ajfiqowr 921n0g

JI0M)dU
$§900® 19318 ],

SHomiou

§S2998 224N0S qn

20



EP 3 404 965 B1

d¢ ‘DIA

OL

V& DId

g6 'DId d¢ DId dq¢ ‘DId dq¢ ‘DId dq¢ ‘DId dq¢ ‘DId dq¢ ‘DId
OL OL OL OL OL OL OL
MY MY MY MY MY MY N

< R )
FHON FROPUEH 0TS ~ wyuo)) JopopueH 606
EEEEE——
»| puBwIWO)
«--———-—-——-———+ - |  puBWWO)) WAOPURH /(S IdAopuey
[ouuny SurpIemIoy ‘305

BJep 13a1Ipur ue ysijqeisy ‘'90¢<

P

0su0dsay uonedo[Y
premIo.f “c0g

-t

SOV 1sonbay 10a0puRy
pue 3sonboy 10A0pURH (S

-t
(angea uonoL)saI
NdV 1513
oY) yIA) Jsonboy
uoneIO[Y

premiod "¢0¢

-t

parmboy 1oA0pheH 70S

IoAaopuey oy}
Joy aredoxd "10$

MDd

MDS
1031

MDS
201n0g

SI0MIQU

JUQWI JudwFeUBW
Ayiqow 3R],

JUIWI JudwoFeURW
Aypiqowr 991n0§

$5900® 39318,

SI0MIOU

00IN0S n

21



EP 3 404 965 B1

d¢ DId

JI0A)OU 92INOS O} UO JXAUOD () Y} 9SLI[I PUE [duun} SUIpIemIof oyl [ "S16

UuonENSIZAI uoNed0] W0 03 2mpasord NV/NV.L AU ANIIXY LS

_
onyeA UondLISA NJV Puodds
oy} 0} SUIPIOII. dNJBA UOIIOLIISI
NJV Wnwixeur oy} urejqQ 91¢
>
(angea uonoNSA NJV
(onpea Pu023s Y} YHm) dsuodsay
uonoILysAI Ndv UoISSIS ABA) GG
PUO2IS Y YIIM)
asuodsoy a1y
AJIPOIN $1¢
A|
-t
159nbay 10180g
AJIPOIN €1 15onbay uoISSIG 9B T[S [ >
. SOV 9epdwo)
UONEBIO[YY PIeMIO,]
pupe uoneoynoN 21dwd)
upnedo[dy premioq ‘11§

AN N N MY N N
V¢ DI V& DId V¢ DA V¢ DI V¢ DI V¢ DI
WOYA WOdd WNOYUd WOYd WOYA WOYA
INOD 'INOD "LINOD INOD INOD INOD

NI

V¢ DId
NOYd
INOD

/N

V¢ DI
JAOXE
"INOD

22



EP 3 404 965 B1

An SGW receives APN restriction 601
information

The SGW stores the APN restriction | 602
information

!

The SGW sends the APN restriction
information to the second mobility ~~
management element

603

!

The second mobility management element
obtains the maximum APN restriction
information according to the APN ~~
restriction information, so that the PGW
determines to or refuses to establish a new
PDN connection

604

FIG 6
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network management management
element clement
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connection establishment procedure, PDP
context activation procedure, or other
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