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An Internet of things terminal obtains a data packet that needs to be sent
The Internet of things terminal extracts a first encryption unit adopted for the last encryption,

and sequentially selects a second encryption unit, the second encryption unit being an
encryption unit arranged after the first encryption unit and adjacent to the first encryption

unit in order
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Invoke the second encryption unit to encrypt the data packet
The Internet of things terminal sends the encrypted data to a network-side device

(57) Abstract: Disclosed in the present application are a method for an Internet of things terminal to sequentially encrypt data, and
an apparatus. The method comprises the following steps: an Internet of things terminal obtains a data packet that needs to be sent; the
Internet of things terminal extracts a first encryption unit adopted for the last encryption, and sequentially selects the next encryption
unit of the first encryption unit, i.e., a second encryption unit; the Internet of things terminal invokes the second encryption unit to
encrypt the data packet; the Internet of things terminal sends the encrypted data and the current time to a network-side device. The
technical solution provided by the present invention has the advantages of high security and good user experience.
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F: BF. LKA (EI: Wireless Fidelity ,WIFI) 2 Zigbee % .4 7 X,
Hp, ik WIFI 2385 IEEE802.11b #9474

2R, X LG IR VAR R L3 AL R AT R B 44
3%, BAATHIEM R, BEANREHERS, T THIENER R, =
RBITH K&, B AWM IEANLE BN TR PTIRH], BT RERM,
%mﬁ%ﬁﬁwﬁ%%ﬁmﬁﬁﬁ&%mmﬁ%ﬂ%% T B R AR A
EF G, FIARLAER T EF eGP TR 438 5 I b 4 35 2 18 694845
&@%&ﬁ%

ALK R QB A T R EA 2 Gk A

Wik e, Bk A EAS IR S604 X ATIE I VA L 3E:

BT i 4 BR W 4438 8 R BT ik 56 — o B 370 A0 B T RS, BTk 4 BR W 258 38 F)

B AR U &R o R USRS kAT A B AL B, SRR &R e
FUAF RIS An B An 58 4L 38 )5 69 38 6L 64 6Lk 7 R F K.

ARE 7, BT HAHIEMLEREE 700, LiAhRRMLREE 700 B
IRV e B 3 A 6 AT a9 IR M &, B IRM Zon L E F a9 AR RE
VABE ST A S IL4n B 3 A 6 PTReg 2L, PridEE 045

RIRELT01, A TRREZLEGHE

REHE 702, A TR EARIERA QG —mELA, BT LES
BB, RS I FRTUAIRF B AT RS — B EAZ G BIRF 5 AT
5 — o 3 TUARAR 6 o R 0 AR B B e B U P A AR L AT A
B AL

KA 703, A T A5 he F A IS 69 F AR A B AT AT 1] &) W MRS

K

ik ey, AP 702 Bk, B Foef i B AP HAE O F A
R, TR A R U R m R U TR SR e B AL R

Tikty, P 702 BAR, A TN L AT 4 ﬂwx%é’?ﬁ'aﬂﬂi/i, &
P BT RAZ 5 3% B A T AL, SRR PR AL R 5 —hn B B Ut BT iR 4548 6Lt
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VLT

ik, PR ELEAK, B TRBAE 5B G F K, RIBF A LA
AR K R B PTIRME 5 R B 64 & BT I 69 AR .

ik, PTARELT, BARA TRBAZTIREAL, ATk sR A AT
Ak AT B 6 4k AR A AL,

AL LR T FAAAEN T, o, 0t AR T A A2
F, ZALF JATES L35 _Eif 8 — o @it 3 094547 —Fr ¢ A P 555 038 09 420 5
hn 3 I5 A R A IR,

AR 8, B 8 AHRKPIREG—FF IR W 3% 800, Z4IK W 3% 7T YA
AHELELHEMAL T AT L, BHENALTETIALKE: HIEM P45,
IR N B DI LsmFa W &, A FL 435 800 L4 2 RIR T ++ FAL,
Mo RF% &, B 8 FTF, X B ALsE 800 L35 478 % 801. A4 % 802,
P& 2% 803 Fu ¥k 804, XK 2 803 Al T 5430k 4 (Hlhe IR Z 4o 6 Hf
K&, QFEERRT: FHE, HONREF) ZRIEKIE. WILF LS
800 F 494 5 801 e ETUA AR E A, Ko iFeg—& b, LH
% 801, A5 802 Ak & % 803 Tl T &K AAR Iy RNk, XTAE
5] 75 B RAB G S SUABFA], TTASE B 3 A 6 369 Eep], AR
HAE,

A, AAEE 802 T A FAEAR AR, AL F2 3 801 Al TR A Ak 802
WAk e AR AR, R T HATOL T B

A R 803, A TIRIRE ZR A MGHAE &,

R E 801, ATREREAMERMNGE —mELL, BAFLEE o
BRI, BTk 5§ Z e % B UA T L A PTiE 5 — i R A e BT 5 PTik
F— A F R TUARARG I F BT, PR TR F e B B U BT R S L AT e R
AL,

MR 2 803, ) T 45hn 5 4 28 5 69 54 61w BT i 34 A B 18 45 A 22 164 2K,
B & A B AT RN

Tike, XILZE 801, MK E 803, ETAUAM THMATWHE 3 4B 6 BT
) o 6 B R B BRE aH BVAR T i 7 &

13



WO 2019/019282 . PCT/CN2017/100812

FEHPG R, KDL E 801 TAR AL EAM, TR ZAL
MG AR, Blde, AT A2 P =432 2 ( Central Processing Unit,
CPU ), 5T VA4 % & & 3 ( Application Specific Integrated Circuit, ASIC ),
KA R E R FERAT ARG —AREANEREHE, Bl —AREAN
AL 72 2% (digital singnal processor, DSP), 2, —/&#H 2 NI T HA2 1T E
71 ( Field Programmable Gate Array, FPGA ).

Fhi# % 803 T A—NAMEE, LT UR SN B a5k, AR T
BT PATAL S R R AR EAT R BBATITE 54 RIEF. BAME
903 VA @LIFEALGFAE R (RAM), LTl 353k X M A2 (non-volatile
memory ), Fl4n#iFEF44%, WA (Flash) 5.

B 2% 804 T A & T AREAR 2 454 (Industry Standard Architecture, ISA )
B8, SMEik& Zi% (Peripheral Component, PCI) B & R¥ A& L LAFERKZ
¢t #) (Extended Industry Standard Architecture, EISA) % &% . ZE &K T Ay
MR AR R R EREF . AT RT, B 8 FAUN —FHE AT,
{83+ TRATFAH — & AR —FF R A 69 4.

ZR PR GETT A LA AN R R E, T YL 804, BT EERESL
R R0l FHEH,EE., IMARBEEETUAREAT RS AT @,
DARBRVEA R B L ZMAROEEFRIER, ETALLEED, TALZED
SRR E S

FEHPGRL, T T ARG EAN TRk, h T MEME, SUFLATR
R A —Z 6t E, (2R AABIEARAN i s %, KPR PATME
G SHVEIR T 69 PR, B AARIE AR W o, £ —2 R R A E AT R B B
YA, Bk, RAABIEARAF G iZ40 %, LB b Frdbid 6g L5 B T4
KA, PSR VE R R — AR W TS

Fe LR T P, ST A EHA R E AR M E, AT P IR ¥
mPFGA AL, TUSNE T 648 XA,

AATIRABHAN T T AL LR TG0 & T Rk F RIS
BT AR AL fp RAGEAR KGR R TR ZAZ A 7T DA T — 3t BT 3
BARNTR R, BN R T A 4E: WAFE,. R A44% (XL Read-Only
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Memory , ##R: ROM ), FiIHLAIE (3£ L: Random Access Memory, & #k:
RAM). E#RALELF,

VA_EXT AW I KA S PT R A R T R R A KRG RAUATT H e
N, ALY EA T BARABIAT R $ i 69 R R Kb NATT Wik, A k5
# ) e BLEA RO TS B BE R AR Pl 0 iR A AL S B AL B AT, AT RATR
6 —RRBARAT, RIFEARAT I TR, £ ERZAT XA LR LY K
RH, &7 EATA, RGUBA 45 W A0 5L AR A 2T R 3 6 PR
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R A & R

. AP IR R LR AR G T A Ty ik, RRAEE T, Prikgr ik adE

4 F WK

FI 1 40 Bk PR 2455 3R BRE B 4 1% 09 3R €

FIT i M) B ) 4455 4R IR _E R Im 8 R R 64 5 —An 55 70, PRk M BR W 4555 3%
Rk H B, TR S B R AAHNF EHETR S — B AZE
HIRA 5 ik § —hn 5B HTUARAR 64 0 58 50

FIT 1 40 Bk B 4553 JB) PIT 34 3 — A 55 3 U3 BT i B3 €0, B AT A 25 4L 32

BIT 34 49 Bk P 24 3% 5 m 58 R 225 64 3 &) P 48X & & 3%

2. WRFBAIRR | FFRGG T %, RRFEET, PTG HERMEYIRN L
s o B8 AL B B AR LK A B W RZATIE T VA 6,45

do 5 A0 R RO P A AR A AL TR R 0K, MR e B L&
He 58 U BT R S A L R AL 2R

3. RBAAIER | TR Tk, BAFELET, PRk apBa R 48R Pk

% =g Efimﬁ_ﬁﬁ’k SR LU AT Ao R AL 3R LK 635

FIT i 49 Bk W 4% 38 400 5 P 38 R 44 W 1R B 0915 7 3% 2, ARIB T i A5 T 3R B
TR, KA ﬁﬁiiﬂ"%ﬂ K Z A B U R AR L AT A B AL T,

4. RIFEBAER 3 ke, BMMEAET, PRI A5 R EAH
EAABAR, @45

FI i 4 Bk P 255 IR IRAZ 5 IR 69 F 4L, RBF A G5 A4 6984 X 2 144
BT A5 5 5% B 84 S SR R 69 FL04A

5. R/ ER 3 ATk ey ik, HAAEA T, PTAARIEATEAE 5 IR
EAABAR, @45

My T P 33 R IRAS 5 58 B, 5 P 5% (A AT Bkt A3 3| e 4 R
VA FL4A .

. AR AR R E, HSAEAT, PTERE
ﬁmﬁm,mfﬁmﬁéiz%ﬁﬁbz
R, B TR LR AeE R GGG — A E R, w5 EEH g
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B, ik Z e E AR LR S — e E R AL S BRAF 5P S
— 7 B UABAR G I U R PTIE B —n R UAT PR AR @ B AT A R AL
3¥;

KE B0, R T A B AL TS 6 5 6 P MR &

7. RF/BAIER 6 ik ey E, HHMEET, AL TEK, AT
Yo% Z e 5 T PR KR e 5 AL B K K, W R e R R 4 R A R
Bt iR 4R L B AL B,

8. MIBARAIER 6 ke KE, HWMELET, ELEETER, AT
M 5 P A B 25 PR S04 15 5 5R B, ARIABEFTIEAZ 5o A Ab4H, RA Bk Ak
AR A E T PR AR L AT A AL 2

9. R/ AIZK 8 Tk ey RKE, H4MEET, AL TEK, AT
RIBAZ 53R B 6 F R, RIF[BF A EAA B X 2 B0 5 T3 5860 F &
SF L A B4R

10, RIEMAZK 8Tk ey K E, H4FEAET, TALELTEIK, AT
RIRAZ 508 AL, AT 5R B AL A TR Bkt B AT 3] 09 48 RAE A Ab4A.

11, —FP 3 AT 3 AR, HAAEE T, L5 T o -F 2838 4y
TENALR, ., i BAAR AT EABAT e AR A 2R 1-5 AT
EEY T

12, —FPit EAAL T = oo, HAFIEE T, PR S - e QAT
T F AR 69 AR B BT M BT SR AR AR, BT A FAUAR A T SRR R AR A
AHAT ho st F| 2K 1-5 A —FR TR 8G ik,
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