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METHOD AND APPARATUS FOR HANDLING FEATURE INCOMPATIBILITY IN
A CHARGING SYSTEM OF A COMMUNICATION SYSTEM

TECHNICAL FIELD

An example embodiment of the present invention generally relates to handling
feature incompatibility in charging systems of a communication system, such as a fifth

generation (5G) system.

BACKGROUND

Service providers provide voice and data services to end-users, via user equipment
(UE), such as smart phones, laptop or tablet computers, video game systems or the like.
Examples may include streaming audio, streaming video, Voice over Internet Protocol
(VoIP), online gaming, etc. Charging for network service usage by a subscriber entails
reporting of usage for offline charging, which supports a post-paid charging model, or
authorizing for network resource consumption prior to usage in online charging, which
supports a pre-paid charging model.

In either case, the requests may be either offline — Accounting Request (ACR), or
online — Credit Control Request (CCR), from the network elements with embedded
charging trigger functionality with the requests containing multiple information elements
(IEs) that are sent to the (online or offline) charging system. The charging system needs to
be able to parse and interpreted the [Es correctly.

Ideally, the charging system is capable of handling all IEs that are sent to the
charging system for charging purposes. Each 3GPP release has a potential to add new
information elements in the charging specifications that a Network Element
(NE)/Charging Triggering Function (CTF) may send and the charging domain must
understand. When new IEs (or AVPs) are added to the charging specs, Diameter allows
associating the “M-bit” such that 1) IEs with the M-bit set are interpreted and processed
correctly by the receiver with a failure to do so resulting in the rejection of the message
and communication of the failure to the sender; and 2) IEs with the M-bit cleared are
considered optional for interpretation and processing and the failure to do so does not
result in rejection of the message containing the IE. New IEs may be introduced with their
respective M-bits cleared, therefore, it does not mandate the charging domain to interpret
and process the IEs correctly. Consequently, the charging domain can simply ignore those

IEs which are not supported. As a result, the extensibility of such a charging system is
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limited.

BRIEF SUMMARY

A method, apparatus and computer program product are provided in accordance
with an example embodiment to handle feature incompatibility in charging systems of a
communication system, such as a fifth generation (5G) system.

In one example embodiment, a method is provided that includes causing a first
feature support query to be transmitted to a first charging server querying whether the first
charging server supports the one or more required features. Each of the one or more
required features is associated with a set of mandatory information elements and a set of
non-mandatory information elements. The method further includes receiving a first feature
support response from the first charging server indicating whether each of the one or more
required features is supported. The method further includes determining whether the one
or more required features are all supported. The method further includes causing a second
feature support query to be transmitted to a second charging server in a circumstance
where the one or more required features are not all supported.

In some implementations of such a method, the method is utilized in conjunction
with a charging triggering function that supports the one or more required features, and
wherein information regarding one or more iterations of the one or more supported
features is stored in the first charging server. In some embodiments, the method further
includes receiving a second feature support response from the second charging server. The
method further includes determining if the one or more required features are all supported
by the second charging server. The method further includes in a circumstance where the
one or more required features are not all supported, causing a third feature support query
to be transmitted to a third charging server. In some embodiments, the first feature support
response further comprises one or more support indication associated with each of the one
or more required features. In some embodiments, each of the one or more support
indication indicates one or more of: whether the required feature is completely supported,
whether the first charging server supports a predecessor feature or a successor feature of
the required feature, or no predecessor feature or successor feature of the required feature
is supported by the first charging server. In some embodiments, the method further
includes for each required feature: determining if the required feature is completely

supported by the first charging server or if the required feature is not completely supported
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and a predecessor feature of the required feature is supported; and causing the required
feature to fall back to the predecessor feature in a circumstance where the required feature
not completely supported and the predecessor feature of the required feature is supported.

In another example embodiment, an apparatus is provided that includes at least one
processor and at least one memory including computer program code for one or more
programs with the at least one memory and the computer program code configured to,
with the at least one processor, cause the apparatus at least to cause a first feature support
query to be transmitted to a first charging server querying whether the first charging server
supports the one or more required features. Each of the one or more required features is
associated with a set of mandatory information elements and a set of non-mandatory
information elements. The computer program code is further configured to, with the at
least one processor, cause the apparatus to receive a first feature support response from the
first charging server indicating if each of the one or more required features is supported.
The computer program code is further configured to, with the at least one processor, cause
the apparatus to determine if the one or more required features are all supported by the
second charging server. The computer program code is further configured to, with the at
least one processor, cause the apparatus to cause a second feature support query to be
transmitted to a second charging server in a circumstance where the one or more required
features are not all supported.

In some implementations of such an apparatus, the apparatus is utilized in
conjunction with a charging triggering function that supports the one or more required
features; and information regarding one or more different iterations of the one or more
supported features is stored in the first charging server. In some embodiments, the
computer program code is further configured to, with the at least one processor, cause the
apparatus to receive a second feature support response from the second charging server. In
some embodiments, the computer program code is further configured to, with the at least
one processor, cause the apparatus to determine whether the one or more required features
are all supported by the second charging server. In some embodiments, the computer
program code is further configured to, with the at least one processor, cause the apparatus
to cause a third feature support query to be transmitted to a third charging server in a
circumstance where the one or more required features are not all supported. In some
embodiments, the first feature support response further comprises one or more support
indication associated with each of the one or more required features. In some

embodiments, each of the one or more support indication indicates one or more of:
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whether the required feature is completely supported, whether the first charging server
supports a predecessor feature or a successor feature of the required feature, or no
predecessor feature or successor feature of the required feature is supported by the first
charging server. In some embodiments, the computer program code is further configured
to, with the at least one processor, cause the apparatus to: for each required feature:
determine if the required feature is completely supported by the first charging server or if
the required feature is not completely supported and a predecessor feature of the required
feature is supported; and cause the required feature to fall back to the predecessor feature
in a circumstance where the required feature not completely supported and the predecessor
feature of the required feature is supported.

In another example embodiment, a computer program product is provided that
includes at least one non-transitory computer-readable storage medium having computer
executable program code instructions stored therein with the computer executable program
code instructions comprising program code instructions configured, upon execution, to
cause a first feature support query to be transmitted to a first charging server querying
whether the first charging server supports the one or more required features. Each of the
one or more required features is associated with a set of mandatory information elements
and a set of non-mandatory information elements. The computer executable program code
instructions comprise program code instructions that are further configured, upon
execution, to receive a first feature support response from the first charging server
indicating whether each of the one or more required features is supported. The computer
executable program code instructions comprise program code instructions that are further
configured, upon execution, to determine whether the one or more required features are all
supported. The computer executable program code instructions comprise program code
instructions that are further configured, upon execution, to cause a second feature support
query to be transmitted to a second charging server in a circumstance where the one or
more required features are not all supported.

In some implementations of such a computer program product, the computer
program product is utilized in conjunction with a charging triggering function that
supports the one or more required features, and information regarding one or more
different iterations of the one or more supported features is stored in the first charging
server. In some embodiments, the computer executable program code instructions
comprise program code instructions that are further configured, upon execution, to receive

a second feature support response from the second charging server. In some embodiments,
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the computer executable program code instructions comprise program code instructions
that are further configured, upon execution, to determine whether the one or more required
features are all supported by the second charging server. In some embodiments, the
computer executable program code instructions comprise program code instructions that
are further configured, upon execution, to cause a third feature support query to be
transmitted to a third charging server in a circumstance where the one or more required
features are not all supported. In some embodiments, the first feature support response
further comprises one or more support indications associated with each of the one or more
required features. In some embodiments, each of the one or more support indications
indicates one or more of: whether the required feature is completely supported, whether
the first charging server supports a predecessor feature or a successor feature of the
required feature, or no predecessor feature or successor feature of the required feature is
supported by the first charging server. In some embodiments, the computer executable
program code instructions comprise program code instructions that are further configured,
upon execution, to: for each required feature: determine if the required feature is
completely supported by the first charging server or if the required feature is not
completely supported and a predecessor feature of the required feature is supported; and
cause the required feature to fall back to the predecessor feature in a circumstance where
the required feature not completely supported and the predecessor feature of the required
feature is supported.

In another example embodiment, an apparatus is provided that includes means for
causing a first feature support query to be transmitted to a first charging server querying
whether the first charging server supports the one or more required features. Each of the
one or more required features is associated with a set of mandatory information elements
and a set of non-mandatory information elements. The apparatus further includes means
for receiving a first feature support response from the first charging server indicating
whether each of the one or more required features is supported. The apparatus further
includes means for determining whether each of the one or more required features are all
supported. The apparatus further includes means for causing a second feature support
query to be transmitted a second charging server in a circumstance where the one or more
required features are not all supported.

In some implementations of such an apparatus, the apparatus is utilized in
conjunction with a charging triggering function that supports the one or more required

features; and information regarding one or more different iterations of the one or more
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supported features is stored in the first charging server. In some embodiments, apparatus
further includes means for receiving a second feature support response from the second
charging server. . In some embodiments, apparatus further includes means for determining
whether the one or more required features are all supported by the second charging server.
In some embodiments, apparatus further includes means for causing a third feature support
query to be transmitted to a third charging server in a circumstance where the one or more
required features are not all supported. In some embodiments, the first feature support
response further comprises one or more support indication associated with each of the one
or more required features. In some embodiments, each of the one or more support
indication indicates one or more of: whether the required feature is completely supported,
whether the first charging server supports a predecessor feature or a successor feature of
the required feature, or no predecessor feature or successor feature of the required feature
is supported by the first charging server. In some embodiments, apparatus further includes
means for: for each required feature: means for determining if the required feature is
completely supported by the first charging server or if the required feature is not
completely supported and a predecessor feature of the required feature is supported; and
means for causing the required feature to fall back to the predecessor feature in a
circumstance where the required feature not completely supported and the predecessor

feature of the required feature is supported.

BRIEF DESCRIPTION OF THE DRAWINGS

Having thus described certain example embodiments of the present disclosure in
general terms, reference will hereinafter be made to the accompanying drawings, which
are not necessarily drawn to scale, and wherein:

Figure 1 is a block diagram of an apparatus that may be specifically configured in
accordance with an example embodiment of the present disclosure;

Figures 2A and 2B illustrate example charging systems for offline charging and
online charging in accordance with an example embodiment of the present disclosure;

Figure 3 illustrates an example matrix representing the supported features of
charging peers in accordance with an example embodiment of the present disclosure; and

Figure 4 is a flowchart illustrating a set of operations performed, such as by the
apparatus of Figure 1, in accordance with an example embodiment of the present

disclosure.
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DETAILED DESCRIPTION
Some embodiments will now be described more fully hereinafter with reference to
the accompanying drawings, in which some, but not all, embodiments of the invention are
shown. Indeed, various embodiments of the invention may be embodied in many different
forms and should not be construed as limited to the embodiments set forth herein; rather,
these embodiments are provided so that this disclosure will satisfy applicable legal

requirements. Like reference numerals refer to like elements throughout. As used herein,

LT LR

the terms “data,” “content,” “information,” and similar terms may be used interchangeably
to refer to data capable of being transmitted, received and/or stored in accordance with
embodiments of the present invention. Thus, use of any such terms should not be taken to
limit the spirit and scope of embodiments of the present invention.

Additionally, as used herein, the term ‘circuitry’ refers to (a) hardware-only circuit
implementations (e.g., implementations in analog circuitry and/or digital circuitry); (b)
combinations of circuits and computer program product(s) comprising software and/or
firmware instructions stored on one or more computer readable memories that work
together to cause an apparatus to perform one or more functions described herein; and (c)
circuits, such as, for example, a microprocessor(s) or a portion of a microprocessor(s), that
require software or firmware for operation even if the software or firmware is not
physically present. This definition of ‘circuitry’ applies to all uses of this term herein,
including in any claims. As a further example, as used herein, the term ‘circuitry’ also
includes an implementation comprising one or more processors and/or portion(s) thereof
and accompanying software and/or firmware. As another example, the term ‘circuitry’ as
used herein also includes, for example, a baseband integrated circuit or applications
processor integrated circuit for a mobile phone or a similar integrated circuit in a server, a
cellular network device, other network device, and/or other computing device.

As defined herein, a “computer-readable storage medium,” which refers to a non-
transitory physical storage medium (e.g., volatile or non-volatile memory device), can be
differentiated from a “computer-readable transmission medium,” which refers to an
electromagnetic signal.

Service providers provide voice and data services to end-users, via user equipment
(UE), such as smart phones, laptop or tablet computers, video game systems or the like.
Examples may include streaming audio, streaming video, Voice over Internet Protocol
(VoIP), online gaming, etc. Charging for network service usage by a subscriber entails

reporting of usage for offline charging, which supports a post-paid charging model, or
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authorizing for network resource consumption prior to usage in online charging, which
supports a pre-paid charging model.

In either case, the requests may be either offline — Accounting Request (ACR), or
online — Credit Control Request (CCR), from the network elements with embedded
charging trigger functionality containing multiple information elements (IEs) that are sent
to the (online or offline) charging system. The charging system needs to be able to parse
and interpret the IEs correctly.

Considering offline charging, network elements (NEs) with the embedded
Charging Triggering Function (CTF) report usage consumption to the Charging Data
Functions (CDFs) responsible for generating Charging Data Records (CDRs). These
CDRs provide details of user session and resource consumption during the session to
enable a rating/billing system to post charges to the subscriber account. In contrast, an
online charging system is responsible for prior authorization on a per subscriber basis of
the resource consumption and an online charging system closely governs the duration and
Quality of Service (QoS) of the call/session, working with subscriber account balance and
subscription class.

Irrespective of the mode of charging employed, the communication between the
CTFs and the charging system is based on providing IE (information elements) from the
CTF to the charging system, which are interpreted and processed by the charging system
before a response is sent back to the CTF. The request sent from the NE/CTF contains a
header part and a payload part. In a 4™ generation (4G) or 3™ generation (3G)
communication system which uses Diameter as the protocol for charging, the request
contains a Diameter Header, which essentially identifies the Diameter command, and a
number of information elements named attribute-value pairs (AVPs). These IEs are
associated with flags, one of which is the M-bit, which when set signifies that in order to
understand the charging data request, the charging system must understand and interpret
the associated IE correctly. In a 5G system, Diameter and M-bit may not be utilized but
protocols serving similar functions may be utilized. Although an example embodiment of
the present disclosure is provided in conjunction with the Diameter protocol, the present
disclosure is not limited by the Diameter protocol and may be utilized in conjunction with

other protocols serving similar functions in various communication systems.
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The response from the charging system to the NE/CTF may be positive or
negative. A negative response may indicate that the charging system is not able to interpret
the charging data request correctly. For example, when the charging system cannot
successfully parse and interpret one or more IEs that have the M-bit set, the charging
system would return a negative response.

Ideally, the charging system must be capable of handling all IEs that are sent to the
charging system for charging purposes. Each 3GPP release has a potential to add new
information elements in the charging specifications that a NE/CTF may send and the
charging domain must understand. When new IEs (or AVPs) are added to the charging
specifications, Diameter allows associating the “M-bit” such that 1) IEs with the M-bit set
must be interpreted and processed correctly by the receiver and a failure to do so must
result in the rejection of the message and communication of the failure to the sender; and
2) IEs with the M-bit cleared are considered optional for interpretation and processing and
the failure to do so does not result in rejection of the message containing the IE.

Network element vendors frequently choose to introduce new 1Es with their M-bit
cleared, and have these IEs associated with existing commands. This method of adding
new IEs does not mandate the charging domain to interpret and process the IEs correctly.
Consequently, the charging domain can simply ignore those IEs which are not supported.
As a result, the extensibility of such a charging system is limited.

The newly incorporated IEs are not understood and acted upon by the receiver.
Therefore, it is questionable if a successful Diameter response indicates if the charging
domain has understood the charging data request completely and correctly. When an
NE/CTF receives a DIAMETER_SUCCESS response, it is not certain if the charging
domain has duly considered and processed the additional IEs.

The changes to IEs are initiated at the CTFs and cascaded downstream. Therefore,
the addition of IEs by a NE/CTF with their M-bit cleared for compatibility reasons does
not support extensibility and the charging system can silently discard such “optional” IEs
while reporting success in the response to the NE/CTFs. Therefore, a NE/CTF would not
be able to determine such an issue because there is no error response from the charging
domain. The NE/CTF may continue as if the added IEs have been accepted and processed
appropriately at the receiver, which creates an issue.

When the CDF generates a CDR for the charging event, currently, the standards
require only the record type field of the CDR to be mandatory (plus a few more for the PS

domain CDRs), while the rest of the fields are deemed optional. Unless additional checks
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are deployed for checking the presence of certain fields in the CDR, the fact that newly
added IEs do not manifest in the CDR goes undetected and is not considered an error.
Such an undetected incompatibility error creates an issue in charging.

The 3" Generation Partnership Project (3GPP) release 6 introduced the notion of
supported features in Diameter via the Supported-Feature AVP. Technical Specification
(TS) 29.229 section 7.2, which defines the principles associated with this AVP. The basic
idea is that Diameter applications are expected to support a base set of IEs (AVPs) for the
application in question. Evolution of the application may entail tuning the application
without modifying the charging aspects, or via adding “features”, that require adding to
the charging interface. Features are not expected to be backward-compatible; so if the
CTFs and the charging domain are not in lockstep, it cannot be presumed that the features
would be supported at CDF or OCS (Online Charging System).

The Supported-Features AVP (code 628) is a grouped AVP of the following

syntax:
{ Vendor-1d }
{ Feature-List-ID }
{ Feature-List }
*[AVP]

The Feature-List AVP contains a list of supported features of the origin host. The
Vendor-Id AVP and the Feature-List-ID AVP may together identify which feature list is
carried in the Supported-Features AVP for the Application-ID present in the command
header. Where a Supported-Features AVP is used to identify features that have been
defined by 3GPP, the Vendor-Id AVP may contain the vendor ID of 3GPP. Vendors may
define proprietary features, but it is strongly recommended that the possibility is used only
as the last resort. The Supported-Features AVP is used to identify features that have been
defined by a vendor other than 3GPP and it may contain the vendor ID associated with the
vendor. If there are multiple feature lists defined by the same vendor and the same
application, the Feature-List-ID AVP may differentiate those lists from one another. The
destination host may use the value of the Feature-List-ID AVP to identify the feature list.
TS 29.229 further defines that, if new AVPs are added to the commands because of the
new feature, the new AVPs may have the ‘M’ bit cleared and the AVP shall not be defined
mandatory in the command ABNF. The support for a feature may be defined to be

mandatory behaviour of a node. However, this mechanism in TS 29.229 does not alleviate

10
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the extensibility problem. If a feature adds mandatory IEs, the feature evolves into a
different feature which is not backward compatible. On the other hand, if a feature adds
IEs with the M-bit cleared, then the charging domain is not obliged to interpret the added
IEs. Either way, the current state of the art is insufficient to address the extensibility and
compatibility paradigms.

Accordingly, a method, apparatus and computer program product are provided in
accordance with an example embodiment to handle feature incompatibility in charging
systems, such as a charging system of a 5G communication system. Even though some
example embodiments are described in conjunction with a charging system in a 5G
system, other example embodiments may be utilized with other charging systems with
minor modifications.

Figure 1 illustrates an example apparatus that may be provided to embody the
various components in a charging system, such as a charging system in a 5G
communication system, for example, a CTF and a charging server (CS). As illustrated in
Figure 1, the apparatus 10 of an example embodiment includes, is associated with or is
otherwise in communication with processing circuitry 12, a memory 14, and a
communication interface 16. As shown in Figure 1, the apparatus of an example
embodiment includes, is associated with or is otherwise in communication with a
processor 12, an associated memory 14 and a communication interface 16.

The processor 12 (and/or co-processors or any other circuitry assisting or otherwise
associated with the processor) may be in communication with the memory device 14 via a
bus for passing information among components of the apparatus 10. The memory device
may be non-transitory and may include, for example, one or more volatile and/or non-
volatile memories. In other words, for example, the memory device may be an electronic
storage device (e.g., a computer readable storage medium) comprising gates configured to
store data (e.g., bits) that may be retrievable by a machine (e.g., a computing device like
the processor). The memory device may be configured to store information, data, content,
applications, instructions, or the like for enabling the apparatus to carry out various
functions in accordance with an example embodiment of the present disclosure. For
example, the memory device could be configured to buffer input data for processing by the
processor. Additionally or alternatively, the memory device could be configured to store
instructions for execution by the processor.

The apparatus 10 may, in some embodiments, be embodied in various computing

devices as described above. However, in some embodiments, the apparatus may be
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embodied as a chip or chip set. In other words, the apparatus may comprise one or more
physical packages (e.g., chips) including materials, components and/or wires on a
structural assembly (e.g., a baseboard). The structural assembly may provide physical
strength, conservation of size, and/or limitation of electrical interaction for component
circuitry included thereon. The apparatus may therefore, in some cases, be configured to
implement an embodiment of the present invention on a single chip or as a single “system
on a chip.” As such, in some cases, a chip or chipset may constitute means for performing
one or more operations for providing the functionalities described herein.

The processor 12 may be embodied in a number of different ways. For example,
the processor may be embodied as one or more of various hardware processing means
such as a coprocessor, a microprocessor, a controller, a digital signal processor (DSP), a
processing element with or without an accompanying DSP, or various other circuitry
including integrated circuits such as, for example, an ASIC (application specific integrated
circuit), an FPGA (field programmable gate array), a microcontroller unit (MCU), a
hardware accelerator, a special-purpose computer chip, or the like. As such, in some
embodiments, the processor may include one or more processing cores configured to
perform independently. A multi-core processor may enable multiprocessing within a
single physical package. Additionally or alternatively, the processor may include one or
more processors configured in tandem via the bus to enable independent execution of
instructions, pipelining and/or multithreading.

In an example embodiment, the processor 12 may be configured to execute
instructions stored in the memory device 14 or otherwise accessible to the processor.
Alternatively or additionally, the processor may be configured to execute hard coded
functionality. As such, whether configured by hardware or software methods, or by a
combination thereof, the processor may represent an entity (e.g., physically embodied in
circuitry) capable of performing operations according to an embodiment of the present
disclosure while configured accordingly. Thus, for example, when the processor is
embodied as an ASIC, FPGA or the like, the processor may be specifically configured
hardware for conducting the operations described herein. Alternatively, as another
example, when the processor is embodied as an executor of instructions, the instructions
may specifically configure the processor to perform the algorithms and/or operations
described herein when the instructions are executed. However, in some cases, the
processor may be a processor of a specific device (e.g., an image processing system)

configured to employ an embodiment of the present invention by further configuration of
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the processor by instructions for performing the algorithms and/or operations described
herein. The processor may include, among other things, a clock, an arithmetic logic unit
(ALU) and logic gates configured to support operation of the processor.

The communication interface 16 may be any means such as a device or circuitry
embodied in either hardware or a combination of hardware and software that is configured
to receive and/or transmit data from/to a network. In this regard, the communication
interface may include, for example, an antenna (or multiple antennas) and supporting
hardware and/or software for enabling communications with a wireless communication
network. Additionally or alternatively, the communication interface may include the
circuitry for interacting with the antenna(s) to cause transmission of signals via the
antenna(s) or to handle receipt of signals received via the antenna(s). In some
environments, the communication interface may alternatively or also support wired
communication. As such, for example, the communication interface may include a
communication modem and/or other hardware/software for supporting communication via
cable, digital subscriber line (DSL), universal serial bus (USB) or other mechanisms.

Referring now to Figures 2A and 2B, example charging systems for offline
charging (Figure 2A) and online charging (Figure 2B) are depicted. Rf(s) in Figure 2A and
Ro(s) in Figure 2B denote reference points from the CTF 20 to the CDF 22 A and the OCF
22B, respectively. The Rf(s) and Ro(s) may be utilized for the transport of charging
events. The CTF 20 may be an integrated component of the core network (CN) domain,
service codes, or sub-systems.

A charging event may be a set of charging information that would be forwarded by
the CTF 20 towards a CS, such as the CDF 22A (offline charging) or towards the OCS
22B (online charging). A set of charging data records may be associated with the charging
event.

The CDF and OCS may generate CDRs based on the charging events received. A
CDR is a formatted collection of information about a chargeable event (e.g. time of call
set-up, duration of the call, amount of data transferred, or the like) for later use in billing
and accounting. For each party to be charged for parts of or all charges of a chargeable
event a separate CDR is generated. More than one CDR may be generated for a single
chargeable event, e.g. because of its long duration, or because more than one charged
party is to be charged. The CDRs generated may be transferred to the Charging Gateway

Function (CGF) via the Ga reference points. The CGFs 24 act as gateways between the
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3GPP network and the Billing Domain 26. The Billing Domain 26 may be a billing system
or a billing mediation device configured to generate bills according to pre-defined rules.

In some embodiments, when NE/CTFs are deployed, it is not known a-priori if the
NE/CTF would serve a specific feature segment (such as WLAN charging) or if the
NE/CTF would be used as a general-purpose NE/CTF serving multiple features. From a
service provider (or operator) perspective, it is advantageous to opt for the deployment of
general-purpose network components and building blocks. Such general-purpose network
components are able to address the feature incompatibility issue previously discussed.

In some embodiments, when an NE/CTF starts session reporting for offline
charging purposes (or starts asking for authorization in case of online charging), it is not
known if the session being reported is going to use specific features and if so, which
features. Therefore, it is not possible for an NE/CTF to check with the charging system as
to whether one or more features are supported by the latter beforehand. When a charging
session/event begins, the NE/CTF cannot anticipate the feature-set that would be used by
the UE and the NE/CTF cannot therefore ask if the charging system supports that feature-
set at the beginning of the session. For offline charging, the consumed resources are
reported post-facto, that is, the NE/CTF informs the charging system about resource
consumption related to a specific feature after the consumption has occurred. If the
charging system is unable to provide a satisfactory response to the charging data request,
one possible option for the NE is to seek support for the features at an alternative charging
system. However, this approach would result in splitting the charging data report across
more than one charging system, and therefore this approach is computationally demanding
at the billing mediation that must handle incomplete CDRs and reconcile the incomplete
CDRs subsequently.

In some embodiments, the Supported-Features mechanism along with a fallback
mechanism are utilized at the NE/CTF and the charging domain to handle such feature
incompatibility. The charging peers may exchange the supported feature capability at the
time of initial conversation in the event that a charging event occurs, outside of a charging
session reporting. Once the supported feature capability exchange finishes, the charging
peers decide on the supported features, or their fallback features, or decide to seek
alternative peers that are better suited because of feature compatibility.

A feature is denoted herein as Fxy, where both x and y are represented by integers.
In some alternative embodiments, x and y may be represented by other characters instead.

x denotes an identifier associated with the feature and y denotes an iteration/version
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associated with the feature with a feature with a larger value of y being a successor feature
to a feature with a smaller value of y and, conversely, a feature with a smaller value of y
being a predecessor feature to a feature with a larger value of y. y=0 denotes the first
feature iteration, y=1 denotes the evolution of the first iteration, y=2 denotes the evolution
of the second iteration and so on. In some embodiments, an example feature Fal is not
backwards-compatible with Fa0 and Fa2 is not backwards-compatible with Fal. If Fal is
backwards-compatible with an earlier iteration, such iteration may be treated as the same
iteration as Fal for the sake of simplicity. In some embodiments, Fal is backwards-
compatible with an earlier iteration such as FaO0.

In some embodiments, from the perspective of the charging system/server, Fa0,
Fal, and Fam (m denotes any integer) are considered as separate features with no apparent
connection available to deduce the relationship between these iterations. The feature
names may not be expected to be indicative of their functionality, nor is the evolution of
the features going to provide a hint at the relationship. Therefore, unless it is specifically
maintained by the corresponding peers (CTFs and charging domain), the sequence
deduction is not possible.

In some embodiments, each charging peer in the form of a charging system/server
or a CTF may store support indication information for each feature. For example,
considering 4 features only, the following support indication information at 2 NE/CTF and
2 charging servers are provided as examples:

- NE/CTF1 — Requires support for features Fa3, Fb2, Fc5 and Fdl

- NE/CTF2 — Requires support for features Fa2, Fb1, Fc5

- Charging server 1 (CS1) — Provides support for features Fa2, Fb2 and Fc6 with
implicit support of a predecessor feature of Fb2, such as Fbl. In some
embodiments, support of Fb2 means implicit support of Fb0O and Fbl (such as by
utilizing a fallback mechanism described later)

- Charging server 2 (CS2) — Provides support for features Fa2, Fb3, Fc5 and Fd2
with implicit support of the predecessor features.
Figure 3 illustrates an example matrix representing the supported features of each

of these entities. For a service feature, Fa in the example, a column represents the current
supported feature present at the charging peer (CTF or charging host function (CDF)
which may be a CS). The right-most column represents the first iteration of the service
feature, the row adjacent and to the left represents the next iteration until the leftmost
column, which then denotes the latest successor feature of a service feature. In this case,

the current supported feature is Nth iteration, denoted by ‘Fan’ for the service Fa0.
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The list of IEs required in each service feature implementation is denoted by the
mandatory presence (‘M’ against the IE in the supported column) or non-mandatory or
optional presence (‘-° against the IE in the supported column). Accordingly, for Fa0, the
mandatory IEs are IE N1, N2, N4, ..., and optional IEs are N3, ..., Nn. Fal requires the
mandatory presence of IE N2, N3 ... and the optional presence of N1, N4, ..., Nn. In some
embodiments, additional supported services at the peers would have their individual
Service-IE matrices. Therefore, if a peer supports 10 services, the peer may maintain 10
Service-IE matrices. Note that matrices are provided merely as an example and another
structure that provides effectively the same functionality for the purpose of keeping
accurate information may also be utilized.

Referring now to Figure 4 the operations performed by a CTF which may be
embodied by the apparatus illustrated in Figure 1 in accordance with an example
embodiment are illustrated.

As shown in block 402, the CTF includes means, such as the communication
interface 16 and/or the processing circuitry 12, for transmitting a first feature support
query to a first charging server querying whether the first charging server supports the one
or more required features. A required feature is a feature required and supported by the
CTF for the purpose of generating charging events. For example, NE/CTF1, may send
such query to CS1 first. If there are multiple CSs available, the order in which the query is
sent is customizable. In addition, the logic which is used to choose a CS to be queried first
is customizable as well. Implementations may differ according to different embodiments.
A round-robin approach, or a weighted approach, or a preferential approach based on
parameters of their choice are all possible choices and other approaches may be possible.

As shown in block 404, the CTF includes means, such as the communication
interface 16 and/or the processing circuitry 12, for receiving a first feature support
response from the first charging server indicating if each of the one or more required
features is supported. In some embodiments, a feature support response, such as the first
feature support response, may further include one or more support indications associated
with each of the one or more supported features. In some embodiments, each of the one or
more support indications is a Boolean response indicating whether a feature associated
with the support indication is supported or not supported. In some embodiments, the one
or more support indications indicates whether the required feature is completely

supported, or if the charging server supports a predecessor feature or successor feature of
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the required feature, or if no predecessor feature or successor feature of the required
feature is supported.

Using the example in Figure 3, the query may ask if CS1 supports features Fa3,
Fb2, Fc5 and Fd1 (which are all required features). A response from CS1 may indicate that
CS1 can only provide support for Fa2, Fb2 and Fc5. Notice that Fd1 is not supported at
CS1, nor is FdO (using the previously described notation convention). In some
embodiments, the NE/CTF1 may choose to query another CS as an alternative.

As shown in block 406, the CTF includes means, such as the communication
interface 16 and/or the processing circuitry 12, for determining if the one or more required
features are all supported. Since Fd1 is not supported at CS1, nor is FdO, the features are
not all supported. In the event that the features are all supported, the CTF is paired with
the first charging server. In some embodiments, the CTF requires the CS1 to completely
support all required features to be considered that all features are supported. In some
embodiments, the CTF only requires the CS1 to support a predecessor feature of each of
the required features. In some embodiments, the CTF only requires the CS1 to support a
successor feature of each of the required features. In some embodiments, the CTF only
requires the CS1 to support either a successor feature or a predecessor feature of each of
the required features. In such embodiments, the CTF may calculate an overall support rank
of the CS1 and compare it with the overall support rank of other CSs available to the CTF.
One example of calculating a support rank may be calculating the number of features
completely supported. In some embodiments, in the event that a charging event is
generated based on the observation of network resource usage, the CTF may transfer the
charging event to the first charging server if the CS1 met the requirement of supporting all
required features.

As shown in block 408, the CTF includes means, such as the communication
interface 16 and/or the processing circuitry 12, for transmitting a second feature support
query to a second charging server in the event that not all of the features are supported by
the first charging server. In some embodiments, operations 402 to 408 may be repeated
until all charging servers available to the CTF are queried or a CS meeting the requirement
is found. In some embodiments, in the event that a charging event is generated based on
the observation of network resource usage, the CTF may transfer the charging event to the
charging server that met the requirement of supporting all required features.

For example, the NE/CTF1 may then send a query to CS2 and ask for support of

features Fa3, Fb2, Fc5 and Fdl1. Since CS2 provides support for predecessor and successor
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features of the required features in the form of Fa2, Fb3, Fc5 and Fd2 and the desired
features are not completely supported at NE/CTF1, CS2 responds such that:

- If the required feature is supported in an identical manner, the response indicates
that the feature is completely supported. In this example, Fc5 would be indicated as
part of the response.

- If a successor feature of the required feature is supported at the CS, then the
response indicates the feature required by the NE/CTF. In this example, Fb2 and
Fd1 would be indicated as part of the response

- If the predecessor feature of required feature is supported at the CS, then the CS
response may provide the supported feature at the CS. In this example, Fa2 would
be an instance of this rule and included as part of the response.

In some embodiments, the feature support query may take the format of a
Capability-Feature-Request (CFR), indicated by the command code set to 325 (subject to
standardization) and the command flag’s ‘R’ bit set. The charging peer (CTF) may send
the CFR to a charging host (CDF/CS) to inquire about the latter’s capabilities in regards to
supporting specific service features. An example CFT is provided below:

Message Format
<CFR> ::= < Diameter Header: 325, REQ >
{ Origin-Host }
{ Origin-Realm }
1* { Host-IP-Address }
{ Vendor-1d }
{ Product-Name }
{ Supported-Features }
[ Origin-State-1d ]
* | Supported-Vendor-1d |
* | Auth-Application-Id ]
* | Acct-Application-Id ]
* | Vendor-Specific- Application-Id |
[ Firmware-Revision ]
*[ AVP ]
In some embodiments, the feature support response may take the format of a

Capability-Feature- Answer (CFA), indicated by the command code set to 325 (subject to
standardization) and the command flag’s ‘R’ bit cleared. The charging host (CDF/CS) may
send the CFA to the CTF in response to a CFR command initiated by the charging peer
(CTF). An example CFA is provided below:

Message Format

<CFA> ::= < Diameter Header: 325 >
{ Origin-Host }

{ Origin-Realm }

{ Result-Code }

{ Supported-Features }

[ Error-Message |
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*[ AVP ]
In the CFR, the CTF will use the Supported-Features AVP to query the CDF about

its support of the required features. The Supported-Features grouped AVP may be defined
as:
Supported-Features ::= < AVP header: 628 10415 >
{ Vendor-1d }
{ Feature-List-ID }
{ Feature-List }
*[AVP]

The Vendor-Id may identify 3GPP with its vendor ID for identifying features
defined by 3GPP, or may indicate proprietary features developed by a vendor. The
Feature-List is an m-bit field (m may equal to 32 in some embodiments), where each bit
represents a feature. Feature-List-Id is a list of unique identifiers corresponding to the
features supported in the Feature-List. If there are multiple feature lists defined by a
vendor, the Feature-List-ID AVP differentiates those lists from one another. The
destination host will use the value of the Feature-List-ID AVP to identify the feature list.

For example, for the sake of brevity, considering feature Fa5 only, the CTF desires
support for Fa5, while the CDF can provide support for Fa4, if Fa4 is defined in Feature-
List-Id 1 as the MSB of the Feature-List and Fa5 is defined in Feature-List-1d 2 as the LSB
of the Feature-List. The CFR from the CTF to the CDF will contain the Supported-
Features AVP corresponding to Fa5 as follows:

Supported-Features ::= < AVP header: 628 10415 >
{ Vendor’s assigned Vendor-Id }
{ 0001h in the Feature-List-1ID }
{ 2 in the Feature-List }
*[ AVP]

The CFA from the CDF to the CTF may contain the Supported-Features AVP

corresponding to Fa4 as follows:
Supported-Features ::= < AVP header: 628 10415 >
{ Vendor’s assigned Vendor-Id }
{ 1000h in the Feature-List-1D }
{ 1 in the Feature-List }
*[ AVP]
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The operations of 402 to 408, that is, the operations of transmitting queries to find
a CS that supports all required features may be repeated for multiple times. For example,
the operations may be repeated until all CSs available to the CTF are queried or until a CS
that supports all required features is found. In some embodiments, falling back from a
feature to a predecessor feature may be supported by a CTF or a CS.

In the example previously described, the demands of NE/CTF1 cannot be fully met
with either CS1 or CS2. However, CS2 provides a close match to what is required by
NE/CTF1. With the feature association and sequence of evolution maintained at both the
NE/CTF and the CS, the query-response becomes more intelligent than a simple Boolean
function.

The fallback may occur in this example in the response from CS2 in that Fa2 is
indicated instead of non-support of Fa3 which was required by the NE/CTF1. The
NE/CTF1 may be capable of falling back from Fa so as to go from Fa3 to Fa2. In some
embodiments, the CTF may send an updated CFR. One example is provided below:

Supported-Features ::= < AVP header: 628 10415 >
{ Vendor’s assigned Vendor-Id }
{ 1000h in the Feature-List-1D }
{ 1 in the Feature-List }
*[ AVP]

In some embodiments, CFA response from the CDF reflects the

accepted/negotiated service feature support. One example is provided below:
Supported-Features ::= < AVP header: 628 10415 >
{ Vendor’s assigned Vendor-Id }
{ 1000h in the Feature-List-1D }
{ 1 in the Feature-List }
*[ AVP]

In this embodiment, the peers may need to maintain a sequence of service feature
evolution (e.g., Fa0 - Fal - Fa2 ...) . In this regard, the evolution is maintained with the
2 IEs that form part of the Supported-Features AVP, namely, the Feature-List-ID and the
Feature-List. So, Fa0 may be represented as a {Feature-List-ID, Feature-List} tuple and
Fal likewise. In the example above, Fa4 is {1, 1000h} while Fa5 is {2, 0001h}. An
example evolution link is provided below:

... > {1, 1000h} > {2,0001h} > ...
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Because NE/CTF1 agreed to the support provided by the CS2, the set of IEs in the
charging event to be transmitted would pertain to Fa2 (instead of Fa3), Fb2, Fc5 and Fdl.
A similar adjustment is performed at the CS2, where CS2 expects to apply the necessary
checks for syntax in relation to Fa2, Fb2 (instead of Fb3), Fc5 and Fd1 (instead of Fd2).

To elaborate, consider the set of IEs that are supported for Fb2 and Fb3:

Fb2 = {Fb20, Fb21, Fb22, ..., Fb2n)

Fb3 = {Fb30, Fb31, Fb32, ..., Fb3m)

Between these, the following relationships apply:

M may or may not be equal to N
Fb2 != Fb3, or Fb2 M Fb3 != NULL

Fb2 c Fb3 may be true, but Fb2 € Fb3 may not be true

In some embodiments, Fb2 and Fb3 may require use of some of the same IEs,
while Fb3 as an evolution of Fb2 may require support of additional IEs, or deprecate some
IEs, or both. In addition, the syntax for Fb3 may be different from the syntax of Fb2, such
that one or more IEs in Fb2 with their M-bit set are deprecated in Fb3, so the CS cannot
mandate their presence when handling Fb3 in lieu of Fb2. Conversely, because CS2 is
configured to handle Fb3 and must fall-back to Fb2, CS2 may need to adhere to the syntax
needed to support Fb2 and must undo any deprecations that were used in Fb3.

In some embodiments, an CFR-CFA exchange may carry information pertaining to
a single list and one or more service features, since the Feature-List-ID allows carriage of
up to m distinct features at once (m may be equal to 32). When a CTF desires features
from multiple Feature-Lists to be supported, the CTF may send multiple CFRs. Each CFR
may query/negotiate the support with the CDF to completion, and may be clubbing
features that belong to the same Feature-List in the same request as an optimization
measure. By way of example, the exchange may follow the pattern below:

CTF > CFR, with Feature-List="x" and all Feature-List-IDs
CDF = CFA, with Feature-List="x" and supported Feature-List-IDs

If the CDF supports one or more requested features in a different iteration
belonging to a different Feature-List for the vendor of the CTF, that information may not
be provided in the response. The CTF may parse the response and inquire via separate

individual messages (CFRs) for each of those features. After concluding the negotiations
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for Feature-List="x’, the CTF may proceed to repeat the process for Feature-List="y’
features, as needed for charging.

As described above, Figure 4 includes a flowchart of an apparatus 10, method, and
computer program product according to certain example embodiments. It will be
understood that each block of the flowchart, and combinations of blocks in the flowchart,
may be implemented by various means, such as hardware, firmware, processor, circuitry,
and/or other devices associated with execution of software including one or more
computer program instructions. For example, one or more of the procedures described
above may be embodied by computer program instructions. In this regard, the computer
program instructions which embody the procedures described above may be stored by a
memory device 14 of an apparatus employing an embodiment of the present invention and
executed by processing circuitry 12 of the apparatus. As will be appreciated, any such
computer program instructions may be loaded onto a computer or other programmable
apparatus (e.g., hardware) to produce a machine, such that the resulting computer or other
programmable apparatus implements the functions specified in the flowchart blocks.
These computer program instructions may also be stored in a computer-readable memory
that may direct a computer or other programmable apparatus to function in a particular
manner, such that the instructions stored in the computer-readable memory produce an
article of manufacture, the execution of which implements the function specified in the
flowchart blocks. The computer program instructions may also be loaded onto a computer
or other programmable apparatus to cause a series of operations to be performed on the
computer or other programmable apparatus to produce a computer-implemented process
such that the instructions which execute on the computer or other programmable apparatus
provide operations for implementing the functions specified in the flowchart blocks.

A computer program product is therefore defined in those instances in which the
computer program instructions, such as computer-readable program code portions, are
stored by at least one non-transitory computer-readable storage medium with the computer
program instructions, such as the computer-readable program code portions, being
configured, upon execution, to perform the functions described above, such as in
conjunction with the flowchart of Figure 4. In other embodiments, the computer program
instructions, such as the computer-readable program code portions, need not be stored or
otherwise embodied by a non-transitory computer-readable storage medium, but may,

instead, be embodied by a transitory medium with the computer program instructions,
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such as the computer-readable program code portions, still being configured, upon
execution, to perform the functions described above.

Accordingly, blocks of the flowchart support combinations of means for
performing the specified functions and combinations of operations for performing the
specified functions for performing the specified functions. It will also be understood that
one or more blocks of the flowchart, and combinations of blocks in the flowchart, may be
implemented by special purpose hardware-based computer systems which perform the
specified functions, or combinations of special purpose hardware and computer
instructions.

In some embodiments, certain ones of the operations above may be modified or
further amplified. Furthermore, in some embodiments, additional optional operations may
be included, such as represented by the blocks outlined in dashed lines. Modifications,
additions, or amplifications to the operations above may be performed in any order and in
any combination.

Many modifications and other embodiments of the inventions set forth herein will
come to mind to one skilled in the art to which these inventions pertain having the benefit
of the teachings presented in the foregoing descriptions and the associated drawings.
Therefore, it is to be understood that the inventions are not to be limited to the specific
embodiments disclosed and that modifications and other embodiments are intended to be
included within the scope of the appended claims. Moreover, although the foregoing
descriptions and the associated drawings describe example embodiments in the context of
certain example combinations of elements and/or functions, it should be appreciated that
different combinations of elements and/or functions may be provided by alternative
embodiments without departing from the scope of the appended claims. In this regard, for
example, different combinations of elements and/or functions than those explicitly
described above are also contemplated as may be set forth in some of the appended claims.
Although specific terms are employed herein, they are used in a generic and descriptive

sense only and not for purposes of limitation.
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THAT WHICH IS CLAIMED:

1. A method comprising:

causing a first feature support query to be transmitted to a first charging server
querying whether the first charging server supports the one or more required features,
wherein each of the one or more required features is associated with a set of mandatory
information elements and a set of non-mandatory information elements;

receiving a first feature support response from the first charging server indicating
whether each of the one or more required features is supported;

determining whether the one or more required features are all supported; and

in a circumstance where the one or more required features are not all supported,

causing a second feature support query to be transmitted to a second charging server.

2. A method according to Claim 1 wherein the method is utilized in
conjunction with a charging triggering function that supports the one or more required
features, and wherein information regarding one or more different iterations of the one or

more supported features is stored in the first charging server.

3. A method according to any of Claim 1 to 2 further comprising:

receiving a second feature support response from the second charging server;

determining whether the one or more required features are all supported by the
second charging server; and

in a circumstance where the one or more required features are not all supported,

causing a third feature support query to be transmitted to a third charging server.

4. A method according to any of Claims 1 to 3 wherein the first feature
support response further comprises one or more support indications associated with each
of the one or more required features, and wherein each of the one or more support
indications indicates one or more of: whether the required feature is completely supported,
whether the first charging server supports a predecessor feature or a successor feature of
the required feature, or no predecessor feature or successor feature of the required feature

is supported by the first charging server.
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5. A method according to Claim 4 further comprising:
for each required feature:

determining whether the required feature is completely supported by the
first charging server or whether the required feature is not completely supported
and a predecessor feature of the required feature is supported; and

in a circumstance where the required feature not completely supported and
the predecessor feature of the required feature is supported, causing the required

feature to fall back to the predecessor feature.

6. An apparatus comprising at least one processor and at least one memory
including computer program code for one or more programs, the at least one memory and
the computer program code configured to, with the at least one processor, cause the
apparatus at least to:

cause a first feature support query to be transmitted to a first charging server
querying whether the first charging server supports the one or more required features,
wherein each of the one or more required features is associated with a set of mandatory
information elements and a set of non-mandatory information elements;

receive a first feature support response from the first charging server indicating
whether each of the one or more required features is supported; and

determine whether the one or more required features are all supported by the
second charging server;

in a circumstance where the one or more required features are not all supported,

cause a second feature support query to be transmitted to a second charging server.

7. An apparatus according to Claim 6 wherein the apparatus is utilized in
conjunction with a charging triggering function that supports the one or more required
features, and wherein information regarding one or more different iterations of the one or

more supported features is stored in the first charging server.

8. An apparatus according to any of Claims 6 to 7 wherein the at least one
memory and the computer program code are further configured to, with the at least one
processor, cause the apparatus at least to:

receive a second feature support response from the second charging server;
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determine whether the one or more required features are all supported by the
second charging server; and
in a circumstance where the one or more required features are not all supported,

cause a third feature support query to be transmitted to a third charging server.

9. An apparatus according to any of Claims 6 to 8 wherein the first feature
support response further comprises one or more support indications associated with each
of the one or more required features, and wherein each of the one or more support
indications indicates one or more of: whether the required feature is completely supported,
whether the first charging server supports a predecessor feature or a successor feature of
the required feature, or no predecessor feature or successor feature of the required feature

is supported by the first charging server.

10. An apparatus according to Claim 9 wherein the at least one memory and the
computer program code are further configured to, with the at least one processor, cause the
apparatus at least to:

for each required feature:

determine whether the required feature is completely supported by the first
charging server or whether the required feature is not completely supported and a
predecessor feature of the required feature is supported; and

in a circumstance where the required feature not completely supported and
the predecessor feature of the required feature is supported, causing the required

feature to fall back to the predecessor feature.

11. A computer program product comprises at least one non-transitory
computer-readable storage medium having computer executable program code instructions
stored therein, the computer executable program code instructions comprising program
code instructions configured, upon execution, to:

cause a first feature support query to be transmitted to a first charging server
querying whether the first charging server supports the one or more required features,
wherein each of the one or more required features is associated with a set of mandatory
information elements and a set of non-mandatory information elements;

receive a first feature support response from the first charging server indicating

whether each of the one or more required features is supported; and
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determine whether the one or more required features are all supported;
in a circumstance where the one or more required features are not all supported,

cause a second feature support query to be transmitted to a second charging server.

12. A computer program product according to Claim 11 wherein the computer
program product is utilized in conjunction with a charging triggering function that
supports the one or more required features, and wherein information regarding one or
more different iterations of the one or more supported features is stored in the first

charging server.

13. A computer program product according to any of Claims 11 to 12 wherein
the computer executable program code instructions further comprise program code
instructions configured, upon execution, to:

receive a second feature support response from the second charging server;

determine whether the one or more required features are all supported by the
second charging server; and

in a circumstance where the one or more required features are not all supported,

cause a third feature support query to be transmitted to a third charging server.

14. A computer program product according to any of Claims 11 to 13 wherein
the first feature support response further comprises one or more support indications
associated with each of the one or more required features, and wherein each of the one or
more support indications indicates one or more of: whether the required feature is
completely supported, whether the first charging server supports a predecessor feature or a
successor feature of the required feature, or no predecessor feature or successor feature of

the required feature is supported by the first charging server.

15. A computer program product according to Claim 14 wherein the computer
executable program code instructions further comprises program code instructions
configured, upon execution, to:

for each required feature:

determine whether the required feature is completely supported by the first
charging server or whether the required feature is not completely supported and a

predecessor feature of the required feature is supported; and
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in a circumstance where the required feature not completely supported and
the predecessor feature of the required feature is supported, cause the required

feature to fall back to the predecessor feature.

16. An apparatus comprising:

means for causing a first feature support query to be transmitted to a first charging
server querying whether the first charging server supports the one or more required
features, wherein each of the one or more required features is associated with a set of
mandatory information elements and a set of non-mandatory information elements;

means for receiving a first feature support response from the first charging server
indicating whether each of the one or more required features is supported;

means for determining whether each of the one or more required features are all
supported; and

means for in a circumstance where the one or more required features are not all
supported, causing a second feature support query to be transmitted a second charging

SErver.

17. An apparatus according to Claim 16 wherein the apparatus is utilized in
conjunction with a charging triggering function that supports the one or more required
features, and wherein information regarding one or more different iterations of the one or

more supported features is stored in the first charging server.

18. An apparatus according to any of Claims 16 to 17 further comprising:

means for receiving a second feature support response from the second charging
server;

means for determining whether the one or more required features are all supported;
by the second charging server and

means for in a circumstance where the one or more required features are not all
supported, causing a third feature support query to be transmitted to a third charging

SErver.

19. An apparatus according to any of Claims 16 to 18 wherein the first feature
support response further comprises one or more support indications associated with each

of the one or more required features, and wherein each of the one or more support
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indications indicates one or more of: whether the required feature is completely supported,
whether the first charging server supports a predecessor feature or a successor feature of
the required feature, or no predecessor feature or successor feature of the required feature

is supported by the first charging server.

20. An apparatus according to Claim 19 further comprising:
for each required feature:

means for determining whether the required feature is completely supported
by the first charging server or whether the required feature is not completely
supported and a predecessor feature of the required feature is supported; and

means for in a circumstance where the required feature not completely
supported and the predecessor feature of the required feature is supported, causing

the required feature to fall back to the predecessor feature.
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