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(57) Abstract: A method for built-in prognostic testing of a component or a component group residing in an electronics system,
the method comprising the following steps: - performing (205) a first self test at nominal clock frequency; by running a self test
program for a first time; - saving the test results of this first run in a non-volatile memory; - performing a second self test (210,
220, 230, 240) using a first over-clocking clock frequency higher than the nominal clock frequency, and running the self test pro-
gram for a second time; - saving the test results of this second run in the non-volatile memory; - restarting the system in an evalua-
tion mode using nominal clock frequency; - comparing the results saved into the non-volatile memory with predefined values; -
determining, based on the results from the test runs, the expected time to failure of the tested component group.
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BUILT-IN TEST SYSTEM WITH PROGNOSTIC CAPABILITY AND METHOD

Field

The present invention relates to built-in testing of electronics systems. In
particular it relates to built-in testing of systems having clocked components such as
CPUs on board aircraft or other vehicles.

Background
Electronics and avionics systems of contemporary aircraft become more and

more complex. The probability for such an electronics system or unit of such a
system failing may consequently increase. The necessity of built-in test systems
increases. Costs for having aeroplanes on the ground is high for the airline
companies due to the income loss due to chartering costs for replacement passenger
capacity, and in worst case loss of passenger ticket money. Therefore it would be of
great value to increase availability of aircraft.

Also service and repair costs increase. It is therefore desirable to serve,
maintain and repair an aircraft where it 1s cheapest, which usually is home base
airport, to avoid extra costs connected with having to carry out repair at a foreign
airport. These extra costs may include costs for having to fly in spare parts and
specialist personnel, and also for renting repair facilities.

There exists a problem of determining the best time to replace a unit. On the
one hand it should be replaced at home base airport as discussed above, on the other
hand, replacement should as far as is safe and possible take advantage of the full
lifetime of the unit.

Summary of the invention

It is an object of the present invention to provide a solution to the above
stated problem. The problem of being able to provide prognostic capability within
electronics systems is not restricted to the aviation industry, but is also present in
many other vehicle and industrial applications.

However, the inventor has realised that one of the worst moment to become
aware of an electronics failure (save during flight) is when the aircraft is fully
fuelled and filled with passengers and cargo. If one discovers a failure at this point
in time there is much time and money lost for finding a replacement aircraft and for
carrying out reloading.

To solve this, there is provided a method for predicting a component failure
in order to alert responsible personnel to replace it before it breaks, such that the
normal operation of the system of which the component is a part is not disturbed. In
this context the term “component” should be interpreted widely, to include e.g.,
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“unit” and “equipment”. The method includes putting non-destructive strain upon a
component in an attempt to force a failure developing in the component, but which
failure does not show under normal operation. If such a failure is discovered, a
warning is triggered, and an operator may initiate measures such that the component
1s replaced at the next upcoming convenient opportunity.

It is expected that future electronic integrated circuits having a high density,
and very small wire width, may have a slightly different behaviour of failure than
many of today’s circuits. Among other thing it is expected that the ability of the
circuit to handle fast voltage transitions, so called “flanks”, will deteriorate
gradually over time. The present invention heeds this understanding.

Particularly state of the art and future circuits, having high density of
packing, will present the behaviour of failure as described above, the inventor has
realized that these failures can be predicted by using a certain procedure involving
the following steps:

a) performing 205 a first test sequence while clocking the circuit at a first clock
frequency, which is equal to nominal clock frequency, to verify that the circuits
work correctly;

b) performing 210, 220, 230, 240 at least one further test sequence(s), each equal to
the first test sequence, except that the circuit is clocked at a different clock
frequency for each further test sequence, each of these clock frequencies are higher
than the nominal frequency, i.e., “over-clocking” the circuit;

c) evaluating 250 the results from the first and the at least one further test
sequence(s).

Such over-clocking of the circuit can be realised by letting the clock
frequency fed to the CPU be controlled by the software of the system.

The system 1s designed in such a way that during start-up of the system the
nominal frequency is used, but this can be altered under certain conditions by the
system. At a certain point in time, e.g., at manual initiation or at shut-down or start-
up of the system, over-clocking and test sequences are initiated. In connection with
the initiation of the over-clocking it may be necessary to inhibit all outputs, i.e.,
disconnect or make the outputs harmless in some other way, such that the system
cannot be put in a dangerous state due to failures that may appear during the over-
clocking procedure.

Initiation of over-clocking is preferably software controlled, and may
embrace the CPU and other clocked circuits of the system. Under software control a
sequence of tests are performed. Results from the tests are subsequently stored.
When the sequence is performed, the program enters an endless loop. Of course,
there exists the possibility that the program derails due to CPU malfunction —the
system is arranged to, in this case, to not store all expected results in a memory. The
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system may finish the test sequence by saving a “finishing label” in memory - if the
finishing label is not there after the test sequence is finished, an evaluation routine
can infer that that the test sequence has derailed.

At the initiation of over-clocking a circuit is programmed to generate a non-
maskable interrupt or a reset after a predetermined amount of time. When such an
event occurs, a program in the CPU is triggered to start which verifies the result
from the test sequence(s) as was discussed above.

To be able to secure the safety of the system, the same test sequence as
performed at over-clocking is as described above performed at start-up of the
system, but this time not over-clocking the CPU. If this test is performed without
errors, the system can be viewed upon as safe to use for the immediate future. With
this mechanisation, i.e. running a test a first time with nominal clocking and one or
several times with over-clocking, it 1s avoided that safety requirements are raised on
tests during over-clocking, this to avoid having to argue that correct results have
emerged as a result of a malfunctioning process in combination with over-clocking.

Thus, according to a first aspect of the invention there is provided a method
for built-in prognostic testing of a component or a component group residing in an
electronics system, the method comprising the following steps:

- performing 205 a first self test at nominal clock frequency; by running a self test
program for a first time;
- saving the test results of this first run in a non-volatile memory;

- performing a second self test 210, 220, 230, 240 using a first over-clocking
clock frequency higher than the nominal clock frequency, and running the self test
program for a second time;

- saving the test results of this second run in the non-volatile memory;

- restarting the system in an evaluation mode using nominal clock frequency;

- comparing the results saved into the non-volatile memory with predefined values;
- determining, based on the results from the test runs, the expected time to failure of
the tested component group.

The method may further include the steps of

- performing a third self test using a second over-clocking clock frequency higher
than the first over-clocking clock frequency and running the self test program for a
third time;

- saving the test results of this second run into non-volatile memory.

- determining, based on the results from the test runs, the expected time to
failure of the tested component group

The results of each test run is preferably categorised as either successful or
failed based on comparison between results and predefined values.
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The expected time to failure 1s preferably determined as follows:
- zero, 1.e. broken corresponding to the event that first test failed;
- less than X1 operating hours corresponding to first test successful, second test
failed;

wherein X1 is a number greater than zero, or, the method wherein the
expected time to failure i1s determined as follows:
- zero, 1.€. broken corresponding to first test failed;
- less than X1 operating hours corresponding to the event that first test successful,
second test failed;

- more than X1 operating hours, but less than X2 operating hours (first and
second test successful, third test failed);

- more than X2 operating hours, (first, second and third tests successful);
wherein X1, and X2 are numbers, and X2 is greater than X1.

The method as described above, wherein the electronics system is provided
with an interface unit to interface with units outside the electronics system.

The method as described above wherein the electronics system is an
electronics system of an aircraft.

According to a second aspect of the invention there is provided an electronics
system capable of built in prognostic testing, the system comprising;

a central processing unit 105,

a non-volatile memory 115,

characterised in that the system further comprises

a clock unit 140 having means for selectable providing one of two different clock
frequencies for clocking the system;

a trigger signal connection 117 between the interface unit 110 and the clock unit
140 for triggering use of clock frequency,

wherein the CPU 105 is arranged to be able to run a test routine using two of the
different clock frequencies.

The electronics system further comprising an interface unit 110 connected
between the CPU 105 and units outside the system for interfacing units outside the
electronics system

The system further comprising an output protection unit 125 connected
between the interface unit 110 and units outside the system for protecting units
outside the electronics system from control signals issued from the interface unit
110 during self test.

Any of the systems as described above wherein the clock unit 140 have
means for selectable providing one of three or more different clock frequencies for
clocking the system;
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Any of the systems as described above wherein the CPU 105 is arranged to
be able to run a test routine using three or more of the different clock frequencies.
Any of the systems as described above wherein the over-clocking test(s) is/are
implemented in such a way that a reset of the electronic circuits under test is
triggered at the end of each over-clocking test.

It should be emphasized that the term “comprises/comprising” when used in
this specification is taken to specify the presence of stated features, integers, steps
or components but does not preclude the presence or addition of one or more other
features, elements, integers, steps, components or groups thereof.

Features that are described and/or illustrated with respect to one embodiment
may be used in the same way or in a similar way in one or more other embodiments
and/or in combination with or instead of the features of the other embodiments.

Figures
Figure 1 shows a block diagram of a system having a central processing unit

(CPU) and features enabling built-in test involving over-clocking of the CPU.
Figure 2 shows a flowchart of a method for built-in prognostic testing of a
component residing in an electronics system.
Figure 3 shows a curve for predicted time to failure at nominal frequency as
a function of frequency at which a failure was detected during tests.

Detailed description
Definitions
Cold start; the system is started by applying voltage.

Warm start: the system is started by restarting it, i.e. by doing a “reset”.

Nominal clock frequency: the clock frequency fed to the component during
normal operation of the system in question.

Normal clock frequency: same as nominal clock frequency.

Over-clocking: the act of feeding and running a component with a higher
clock frequency than nominal clock frequency.

Figure 1 shows a block diagram of a system having a central processing unit
(CPU) and other units and features enabling built-in test involving over-clocking of
the CPU and the other circuits. These units and features will be described below in
connection with a description of a method for built-in prognostic testing.

Figure 2 shows a flowchart of a method for built-in prognostic testing of a
component residing in the electronics system of figure 1. The method comprises the
following groups of steps:

Group A steps
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- performing 205 tests at normal clock speed.

Group B steps

- Zeroing of a test-result buffer of a non-volatile memory 115. It is not
zeroed when power i1s lost or at system reset, but keeps its information;

- Storing a label in the test-result buffer to indicate that an over-clocking test
has started

- Initiating 210 a system reset signal via a first output from an I/O-unit 110;

Group C steps

- Programming 220 the clock unit 140 to switch to a different clock frequency upon

command (described in the step below).

- Activating over-clocking through the I/O-unit 110 by sending a trigger signal via

the trigger signal connection 117. This trigger signal will trigger the following:
- Programming a timer 135 to generate a system reset after a certain time
delay T,. There 1s arranged a reset circuit 155 that generates a system reset
based on a signal from the timer 135, or based on signals representing other
reset criteria. The CPU is arranged to be able to read, via the I/O-unit 110, if
the timer 135 is programmed to generate a system reset or not.
- The output protection unit 125 is arranged to set all critical outputs into a
safe state. Critical outputs are all outputs which are desired not to be
influenced if an error is evoked during over-clocking procedure of built-in
test. For example, in a flight control system it would be undesirable if
ailerons began to move in an uncontrolled fashion. The output protection unit
125 is reset at “system reset”, such that signal from the I/O-unit 110 again
can influence the outputs of the system.
- Commanding of the clock unit 140 to over-clock the system at the
programmed over-clock frequency selected. The clock unit 140 1s arranged
to operate at normal clock frequency following a reset and only accept one
over-clocking frequency until a reset has occurred.

The trigger signal from the I/O-unit 110 via the trigger signal connection
117, that initiates system restart/over-clocking/output protection is arranged to only
be allowed to take effect if one or more safety interlock conditions are met. This is
to avoid undesired activation of the over-clocking function. For example, it should
only be possible to activate over-clocking when the aircraft is on the ground.
Therefore, the &-unit 130 is arranged to handle this.
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Group D substeps
Group D includes the following substeps:
- Performing 230 certain test of components of the system, i.e., CPU 105, I/O-unit
110, memory 107, 115 and other circuits 120. The term “other circuits” may
comprise also interrupt unit, and control logic of the computer.
The tests are arranged to test the functionality of the involved components. These
tests may consist of but are not necessarily limited to the following type of test:
- Test all CPU instructions and addressing modes;
- test the cache memory of the CPU;
- test the ability of the memory circuit to cope with repeated access;
- test the ability of internal busses to handle data transfer
- test the ability of interrupt control circuits to cope with repeated access

The results of each test are stored in a test result buffer in the non-volatile
memory 115. If the system has become degraded it may happen that the test run
derails — 1.e., the CPU gets struck by an “exception”, or it may simply restart. When
the CPU restarts it 1s arranged to check if there is a request for ”system reset”. This
1s preferably accomplished by reading information from a timer 135, and if the
information is affirmative continue and perform group D substeps as will be
described below.

Group E substeps
As was discussed above there are a number of possible outcomes of running
the system in over-clocking mode and performing the test sequence described in
group D. The possible outcomes are:
- The test sequence will cause the CPU to reset
- The test sequence will cause the CPU to halt
- The test sequence will be completed without any of the two above described
consequences, 1.e., the CPU enters a wait state, waiting 240 for a (timer
programmed) system reset.
In order to handle all of the above scenarios group E consists of the following sub
steps:
- Determine if an over-clocking type “system reset” is pending by reading the
timer 135. If this is the case then the test sequence was completed without
causing a CPU reset or halt. The program shall wait for the reset to occur.

- If CPU reset (as discussed above) has occurred or if the timer 135 causes a
“system reset” the CPU will restart. The CPU shall therefore always start its
execution by performing the following:
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o Read the signal “Warm or cold start”. If this signal indicates that the
CPU has started during “cold start” the CPU shall continue its normal
start up procedure (i.e. the CPU start was not triggered as part of an
over-clocking test but due to a normal start up).

o If the “Warm or cold start” signal indicates “warm start”, the label
indicating that a over-clocking test is in progress can be found in the
test-result buffer but a “system reset” is pending (as indicated by the
timer 135), the reset is due to a CPU halt during the over-clocking test
and the CPU shall wait for the pending “system reset” to occur.

o If the “Warm or cold start” signal indicates “warm start”, the label
indicating that a over-clocking test is in progress can be found in the
test-result buffer but no “system reset” is pending (as indicated by the
timer 135), the reset was caused by the timer 135 and the CPU shall
continue with the steps defined for group E below.

Group F substeps

In order to determine if additional over-clocking sequences shall be
performed the test-result buffer is scanned for start labels. Based on the number of
start labels found the CPU either perform additional over-clocking sequences by
performing the steps of group B through E again (except that the test result buffer is
not be cleared as part of group B) or, if all required sequences has been completed,
continues with the steps of group G below.

Group G substeps

Group G includes the following substeps:

- Evaluating 250 the content of the test result buffer. If any of the tests
reported erroneously or if any results are missing this 1s reported to the operator.

Evaluating the content of the test result buffer is accomplished by comparing
the results (i.e. a list of test result values) with a list of predetermined expected
result values that 1s generated in advance and is said to represent a correct result list.
For example, if each instruction of the CPU is tested, this is performed in such a
way that e.g. typically the CPU is instructed to add two numbers and store the
result. During evaluation, the stored value (in non-volatile memory NVM) is
compared with a constant (the sum of the two numbers). For every instruction in the
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CPU instruction set, similar tests are provided, a result is stored, which then 1s
compared to the predetermined answer(s), during evaluation 250

Note that the tests of steps of Group D 230 above also are executed 205 with
the normal clock frequency. This makes it possible to differentiate between an
actual and a potential future failure. Test results from over-clocking may be
synthesized with the results from normal clocking as a part of this step 230, and the
results reported to the operator.

Preferably a test is first run at nominal clock frequency, and subsequently at
two or more over-clocking frequencies. The resulting test results is then compiled
and analysed to inform an operator of an expected time to failure (ETF) of the
system.

In figure 3 is shown a curve with three tests on the curve giving the predicted
time to failure under the condition that the corresponding test fails.

a — Test performed at normal clock speed. Any failure at this speed indicates
a faulty component; and should cause the flight to be cancelled, if the tested system
1s part of an aeroplane.

b — Test performed at a first increased clock speed. A failure at this speed
indicates that the system will fail at normal speed within 0-12 operating hours.

¢ - Test performed at a second increased clock speed, higher than the first. A
failure at this speed but not at the “b” speed indicates that the system will fail at
normal speed within 12-20 operating hours.

Thus, if test at nominal frequency (test a) and test at a first over-clocking
frequency (test b) runs without failure, but test at a second over-clocking frequency
(test c¢) fails, the it can be read from the shown curve of expected time to failure that
the system probably will run flawless for another 12 operating hours, but will
probably be subject to an emerging error at a point in time somewhere between 12
and 20 hours of operation from the time of the test.
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CLAIMS

1. A method for built-in prognostic testing of a component or a component group
residing in an electronics system, the method comprising the following steps:

- performing (205) a first self test at nominal clock frequency; by running a self test
program for a first time;

- saving the test results of this first run in a non-volatile memory;

- performing a second self test (210, 220, 230, 240) using a first over-clocking clock
frequency higher than the nominal clock frequency, and running the self test
program for a second time;

- saving the test results of this second run in the non-volatile memory;

- restarting the system in an evaluation mode using nominal clock frequency;

- comparing the results saved into the non-volatile memory with predefined values;
- determining, based on the results from the test runs, the expected time to failure of
the tested component group.

2. The method of claim 1 further including the steps of:

- performing a third self test using a second over-clocking clock frequency higher
than the first over-clocking clock frequency and running the self test program for a
third time;

- saving the test results of this second run into non-volatile memory.
- determining, based on the results from the test runs, the expected time to failure of
the tested component group

3. The method of claim 1 or 2, wherein the results of each test run is categorised as
either successful or failed based on comparison between results and predefined
values.

4. The method of claim 1-3 wherein the expected time to failure is determined as
follows:

- zero, 1.e broken (first test failed);

- less than X1 operating hours (first test successful, second test failed);

wherein X1 is a number greater than zero.

5. The method of claim 1-3 wherein the expected time to failure is determined as
follows:

- zero, 1.e broken (first test failed);

- less than X1 operating hours (first test successful, second test failed);
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- more than X1 operating hours, but less than X2 operating hours (first and second
test successful, third test failed);

- more than X2 operating hours, (first, second and third tests successful);

wherein X1, and X2 are numbers, and X2 is greater than X1.

6. The method of any of the preceding claims, wherein the electronics system is
provided with an interface unit to interface with units outside the electronics system.

7. The method of claim 6 wherein the electronics system is an electronics system of
an aircraft.

8. An electronics system capable of built in prognostic testing, the system
comprising;

a central processing unit (105),

a non-volatile memory (115),

characterised in that the system further comprises

a clock unit (140) having means for selectable providing one of two different clock
frequencies for clocking the system;

a trigger signal connection (117) between the interface unit (110) and the clock unit
(140) for triggering use of clock frequency,

wherein the CPU (105) 1s arranged to be able to run a test routine using two of the
different clock frequencies.

9. The system of claim 8 further comprising an interface unit (110) connected
between the CPU (105) and units outside the system for interfacing units outside the
electronics system

10. The system of claim 9 further comprising an output protection unit (125)
connected between the interface unit (110) and units outside the system for
protecting units outside the electronics system from control signals issued from the
interface unit (110) during self test.

11. The system of any of the claims 8-10 wherein the clock unit (140) have means
for selectable providing one of three or more different clock frequencies for
clocking the system;

12. The system of claim 11 wherein the CPU (105) 1s arranged to be able to run a
test routine using three or more of the different clock frequencies.
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13. The system of any of the claims 8-12 wherein the over-clocking test(s) is/are
implemented in such a way that a reset of the electronic circuits under test is
triggered at the end of each over-clocking test.
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