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METHOD AND APPARATUS FOR ACTIVELY MANAGING CONSUMPTION OF
ELECTRIC POWER SUPPLIED BY ONE OR MORE ELECTRIC UTILITIES

BACKGROUND OF THE INVENTION
[0001] Field of the Invention

[0002] The present invention relates generally to the field of electrical power load control
systems and more particularly to a method and system for actively controlling power load
management for individual customers and optionally tracking power savings for both the
individual customer as well as the overall electric utility.

[0003] Description of Related Art

[0004] The increased awareness of the impact of carbon emissions from the use of fossil
fueled electric generation combined with the increased cost of producing peak power during
high load conditions has increased the need for alternative solutions utilizing load control as a
mechanism to defer, or in some cases eliminate, the need for the deployment of additional
generation capacity by electric utilities. Existing electric utilities are pressed for methods to
defer or eliminate the need for construction of fossil-based electricity generation. Today, a
patchwork of systems exist to implement demand response load management programs,
whereby various radio subsystems in various frequency bands utilize “one-way” transmit
only methods of communication. Under these programs, RF controlled relay switches are
typically attached to a customer’s air conditioner, water heater, or pool pump. A blanket
command is sent out to a specific geographic area whereby all receiving units within the
range of the transmitting station (e.g., typically a paging network) are turned off during peak
hours at the election of the power utility. After a period of time when the peak load has
passed, a second blanket command is sent to turn on those devices that have been turned off.

[0005] While tele-metering has been used for the express purpose of reporting energy
usage, no techniques exist for calculating power consumption and/or gaseous emissions (e.g.,
carbon gas emissions, sulfur dioxide (SO;) gas emissions, and/or nitrogen dioxide (NO»)
emissions), and reporting the state of a particular device under the control of a two-way
positive load control management device. In particular, one way wireless communications
devices have been utilized to de-activate electrical appliances, such as heating, ventilation,
and air-conditioning (HVAC) units, water heaters, pool pumps, and lighting, from an existing
electrical supplier or distribution partner’s network. These devices have typically been used

in combination with wireless paging receivers that receive “on” or “off” commands from a
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paging transmitter. Additionally, the one-way devices are typically connected to a serving
electrical supplier’s control center via landline trunks, or in some cases, microwave
transmission to the paging transmitter. The customer subscribing to the load management
program receives a discount for allowing the serving electrical supplier (utility) to connect to
their electrical appliances and deactivate those appliances during high energy usage periods.
[0006] While one-way devices are generally industry standard and relatively inexpensive
to implement, the lack of a return path from the receiver, combined with the lack of
information on the actual devices connected to the receiver, make the system highly
inefficient for measuring the actual load shed to the serving utility. While the differential
current draw is measurable on the serving electric utility’s transmission lines, the actual load
shed is approximate and the location of the load deferral or curtailment is approximated at the
control center of the serving utility.

[0007] One exemplary tele-metering system is disclosed in U.S. Patent No. 6,891,838 B1.
This patent describes details surrounding a mesh communication of residential devices and
the reporting and control of those devices, via WANSs, to a computer. The stated design goal
in this patent is to facilitate the “monitoring and control of residential automation systems.”
This patent does not explain how a serving utility or customer could actively control the
devices to facilitate a reduction of electricity. Instead, this patent discloses techniques that
could be utilized for reporting information that is being displayed by the serving utility’s
power meter (as do many other prior applications in the field of tele-metering).

[0008] An additional exemplary tele-metering system is disclosed in U.S. Patent
Application Publication No. 2005/0240315 Al. The primary purpose of this published
application is not to control utility loads, but rather “to provide an improved interactive
system for remotely monitoring and establishing the status of a customer utility load.” A
stated goal of this publication is to reduce the amount of time utility field personnel have to
spend in the field servicing meters by utilizing wireless technology.

[0009] Another prior art system is disclosed in U.S. Patent No. 6,633,823 B2, which
describes, in detail, the use of proprietary hardware to remotely turn off or turn on devices
within a building or residence. While initially this prior art generally describes a system that
would assist utilities in managing power load control, the prior art does not contain the
unique attributes necessary to construct or implement a complete system. In particular, this
patent is deficient in the areas of security, load accuracy of a controlled device, and methods

disclosing how a customer utilizing applicable hardware might set parameters, such as
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temperature set points, customer preference information, and customer overrides, within an
intelligent algorithm that reduces the probability of customer dissatisfaction and service
cancellation or churn.

[0010] Attempts have been made to bridge the gap between one-way, un-verified power
load control management systems and positive control verified power load control
management systems. However, until recently, technologies such as smart breakers and
command relay devices were not considered for use in residential and commercial
environments primarily due to high cost entry points, lack of customer demand, and the cost
of power generation relative to the cost of implementing load control.

[0011] One such gap-bridging attempt is described in U.S. Patent Application Publication
No. US 2005/0065742 A1. This publication discloses a system and method for remote power
management using IEEE 802 based wireless communication links. The system disclosed in
this publication includes an on-premise processor (OPP), a host processor, and an end device.
The host processor issues power management commands to the OPP, which in turn relays the
commands to the end devices under its management. While the disclosed OPP does provide
some intelligence in the power management system, it does not determine which end devices
under its control to turn-off during a power reduction event, instead relying on the host device
to make such decision. For example, during a power reduction event, the end device must
request permission from the OPP to turn on. The request is forwarded to the host device for a
decision on the request in view of the parameters of the on-going power reduction event. The
system also contemplates periodic reading of utility meters by the OPP and storage of the
read data in the OPP for later communication to the host device. The OPP may also include
intelligence to indicate to the host processor that the OPP will not be able to comply with a
power reduction command due to the inability of a load under the OPP’s control to be
deactivated. However, neither the host processor nor the OPP determine which loads to
remove in order to satisfy a power reduction command from an electric utility, particularly
when the command is issued by one of several utilities under the management of a power
management system. Further, neither the host processor nor the OPP tracks or accumulates
power saved and/or carbon credits earned on a per customer or per utility basis for future use
by the utility and/or customer. Still further, the system of this publication lacks a reward
incentive program to customers based on their participation in the power management
system. Still further, the system described in this publication does not provide for secure

communications between the host processor and the OPP, and/or between the OPP and the
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end device. As a result, the described system lacks many features that may be necessary for a

commercially viable implementation.

SUMMARY OF THE INVENTION
[0012] According to one embodiment, the present invention provides a method for
managing a flow of power supplied by an electric utility to a plurality of power consuming
devices. The power consuming devices are located at one or more service points to which
clectrical power is supplied by the clectric utility. According to the method, which may be
executed by a system controller, a group of one or more client devices is determined to which
to issue or communicate a power control message. Each client device of the group of client
devices controls at least one controllable device and each controllable device controls (e.g.,
selectively enables and disables) a flow of electric power to at least one of the power
consuming devices. The power control message indicates at least one of an amount of
clectric power to be reduced and an identification of one or more controllable devices to be
instructed to disable a flow of electric power to one or more associated power consuming
devices. The power control message is issued or communicated to the group of client devices
to initiate a power reduction control event. Subsequent to initiation of the power reduction
event, at least one controllable device is determined to have prematurely exited the power
reduction event. Premature exiting from the power reduction event may have occurred as a
result of a user adjusting a controllable device either manually (e.g., through manual
manipulation of a user interface of the controllable device) or clectronically (e.g., through
networked control, such as using Zigbee, Bluetooth, Wi-Fi, broadband over powerline (BPL),
cable, digital subscriber line (DSL), satellite, a wircless wide area network (e.g., a cellular
network), or any other networking platform to control the controllable device directly (e.g.,
through a control application running on a computer or portable device)) so as to enable a
flow of electric power to a power consuming device which previously had its flow of electric
power disabled or reduced upon initiation of the power reduction event. For example, where
a heating, ventilation, and air conditioning (HVAC) system is a power consuming device that
was disabled upon initiation of the power reduction event, the controllable device for the
HVAC system may be a digital thermostat and a user may have manually or electronically
adjusted the thermostat temperature setting to decrease (when the HVAC system is in cooling
mode) or increase (when the HVAC system is in heating mode) the temperature set point.

Alternatively, where the disabled power consuming device is a binary, switched, or otherwise
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environmentally-independent device (such as, for example, a hot water heater, a dryer, a pool
pump, or a lighting system), the controllable device may be a smart breaker that was
electronically opened upon initiation of the power reduction event and a user may have
manually or electronically closed the smart breaker to allow current to flow to the previously
disabled power consuming device.

[0013] Premature exiting of the power reduction event may have alternatively occurred
through operation of other customer override mechanisms. For example, a utility customer
may have accessed an Internet-based interface to the system controller (e.g., such as through
use of an Internet-based, customer dashboard), and entered an override request causing the
power reduction event to terminate with respect to one or more selected controllable devices.
The override request may have identified the controllable device or devices directly (e.g., by
making an HVAC thermostat adjustment or requesting closure of a particular smart breaker)
or indirectly (e.g., by generally requesting termination of the power reduction event at the
customer’s entire service point or with regard to one or more specific power consuming
devices, such as the HVAC system, hot water heater, lighting, pool pump, one or more
appliances, and so forth). Responsive to the override request, a new power control message
may be issued (e.g., sent, transmitted, or otherwise communicated) to the client device
controlling the controllable device(s) that has prematurely exited the power reduction event.
The new power control message instructs the client device to enable a flow of electric power
to the controllable device(s) that has prematurely exited the power reduction event.

[0014] In yet another embodiment in which the method is executed by a system
controller, the system controller may receive a power control command from the electric
utility. The power control command may require a reduction in an amount of electric power
consumed by at least some of the power consuming devices located at service points serviced
by the electric utility. In this case, the system controller may determine the group of client
devices to which to issue or communicate the power control message initiating the power
reduction event responsive to the power control command. The system controller may also
determine an amount of power saved by the electric utility as a result of issuance of the
power control message and store an indication of the amount of saved power (e.g., in a
database). Having determined the amount of saved power, the system controller or some
other device may further correlate the amount of saved power to an amount of gaseous
emissions-based credits (e.g., carbon credits or offsets, or credits or offsets based on other

gaseous emissions) and store an indication of the amount of gaseous emissions-based credits
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(e.g., in the database).

[0015] In a further embodiment in which the method is executed by a system controller,
the system controller may determine a first amount of electric power that was saved due to
participation in the power reduction control event by the controllable device(s) that has
prematurely exited the power reduction event. Additionally, the system controller may select
or otherwise determine a second group of one or more client devices to which to issue or
communicate a second power control message that continues the previously initiated power
reduction event. The selected second group of client devices controls one or more
controllable devices that are operable to control (e.g., selectively enable and disable) a flow
of a second amount of electric power to one or more power consuming devices, wherein the
second amount of electric power is at least a portion of the first amount of electric power. In
one embodiment, the second amount of electric power is substantially the same as (e.g., 90-
100% of) the first amount of electric power. In another embodiment, the client devices in the
selected second group are not disabling a flow of electric power to any power consuming
devices at the time at which the second group of client devices is determined. For example, if
the controllable device that prematurely exited the power reduction event had controlled one
or more power consuming devices to save power at a rate of two megawatts per hour during
its participation in the power reduction event, the system controller selects one or more client
devices managing one or more controllable devices which can preferably save power at a rate
of at least two megawatts per hour. If such client devices are not available, the system
controller may select one or more client devices managing one or more controllable devices
which can preferably save power at a lower rate (e.g., less than two megawatts per hour).
Once the second group of client devices has been determined, the system controller may issue
or communicate the second power control message to the second group of client devices to
continue the power reduction event.

[0016] In a further embodiment, a method for managing a flow of power supplied by an
electric utility to a plurality of power consuming devices may be executed by a client device
located at a utility service point at which the power consuming devices are located.
According to this embodiment, the client device receives a power control message from a
system controller to initiate a power reduction control event. The power control message
indicates at least one of an amount of electric power to be reduced and an identification of at
least one controllable device to be instructed to disable a flow of electric power to one or

more associated power consuming devices. Responsive to the power control message, the

-6-



WO 2012/145102 PCT/US2012/029339

client device issues or communicates a power management command to one or more
controllable devices, which control a flow of electric power to one or more associated power
consuming devices (e.g., HVAC system, lighting, hot water heater, appliances, and so forth).
Receipt of the power management command from the client device causes the controllable
device(s) to disable a flow of electric power to at least one associated power consuming
device in furtherance of the power reduction event. Subsequent to issuing the power
management command, the client device determines that a controllable device has
prematurely exited the power reduction event by enabling a flow of electric power to an
associated power consuming device. The client device then sends a status message to the
system controller informing the system controller that the controllable device has exited the
power reduction event.

[0017] The client device may determine that a controllable device has prematurely exited
the power reduction event by determining that the controllable device has been adjusted by a
user either manually (e.g., through manual manipulation of a user interface of the controllable
device) or electronically (e.g., through networked control, such as using Zigbee, Bluetooth,
Wi-Fi, BPL, cable, DSL, satellite, a wireless wide arca network, or any other networking
platform to control the controllable device directly (e.g., through a control application
running on a computer or portable device)) so as to enable a flow of electric power to a power
consuming device under the control of the controllable device. For example, in one
embodiment, the controllable device may be a thermostat of an HVAC system. In such a
case, the client device may determine that the controllable device has prematurely exited the
power reduction event by determining that a temperature setting of the thermostat has been
adjusted by a user (e.g., decreased when the HVAC system is in cooling mode or increased
when the HVAC system is in heating mode). In an alternative embodiment, the controllable
device may be a smart breaker, such as where the power consuming device under control is a
binary, switched, or otherwise environmentally-independent device (e.g., a hot water heater, a
dryer, a lighting system, and/or a pool pump). In this case, the client device may determine
that the controllable device has prematurely exited the power reduction event upon
determining that the smart breaker, which was previously opened by the controllable device
upon commencement of the power reduction event, has been closed by a user either manually
or electronically.

[0018] In yet another embodiment, the client device may alternatively determine that a

controllable device has prematurely exited the power reduction event by receiving another
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control message from the system controller. In this case, the newly received control message
instructs the client device to enable a flow of electric power to the controllable device that has
prematurely exited the power reduction event. For instance, a utility customer may have
accessed an Internet-based interface to the system controller and entered an override request
causing the power reduction event to terminate with respect to one or more selected
controllable devices. The override request may have identified the controllable device or
devices directly or indirectly. Responsive to the override request, the new power control
message was sent from the system controller to the client device to effect the controllable
device’s premature exit from the power reduction control event.

[0019] By providing power load management in this manner, the present invention
monitors and accounts for an unexpected customer override during a power reduction control
event and provides options for continuing the control event notwithstanding the customer’s
change of heart with respect to some or all of the service point’s controllable devices that are
participating in the event. Thus, the present invention provides a control framework that
enables an active load management system to detect and adapt to an unexpected and
potentially detrimental change of circumstances arising during a power reduction control

event.

BRIEF DESCRIPTION OF THE DRAWINGS
[0020] The accompanying figures, where like reference numerals refer to identical or
functionally similar elements throughout the separate views and which together with the
detailed description below are incorporated in and form part of the disclosure, serve to further
illustrate various embodiments and to explain various principles and advantages all in
accordance with the present invention.
[0021] FIG. 1 is a block diagram of an exemplary IP-based, active load management
system in accordance with one embodiment of the present invention.
[0022] FIG. 2 is a block diagram illustrating an exemplary system controller (e.g., an
active load director) as used in the active load management system of FIG. 1.
[0023] FIG. 3 is a block diagram illustrating an exemplary client device (e.g., an active
load client) and residential or smart breaker load center as used in the active load
management system of FIG. 1.
[0024] FIG. 4 is an operational flow diagram illustrating a method for automatically

scheduling service calls in an active power load management system in accordance with one

8-



WO 2012/145102 PCT/US2012/029339

exemplary embodiment of the present invention.

[0025] FIG. 5 is an operational flow diagram illustrating a method for activating new
subscribers in an active power load management system in accordance with another
exemplary embodiment of the present invention.

[0026] FIG. 6 is an operational flow diagram illustrating a method for managing events
occurring in an active power load management system in accordance with yet another
exemplary embodiment of the present invention.

[0027] FIG. 7 is an operational flow diagram illustrating a method for actively reducing
consumed power and tracking power savings on an individual customer basis in an active
power load management system in accordance with another exemplary embodiment of the
present invention.

[0028] FIG. 8 is an operational flow diagram illustrating a method for tracking
cumulative power savings of an electric utility in an active power load management system
during a power reduction event in accordance with yet another exemplary embodiment of the
present invention.

[0029] FIG. 9 is an operational flow diagram illustrating a method for a system controller
to manage a flow of power supplied by an electric utility to a plurality of power consuming
devices in accordance with another exemplary embodiment of the present invention.

[0030] FIG. 10 is an operational flow diagram illustrating a method for a client device to
manage a flow of power supplied by an electric utility to a plurality of power consuming
devices located at a customer service point at which the client device is also located, in
accordance with a further exemplary embodiment of the present invention.

[0031] Skilled artisans will appreciate that elements in the figures are illustrated for
simplicity and clarity and have not necessarily been drawn to scale. For example, the
dimensions of some of the elements in the figures may be exaggerated alone or relative to
other elements to help improve the understanding of the various embodiments of the present

invention.



WO 2012/145102 PCT/US2012/029339

DETAILED DESCRIPTION

[0032] Before describing in detail exemplary embodiments that are in accordance with the
present invention, it should be observed that the embodiments reside primarily in combinations
of apparatus components and processing steps related to actively managing power loading on an
individual service point, group of service points, and/or entire utility basis. Accordingly, the
apparatus and method components have been represented where appropriate by conventional
symbols in the drawings, showing only those specific details that are pertinent to understanding
the embodiments of the present invention so as not to obscure the disclosure with details that will
be readily apparent to those of ordinary skill in the art having the benefit of the description
herein.

[0033] In this document, relational terms, such as “first” and “second,” “top” and “bottom,”
and the like, may be used solely to distinguish one entity or element from another entity or
element without necessarily requiring or implying any physical or logical relationship or order

9% ¢

between such entities or elements. The terms “comprises,” “comprising,” or any other variation
thereof are intended to cover a non-exclusive inclusion, such that a process, method, article, or
apparatus that comprises a list of elements does not include only those elements, but may include
other elements not expressly listed or inherent to such process, method, article, or apparatus.
The term “plurality of” as used in connection with any object or action means two or more of
such object or action. A claim element proceeded by the article “a” or “an” does not, without
more constraints, preclude the existence of additional identical elements in the process, method,
article, or apparatus that includes the element.

[0034] Additionally, the term “ZigBee” refers to any wireless communication protocol
adopted by the Institute of Electrical and Electronics Engineers (IEEE) according to standard
802.15.4 or any successor standard(s), and the term “Bluetooth” refers to any short-range
communication protocol implementing IEEE standard 802.15.1 or any successor standard(s).
Power line communications refer to any communication of data using power lines, including, but
not limited to, Broadband over PowerLine (BPL) in its various forms, including through
specifications promulgated or being developed by the HOMEPLUG Powerline Alliance and the
IEEE. The term “High Speed Packet Data Access (HSPA)” refers to any communication

protocol adopted by the International Telecommunication Union (ITU) or another mobile
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telecommunications standards body referring to the evolution of the Global System for Mobile
Communications (GSM) standard beyond its third generation Universal Mobile
Telecommunications System (UMTS) protocols. The term “Code Division Multiple Access
(CDMA) Evolution Data-Optimized (EVDO) Revision A (CDMA EVDO Rev. A)” refers to the
communication protocol adopted by the I'TU under standard number TIA-856 Rev. A. The term
“Long Term Evolution (LTE)” refers to any communication protocol based on Release 8 (or any
subsequent release) from the Third Generation Partnership Project (3GPP) or another mobile
telecommunications standards body referring to the evolution of GSM-based networks to voice,
video and data standards anticipated to be replacement protocols for HSPA and EVDO.

[0035] The terms “utility,” “electric utility,” “power utility,” and “electric power utility”
refer to any entity that generates and distributes electrical power to its customers, that purchases
power from a power-generating entity and distributes the purchased power to its customers, or
that supplies electricity created actually or virtually by alternative energy sources, such as solar
power, wind power or otherwise, to power generation or distribution entities through the Federal
Energy Regulatory Commission (FERC) electrical grid or otherwise. The term “environment”
refers to general conditions, such as air temperature, humidity, barometric pressure, wind speed,
rainfall quantity, water temperature, and so forth, at or proximate a service point or associated
with a device (e.g., water temperature of water in a hot water heater or a swimming pool). The
term “device,” as used herein, means a power-consuming device and/or any associated
controllable component thercof or used therewith, such as a control module located within a
power consuming device (e.g., a smart appliance) or a remote smart breaker. There may
generally be two different types of devices within or located at a service point--namely, an
environmentally-dependent device and an environmentally-independent device. An
environmentally-dependent device is any device that turns on or off, or modifies its behavior,
based on one or more sensors that detect characteristics or conditions, such as temperature,
humidity, pressure, or various other characteristics or conditions, of an environment. An
environmentally-dependent device may directly affect and/or be affected by the environment in
which it operates. Examples of environmentally-dependent devices include, but are not limited
to, addressable thermostats for HVAC systems and addressable control modules for smart

refrigerators and/or freezers. An environmentally-independent device is any device that turns on
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or off, or modifies its behavior, without reliance upon inputs from any environmental sensors.
Generally speaking, an environmentally-independent device does not directly affect, and is not
typically affected by, the environment in which it operates; although, as one of ordinary skill in
the art will readily recognize and appreciate, operation of an environmentally-independent device
can indirectly or incidentally affect, or occasionally be affected by, the environment. For
example, as those skilled in the art readily understand, dryers and other appliances generate heat
during ordinary operation, thereby causing some heating of the ambient air proximate the device.
Examples of environmentally-independent devices include, but are not limited to, addressable
smart breakers, hot water heaters, washers, dryers, and lighting systems. The term “credits”
refers to carbon credits and/or renewable energy credits, regardless of how computed. The terms
“energy” and “power” are used interchangeably herein.

[0036] It will be appreciated that embodiments or components of the systems described
herein may be comprised of one or more conventional processors and unique stored program
instructions that control the one or more processors to implement, in conjunction with certain
non-processor circuits, some, most, or all of the functions for managing power load distribution
as described herein. The non-processor circuits may include, but are not limited to, radio
receivers, radio transmitters, antennas, modems, signal drivers, clock circuits, power source
circuits, relays, meters, smart breakers, current sensors, and user input devices. As such, these
functions may be interpreted as steps of a method to distribute information, as well as various
command and control signals, between devices in a power load management system.
Alternatively, some or all functions could be implemented by a state machine that has no stored
program instructions, or in one or more application specific integrated circuits (ASICs), in which
cach function or some combinations of functions are implemented as custom logic. Of course, a
combination of the foregoing approaches could be used. Thus, methods and means for these
functions have been described herein. Further, it is expected that one of ordinary skill in the art,
notwithstanding possibly significant effort and many design choices motivated by, for example,
available time, current technology, and economic considerations, when guided by the concepts
and principles disclosed herein, will be readily capable of generating such software instructions,
programs and integrated circuits (ICs), and appropriately arranging and functionally integrating

such non-processor circuits, without undue experimentation.
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[0037] The present invention can be more readily understood with reference to FIGs. 1-10, in
which like reference numerals designate like items. FIG. 1 depicts an exemplary IP-based active
load management system (ALMS) 10 that may be utilized by an electric utility, which may be a
conventional power-generating utility or a virtual utility, in accordance with the present
invention. The below description of the ALMS 10 is limited to specific disclosure relating to
embodiments of the present invention. Additional description of the ALMS 10 is provided in
commonly-owned U.S. Patent No. 7,715,951, which is incorporated herein by this reference as if
fully set forth herein. The use of an ALMS 10 to implement a virtual utility is described in detail
in co-pending and commonly-owned U.S. Application Serial No. 12/001,819, which was filed on
December 13, 2007, was published as U.S. Patent Application Publication No. US 20090063228
Al on March 5, 2009, and is incorporated herein by this reference as if fully set forth herein.

[0038] The exemplary ALMS 10 monitors and manages power distribution via a system
controller, such as an active load director (ALD) 100, connected between one or more utility
control centers (UCCs) 200 (one shown) and one or more client devices or local controllers, such
as active load clients (ALCs) 300 (one shown), installed at one or more service points 20 (one
shown). The ALD 100 may communicate with the utility control center 200 and each active load
client 300 either directly or through a network 80 using the Internet Protocol (IP) or any other
communication protocols. For example, the ALD 100 may communicate using RF systems
operating via one or more base stations 90 (one shown) using one or more wircless
communication protocols, such as GSM, Enhanced Data GSM Environment (EDGE), ANSI
C12.22, HSPA, LTE, Time Division Multiple Access (TDMA), or CDMA data standards,
including CDMA 2000, CDMA Revision A, CDMA Revision B, and CDMA EVDO Rev. A.
Alternatively, or additionally, the ALD 100 may communicate wholly or partially via wired
interfaces, such as through the use of digital subscriber line (DSL) technology, cable television
IP-based technology, and/or other related technology. In the exemplary embodiment shown in
FIG. 1, the ALD 100 communicates with one or more active load clients 300 using a
combination of traditional IP-based communication (e.g., over a trunked line) to a base station 90
and a wireless channel implementing the HSPA or EVDO protocol from the base station 90 to
the active load client 300. The distance between the base station 90 and the service point 20 or

the active load client 300 is typically referred to as the “last mile” even though the distance may
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not actually be a mile. The ALD 100 or equivalent system controller may be implemented in
various ways, including, but not limited to, as an individual server, as a blade within a server, in
a distributed computing environment, or in other combinations of hardware and software. In the
following disclosure, the ALD 100 is described as embodied in an individual server to facilitate
an understanding of the present invention.

[0039] Each active load client 300 is accessible through a specified address (e.g., IP address)
and controls and monitors the state of individual smart breaker modules or intelligent appliances
60 installed at the service point 20 (e.g., in the business or residence) to which the active load
client 300 is associated (e.g., connected or supporting). Each active load client 300 is preferably
associated with a single residential or commercial customer. In one embodiment, the active load
client 300 communicates with a residential load center 400 that contains smart breaker modules,
which are able to switch from an “ON” (active) state to an “OFF” (inactive) state, and vice versa,
responsive to signaling from the active load client 300. Smart breaker modules may include, for
example, smart breaker panels manufactured by Schneider Electric SA under the trademark
“Square D” or Eaton Corporation under the trademark “Cutler-Hammer” for installation during
new construction. For retro-fitting existing buildings, smart breakers having means for
individual identification and control may be used. Typically, each smart breaker controls a
single appliance (e.g., a washer/dryer 30, a hot water heater 40, an HVAC unit 50, or a pool
pump 70). In an alternative embodiment, IP addressable relays or device controllers that operate
in a similar fashion as a “smart breaker” may be used in place of smart breakers, but would be
installed coincident with the load under control and may measure the startup power, steady state
power, power quality, duty cycle and/or energy load profile of the individual appliance 60,
HVAC unit 40, pool pump 70, hot water heater 40 or any other controlled device as determined
by the utility or end customer.

[0040] Additionally, the active load client 300 may control individual smart appliances 60
directly (e.g., without communicating with the residential load center 400) via one or more of a
variety of known communication protocols (e.g., IP, BPL, Ethernet, Bluetooth, ZigBee, Wi-Fi
(IEEE 802.11 protocols), WiMax (IEEE 802.16 protocols), HSPA, EVDO, etc.). Typically, a
smart appliance 60 includes a power control module (not shown) having communication

capabilities. The power control module is installed in-line with the power supply to the
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appliance 60, between the actual appliance and the power source (e.g., the power control module
is plugged into a power outlet at the home or business and the power cord for the appliance 60 is
plugged into the power control module). Thus, when the power control module receives a
command to turn off the appliance 60, it disconnects the actual power supplying the appliance
60. Alternatively, a smart appliance 60 may include a power control module integrated directly
into the appliance, which may receive commands and control the operation of the appliance 60
directly (e.g., a smart thermostat may perform such functions as raising or lowering the set
temperature, switching an HVAC unit on or off, or switching a fan on or off). Smart appliances
60, smart breakers, device controllers, and/or other controllable devices may include user
interfaces through which customers or other users can manually or electronically adjust the
controllable devices (e.g., change temperature set points, turn the devices on and off, and so
forth, as so desired). As described in more detail below with respect to FIGs. 9 and 10, the user
interface of a controllable device may be used by a utility customer or other user to prematurely
withdraw the controllable device from a power reduction control event.

[0041] The active load client 300 may further be coupled to one or more variability factor
sensors 94. Such sensors 94 may be used to monitor a variety of variability factors affecting
operation of the devices, such as inside and/or outside temperature, inside and/or outside
humidity, time of day, pollen count, amount of rainfall, wind speed, and other factors or
parameters.

[0042] For a service point 20 associated with a business or industrial setting, the ALMS 10
may be utilized to lower power consumption during times of peak demand by cutting power to
switch-based or environmentally-independent devices (such as lights in common areas and/or
elevators) and reducing or increasing, as applicable depending on the set point and/or mode
(heating or cooling) of the device, the temperature or other environmental characteristic under
the control of environmentally-dependent devices (such as reducing heating or air conditioning
in common areas, reducing furnace temperatures or increasing refrigerator temperatures).

[0043] As also shown in FIG. 1, a service point 20 may optionally have one or more power
generating devices 96 (one shown) on-site, such as solar panels, fuel cells, and/or wind turbines.
When included, each power generating device 96 is coupled to the active load client 300. Power

supplied by the power generating device 96 may be used in whole or in part by devices at the

-15-



WO 2012/145102 PCT/US2012/029339

service point 20 and any extra, unused power may be added to the utility’s overall capacity. In
accordance with net metering regulations, the utility may provide credit to the service point
owner for any energy produced at the service point 20 and supplied to the utility’s power grid.
[0044] The service point 20 may optionally further include one or more power storage
devices 62 (one shown) on-site to store energy supplied by the utility or produced by the power
generating device 96. The power storage device 62 may be primarily used for power storage or,
more typically, may have another primary purpose, such as power consumption, although storage
of power is a secondary purpose. Normally, the power storage device 62 is plugged into the
power grid and incrementally stores power which can be used or consumed later. One example
of a power storage device 62 is an electric vehicle. When not in use, the power storage device 62
may be plugged into an outlet at the service point 20 to draw and store energy from the utility’s
grid. The power storage device 62 may then be unplugged later and used for its primary
purpose. In the example of an electric vehicle, the power storage device 62 is unplugged to be
used for transportation. Alternatively, the power storage device 62 may, at a later time after
being charged, serve as a source of power, akin to a power generating device 96. For example,
an electric vehicle may be plugged into a socket at the service point 20 and have some or all of
its remaining stored power supplied to the utility’s grid when, for example, the vehicle owner is
not planning on using the vehicle for awhile. In such a case, the vehicle owner could elect to
supply power to the utility grid at high peak load times and receive or consume power from the
grid at low peak load times, effectively treating stored power as a commodity.

[0045] The service point 20 may further include a web-based user interface (e.g., Internet-
accessible web portal) into a web browser interface of the ALD 100. The web-based interface is
referred to herein as a “customer dashboard” 98. When the customer dashboard 98 is accessed
by the customer via a computer, smart phone, personal digital assistant, or other comparable
device, the customer dashboard 98 may be used by the customer to specify preferences for use
by the ALMS 10 to control devices at the customer’s service point 20. The customer dashboard
98 effectively provides the customer with access into the ALD 100. The ALD 100 (e.g., through
a web browser interface) accepts inputs from the customer dashboard 98 and outputs information
to the customer dashboard 98 for display to the customer. The customer dashboard 98 may be

accessed from the service point 20 or remotely from any Internet-accessible device, preferably
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through use of a user name and password. Thus, the customer dashboard 98 is a preferably
secure, web-based interface used by customers to specify preferences associated with devices
controlled by the ALD 100 and located at the customer's service point 20, as well as to provide
information requested by a customer personal settings application 138 or a customer sign-up
application 116 executed by the ALD 100 in connection with controlled devices and/or service
point conditions or parameters. Customer preferences may include, for example, control event
preferences (e.g., times, durations, etc.), bill management preferences (e.g., goal or target for
maximum monthly billing cost), maximum and minimum boundary settings for environmental
characteristics or conditions, and other preferences. As shown in FIG. 1, the customer dashboard
98 may be connected to the ALD 100 via an Internet service provider for the service point 20 or
may be implemented as a customer Internet application 92 when Internet service is supplied
through the active load client 300 as discussed below and in U.S. Patent Application Publication
No. US 20090063228. As also discussed in more detail below with respect to FIGs. 9 and 10,
the customer dashboard 98 may be used by a utility customer to override a power reduction
control event and withdraw a controllable device from the control event prematurely.

[0046] Referring now to FIG. 2, the ALD 100 or other system controller may serve as the
primary interface to customers, as well as to service personnel, and operates as the system
controller by sending control messages to, and collecting data from, installed active load clients
300. In the exemplary embodiment depicted in FIG. 2, the ALD 100 includes a utility control
center (UCC) security interface 102, a UCC command processor 104, a master event manager
106, an ALC manager 108, an ALC security interface 110, an ALC interface 112, a web browser
interface 114, a customer sign-up application 116, customer personal settings 138, a customer
reports application 118, a power savings application 120, an ALC diagnostic manager 122, an
ALD database 124, a service dispatch manager 126, a trouble ticket generator 128, a call center
manager 130, a carbon savings application 132, a utility power and carbon (P&C) database 134,
a read meter application 136, a security device manager 140, and a device controller 144. The
operational details of several of the elements of the ALD 100 are described below. The
operational details of the remaining elements of the ALD 100 may be found in U.S. Patent No.
7,715,951 and U.S. Patent Application Publication No. US 20090062970.

[0047] In one embodiment, customers use the customer dashboard 98 to interact with the
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ALD 100 through the web browser interface 114 and subscribe to some or all of the services
offered by the ALMS 10 via the customer sign-up application 116. In accordance with the
customer sign-up application 116, the customer specifies customer personal settings 138 that
contain information relating to the customer and the customer’s service point 20 (e.g., residence
or business), and defines the extent of service to which the customer wishes to subscribe. For
example, as noted above, customer personal settings 138 may include, for example, control event
preferences (e.g., times, durations, etc., such as to, for example, implement an energy
conservation program or profile), bill management preferences (e.g., goal or target for maximum
monthly billing cost), maximum and minimum boundary settings for environmental
characteristics or conditions (e.g., maximum and minimum temperature settings for an HVAC
system during heating and cooling), and other preferences. Additional details relating to the
customer sign-up application 116 and the input of customer personal settings 138 are discussed
below and in U.S. Patent Application Publication No. US 20100145534 Al, which is
incorporated herein by this reference. Customers may also use the customer dashboard 98 to
access and modify information pertaining to their existing accounts after they have been
established. Customers may further use the customer dashboard 98 to override a power
reduction control event as described below with respect to FIGs. 9 and 10.

[0048] The ALD 100 also includes a UCC security interface 102 which provides security and
encryption between the ALD 100 and a utility company’s control center 200 to ensure that no
third party is able to provide unauthorized directions to the ALD 100. A UCC command
processor 104 receives and sends messages between the ALD 100 and the utility control center
200. Similarly, an ALC security interface 110 provides security and encryption between the
ALD 100 and each active load client 300 in the system 10, ensuring that no third parties can send
directions to, or receive information from, the active load client 300. The security techniques
employed by the ALC security interface 110 and the UCC security interface 102 may include
conventional symmetric key or asymmetric key algorithms, such as Wireless Encryption
Protocol (WEP), Wi-Fi Protected Access (WPA and WPA2), Advanced Encryption Standard
(AES), Pretty Good Privacy (PGP), or proprietary encryption techniques.

[0049] In one embodiment, the commands that can be received by the UCC command

processor 104 from the electric utility’s control center 200 include a “Cut” command, a “How
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Much” command, an “End Event” command, and a “Read Meters” command. The “Cur”
command instructs the ALD 100 to reduce a specified amount of power for a specified amount of
time. The specified amount of power may be an instantaneous amount of power or an average
amount of power consumed per unit of time. The “Cuf” command may also optionally indicate
general geographic areas or specific locations for power load reduction. The “How Much”
command requests information for the amount of power (e.g., in megawatts or megawatt-hours)
that can be reduced by the requesting utility control center 200. The “End Event” command
stops the present ALD transaction (e.g., control event). The “Read Meters” command instructs
the ALD 100 to read the meters for all customers serviced by the requesting utility or for one or
more specific customers serviced by the requesting utility.

[0050] The UCC command processor 104 may send a response to a “How Much” command
or an “Event Ended” status confirmation to a utility control center 200. A response to a “How
Much” command returns an amount of power that can be cut. An “Event Ended”
acknowledgement message confirms that the present ALD transaction has ended.

[0051] The master event manager 106 maintains the overall status of the power load
activities controlled by the ALMS 10. In one embodiment, the master event manager 106
maintains a separate state for each utility that is controlled (when multiple utilities are controlled)
and tracks the current power usage within each utility. The master event manager 106 may also
track the management condition of each utility (e.g., whether or not each utility is currently being
managed). The master event manager 106 receives instructions in the form of transaction
requests from the UCC command processor 104 and routes instructions to components necessary
to complete the requested transaction, such as the ALC manager 108 and the power savings
application 120.

[0052] The ALC manager 108 routes instructions between the ALD 100 and each active load
client 300 within the system 10 through the ALC interface 112. For instance, the ALC manager
108 may track the state of every active load client 300 serviced by specified utilities by
communicating with the active load client 300 through an individual IP address. The ALC
interface 112 translates instructions (e.g., transactions) received from the ALC manager 108 into
the proper message structure understood by the targeted active load client 300 and then sends the

message to the active load client 300. Likewise, when the ALC interface 112 receives messages
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from an active load client 300, it translates the message into a form understood by the ALC
manager 108 and routes the translated message to the ALC manager 108.

[0053] The ALC manager 108 receives from each active load client 300 that it services,
either periodically or responsive to polling messages sent by the ALC manager 108, messages
containing the present power consumption (or information from which the present power
consumption can be determined, such as current draw and operating voltage(s)) and the status
(e.g., “ON” or “OFF”) of each device controlled by the active load client 300. Alternatively, if
individual device metering is not available, then the total power consumption (or information
from which the total power consumption can be determined, such as current draw and operating
voltage(s)) and load management status for the entire active load client 300 may be reported.
The information contained in each status message is stored in the ALD database 124 in a record
associated with the specified active load client 300. The ALD database 124 preferably contains
all the information necessary to manage every customer account and power distribution. In one
embodiment, the ALD database 124 contains customer contact information, such as names,
addresses, phone numbers, email addresses, and associated utility companies for all customers
having active load clients 300 installed at their residences or businesses, as well as a description
of specific operating instructions (e.g., customer preferences, such as set points and maximum
permitted variances therefrom) for each managed device (e.g., IP-addressable smart breaker,
appliance, or other controllable device), device status, and device diagnostic history.

[0054] There are several types of messages that the ALC manager 108 may receive from an
active load client 300 and process accordingly. One such message is a security alert message. A
security alert message originates from an optional security or safety monitoring system installed
at the service point 20 (e.g., in the residence or business) and coupled to the active load client
300 (e.g., wirelessly or via a wired connection). When a security alert message is received, the
ALC manager 108 accesses the ALD database 124 to obtain routing information for determining
where to send the alert, and then sends the alert as directed. For example, the ALC manager 108
may be programmed to send the alert or another message (e.g., an electronic mail message or a
pre-recorded voice message) to a security monitoring service company and/or the owner of the
residence or business.

[0055] Another message that may be communicated between an active load client 300 and
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the ALC manager 108 is a report trigger message. A report trigger message alerts the ALD 100
that a predetermined amount of power has been consumed by a specific device monitored by the
active load client 300. When a report trigger message is received from an active load client 300,
the ALC manager 108 logs the information contained in the message in the ALD database 124
for the customer associated with the information-supplying active load client 300. The power
consumption information is then used by the ALC manager 108 to determine the active load
client(s) 300 to which to send a power reduction or “Cut” message during a power reduction
control event.

[0056] Yet another message that may be exchanged between an active load client 300 and
the ALC manager 108 is a status response message. A status response message reports the type
and status of each device controlled by the active load client 300 to the ALD 100. When a status
response message is received from an active load client 300, the ALC manager 108 logs the
information contained in the message in the ALD database 124.

[0057] In one embodiment, upon receiving instruction (e.g., a “Cuf”’ instruction) from the
master event manager 106 to reduce power consumption for a specified utility, the ALC manager
108 determines which active load clients 300 and/or individually controlled devices to switch to
the “OFF” state based upon present or prior power consumption data stored in the ALD database
124. Power consumption data may include power consumed, current drawn, duty cycle,
operating voltage, operating impedance, time period of use, set points, ambient and outside
temperatures during use (as applicable), and/or various other energy use or environmental data.
The ALC manager 108 then sends a message to each selected active load client 300 containing
instructions to turn off all or some of the devices under the active load client’s control.

[0058] In another embodiment, a power savings application 120 may be optionally included
to calculate the total amount of power saved by each utility during a power reduction event (also
referred to herein as a “Cut event” or a control event), as well as the amount of power saved for
cach customer whose active load client 300 reduced an amount of power delivered to the
customer’s service point 20. The power savings application 120 accesses the data stored in the
ALD database 124 for each customer serviced by a particular utility and stores the total
cumulative power savings (e.g., in megawatts per hour or megawatt-hours) accumulated by each

utility for each Cut event in which the utility participated as an entry in the utility Power and
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Carbon (“P&C”) database 134.

[0059] In a further embodiment, an optional carbon savings application 132 uses the
information produced by the power savings application 120 to determine the amount of carbon
dioxide or carbon dioxide equivalents saved by each utility and by each customer for every Cut
event. Carbon savings information, such as type of fuel used to generate power for the customer
set that was included in the just completed control event, power saved as a result of the control
event, governmental standard or other calculation rates, and/or other data (e.g., generation mix
per serving utility and geography of the customer’s location and the location of the nearest power
source), is stored in the ALD database 124 for each active load client 300 (customer) and in the
utility P&C database 134 for each utility. The carbon savings application 132 calculates the total
equivalent carbon credits saved for ecach active load client 300 (customer) and utility
participating in the previous Cut event, and stores the information in the ALD database 124 and
the utility P&C database 134, respectively. The determination of credits by the carbon savings
application 132 is described in more detail in U.S. Patent Application Publication No. US
20100235008 A1, which is incorporated herein by this reference. The carbon savings
application 132 is preferably implemented as a set of computer instructions (software) stored in a
memory (not shown) of the ALD 100 and executed by one or more processors 160 (one shown)
of the ALD 100.

[0060] A read meter application 136 may be optionally invoked when the UCC command
processor 104 receives a “Read Meters™ or equivalent command from the utility control center
200. The read meter application 136 cycles through the ALD database 124 and sends a read
meter message or command to each active load client 300, or those active load clients 300
specifically identified in the UCC’s command, via the ALC manager 108. The information
received by the ALC manager 108 from the active load client 300 is logged in the ALD database
124 for each customer. When all the active load client meter information has been received, the
information is sent to the requesting utility control center 200 using a business to business (e.g.,
ebXML) or other desired protocol.

[0061] In a further embodiment, the ALD server 100 also includes a customer reports
application 118 that generates reports to be sent to individual customers detailing the amount of

power saved during a previous billing cycle. Each report may contain a cumulative total of
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power savings over the prior billing cycle, details of the amount of power saved per controlled
device (e.g., breaker or appliance), power savings from utility-directed control events, power
savings from customer-directed control events (e.g., as a result of customer personal settings 138
or in response to customer requests received via the customer dashboard 98), devices being
managed, total carbon equivalents used and saved during the billing period, and/or specific
details for each Cut event in which the customer’s active load client 300 participated. Customers
may also receive incentives and awards for participation in the ALMS 10 through a customer
rewards program 150. For example, the utilities or a third party system operator may enter into
agreements with product and/or service providers to offer system participants discounts on
products and services offered by the providers based upon certain participation levels or
milestones. The rewards program 150 may be setup in a manner similar to conventional frequent
flyer programs in which points are accumulated for power saved (e.g., one point for each
megawatt saved or deferred) and, upon accumulation of predetermined levels of points, the
customer can select a product or service discount. Alternatively, a serving utility may offer a
customer a rate discount for participating in the ALMS 10.

[0062] In one embodiment of the present invention, the utility or the ALD 100 determines
the amount of carbon credits or offsets relating to carbon dioxide, sulfur dioxide, nitrous oxide,
mercury, or other greenhouse gas emissions, which are associated with the electric power saved
as the result of one or more control events. The carbon credits for greenhouse gases other than
carbon dioxide are computed by converting the quantities of saved emissions by appropriate
published conversion factors to obtain carbon dioxide (CO;) equivalents, or COye. The terms
“carbon credits” and “carbon offsets” as used herein shall include credits or offsets associated
with emissions of carbon dioxide and other greenhouse gases as converted into carbon dioxide
equivalents.

[0063] The utility may offer to sell at least some of the carbon credits or offsets on an open
market, under agreements with other electric utilities, or otherwise. For example, a virtual
electric utility as described in U.S. Patent Application Publication No. US 20090063228 may
trade or otherwise monetize the accumulated carbon credits or offsets through various
commercial means, such as through one of the newly created credit or offset trading exchanges

that have recently emerged on the European and American commodities exchanges.
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Alternatively, the virtual utility may agree to sell or offer to sell its carbon credits to other
electric utilities, including, for example, a power generating utility with which the virtual utility
has entered in to an electric power supply agreement as described in more detail in U.S. Patent
Application Publication No. US 20090063228.

[0064] The amount of carbon credits or offsets accumulated by deferring or reducing power
consumption is a function of the amount of power deferred or saved in combination with the
generation mix of the serving utility that provides electricity to customers within a pre-defined
geographic area affected by a control event. The generation mix identifies the energy (e.g., fuel)
sources providing the overall capability of each serving utility to supply electricity at any given
time. For instance, a serving utility may, at the time of a particular control event, obtain 31% of
its overall capacity from burning coal, 6% from oil, 17% from nuclear facilities, 1% from
hydroelectric plants, and the remaining 45% from clean technologies, such as natural gas or
renewable energy sources (e.g., solar power or wind power). The generation mix is generally
known in real time by the serving utility. However, due to the inherent delay associated with
using the utility’s transmission grid to convey power to and from various FERC-grid
interconnected locations, historical data regarding the generation mix may be used to compute
carbon credits on a delayed or non-real time basis after the actual events of conservation (e.g.,
one or more control events), trading or generation of the electricity. Alternatively, carbon credits
or offsets may be determined by the virtual utility in real time based on real time generation mix
data from the serving utility.

[0065] Because carbon credits relate only to the amount of carbon burned, each energy type
has a different carbon credit rating. Consequently, the carbon value is determined by the make-
up of the energy sources for the serving utility. Actual carbon credits accumulated by power
load deferment may be calculated, for example, through execution of the carbon savings
application 132 by a processor 160 of the ALD 100 or through other commercially viable load
management or curtailment methods, such as large commercial industrial direct load control
programs, which determine the actual load consumption deferred by each customer. Carbon
credits or offsets, or credits or offsets for other greenhouse gas emissions, may be calculated
based on the Kyoto Protocol, according to federal or state mandated methods, or according to a

method agreed upon by an association or group of electric utilities.
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[0066] FIG. 3 illustrates a block diagram of an exemplary active load client 300 and
residential load center 400 as used in accordance with one embodiment of the ALMS 10 of FIG.
1. The depicted active load client 300 includes an operating system 302 (e.g., Linux-based), a
status response generator 304, a smart breaker module controller 306, a communications
interface 308, a security interface 310, an IP-based communication converter 312, a device
control manager 314, a smart breaker (B1-BN) counter manager 316, a layer-3 router 320, a
smart meter interface 322, a smart device interface 324, an IP device interface 330, an event
scheduler 344, and a power dispatch device interface 340. The active load client 300, in this
embodiment, is a computer or processor-based system located on-site at a service point 20 (e.g.,
customer’s residence or business). The primary function of the active load client 300 is to
manage the power load levels of devices located at the service point 20, which the active load
client 300 oversees and controls on behalf of the customer. In an exemplary embodiment, the
active load client 300 may include dynamic host configuration protocol (DHCP) client
functionality to enable the active load client 300 to dynamically request IP addresses for itself
and/or one or more controllable devices 402-412, 60 managed thereby from a DHCP server on
the host IP network facilitating communications between the active load client 300 and the ALD
100. The active load client 300 may further include router functionality and maintain a routing
table of assigned IP addresses in a memory of the active load client 300 to facilitate delivery of
messages from the active load client 300 to the controllable devices 402-412, 60. The active
load client 300 may further include power dispatch functionality (e.g., a power dispatch device
interface 340) and provide information to the ALD 100 regarding power available for dispatch
from a power generation device 96 and/or a power storage device 62 at the service point 20.
[0067] A communications interface 308 facilitates connectivity between the active load
client 300 and the ALD 100. Communication between the active load client 300 and the ALD
100 may be based on any type of IP or other wide area communication protocol, including but
not limited to, the WiMax, HSPA, or LTE protocol. Thus, the communications interface 308
may be a wired or wireless modem, a wireless access point, or other appropriate interface.

[0068] A standard Layer-3 router 320 routes messages received by the communications
interface 308 to both the active load client 300 and to any other locally connected IP device 440.

The router 320 determines if a received message is directed to the active load client 300 and, if
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s0, passes the message to a security interface 310 to be decrypted. The security interface 310
provides protection for the contents of the messages exchanged between the ALD 100 and the
active load client 300. The message content is encrypted and decrypted by the security interface
310 using, for example, a symmetric encryption key composed of a combination of the IP
address and GPS data for the active load client 300 or any other combination of known
information. If the message is not directed to the active load client 300, then it is passed to the IP
device interface 330 for delivery to one or more locally connected devices 440. For example, the
router 320 may be programmed to route power load management system messages as well as
conventional Internet messages. In such a case, the active load client 300 may function as a
gateway for Internet service supplied to the residence or business instead of using separate
Internet gateways or routers. When functioning to route both ALMS messages and conventional
Internet messages (e.g., as a gateway for general Internet service), the IP router 320 may be
programmed with a prioritization protocol that provides priority to the routing of all ALMS
messages or at least some ALMS messages (e.g., those associated with control events).

[0069] An IP based communication converter 312 opens incoming messages from the ALD
100 and directs them to the appropriate function within the active load client 300. The converter
312 also receives messages from various active load client 300 functions (e.g., device control
manager 314, status response generator 304, and report trigger application 318), packages the
messages in the form expected by the ALD 100, and then passes them on to the security interface
310 for encryption.

[0070] The device control manager 314 processes power management commands for
controllable components of various devices logically connected to the active load client 300.
The controllable components can be smart breakers 402—412 (six shown) or controllers of smart
devices 60, such as control modules of smart appliances. Each smart breaker component 402-
412 is associated with at least one device and may be implemented as a load controller. A load
controller may be configured to: (i) interrupt or reduce power to one or more associated devices
during a control event, (i) sense power demand during a control event, (iii) detect power
generation from an associated device (when the associated device is a power generation device
96), (iv) sense conditions or characteristics (e.g., temperature, humidity, light, etc.) of an

environment in which the associated device is operating, (v) detect device degradation or end of
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life, (vi) communicate with other device controllers at the service point 20 and/or within the
ALMS 10, and/or (vii) validate operating performance of its associated device or devices. The
load controller as implemented with a smart breaker 402-412 can manage multiple devices.
[0071] The device control manager 314 also processes “Query Request’ or equivalent
commands or messages from the ALD 100 by querying a status response generator 304, which
maintains the type and status of each device controlled by the active load client 300, and
providing the statuses to the ALD 100. The “Query Request” message may include information
other than mere status requests. For example, the “Query Request” message may include
information relating to customer personal settings 138, such as temperature or other
environmental characteristic set points for environmentally-dependent devices, time intervals
during which load control is permitted or prohibited, dates during which load control is permitted
or prohibited, and priorities of device control (e.g., during a power reduction control event, hot
water heater and pool pump are turned off before HVAC unit is turned off). If temperature set
points or other non-status information are included in a “Query Request” message and there is a
smart device 60 (e.g., an addressable thermostat) attached to the active load client 300 that can
process the information, the temperature set points or other information are sent to that device 60
via the smart device interface 324.

[0072] The status response generator 304 receives status messages from the ALD 100 and,
responsive thereto, polls each device under the active load client’s control to determine whether
the device is active and in good operational order. Each device (e.g., through its associated
controller) responds to the polls with operational information (e.g., activity status and/or error
reports) in a status response message. The active load client 300 stores the status responses in a
memory associated with the status response generator 304 for reference in connection with
control events.

[0073] The smart device interface 324 facilitates IP or other address-based communications
to individual devices 60 (e.g., smart appliance power control modules) that are attached to the
active load client 300. The connectivity can be through one of several different types of
networks, including but not limited to, BPL, ZigBee, Wi-Fi, Bluetooth, or direct Ethernet
communications. Thus, the smart device interface 324 is a modem adapted for use in or on the

network connecting smart devices 60 to the active load client 300. The smart device interface
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324 also allows the device control manager 314 to manage those devices, such as, for example,
addressable thermostats, that have the capability to sense temperature settings and respond to
variations in temperature or other environmental characteristics or conditions. The smart device
interface 324 may be further configured to detect manual and electronic adjustments to the smart
devices 60, which may be made by a customer during a control event to, for example,
prematurely withdraw a smart device 60 from the event. Such a configured smart device
interface 324 provides one mechanism for the active load client 300 to determine that a smart
device 60 has prematurely exited the control event, as described in more detail below with
respect to FIGs. 9 and 10.

[0074] The smart breaker module controller 306 formats, sends, and receives messages to
and from the smart breaker module or load center 400. In one embodiment, the communication
is preferably through a BPL connection. In such embodiment, the smart breaker module
controller 306 includes a BPL modem and operations software. The smart breaker module 400
contains individual smart breakers 402-412, wherein cach smart breaker 402-412 includes an
applicable modem (e.g., a BPL modem when BPL is the networking technology employed) and
is preferably in-line with power supplied to a single appliance or other device. Each smart
breaker 402-412 may be manually adjustable or electronically adjustable, such as via signaling
through a local IP connected device 440, to allow a customer to withdraw the breaker 402-412
from an ongoing control event as described in more detail below with respect to FIGs. 9 and 10.
Thus, the smart breaker module controller 306 may be configured to detect manual and
electronic opening and closing of smart breakers 402-412 during control events so as to detect
that a smart breaker 402-412 has prematurely exited the event. The B1-BN counter manager 316
determines and stores real time power usage for each installed smart breaker 402-412. For
example, the counter manager 316 tracks or counts the amount of power used through each smart
breaker 402-412 and stores the counted amounts of power in a memory of the active load client
300 associated with the counter manager 316. When the counter for any breaker 402-412
reaches a predetermined limit, the counter manager 316 provides an identification number
corresponding to the smart breaker 402-412 and the corresponding amount of power (power
number) to the report trigger application 318. Once the information is passed to the report

trigger application 318, the counter manager 316 resets the counter for the applicable breaker
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402-412 to zero so that information can once again be collected. The report trigger application
318 then creates a reporting message containing identification information for the active load
client 300, identification information for the particular smart breaker 402-412 or device
associated therewith, and the power number, and sends the report to the IP based communication
converter 312 for transmission to the ALD 100. The ALD 100 stores the power consumption
data in the ALD database 124 or some other repository as described in detail in U.S. Patent
Application Publication No. US 20100222935 Al, which is incorporated herein by this
reference.

[0075] The smart meter interface 322 manages either smart meters 460 that communicate
using BPL or a current sensor 452 connected to a traditional power meter 450. When the active
load client 300 receives a “Read Meters” command or message from the ALD 100 and a smart
meter 460 is attached to the active load client 300, a “Read Meters” command is sent to the
meter 460 via the smart meter interface 322 (e.g., a BPL modem). The smart meter interface 322
receives a reply to the “Read Meters” message from the smart meter 460, formats this
information along with identification information for the active load client 300, and provides the
formatted message to the IP based communication converter 312 for transmission to the ALD
100.

[0076] In another embodiment, some activities at the service point 20 may result in cost
savings, as well as lower the overall carbon footprint at the service point 20. For instance, power
added to the utility’s grid from a power generation device 96 at the service point 20 may earn
carbon credits if the power generation device 96 emits non-carbon greenhouse gases (which can
be converted to carbon dioxide equivalents as discussed above). When the level of carbon
dioxide equivalents emitted by the power generation device 96 is less than the level of carbon
dioxide and/or carbon dioxide equivalents emitted by the utility to supply an equivalent amount
of power, the service point’s carbon footprint experiences a net reduction due to use of the power
generation device 96. As a result, carbon credits are earned because power generation from the
utility was prevented by using a local power generating device 96.

[0077] Energy consumption data is accurately measured by each active load client 300 and
preferably sent to the ALD 100 periodically (e.g., every five minutes or at other intervals), but
may be alternatively reported or requested (e.g., from the ALD 100 to the active load client 300)
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as often as necessary to achieve or maintain promulgated validation requirements, such as those
provided under the Kyoto Protocol as proposed for implementation by the Bali Roadmap. The
reporting frequency for automatic reporting may be a function of processor speed, memory
capabilities, and transmission speed of transmissions between the active load client 300 and the
ALD 100. As one of ordinary skill in the art will readily recognize and appreciate, power
consumption and other data collected by an active load client 300 may be reported to the ALD
100 in batches, thereby allowing the active load client 300 to send very detailed measurement
data to the ALD 100 without increasing the frequency of data transmissions. The measurement
data supplied by each active load client 300 may be verified by the utility or a third party through
querying of the ALD database 124 and/or querying of data optionally stored at the active load
client 300. For example, the ALD database 124 can be queried by the power savings application
120 to retrieve the actual historical energy consumption data for the service point 20 or
controlled devices thereat. The optional inclusion of specific location information based on
geodetic references, such as GPS, topographical coordinates, physical address, and/or meter base
number, further provides sufficient geodetic reference data to substantiate the credible and actual
location of the power savings achieved, and resulting carbon credits earned, by the service point
20.

[0078] According to another embodiment, a customer may override an initiated control event
by, for example, submitting an override request through the customer dashboard 98 or by
manually or electronically adjusting a device (e.g., an HVAC thermostat) that is participating in
the control event. In the event of a customer override, a device that would otherwise be turned
off during the control event is not actually saving power. Because the ALD 100 has knowledge
of the override, the ALD 100 can take the override into account when determining power savings
and carbon credits. Additionally, duty cycle indicates the amount of time a device is normally on
and off during a particular period of time. Therefore, if a control event occurs during a time
period when the device’s duty cycle is less than 100% or 1.0, then the quantity of carbon credits
carned with respect to the device may be adjusted to account for the device’s duty cycle during
the control event. Still further, a duty cycle may be determined for a service point 20 as the
percentage of time that all the controlled devices at the service point 20 are consuming power

during a particular period of time. In such a case, the service point 20 may have multiple duty
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cycles (e.g., a different one for each quarter or other part of an hour). The power savings and
carbon credit determinations can take into account the duty cycle of the service point 20 during
the time period of a control event.

[0079] In another embodiment, the ALD database 124 may be updated by an active load
client 300 to inform the ALD 100 when a device that is normally always in the “on” state (e.g.,
an environmentally-independent device) is explicitly turned off through instructions given by the
customer separate from the settings maintained in the customer personal settings 138 (e.g., by
using the customer dashboard 98 to instruct the device to shut off or by manually shutting the
device off, such as by unplugging the device or switching off a circuit breaker for the device).
The energy saved by turning the device off is reported to the ALD 100, stored in the utility
power and carbon database 134, and used by the carbon savings application 132 to determine the
carbon credits associated with the turn-off event based on Equation 3 above. The carbon savings
application 132 may alternatively or additionally use the ALD database 124 to determine when a
customer has manually adjusted a thermostat temperature set point or other device control set
point from a previously-established “normal” set point. The energy saved as a result of the set
point adjustment may be reported to the utility power and carbon database 134 and used by
carbon savings application 132 to determine the carbon credits associated with the adjustment
event. Therefore, in addition to carbon credits carned as a result of ALD-initiated control events,
carbon credits may be earned by power conservation actions taken unilaterally by the service
point customer.

[0080] As generally discussed above with respect to the optional inclusion of a power
generating device 96 at the service point 20, the ALMS 10 of the present invention supports net
metering. For example, referring back to FIG. 1, a power generating device 96, such as solar
panels, wind turbines, or fuel cells, may, under certain circumstances and/or during certain
periods of time, create electricity and add the created electricity to the power grid. In one
embodiment, the power generating device 96 communicates information regarding the quantity
of power generated to the active load client 300 through the power dispatch device interface 340,
as shown in FIG. 3. The power dispatch device interface 340 forwards the data regarding the
amount of power generated and the time or time period during which power generation occurred

to the device control manager 314, which relays the data to the ALD 100 via the IP-based
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communication converter 312, the security interface 310, the IP router 320, and the
communications interface 308.

[0081] As also generally discussed above, the ALMS 10 of the present invention supports the
inclusion or use of power storage devices, such as batteries or electric vehicles, at a service point
20. Referring again to FIG. 1, a power storage device 62 may be used to store and/or dispatch
energy. When the power storage device 62 is located at a service point 20 and receives energy
from the grid and/or from a local power generating device 96 or dispatches energy to the grid
and/or a local power generating device 96, the active load client 300 notifies the ALD 100. The
ALD 100 logs the amount of energy supplied to or dispatched by the power storage device 62
and the time period of the storage or dispatch activity in the ALD database 124. The ALD 100
also determines the carbon footprint and the carbon credits associated with the storage and/or
dispatch activity. For example, to determine the carbon footprint and carbon credits associated
with the power storage or dispatch activity, the ALD 100 determines a generation mix relating to
the amount of power supplied to or dispatched by the power storage device 62.

[0082] FIG. 4 illustrates an exemplary operational flow diagram 500 providing steps
executed by a system controller, such as the ALD 100 (e.g., as part of the service dispatch
manager 126), to manage service requests in the exemplary ALMS 10, in accordance with one
embodiment of the present invention. The steps of FIG. 4 are preferably implemented as a set of
computer instructions (software) stored in a memory (not shown) of the ALD 100 and executed
by one or more processors 160 (one shown) of the ALD 100. Pursuant to the logic flow, the
service dispatch manager 126 receives (502) a transaction message or command and determines
(503) the type of transaction. Upon receiving a “New Service” transaction message, the service
dispatch manager 126 schedules (504) a service person (e.g., technician) to make an initial
installation visit to the new customer. The service dispatch manager 126 then notifies (506) the
scheduled service person, or dispatcher of service personnel, of an awaiting service call using,
for example, email, text messaging, and/or instant messaging notifications.

[0083] In one embodiment, responsive to the service call notification, the service person
obtains the new customer’s name and address, a description of the desired service, and a service
time from a service dispatch manager service log. The service person obtains a client device or

local controller, such as an active load client 300, all necessary smart breaker modules 402-412,
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and all necessary smart switches to install at the customer location. The service person notes any
missing information from the customer’s database information (e.g., the devices being
controlled, type make and model of each device, and any other information the system will need
to function correctly). The service person installs the active load client 300 and smart breakers
402-412 at the new customer’s location. A global positioning satellite (GPS) device may be
optionally used by the service person to determine an accurate geographic location of the new
customer service point, which will be added to the customer’s entry in the ALD database 124
and may be used to create a symmetric encryption key to facilitate secure communications
between the ALD 100 and the active load client 300. The physical location of the installed
active load client 300 is also entered into the customer’s entry. Smart switch devices may be
installed by the service person or left at the customer location for installation by the customer.
After the active load client 300 has been installed, the service dispatch manager 126 receives
(508) a report from the service person, via a service log, indicating that the installation is
complete. The service dispatch manager 126 then sends (510) an “Update” or equivalent
transaction message to the ALC manager 108.

[0084] Returning to block 503, when a “Service” or similar transaction message or command
is received, the service dispatch manager 126 schedules (512) a service person to make a service
call to the specified customer. The service dispatch manager 126 then sends (514) a “Diagnose”
or similar transaction to the ALC diagnostic manager 122. The ALC diagnostic manager 122
returns the results of the diagnostic procedure to the service dispatch manager 126, which then
notifies (516) the service person of the service call and provides him or her with the results of the
diagnostic procedure using a conventional trouble ticket. The service person uses the diagnostic
procedure results in the trouble ticket to select the type of equipment and replacement parts
necessary for the service call.

[0085] FIG. 5 illustrates an exemplary operational flow diagram 600 providing steps
executed by the ALD 100 (e.g., as part of the ALC manager 108) or an alternative system
controller to confirm customer sign-up to the ALMS 10, in accordance with another embodiment
of the present invention. The steps of FIG. 5 are preferably implemented as a set of computer
instructions (software) stored in a memory of the ALD 100 and executed by one or more

processors 160 of the ALD 100. In accordance with the logic flow, the ALC manager 108
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receives (602) an “Update” or similar transaction message or command from the service dispatch
manager 126 and uses the IP address specified in the “Update” message to send (604) a “Query
Request” or similar message or command to the active load client 300. The “Query Request”
message includes a list of devices the ALD 100 expects to be managed. If the customer
information input at customer sign-up includes temperature set points for one or more
environmentally-dependent devices, that information is included in the “Query Request”
message. The ALC manager 108 receives (606) a query reply containing information about the
active load client 300 (e.g., current wireless band and/or protocol being used, operational state
(e.g., functioning or not), setting of all the counters for measuring current usage (e.g., all are set
to zero at initial set up time), and/or status of devices being controlled (e.g., either switched to
the “on” state or “off” state)). The ALC manager 108 updates (608) the ALD database 124 with
the latest status information obtained from the active load client 300. If the ALC manager 108
detects (610), from the query reply, that the active load client 300 is functioning properly, it sets
(612) the customer state to “active” to allow participation in ALD activities. However, if the
ALC manager 108 detects (610) that the active load client 300 is not functioning properly, it
sends (614) a “Service” or similar transaction message or command to the service dispatch
manager 126.

[0086] FIG. 6 illustrates an exemplary operational flow diagram 700 providing steps
executed by the ALD 100 (e.g., as part of the master event manager 106) or an alternative system
controller to manage events in the exemplary ALMS 10, in accordance with another embodiment
of the present invention. The steps of FIG. 6 are preferably implemented as a set of computer
instructions (software) stored in a memory of the ALD 100 and executed by one or more
processors 160 of the ALD server. Pursuant to the logic flow, the master event manager 106
tracks (702) current power usage within each utility being managed by the ALD 100. When the
master event manager 106 receives (704) a transaction message or command from the UCC
command processor 104 or the ALC manager 108, the master event manager 106 determines
(706) the type of transaction received. Upon receiving a “Cut” transaction from the UCC
command processor 104 (resulting from a “Cut” command issued by the utility control center
200), the master event manager 106 places (708) the utility in a managed logical state. The

master event manager then sends (710) a “Cut” transaction or event message or command to the

-34-



WO 2012/145102 PCT/US2012/029339

ALC manager 108 identifying the amount of power (e.g., in megawatts or megawatt-hours) that
must be removed from the power system supplied by the utility. The amount of power specified
for reduction in a “Cut” command may be an instantancous amount of power or an average
amount of power per unit time. Finally, the master event manager 106 notifies (711) every
customer that has chosen to receive a notification (e.g., through transmission of an email or other
pre-established notification technique) that a power control event is in process.

[0087] Returning to block 706, when the master event manager 106 receives a “How Much”
or other equivalent power inquiry transaction message or command from the UCC command
processor 104 (resulting from a “How Much’ or equivalent power inquiry command issued by
the utility control center 200), the master event manager 106 determines (712) the amount of
power that may be temporarily removed from a particular utility’s managed system by accessing
the current usage information for that utility. The current usage information is derived, in one
embodiment, by aggregating the total available load for the serving utility, as determined from
the customer usage information for the utility stored in the ALD database 124, based on the total
amount of power that may have to be supplied to the utility’s customers in view of the statuses of
cach of the active load clients 300 and their respectively controllable devices 402-412, 60, 460
during the load control interval identified in the “How Much’ message.

[0088] Each utility may indicate a maximum amount of power or maximum percentage of
power to be reduced during any power reduction event. Such maximums or limits may be stored
in the utility power and carbon database 134 of the ALD 100 and downloaded to the master
event manager 106. In one embodiment, the master event manager 106 is programmed to
remove a default one percent (1%) of the utility’s current power consumption during any
particular power management period (e.g., one hour). In alternative embodiments, the master
event manager 106 may be programmed to remove other fixed percentages of current power
consumption or varying percentages of current power consumption based on the current power
consumption (e.g., 1% when power consumption is at system maximum and 10% when power
consumption is at only 50% of system maximum). Based on the amount of power to be
removed, the master event manager 106 sends (710) a “Cut” or equivalent event message to the
ALC manager 108 indicating the amount of power (e.g., in megawatts or megawatt-hours) that

must be removed from the utility’s power system (e.g., 1% of the current usage), and notifies
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(711) all customers that have chosen to receive a notification that a power control event is in
process. The master event manager 106 also sends a response to the utility control center 200 via
the UCC command processor 104 advising the utility control center 200 as to the quantity of
power that can be temporarily reduced by the requesting utility.

[0089] Returning once again to block 706, when the master event manager 106 receives an
“End Event” or equivalent transaction message or command from the UCC command processor
104 (resulting from an “End Event” command issued by the utility control center 200), the
master event manager 106 sets (714) the state of the current event as “Pending” and sends (716)
an “End Event” or equivalent transaction message or command to the ALC manager 108. When
the ALC manager 108 has performed the steps necessary to end the present event (e.g., a power
reduction or Cut event), the master event manager 106 receives (718) an “Event Ended” or
equivalent transaction from the ALC manager 108 and sets (720) the utility to a logical “Not
Managed” state. The master event manager 106 then notifies (722) each customer that has
chosen to receive a notification (e.g., through transmission of an email or other pre-established
notification mechanism) that the power control event has ended. Finally, the master event
manager 106 sends an “Event Ended” or equivalent transaction message or command to the
power savings application 120 and the utility control center 200 (via the UCC command
processor 104).

[0090] Turning now to FIG. 7, exemplary operational flow diagram 800 illustrates steps
executed by the ALD 100 (e.g., as part of the ALC manager 108) or an alternative system
controller to manage power consumption in the exemplary ALMS 10, in accordance with a
further embodiment of the present invention. The steps of FIG. 7 are preferably implemented as
a set of computer instructions (software) stored in a memory of the ALD 100 and executed by
one or more processors 160 of the ALD 100. In accordance with the logic flow, the ALC
manager 108 tracks (802) the state of each managed active load client 300 by regularly receiving
status or other messages (e.g., periodically or responsive to polls issued by the ALC manager
108) from every active load client 300 managed by the ALC manager 108. The status messages
indicate the present states of the active load clients 300 and may include the present consumption
of power for or through each device 402-412, 60 controlled by the active load client 300 (or the

total power consumption for or through all devices 402-412, 60 controlled by the active load
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client 300 if individual device metering is not available) and the status of each device 402-412,
60 (e.g., cither “Off” or “On”). The ALC manager 108 stores or logs (804) the power
consumption and device status information in the ALD database 124 in a record corresponding to
the specified active load client 300 and its associated customer and serving utility.

[0091] When the ALC manager 108 receives (806) a transaction message from the master
event manager 106, the ALC manager 108 first determines (808) the type of transaction received.
If the ALC manager 108 receives a “Cuf” or equivalent transaction message or command from
the master event manager 106, the ALC manager 108 enters (810) a “Manage” logical state. The
ALC manager 108 then determines (812) which active load clients 300 and associated devices
402-412, 60 receiving power from the utility specified in the “Cur” message to switch to the
“Off” state. If a location (e.g., list of GPS coordinates, a GPS coordinate range, a geographic
area, or a power grid reference area) is included in the “Cur” transaction message, only those
active load clients 300 within the specified location are selected for switching to the “Off” state.
In other words, the ALC manager 108 may select a group of active load client devices 300 to
which the issue a “Turn Off” transaction message based at least partially on the geographic
location of each active load client 300 as such location relates to any location identified in the
received “Cut” transaction message. The ALD database 124 contains information on the present
power consumption (and/or the average power consumption) for or through each device 402-
412, 60 connected to each active load client 300 in the ALMS 10. The ALC manager 108
utilizes the stored power consumption information to determine how many, and to select which,
devices 402-412, 60 to turn off to achieve the power reduction required by the “Cuf” message.
The ALC manager 108 then sends (814) a “Turn Off” or equivalent transaction message or
command to each active load client 300, along with a list of the devices to be turned off and a
“change state to off” indication for each device 402-412, 60 in the list. The ALC manager 108
then logs (816) the amount of power (either actual or average), as determined from the ALD
database 124, saved for each active load client 300, along with a time stamp indicating when the
power was reduced. The ALC manager 108 then schedules (818) transactions for itself to “Turn
On” each turned-off device after a predetermined period of time (e.g., which may have been set
from a utility specified default, set by instructions from the customer (e.g., through customer

personal settings 138), or otherwise programmed into the ALC manager 108).
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[0092] Returning back to block 808, when the ALC manager 108 receives a “Turn On” or
equivalent transaction message or command from the master event manager 106 for a specified
active load client 300, and the ALC manager’s state is currently in a “Manage” state, the ALC
manager 108 finds (820) one or more active load clients 300 that are in the “On” state and do not
have any or all of their managed devices 402-412, 60 turned off (and are in the specified location
if so required by the original “Cu#” transaction message), which, when one or more of such
devices 402-412, 60 are turned off, will save the same or substantially the same amount of power
that is presently being saved by the specified active load clients 300 that are in the “Off” state.
Upon identifying new active load clients 300 from which to save power, the ALC manager 108
sends (822) a “Turn Off” or equivalent transaction message or command to each active load
client 300 that must be turned off in order to save or curtail the same amount of power as the
active load client(s) 300 to be turned on (i.c., to have its or their managed devices 402-412, 60
turned on) or to save an otherwise acceptable amount of power (e.g., a portion of the power
previously saved or curtailed by the active load client(s) 300 to be turned back on). The ALC
manager 108 also sends (824) a “Turn On” or equivalent transaction message or command to
cach active load client 300 to be turned back on. The “Turn On” message instructs all active
load clients 300 to which the message was directed to turn on some or all devices that had been
turned off, and causes the affected active load clients 300 to instruct their devices 402-412, 60 to
enable the flow of electric power to their associated power consuming devices (e.g., appliance,
HVAC unit, and so forth). Finally, the ALC manager 108 logs (826) the time that the “Turn On”
transaction message is sent in the ALD database 124.

[0093] Returning once again to block 808, when the ALC manager 108 receives an “End
Event” or equivalent transaction message or command from the master event manager 106, the
ALC manager 108 sends (828) a “Turn On” or equivalent transaction message or command to
every active load client 300 which is currently in the “Off” state and is served by the serving
utility identified in the “End Event” message or to which the “End Event” message relates. Upon
determining (830) that all the appropriate active load clients 300 have transitioned to the “On”
state, the ALC manager 108 sends (832) an “Event Ended” or equivalent transaction message or
command to the master event manager 106.

[0094] Referring now to FIG. 8, exemplary operational flow diagram 900 illustrates steps
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executed by the ALD 100 (e.g., through operation of the power savings application 120) or an
alternative system controller to calculate and allocate power savings in the ALMS 10, in
accordance with another embodiment of the present invention. The power savings application
120 calculates the total amount of power saved by each utility for each “Cut” event and the
amount of power saved by each customer possessing an active load client 300.

[0095] According to the logic flow of FIG. 8, the power savings application 120 receives
(902) an “Event Ended” or equivalent transaction message or command from the master event
manager 106 each time a “Cut” or power savings event has ended. The power savings
application 120 then accesses (904) the ALD database 124 for each active load client 300
involved in the “Cur” event. The database record for each active load client 300 contains the
actual amount (or average amount) of power that would have been used by the active load client
300 during the last “Cus” event, along with the amount of time that each device 402-412, 60
associated with the active load client 300 was turned off. The power savings application 120
uses this information to calculate the amount of power (e.g., in megawatts per hour or megawatt-
hours) that was saved for each active load client 300. The total power savings for each active
load client 300 is stored in its corresponding entry in the ALD database 124. A running total of
power saved is kept for each “Cuz” transaction. Each utility that is served by the ALD 100 has
an entry in the utility P&C database 134. The power savings application 120 stores (906) the
total amount of power (e.g., in megawatts per hour or megawatt-hours) saved for the specific
utility in the utility’s corresponding entry in the utility P&C database 134, along with other
information related to the power reduction or savings event (e.g., the time duration of the event,
the number of active load clients 300 required to reach the power savings, average length of time
cach device 402-412, 60 was in the off state, plus any other information that would be useful in
fine tuning future events and in improving customer experience). When all active load client
entries have been processed, the power savings application 120 optionally invokes (908) the
carbon savings application 132 or, analogously, a sulfur dioxide savings application, a nitrogen
dioxide savings application, or a savings application for any other gaseous emissions, to correlate
the power savings with carbon credits, sulfur dioxide credits, nitrogen dioxide credits, or any
other gaseous emissions-based credits, respectively, based on a variety of factors as detailed in

U.S. Patent Application Publication No. US 20100235008. The determined credits may be
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stored on a per customer and/or per utility basis.

[0096] FIG. 9 is an operational flow diagram 920 illustrating a method for a system
controller, such as the ALD 100, to manage a flow of power supplied by an electric utility to a
plurality of power consuming devices in accordance with another exemplary embodiment of the
present invention. The steps of FIG. 9 are preferably implemented as a set of computer
instructions (software) stored in a memory of the system controller and executed by one or more
processors of the system controller (e.g., processor 160 of the ALD 100). In such an
embodiment, the software functions to implement many of the logical elements of the system
controller, including, but not limited to, the UCC command processor 104, the master event
manager 106, the ALC manager 108, the ALC interface 112, the web browser interface 114, the
power savings application 120, and the carbon savings application 132 where the system
controller is implemented as an ALD 100.

[0097] In accordance with the logic flow, the system controller (e.g., via its UCC command
processor 104) optionally receives (922) a power control command from the electric utility
control center 200. The power control command requires a reduction in an amount of electric
power consumed by power consuming devices within the utility service area or arcas being
managed by the system controller. As discussed above with respect to FIG. 2, the power control
command may be a “Cut” command that specifies an amount of power to be curtailed or
reduced by the system controller. Responsive to the power control command or independent of
the power control command (e.g., such as when the system controller is implementing a virtual
utility or is otherwise managing power flow without stimulus from outside the ALMS 10), the
system controller determines (924) a group of one or more client devices or other local
controllers to which to issue a power control message seeking a reduction in power consumed by
power consuming devices located at service points 20 managed locally by the group of client
devices. The power control message indicates an amount of electric power to be reduced and/or
the identification(s) of one or more controllable devices to be instructed to disable a flow of
electric power to associated power consuming devices. For example, a power control message
may instruct a client device to curtail a particular amount of power (e.g., 2500 watt-hours or any
other amount as desired), disable a flow of power to one or more particular devices (e.g., a smart

breaker 402-412 or a smart appliance 60 (which includes a control component of a power
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consuming device, such as a thermostat of an HVAC unit 50)), or both. As described above with
respect to FIG. 3, each client device (e.g., active load client 300) controls one or more
controllable devices (e.g., devices 402-412, 60), which in turn selectively enables and disables a
flow of electric power to one or more power consuming devices (e.g., devices 30, 40, 50, 60, 70).
Where the power control message identifies one or more specific controllable devices, the
system controller determines the controllable devices to be identified in the power control
message by querying a database (e.g., the ALD database 124) prior to communication of the
power control message to the group of client devices.

[0098] After determining the group of client devices to which to send power control
messages, the system controller issues (926) (i.e., generates and sends) one or more power
control messages to the group of client devices to initiate a power reduction control event (which
may have been self-initiated or prompted by a power control command from an electric utility).
The power control message may be a “Turn Off” transaction message, as described above, or
any other appropriate message communicated from the ALC manager 108 to the determined
group of client devices. The power control message essentially instructs the group of client
devices to turn off power to one or more power consuming devices located at the service points
20. A single message may be sent to all client devices in the group or individual messages may
be sent to each client device where the group of client devices includes more than one device.
[0099] Subsequent to initiation of the power reduction event, the system controller
determines (928) whether at least one controllable device has prematurely exited the power
reduction event. The system controller (and, in particular, the ALC manager 108) may
determine that a controllable device has prematurely exited the power reduction event in a
variety of ways. For example, the system controller may receive a status message from a client
device including information to indicate that the controllable device has prematurely exited the
event. Thus, the status message may identify the controllable device, or a power consuming
device controlled by the controllable device, that has exited the event. Alternatively or
additionally, the status message may include an amount of power that is no longer being
curtailed as a result of the controllable device’s exit from the event. The status message may be
received responsive to user adjustment of the controllable device that prematurely exited the

power reduction event or user adjustment of a power consuming device controlled by the
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prematurely-exiting controllable device. In such a case, the client device detects user adjustment
of the controllable device or the power consuming device and sends the status message to the
system controller. For example, the status message may be sent to and received by the system
controller in response to a user’s adjustment of a thermostat of an HVAC system 50 during a
power reduction event. In this case, the status message may be triggered by an increasing
temperature adjustment when the HVAC system 50 is in a heating mode, a decreasing
temperature adjustment when the HVAC system 50 is in a cooling mode, or removal of the
HVAC system 50 from an automatic (AUTO) setting in either cooling or heating mode.
Alternatively, the status message may be sent to and received by the system controller in
response to a user’s adjustment (e.g., closing) of a smart breaker 402-412 after the smart breaker
402-412 had been electronically opened responsive to initiation of the power reduction control
event.

[0100] Besides receiving a status message from a client device, the system controller may
determine (928) that a controllable device has prematurely exited the power reduction event by
receiving an override request to terminate the power reduction control event with respect to the
controllable device or one or more of the power consuming devices under the controllable
device’s control. In other words, the override request may seek to withdraw one or more devices
from an ongoing control event. The override request may alternatively request that the control
event be terminated with respect to all devices at a particular service point 20 (i.e., with respect
to an entire service point 20). The override request may be received at the system controller
through an Internet-based interface 114 of the controller, such as via the customer dashboard 98.
Responsive to an override request, the system controller may transmit a second power control
message to the client device which controls the prematurely-exiting controllable device, wherein
the second message instructs the client device to turn on or enable a flow of electric power to the
previously turned off power consuming device or devices under control of the prematurely-
exiting controllable device. The system controller may then determine the amount of power
saved as a result of the power reduction control event and the quantity of carbon or other
gaseous-cmissions based credits associated with the service point 20 taking into account the
carly termination of the control event, as discussed in more detail below with respect to blocks

938 through 944.
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[0101] When the system controller determines (928) that a controllable device has exited the
power reduction control event prematurely, the system controller may continue the control event
without taking any further action, thereby reducing the overall power savings or curtailment
provided by the event, or may take other action to try to replace the power savings lost by the
premature exiting of the controllable device. In one optional embodiment in which the system
controller takes action to replace at least some of the power savings lost by the premature exiting
of the controllable device, the system controller determines (930) an amount of power saved due
to participation of the prematurely-exiting controllable device in the power reduction event. For
example, the system controller may retrieve power consumption data for the exiting controllable
device or the power consuming devices under its control from a database (e.g., the ALD database
124) and compute an estimated amount of power that would be saved if the exiting controllable
device continued its participation in the power reduction event. The database 124 may include a
variety of power consumption data, including data categorized by time of day, day of the week,
day of the month, and so forth to enable the system controller to accurately determine the impact
on power savings resulting from the controllable device’s premature exit from the power
reduction event. As described above, the system controller (e.g., the ALD 100) regularly
receives power consumption information for devices (e.g., devices 30, 40, 50, 60, 70, 402-412)
from client devices (e.g., active load clients 300) located at utility service points 20 during
operation of the ALMS 10.

[0102] After determining the estimated amount of power that would be saved if the exiting
controllable device continued its participation in the power reduction event, the system controller
determines (932) a replacement group of one or more client devices to which to issue a power
control message. As discussed above with respect to block 924, the power control message
secks a reduction in power consumed by devices located at service points 20 managed by the
replacement group of client devices. The power control message indicates an amount of electric
power to be reduced and/or the identification(s) of one or more controllable devices to be
instructed to disable a flow of electric power to associated power consuming devices. For
example, the power control message to a replacement client device may instruct a client device
to curtail a particular amount of power, disable a flow of power to one or more particular

controllable devices (e.g., a smart breaker 402-412 or a smart appliance 60), or both. In this
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embodiment, the group of replacement client devices is selected such that the amount of electric
power consumed by one or more devices managed by the group of replacement client devices is
at least a portion of an amount of power to be consumed by the power consuming device or
devices controlled by the exiting controllable device after a flow of power is enabled to the
power consuming device or devices. In other words, the system controller selects the
replacement group of client devices based on the group’s potential to save or curtail substantially
the same amount of power as was saved by the exiting controllable device during its
participation in the power reduction event or as would be expected to be saved if the exiting
controllable device continued its participation in the power reduction event. Thus, the
replacement group of client devices may be determined such that the group controls one or more
controllable devices that are operable to selectively enable and disable a flow of electric power to
power consuming devices, such that the controlled flow of electric power is a least a portion, and
more preferably substantially the same as, the amount of power expected to be consumed by the
power consuming device or devices under the control of the exiting controllable device.

[0103] In one exemplary embodiment, the replacement group of client devices is chosen
such that the controllable devices under the replacement group’s control are not disabling or
curtailing a flow of electric power to any power consuming devices at the time at which the
replacement group of client devices is determined. In such an embodiment, the replacement
group of client devices would exclude the client device controlling the exiting controllable
device. Alternatively, the replacement group of client devices may be chosen such that at least
some of the controllable devices under the replacement group’s control are disabling or
curtailing a flow of electric power to one or more power consuming devices at the time at which
the replacement group of client devices is determined. In such a case, replacement client devices
which are already involved in the ongoing control event have additional capacity for shedding
load or power consumption. Where the client device controlling the exiting controllable device
has additional load-shedding capability, the client device may form part of the replacement group
of client devices or may even be the sole replacement client device of the group (e.g., where the
replacement group includes a single client device).

[0104] Once the replacement group of client devices is determined, the system controller

issues (934) a power reduction control message to the replacement group of client devices to
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continue the power reduction event. After the system controller issues the power control
message to the replacement group of client devices or when no controllable devices have
prematurely exited the power reduction control event, the system controller determines (936)
whether the control event has terminated. The system controller may determine that the control
event has terminated upon receiving a termination command, such as an “End Event” command,
from the utility control center 200, upon determining that the control event has met its objective
(e.g., to curtail a predetermined amount of power for a predetermined period of time), or a time
duration associated with the control event has expired. If the control event has not terminated,
the system controller continues to assess whether any controllable devices, client devices, or
power consuming devices have prematurely exited the control event.

[0105] If the control event has terminated, the system controller may optionally determine
(938) an amount of power saved by the utility (and optionally by the customers whose service
points 20 participated in the event) as a result of the power reduction control event. The power
savings may be determined on a utility basis and/or on a customer-by-customer basis taking into
account power savings reductions at those customer service points 20 at which controllable
devices prematurely-exited the control event. If replacement control devices were employed to
overcome the entire loss in power savings (and associated increase in power consumption)
resulting from premature exiting of one or more controllable devices from the control event, the
net lost power savings by the utility would be zero. However, if no replacement control devices
were employed or the employed replacement control devices were unable to overcome the entire
loss in power savings resulting from premature exiting of one or more controllable devices from
the control event, the utility may have incurred a reduction in power savings or may not have
saved as much power as originally anticipated due to the premature exit from the control event
by the controllable device or devices. After the amount of power saved as a result of the power
reduction event has been determined, the system controller stores (940) an indication of the
amount of power saved by the utility and/or on a customer-by-customer basis in a database (e.g.,
in the ALD database 124 and/or the utility power and carbon database 134).

[0106] In addition to determining the amount of power saved as a result of the control event,
the system controller may optionally correlate (942) the amount of power saved to an amount of

gaseous-based emissions credits, such as carbon credits using the carbon savings application 132
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described above. The determination of gaseous-based emissions credits may be performed for
the utility and/or on a customer-by-customer basis. The system controller stores (944) an
indication of the amount of gascous-based emissions credits in a database for the utility and/or
for each customer. The credits may then be sold or exchanged on an appropriate exchange by
their respective owners.

[0107] FIG. 10 is an operational flow diagram 1000 illustrating a method for a client device
(or equivalent local controller) to manage a flow of power supplied by an electric utility to a
plurality of power consuming devices located at a customer service point at which the client
device is also located, in accordance with a further exemplary embodiment of the present
invention. The steps of FIG. 10 are preferably implemented as a set of computer instructions
(software) stored in a memory of the client device (e.g., an active load client 300) or equivalent
local controller and executed by one or more processors of the client device. In such an
embodiment, the software functions to implement many of the logical elements of the client
device, including, but not limited to, the communication protocol stack 308-312, the device
control manager 314, the smart device interface 324, the smart breaker controller 306, and the
event scheduler 344 where the client device/local controller is implemented as an active load
client 300.

[0108] In accordance with the logic flow, the client device receives (1002) a power control
message from a system controller, such as the ALD 100 or another centralized controller,
initiating a power reduction control event. In an embodiment in which the client device is an
active load client 300, the power control message may be received via the communications
interface 308, the IP router 320, the security interface 310, and the IP-based communication
converter 312, and passed to the event scheduler 344 to schedule the requested control event with
the device control manager 314. The power control message may indicate an amount of electric
power to be reduced and/or may identify one or more controllable devices to be instructed to
disable a flow of electric power to one or more associated power consuming devices. For
example, the power control message may generally indicate an amount of power expected to be
reduced by the client device at the service point, may specifically identify one or more
controllable devices (e.g., smart breakers, smart appliance controllers, addressable thermostats,

and so forth) to which the client device must send instructions to disable a flow of power to their
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associated power consuming devices (e.g., HVAC system, lighting, appliance, etc.), or both.
Responsive to the power control message, the client device issues (1004) or communicates a
respective power management command to one or more controllable devices instructing the
controllable device or devices to disable a flow of eclectric power to one or more associated
power consuming devices. The controllable device or devices to which the power management
command is sent may have been identified in the power control message received from the
system controller. Alternatively, the client device may have unilaterally determined which
controllable device or devices to which to send the power management command based on the
amount of power to be reduced as indicated in the power control message, the amount of power
consumed by controlled power consuming devices at the service point 20 (e.g., as may be stored
locally or received from the system controller), and a mapping of the controllable devices to the
power consuming devices (e.g., as also may be stored locally or received from the system
controller).

[0109] Subsequent to issuing a power management command to a controllable device, the
client device determines (1006) whether the controllable device has prematurely exited the
power reduction control event and enabled a flow of electric power to an associated power
consuming device. For example, where the client device is an active load client 300, the
determination of whether a controllable device has prematurely exited the power reduction
control event may be made by the device control manager 314 responsive to signaling from the
smart device interface 324, the smart breaker controller 306, or another appropriate interface
coupled between the device control manager 314 and the prematurely-exiting controllable
device, as applicable. The client device may determine that a controllable device has exited the
control event prematurely by determining that the controllable device has been adjusted by a user
S0 as to enable electric power to flow to an associated power consuming device when such flow
of power should have been disabled by the issuance of the power management command. For
example, where the controllable device is a thermostat of an HVAC system, the client device
may determine that the thermostat has exited the control event upon detecting that the thermostat
temperature has been adjusted by the user during the control event such that power is allowed to
flow to the main power consuming devices of the HVAC system (e.g., the air handler and the

compressor). Alternatively, where the controllable device is a smart breaker, the client device
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may determine that the breaker has exited the control event upon detecting that the breaker has
been closed by a user after it had been opened in response to the power management command.
Still further, the client device may determine that the controllable device has exited the control
event responsive to receiving another power control message from the system controller
instructing the client device to remove the controllable device from the control event prior to
termination of the control event. A controllable device removal or exit instruction may be
received subsequent to a customer’s request to override the control event. In this case, the client
device may transmit a new power management command to the prematurely-exiting controllable
device instructing the controllable device to restart the flow of electric power to its associated
power consuming device or devices.

[0110] Upon determining that a controllable device has exited the power reduction control
event prematurely, the client device sends (1008) a status message to the system controller
informing the system controller that the controllable device has exited the control event. For
example, where the client device is an active load client 300, the status message may be
generated by the device control manager 314 or the event scheduler 344 after the device control
manager 314 has determined that the controllable device has exited the control event. The status
message informs the system controller that the controllable device has exited the control event
and allows the system controller to take the power consumption resulting from the premature
exiting of the controllable device into account when optionally determining power savings and
gaseous emissions-based credits. The system controller may also use the status message as a
trigger to find one or more replacement controllable devices to add to the control event in an
attempt to maintain a desired level of power savings or curtailment. When the system controller
has notified the client device that the controllable device is exiting the control event in response
to a customer override request, the status message may serve as an acknowledgement or
confirmation that the client device has received the notice and removed the controllable device
from the control event.

[0111] When the client device has not determined that a controllable device has exited the
control event prematurely or after the client device has sent a status message to the system
controller advising that a controllable device has exited the control event prematurely, the client

device determines (1010) whether the control event has terminated. Such a determination may
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be made in response to receiving a power control message from the system controller terminating
the control event and/or instructing the client device to enable all of its disabled power
consuming devices (e.g., a “Turn On” message). If the control event has not ended, the client
device continues to monitor for premature exiting of controllable devices until the control event
ends.

[0112] As described above, the present invention encompasses a method and apparatus for
managing and distributing power within a power management system based on real-time
feedback from addressable and remotely controllable devices, wherein the feedback includes the
actual amount of power currently being individually or collectively consumed by the devices or
by other devices which they control. With this invention, a power management system may
initiate control events to disable power to devices within the system in order to save a desired
amount of power and may be further configured to detect when one or more of the devices
prematurely exits a control event (e.g., due to a customer override). Responsive to determining
that a device has prematurely exited a control event, the system may take corrective action to
replace the exited device with one or more new devices to continue the control event and
maintain the desired level of power savings.

[0113] In the foregoing specification, the present invention has been described with reference
to specific embodiments. However, one of ordinary skill in the art will appreciate that various
modifications and changes may be made without departing from the spirit and scope of the
present invention as set forth in the appended claims. For example, the ALD 100 may be
replaced by any centralized or distributed processor or processing arrangement that is
communicatively coupled to active load clients 300 or other two-way reporting devices
distributed throughout the service area of a utility. Additionally, when implementing an energy
conservation program for a customer, a control event or “Cut” message communicated from the
ALD 100 to the active load client 300 may include program details or other control information
(e.g., times and durations for control events, times for reporting amounts of saved energy, and so
forth) sufficient to enable the active load client 300 to automatically execute the energy program
at the service point 20 with little to no additional input from the ALD 100. Further, the functions
of specific modules within the ALD 100, the active load client 300, and/or a virtual electric

utility may be performed by one or more equivalent means implemented in hardware or software
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(including firmware and middleware). Additionally, although the logic flow diagrams 500, 600,
700, 800, 900, 920, 1000 illustrate exemplary orders or arrangements of steps for carrying out
various embodiments of the present invention, those of ordinary skill in the art will readily
recognize and appreciate that many, if not all, of the steps in the logic flows may occur in
different orders and still attain the benefits and advantages of the present invention. Therefore,
the orders of steps as illustrated in FIGs. 4-10 should not be construed to limit the scope of the
appended claims. Accordingly, the specification and drawings are to be regarded in an
illustrative rather than a restrictive sense, and all such modifications are intended to be included
within the scope of the present invention.

[0114] Benefits, other advantages, and solutions to problems have been described above with
regard to specific embodiments of the present invention. However, the benefits, advantages, and
solutions to problems, as well as any element(s) that may cause or result in such benefits,
advantages, or solutions to become more pronounced, are not to be construed as critical,
required, or essential features or elements of any or all of the claims. The invention is defined
solely by the appended claims including any amendments made during the pendency of this

application and all equivalents of those claims as issued.
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CLAIMS

What 1s claimed is:

1. A method for managing a flow of power supplied by an electric utility to a plurality of
power consuming devices, the plurality of power consuming devices being located at one or
more service points to which electrical power is supplied by the electric utility, the method
comprising:

determining a group of one or more client devices to which to communicate a power
control message, ecach client device of the group of client devices controlling at least one
controllable device, each controllable device controlling a flow of electric power to at least one
power consuming device of the plurality of power consuming devices, the power control
message indicating at least one of an amount of electric power to be reduced and an
identification of one or more controllable devices to be instructed to disable a flow of electric
power to one or more associated power consuming devices;

communicating the power control message to the group of client devices to initiate a
power reduction event; and

subsequent to initiation of the power reduction event, determining that at least one

controllable device has prematurely exited the power reduction event.

2. The method of claim 1, wherein determining that at least one controllable device has
prematurely exited the power reduction event comprises receiving a status message from a client
device of the group of client devices, wherein the status message indicates that a controllable

device has exited the power reduction event.

3. The method of claim 2, wherein the status message was sent responsive to user

adjustment of the controllable device that exited the power reduction event.

4. The method of claim 3, wherein the controllable device is a thermostat of an HVAC

system and wherein the status message was sent responsive to user adjustment of the thermostat.
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5. The method of claim 3, wherein the controllable device is a smart breaker, wherein the
smart breaker was opened responsive to initiation of the power reduction event, and wherein the

status message was sent responsive to closing of the smart breaker by a user.

6. The method of claim 1, wherein determining that at least one controllable device has
prematurely exited the power reduction event comprises:

receiving, via an Internet-based interface, an override request input on behalf of a utility
customer, the override request causing the power reduction event to terminate with respect to the

at least one controllable device.

7. The method of claim 6, further comprising:

responsive to the override request, communicating a second power control message to
one or more client devices controlling the at least one controllable device that has prematurely
exited the power reduction event, the second power control message instructing the one or more
client devices to enable a flow of electric power to one or more power consuming devices under
control of the at least one controllable device that has prematurely exited the power reduction

cevent.

8. The method of claim 1, further comprising:

receiving a power control command from the electric utility, the power control command
requiring a reduction in an amount of electric power consumed by at least some of the power
consuming devices;

wherein the group of client devices to which to communicate the power control message

is determined responsive to the power control command.

9. The method of claim 1, further comprising:
determining an amount of power saved by the electric utility as a result of the power
control message; and

storing an indication of the amount of power saved by the electric utility.
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10. The method of claim 9, further comprising:
correlating the amount of power saved to an amount of gaseous emissions-based credits;
and

storing an indication of the amount of gascous emissions-based credits.

11.  The method of claim 10, wherein the gaseous emissions-based credits are carbon credits.

12.  The method of claim 1, further comprising:

determining a first amount of electric power that would have been saved due to continued
participation in the power reduction event by the at least one controllable device that has
prematurely exited the power reduction event;

determining a second group of one or more client devices to which to communicate a
second power control message, the second group of client devices controlling one or more
controllable devices that are operable to control a flow of a second amount of electric power to
one or more power consuming devices of the plurality of power consuming devices, wherein the
second amount of electric power is at least a portion of the first amount of electric power; and

communicating the second power control message to the second group of client devices.

13.  The method of claim 12, wherein the second amount of electric power is substantially the

same as the first amount of electric power.
14.  The method of claim 12, wherein the one or more controllable devices controlled by the

second group of client devices are not disabling a flow of electric power to any power consuming

devices at a time at which the second group of client devices is determined.
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15. A method for managing a flow of power supplied by an electric utility to a plurality of
power consuming devices, the plurality of power consuming devices being located at one or
more service points to which electrical power is supplied by the electric utility, the method
comprising:

receiving a power control message from a system controller, the power control message
initiating a power reduction event and indicating at least one of an amount of electric power to be
reduced and an identification of at least one controllable device to be instructed to disable a flow
of electric power to one or more associated power consuming devices;

responsive to the power control message, issuing a power management command to one
or more controllable devices, the power management command causing the one or more
controllable devices to disable a flow of electric power to at least one associated power
consuming device;

subsequent to issuing the power management command, determining that a controllable
device has prematurely exited the power reduction event and enabled a flow of electric power to
an associated power consuming device; and

sending a status message to the system controller informing the system controller that the

controllable device has exited the power reduction event.

16.  The method of claim 15, wherein determining that a controllable device has prematurely
exited the power reduction event comprises determining that a controllable device has been
adjusted by a user so as to enable a flow of electric power to an associated power consuming

device.

17. The method of clam 16, wherein the controllable device is a thermostat of an HVAC
system and wherein determining that the controllable device has prematurely exited the power

reduction event comprises determining that the thermostat has been adjusted by a user.
18. The method of clam 16, wherein the controllable device is a smart breaker and wherein

determining that the controllable device has prematurely exited the power reduction event

comprises determining that the smart breaker has been closed by a user.
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19.  The method of claim 15, wherein determining that a controllable device has prematurely
exited the power reduction event comprises receiving a second control message from the system
controller, the second control message including an instruction to remove the controllable device

from the power reduction event.

20. A system for managing consumption of power supplied by at least one electric utility to a
plurality of power consuming devices, wherein power flow to the plurality of power consuming
devices is enabled and disabled by a plurality of controllable devices and wherein the plurality of
controllable devices operate under the control of one or more client devices, the system
comprising:

an event manager operable to maintain at least one power management status relating to
cach client device and generate power control event instructions to initiate and terminate power
control events;

a database operable to store, on at least one of a per client device basis and a per electric
utility basis, information relating to power consumed by the plurality of power consuming
devices; and

a client device manager operably coupled to the event manager and the database, the
client device manager being operable to:

select from the database, based on the information stored in the database, at least
one client device to which to communicate a power control message indicating at least
one of an amount of electric power to be reduced and identification of at least one
controllable device to be instructed to disable a flow of electric power to one or more
associated power consuming devices responsive to receipt of a power control event
instruction requiring a reduction in a specified amount of electric power, the power
control event instruction initiating a power reduction event; and

determine that at least one controllable device has prematurely exited the power

reduction event subsequent to initiation of the power reduction event.
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21.  The system of claim 20, wherein the client device manager is operable to determine that
at least one controllable device has prematurely exited the power reduction event by receiving a
status message from a client device of the at least one client device, wherein the status message

indicates that a controllable device has exited the power reduction event.

22. The system of claim 21, wherein the status message was sent responsive to user

adjustment of the controllable device that exited the power reduction event.

23. The system of claim 22, wherein the controllable device is a thermostat of an HVAC

system and wherein the status message was sent responsive to user adjustment of the thermostat.

24. The system of claim 22, wherein the controllable device is a smart breaker, wherein the
smart breaker was opened responsive to initiation of the power reduction event, and wherein the

status message was sent responsive to closing of the smart breaker by a user.

25.  The system of claim 20, wherein the event manager is further operable to issue a second
power control event instruction to the client device manager identifying one or more client
devices to which to communicate a second power control message instructing the one or more
client devices to enable a flow of electric power to at least one power consuming device that has
a flow of electric power disabled, the second power control event instruction terminating the
power reduction event with respect to the at least one power consuming device, and wherein the
client device manager is further operable to:

determine, from the database, at least one replacement client device to which to
communicate a third power control message indicating at least one replacement power
consuming device to which to disable a flow of electric power, wherein an amount of electric
power consumed by the at least one replacement power consuming device is at least a portion of
an amount of power to be consumed by the at least one power consuming device after a flow of
power is enabled to the at least one power consuming device;

send the second power control message to the one or more client devices to thereby

enable a flow of power to the at least one power consuming device; and
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send the third power control message to the at least one replacement client device to
initiate a power reduction event with respect to the at least one replacement client device and

thereby disable a flow of electric power to the at least one replacement power consuming device.

26.  The system of claim 25, wherein the amount of electric power consumed by the at least
one replacement power consuming device prior to communication of the third power control
message is substantially the same as the amount of power to be consumed by the at least one
power consuming device after a flow of power is enabled to the at least one power consuming

device.

27.  The system of claim 25, wherein the at least one replacement client device does not
control, prior to communication of the third power control message, any power consuming

devices which have a flow of electric power disabled.

28. The system of claim 20, further comprising

a command processor operable to receive power control commands from the at least one
electric utility and generate power control event messages responsive thereto, at least one of the
power control commands requiring a reduction in an amount of electric power consumed by the

plurality of power consuming devices.

29. The system of claim 20, further comprising;:

the at least one client device to which the power control message is communicated.

30. A system for managing consumption of power supplied by at least one electric utility to a
plurality of power consuming devices, wherein power flow to the plurality of power consuming
devices is enabled and disabled by a plurality of controllable devices and wherein the plurality of
controllable devices operate under the control of one or more client devices, the system
comprising:

an event manager operable to maintain at least one power management status relating to

cach client device and generate power control event instructions to initiate and terminate power
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reduction events;

a database operable to store, on at least one of a per client device basis and a per electric
utility basis, information relating to power consumed by the plurality of power consuming
devices; and

a client device manager operably coupled to the event manager and the database, the
client device manager being operable to select from the database, based on the information
stored in the database, at least one client device to which to communicate a power control
message indicating at least one of an amount of electric power to be reduced and identification of
at least one controllable device to be instructed to disable a flow of electric power to one or more
associated power consuming devices responsive to receipt of a power control event instruction
requiring a reduction in a specified amount of electric power, the power control event instruction
initiating a power reduction event; and

means, operably coupled to the event manager, for determining that at least one
controllable device has prematurely exited the power reduction event subsequent to initiation of

the power reduction event.

31.  The system of claim 30, wherein the means for determining that at least one controllable
device has prematurely exited the power reduction event comprises the client device manager
and wherein the client device manager is further operable to receive a status message from a
client device of the at least one client device, wherein the status message indicates that a

controllable device has exited the power reduction event.

32.  The system of claim 30, wherein the means for determining that at least one controllable
device has prematurely exited the power reduction event comprises an Internet-based interface
operable to receive an override request from a utility customer, the override request causing the

power reduction event to terminate with respect to the at least one controllable device.
33.  The system of claim 32, wherein the client device manager is further operable, responsive

to the override request, to communicate a second power control message to one or more client

devices controlling the at least one controllable device that has prematurely exited the power
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reduction event, the second control message instructing the one or more client devices to enable
a flow of electric power to the at least one controllable device that has prematurely exited the

power reduction event.

34. The system of claim 30, further comprising

a command processor operable to receive power control commands from the at least one
electric utility and generate power control event messages responsive thereto, at least one of the
power control commands requiring a reduction in an amount of electric power consumed by the

plurality of power consuming devices.
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