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DISTRIBUTED DIGITAL LEDGER
BACKGROUND
Technical Field
[0001] The present invention generally relates to distributed file storage and, more

particularly, to a reliable and scalable distributed digital ledger.

Description of the Related Art
[0002] Blockchain technologies, which were introduced with the creation of
bitcoin, provide a digital ledger that is distributed and freely inspected and is at the
same time resistant to tampering. Such digital ledgers ensure the integrity of the
information stored inside them by organizing data into sequential blocks that are
linked with one another by a cryptographic puzzle that is based on partial matches of
a cryptographic hashing algorithm that is performed over new records added to the
ledger. Each block also includes a hash of the previous block, thereby linking it to the
previous block.
[0003] While the cryptographic puzzle in such ledgers is easily verified, the
solution can only be discovered by brute force, trial and error approaches. This means
that a block will be added to the blockchain only when a certain amount of processing
power has been exerted. This is referred to as a “proof of work™ security system,
where a single individual should not have enough resources to forge records in the
blockchain without the collaboration of the entire network.
[0004] However, such a system is vulnerable if the processing power is
concentrated in the hands of a few entities. Furthermore, the power and infrastructural

costs needed to maintain such a network are significant.
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SUMMARY

[0005] A method for generating a new record in a digital ledger includes hashing a
payload, public key, and signature of a parent record to generate a hash value. A new
record is created with a new payload and a new public key. The hash value is
combined with the new payload and the new public key to generate a message value.
A signature of the new record is generated using the message value and a private key
corresponding to the public key of the parent record. The signature of the new record
is added to the new record.

[0006] A method of validating a current record in a digital ledger includes
computing a hash of a parent payload, a parent public key, and a parent signature
from a parent record to generate a parent hash value. The hash value is combined with
a payload of a current record and a public key for the current record to generate a
current message value. The current message value is verified using the parent public
key and a signature of the current record according to a cryptographic system.

[0007] A digital ledger system includes a hashing module configured to compute a
hash of a value, a joining module configured to join multiple input values into a single
output bit value, a signing/verifying module configured to produce a signature of a
value using a private key and to verify the authenticity of a value using a public key
associated with the private key, and a key module configured to generate key pairs,
each key pair having an associated private key and public key. A new record module
is configured hash a payload, public key, and signature of a parent record to generate
a hash value using the hashing module, to create a new record with a new payload and
a new public key, to combine the hash value with the new payload and the new public
key to generate a message value using the joining module, to generate a signature of

the new record using the message value and a private key corresponding to the public
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key of the parent record using the signing/verifying module, and to add the signature
of the new record to the new record.

[0008] These and other features and advantages will become apparent from the
following detailed description of illustrative embodiments thereof, which is to be read

in connection with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The following description will provide details of preferred embodiments
with reference to the following figures wherein:

[0010] FIG. 1 is a block diagram showing the relationship between records in a
digital ledger in accordance with an embodiment of the present invention;

[0011] FIG. 2 is a block diagram showing the structure of root records, data
records, and closing records in a digital ledger in accordance with an embodiment of
the present invention;

[0012] FIG. 3 is a block diagram showing the creation of a new data record in a
digital ledger in accordance with an embodiment of the present invention;

[0013] FIG. 4 is a block diagram showing the creation of a closing record in a
digital ledger in accordance with an embodiment of the present invention;

[0014] FIG. 5 is a block diagram showing the creation of a root record in a digital
ledger in accordance with an embodiment of the present invention;

[0015] FIG. 6is a block/flow diagram showing a method for creating a root record
in a digital ledger in accordance with an embodiment of the present invention;
[0016] FIG. 7 is a block/flow diagram showing a method for creating a new data

record in a digital ledger in accordance with an embodiment of the present invention;
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[0017] FIG. 8 is a block/flow diagram showing a method for creating a closing
record in a digital ledger in accordance with an embodiment of the present invention;
[0018] FIG. 9 is a block/flow diagram showing a method for verifying a root record
of a digital ledger in accordance with an embodiment of the present invention;

[0019] FIG. 10is a block/flow diagram showing a method for verifying a data
record in a digital ledger in accordance with an embodiment of the present invention;
[0020] FIG. 11 is a block/flow diagram showing a method for verifying a digital
ledger based on the root record in accordance with an embodiment of the present
invention;

[0021] FIG. 12 is a block/flow diagram showing a method for verifying a digital
ledger based on a certified record from the middle of the ledger in accordance with an
embodiment of the present invention;

[0022] FIG. 13 is a block/flow diagram showing a method for certifying a record in
a digital ledger in accordance with an embodiment of the present invention;

[0023] FIG. 14 is a block diagram of a digital ledger system in accordance with an
embodiment of the present invention; and

[0024] FIG. 15 is a block diagram of a processing system in accordance with an

embodiment of the present invention.

DETAILED DESCRIPTION

[0025] The present embodiments provide a distributed digital ledger based on a
network of trust. Each member has a respective digital ledger that is used to store
information and to certify the integrity of other ledgers in the network, thus creating a
chain of trust. Each ledger is formed from a list of immutable, self-verifiable records

that can ensure the order, integrity, and owner of the list.
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[0026] Referring now to the drawings in which like numerals represent the same or
similar elements and initially to FIG. 1, an exemplary digital ledger 100 is shown. A
complete ledger 100 begins with a root record 102, includes one or more data records
104, and is terminated with a closing record 106. Each record is linked to its parent
record using a digital signature that signs the hash of the parent block and the data of
the record itself. The public key used to verify the record is stored in that record’s
parent. The public key that will be used to verify the record’s child is also stored in
the record itself. In other words, a parent record stores the information needed to
check the integrity of its child record, while the child record includes a hash of its
parent, marking the parent as the child record’s only parent record.

[0027] A complete ledger 100 that includes a closing record 106 cannot be
changed. An incomplete digital ledger will lack a closing record, and the owner of the
incomplete ledger can add new data records 104 at the end of the incomplete ledger.
Because the owner of the digital ledger is the only one who knows the current signing
key, the owner is the only one capable of adding new records to the list. However,
anyone will be able to verify the integrity of the list as long as all records are
available, due to the nature of digital signatures.

[0028] When verifying a record, once the root record 102, or any other record prior
to the record being verified, is confirmed to be associated to a given owner, the
present embodiments ensure that this owner is the only one who has the ability to
create a new record, because the owner holds the private key that corresponds to the
public key being used to create the record. Similarly, if a given record is known to be
valid, the present embodiments ensure that all records prior to the known-valid record
are also valid. The digital ledgers of the present embodiments thereby implement a list

of permanent records without the use of a proof-of-work system.
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[0029] In a digital ledger 100, each record is considered the parent of the next
entry, with the exception of the last entry in the list. For an incomplete ledger, the last
record may have a new record added as a child, while for a complete ledger, the
closing record 106 cannot have any child records. Similarly, each record in the ledger
other than the root record 102 is the child of the previous record. Each record can
have only child, such that the ledger never branches or forms a tree structure.

[0030] Each record in the digital ledger 100, other than the closing record 106,
includes the public key that will be used to verify the signature of its child record.
When a record is created, the new record is signed with a private key associated with
the public key stored in its parent record, such that the parent record can verify the
authenticity of its child record. The only exception to this is the root record 102,
which is signed with the same key that is used to sign its child. Because the root
record 102 therefore cannot be verified by information stored in the digital ledger 100,
the root record is used as an identifier of the entire digital ledger 100 and is certified
by some external process. It is particularly contemplated that cross-certification in a
community may be used to certify the root record 102 of a digital ledger 100, as will
be described in greater detail below, but it should be understood that other
mechanisms may be used to certify the root record 102 instead, for example in the
form of a centralized certifying authority.

[0031] Each data record 104 stores the information payload of the digital ledger
100. As noted above, each data record 104 will have a single parent record and is the
sole child record of that parent record. The last data record 104 may have a closing
record 106 as its child.

[0032] The closing record 106 is always the last record in a complete digital ledger

100. The presence of a closing record 106 marks the digital ledger 100 as being
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closed, preventing the addition of new records. To accomplish this, the closing record
106 is created without a public key that could link to a child record. Every complete
digital ledger 100 should end with a closing record 106. In the event that the owner of
an incomplete digital ledger loses the ability to add new records (e.g., by losing the
state of the ledger), then a final data record may be turned into a closing record using
an external validation process, as described in greater detail below.

[0033] Referring now to FIG. 2, a first record structure 202 is shown for the
structure of a root record 102 and data record 104 and a second record structure 204 is
shown for the structure of a closing record 106.

[0034] A payload 206 in each record is a free-form data field that holds the
information stored in the record. Its format and content are defined by the application
that uses the digital ledger 100 for storage and will be defined by the person
implementing the digital ledger 100. The payload 206 of the root record 102 may be
used to add information that identifies the instance of the digital ledger 100, for
example identifying the owner, an emergency key used to close the digital ledger 100
in case the private key for a new record is lost, and purpose of the digital ledger 100,
but it should be understood that the payload 206 of the root record 102 may instead be
used for any other purpose needed by the implementer. The payload 206 of the
closing record 106 may similarly be used to store information relating to, e.g., the
reason for terminating the digital ledger 100.

[0035] A public key 208 is provided in the first record structure 202 and is used to
verify the signature of the next record in the digital ledger 100. The second record
structure 204 for the closing record 106 does not include the public key 208, which

enforces the inability of the closing record 106 to have a child record added.
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[0036] A signature 210 ensures the integrity of the record itself. On data records
104, the signature 210 is the signature of a combination of a hash of the parent record,
the payload 206 of the present record, and public key 208 of the next record. The
signature 210 is formed using a private key that is associated with the public key 208
of the parent record. In the closing record 106, the signature 210 is signed based on
only the hash of the parent record and the payload 206, because there is no public key
for a subsequent record.

[0037] On the root record 102, the signature uses an arbitrary value in place of the
hash of the previous record, since the root record 102 has no parent record. The hash,
the payload 206, and the public key 208 are then signed using the same private key as
is used to sign the next record, making the root record 102 the only self-signed record
in the digital ledger 100.

[0038] Referring now to FIG. 3, the above-described relationships between a root
record 102 or a data record 104 and a subsequent data record 104 is shown. A first
record 302 and a second record 304 are shown, the second record 304 being the child
of the first record 302.

[0039] A hash function 306 is used to compute a fingerprint of the first record 302.
The hash function 306 may be selected from any known or novel cryptographic hash
function including, e.g., Secure Hash Algorithm (SHA) 2, SHA-3, Whirlpool, etc. The
hash function that is selected should be resistant against a second preimage attack. In
some embodiments, multiple different hash algorithms from distinct cryptographic
families may be used and their respective results concatenated.

[0040] The output of the hash function 306 is then combined by join function 308
with the payload 206 and the public key 208 of the second record 304. It is

specifically contemplated that the join function 308 may be implemented simply as a
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concatenation of the respective bitstreams of these values, but it should be understood
that a hash message authentication code (HMAC) or any other appropriate join
function may be used instead as long as all of the input values are fully represented.
[0041] The output of the join function 308 is then signed by signing function 310 to
produce the signature 210 of the second record 304. The signing function 310 uses a
private key 312 that is associated with the public key 208 stored in the first record
302. The signing function 310 may be implemented as any appropriate digital
signature algorithm that is considered secure at the time of implementation.
Exemplary digital signature algorithms include, e.g., RSA, DSA, ECDSA, ElGamal,
EdDSA, etc. It should be noted that the choice of the signing algorithm will, in part,
determine the roles of the public key 208 portion, the private key 312, and the
signature portion 210.

[0042] Referring now to FIG. 4, the above-described relationships between a final
data record 402 and a closing record 404 is shown. The hash function 306, join
function 308, and sign function 310 may be implemented in the manner described
above with respect to FIG. 3.

[0043] As above, the payload 206, public key 208, and signature 210 of the final
data record 402 are hashed by the hash function 306. The output of the hash function
306 is then combined with only the payload 206 of the closing record 404 using the
join function 308. The output of the join function 308 is then signed using the signing
function 310 and the private key 312 of the final data record 402 to form the signature
210 of the closing record 404.

[0044] In the event that the private key 312 of the final data record 402 is lost, an
emergency private key may be used instead. The emergency private key should be

stored separately from the private key 312 and should have an associated emergency
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public key stored in the root record 102. In this case, instead of using public key 208
from the final data record 402, the emergency public key stored in the root record is
used. The private key 312 is replaced by the emergency private key to sign the closing
record 404. The input to the hash function 306 remains the same, regardless of
whether private key 312 or the emergency private key is used.

[0045] Referring now to FIG. 5, the above-described self-signing process for a root
record 502 is shown. The hash function 306, join function 308, and sign function 310
may be implemented in the manner described above with respect to FIG. 3.

[0046] Rather than hashing all of the elements of the record, only a starting value
504 is hashed using the hash function 306. This starting value 504 is an arbitrary
value that is used to indicate that the record in question is the root record 502. In some
embodiments it is specifically contemplated the starting value 504 will be an empty
string.

[0047] The output of the hash function 306 is combined with a public key 208 and
the payload 206 by the join function 308. As noted above, the public key 208 of the
root record 502 is used to verify any child record and is associated with private key
312. The output of the join function 308 is then signed by signing function 310 using
the private key 312 to generate the signature 210 of the root record 502. It should be
understood that this same private key 312 will later be used to sign the child record of
the root record 502.

[0048] The current state of a digital ledger is maintained by the owner of the digital
record and includes the information needed to add new records to the digital ledger.
The state of an incomplete digital ledger therefore includes the current public and
private key that will be used to sign the next record and any associated information,

such as the parameters used to control the behavior of the generation procedure and

10



WO 2019/036178 PCT/US2018/044302

any statistics regarding the usage of the current key. These additional values are
defined by the application and may include any other appropriate information.

[0049] The state and, in particular, the current private key should be stored in a
secure manner, such that only the owner of the digital ledger can access that
information. In some embodiments, the storage also prevents duplication of the
private key, even when requested by the owner, does not store more than one key pair,
and permanently disposes of unneeded keys so that those keys cannot be recovered.
The state is first created when the root record 102 is created, is updated during the
generation of data records 104, and is disposed of during the generation of a closing
record 106.

[0050] Referring now to FIG. 6, a method for generating a root record 102 is
shown. Block 602 generates an initial public key (pub) and private key (privi) using
an appropriate asymmetric cryptographic system. It should be noted that the initial
key pair may be generated in advance, or may be generated specifically for the root
record 102. A starting value (e.g., an empty string) is hashed in block 604 and stored
as & using hash function 306. Block 606 then uses the join function 308 to join 4 with
the payload for the root record 102 (payloado) and the public key pubi, storing the
joined value as m. Block 608 then computes the signature of m using privi and stores
the value as signatureo. Block 610 creates the state for the ledger, storing privi, puby,
and any other associated information. Block 612 then outputs the finished root record,
which includes payloado, pubi, and signatureo.

[0051] Referring now to FIG. 7, a method for generating the n' data record is
shown. Block 702 recovers the public key pubn and the private key privy for the n®
data record from the ledger state. Block 704 then optionally generates a new key pair

for the next record, n+1 using the asymmetric cryptography system. In some

11
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embodiments the previous key pair may be reused, in which case privys1 = privy and
pubns1 = pubyp. The signing key pair can thus be replaced at will, without affecting the
structure of the existing list. This is possible because the public key used to verify any
data record will always be stored in the parent record. The authenticity of the new key
pair will be ensured by the integrity of all valid records that include the new public
key.

[0052] Block 706 computes a hash of the entire previous record, denoted as recordy-
1, using the hash function 306 and stores the hash value as 4. Block 708 then
combines & with the payload for the n® record (payload,) and the public key for the
next record (pubg1) using the join function 310, storing the combined value as m.
Block 710 computes the signature of m using priv, and the signing function 310.
[0053] Block 712 then stores the new key pair in the ledger state and block 714
deletes the previous key pair from the ledger state, assuming the key pair changed in
block 704. Block 716 outputs the n™ data record, which includes payloadn, pubni, and
signaturen.

[0054] This process ensures the link between a child record (record,) and its parent
record (records-1) by signing the hash of the parent alongside the payload and the next
public key, making it difficult to alter the parent record without breaking the signature
of the current record. The link between the parent and the child is achieved by the
presence of the public key 208 inside the parent that verifies the signature of the child.
[0055] The deletion and replacement of the previous key pair in block 714 makes it
impossible to create new records using the previous keys if the key pair is changed.
As a result, the replacement of the key locks the list because, once it is done, not even
the ledger’s owner will be able to modify the information stored on the digital ledger

prior to the key replacement. The number of times that a key pair may be reused is

12
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defined by the implementation, but should be kept low such that, in the best-case
scenario, each key pair would be used only once. However, key pair generation may
impose a large overhead for some cryptographic systems, such that those skilled in the
art may make a tradeoff between locking the ledger at every record and generating
new records quickly.

[0056] It should be noted that, while the generation of multiple child records for a
single parent record could be possible using a single key pair, the present
embodiments may forbid such an operation to prevent branching in the ledger. A
ledger in a tree structure would significantly increase the overhead and so is not
permitted. Thus, only a single record is recognized as the child record of any parent
record.

[0057] Referring now to FIG. 8, a method for generating the closing record is
shown. Block 802 recovers the public key puby and the private key privy for the n
data record from the ledger state. Block 804 computes a hash of the entire previous
record (the final data record), denoted as record,.1, using the hash function 306 and
stores the hash value as /. Block 806 then combines /4 with the payload for the closing
record (payloady) using the join function 310, storing the combined value as m. Block
808 computes the signature of m using privy and the signing function 310.

[0058] Block 810 deletes the ledger state, including the last public and private key
pair. Block 812 outputs the closing record, which includes payload, and signature,. At
this point the digital ledger 100 is closed and no more records can be added.

[0059] In some circumstances, for example when the state of a ledger is lost,
preventing the owner from adding new records, an alternative way to close the ledger
is provided. In particular, an emergency public and private key are used to generate a

special closing record according to the method above instead of the public and private

13



WO 2019/036178 PCT/US2018/044302

keys kept in the ledger state. The emergency public key is stored in the root record,
making it possible to validate the fact that the digital ledger 100 was closed using the
emergency private key.

[0060] Referring now to FIG. 9, method for verifying a root record 102 is shown.
Block 902 reads the payload 206 (payloady), public key 208 (pubi), and signature
(signatureo) from the root record (recordo). The starting value (e.g., an empty string) is
hashed in block 904 and stored as £ using hash function 306. Block 906 uses the join
function 308 to join /4 with the payload for the root record 102 (payloado) and the
public key pubi, storing the joined value as m.

[0061]  Block 908 then verifies the root record using a verification function based
on pubi, m, and signatureo. The verification function is selected to correspond to the
signing function and uses the public key to verify that the signatureo is valid. Because
there is no substantive content in the root record, this verification only determines that
the root record is consistent with itself—the root record is self-signed, proving
ownership of the private key. If the result of the verification function is “true,” block
912 verifies the root record. If the result of the verification is false, block 914 marks
the root record as having failed verification.

[0062] Referring now to FIG. 10, a method for verifying a data record (recordy) is
shown. Block 1002 reads the public key (puby) from the previous record (recordn.1).
Block 1004 reads the present public key (pubs41), the payload (payload,), and the
signature (signature,) from record,. Block 1006 computes a hash of record,.; with the
hash function 306 and stores the value as /. Block 1008 then combines /4, payload,,
and puby1 with the join function 308.

[0063] Block 1010 uses the verification function to verify m using pub, and

signature,. If block 1010 finds the output of the verification function to be true, block
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1014 verifies record,. If the result of the verification is false, block 1016 marks
record, as having failed verification. This procedure ensures that record, is indeed a
child of record,.1, because signature, will be valid if, and only if, record,. is the
parent record and includes the correct value of puby, and if the values of pubus1 and
payload, are correct.

[0064] The verification of a closing record is very similar to the verification of a
data record, except that block 1004 then would not read out pubs+1 and block 1008
would not include pubny1.

[0065] Referring now to FIG. 11, a method for verifying a digital ledger based on
the root record is shown. Block 1102 initializes a counter to zero, indicating that the
first record to be considered is the root record (recordo). Block 1104 verifies if record,
is the parent of record,+1 using the verification procedure described above. If not,
block 1105 determines that the ledger is not verified because the records in the chain
are not related to one another.

[0066] If the record, is shown to be the parent of recordn1, block 1106 determines
if recordny1 is the last record in the ledger. If so, block 1107 determines that the ledger
is verified and that all of the records in the ledger have the appropriate parent-child
relationships. If not, block 1108 increments n and processing returns to block 1104 to
check the next block.

[0067] Although the root record is explicitly described above as being the starting
point for verification of the ledger, it should be recognized that verification can start
at any record in the ledger other than a closing record. The record that is selected
should be certified as being authentic by some external authority, for example through
cross-certification as described below. When the certified record is the root record, it

is possible to ensure that all records in the ledger were generated by the ledger owner.
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When the certified record is a data record, the verification ensures that all records
prior to it are authentic and that no records were removed, inserted, or changed and
that all records after it are from the same owner.

[0068] Referring now to FIG. 12, a method for verifying a digital ledger based on a
certified record from the middle of the ledger is shown. Block 1202 initializes n to a
value of a record from the middle of the ledger (e.g., a data record). Block 1204
determines whether record,1 is the parent of record,. If not, block 1205 determines
that the ledger is not verified.

[0069] If record,.: is the parent of record,, block 1206 determines whether n-1=0. If
s0, block 1207 determines that the records prior to the certified record are authentic. If
not, block 1208 decrements n and processing returns to block 1204.

[0070] Thus, if the list is generated by a fair implementation of the present
embodiments, either the validation of the ledger from the root record to the end (FIG.
11) or the validation of the certified record to the root record (FIG. 12) will prove that
the list is authentic. However, if the implementation cannot be trusted, the authenticity
of the ledger can be accomplished using two certified records, where if validation
from both directions is performed, then all records between the certified records are
authentic.

[0071] The present embodiments thereby provide a distributed digital ledger that
can verify the integrity of the stored information. The present embodiments are
furthermore robust against cryptographic attacks on the underlying hash and
sign/verify functions and, in addition, the digital ledger is resistant to retroactive
modification even by its own owner.

[0072] The security of the digital ledger is increased by the introduction of external

certifying entities. To protect against modifications by a person having the private key
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(e.g., the owner or an attacker who has compromised the owner), records may be
certified by one or more other digital ledgers, managed by entities other than the
owner of the certified ledger. Once a certification is issued for a record, all past
records in the ledger will be immutable. In one particular embodiment, certification is
provided by a community of users who share their respective ledgers and who also
issue certifications of one another’s ledgers, creating a network of trust that ensures
the integrity of all records inside the community, regardless of the level of trust
between any pair of users. It should be understood that the certification is not a
statement that the information stored in a ledger is true or accurate, but simply that the
past history of the digital ledger will not be modifiable, even if the owner of the
certified record uses a compromised implementation of the digital ledger.

[0073]  The community is formed by multiple users that are dedicated to ensuring
the integrity of the information stored on all ledgers in the community. Each
community member can have one or more ledgers. Each ledger is owned by a single
member and is used to register information and also to issue certifications for the
information added by other members of the community.

[0074] Instances may be shared using a distributed directory that allows each
member to publish its own instance, search information about other instances and
members, retrieve other instances, and post requests to individual members or to the
entire community. Certification is performed using special records inside the ledgers.
The larger the number of members certifying a given ledger, the more trustworthy the
information stored inside is considered.

[0075] Referring now to FIG. 13, a method for certifying a record in a digital ledger
is shown. The user performing the certification is referred to herein as the endorser,

while the user whose ledger is being endorsed is referred to herein as the endorsee. A
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record is considered certified by another user when it is registered in that user’s digital
record with a certification record. The certification record endorses the integrity of the
endorsee’s digital ledger up to the point of the certification. The present embodiments
provide that any user in the community may endorse any other at any time, without
permission of the endorsee.

[0076] Block 1302 acquires a source record from the endorsee’s digital ledger from
a shared repository. The source record may be any record within the endorsee’s digital
ledger other than the root record. Block 1304 then validates the integrity of the source
record against previous records in the endorsee’s digital ledger. Validation of the
source record may be performed as described above.

[0077] Block 1306 creates the payload for a certification record. The payload
includes the identification of the endorsee’s digital ledger, an index of the source
record (i.e., its position within the endorsee’s digital ledger), and the value of the
source record or a hash thereof. Block 1308 then adds a data record to the endorser’s
digital ledger using the above payload to log certifying information.

[0078]  The certification of records can be extended to provide cross-certification.
While a single certification of a given record can be compromised if the endorser
colludes with the endorsee, and while a single endorser may attempt to fake a
certification to subvert the system, a record that is certified by multiple users will be
robust to such attacks. In some embodiments, a record that is certified by a threshold
number of users will be considered cross-certified. In other embodiments, a record
that is certified by a threshold percentage of the users in the community will be
considered cross-certified. The threshold may be defined by the community but

should in all cases be greater than one user.
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[0079] When multiple users cross-certify one another’s records, a chain of
certifications is created, leading to a situation where no one will be able to forge past
records without breaking the certification chain at at least one point. Thus, even if all
but one users in the community commit to committing a fraud and changing the
history of a ledger, a single honest member will be able to guarantee that all segments
endorsed by it, directly or indirectly through a certification chain, will be immutable.
Thus such a fraud will only be possible if all members of a community commit to it.
The level of integrity of the ledgers in the community grows as the number of cross-
certified records grows.

[0080] The digital ledgers in the community are distributed across the community.
This represents a distributed directory of ledgers. The directory provides the ability to
retrieve any record from any digital record given an identification of the record, to
store certified metadata about the instance (e.g., the state), to find all certifications
issued to a given root record, to register new digital ledgers, to modify the state of a
given ledger by adding application-defined special records, and to replicate records
across the users as much as possible to avoid information loss.

[0081] The community may further provide information about the owner of a given
ledger, an emergency key pair used to close the ledger in exceptional circumstances,
and a unique identifier associated with the ledger. The information about the owner of
the ledger is defined by the application that uses the ledger and by the community.
The emergency key pair is created before the creation of the ledger and is used in the
case where the current state of the ledger is lost. It is used solely to replace the signing
key of the closing record if needed. The emergency key pair should therefore be kept
safe until and unless it is needed, for example on a separate, secure medium. To

protect the integrity of the owner’s information and the emergency key pair, all of the
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information about the owner and the public key of the emergency key pair should be
stored in the root record of the digital ledger. The emergency private key should be
stored on a separate medium.

[0082] The ledger identifier should be a unique value that identifies the ledger. The
ledger identifier may assume any unique value defined by the community. One
specific embodiment uses the hash of the root record as the ledger identifier, because
this value is easy to compute and because it is unlikely that two records will produce
the same hash.

[0083] The first member of a ledger community creates its own digital ledger. Once
a second user joins, the second user creates a digital ledger with a root record that is
certified by the first member (and may certify the root record of the first member as
well). Every time a new member is added to the community, the new root record is
certified by at least a threshold number or threshold percentage of users in the
community. This threshold may be defined by the community. This cross-certification
ensures the validity of the information stored on each root record.

[0084] The distributed database of ledgers provides to the members of the
community the ability to add records to a shared repository that stores the digital
ledgers. The records are tested to ensure their integrity and, once added, a record
cannot be removed. Any member can broadcast the addition of new records to some
or all of the other members and can monitor specific ledgers. Any record from any
ledger can be read at any time by any member and the directory gives the ability to
find all records that certify a given record. To be adequately distributed, every record
should be stored locally by at least two members of the community. When a ledger is
closed with a closing record, a notification is broadcast to all members of the

community.
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[0085] To help maintain the ledgers in the community, a community can enforce
locking of ledgers by cross-certification. For example, the ledgers can be locked after
a certain time period or after a number of new records have been added. Once a ledger
has been locked by, e.g., certifying the last record in the ledger’s list, no one is able to
create new records using past private keys.

[0086]  Although the records of all ledgers are fully public to make it possible to
validate them, the ledgers can still be used to store private documents. The original
publisher may assign a unique identification to a document. The identification
uniquely identifies the publisher and the document itself. Once the identification has
been defined, a hash of the document is also computed. This pair, alongside with
other information about the document, such as a publication date, is added to the
publisher’s digital ledger. Once the document is added and has been endorsed by
other members of the community, the document will be forever registered inside the
ledger, preventing it from being modified. The actual value of the document can be
kept private until the integrity of the document needs to be verified by a third party.
At that point, the third party can generate a hash of the document and compare the
hash to the stored value, confirming that the document was stored at the publication
date and has not been modified since that time.

[0087] The present embodiments may be employed for a variety of applications,
including version control systems, auditing, financial services, legal documentation,
etc. Furthermore, because the digital ledger is efficient and lightweight, it can be
implemented within a wide range of hardware devices, such as smart cards. This
makes it possible to create a digital ledger community to provide the authentication

and authorization of transactions for a financial service provider.
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[0088] In such an application, the financial service provider would issue a ledger to
each customer and at least one to itself. Every time a customer wants to perform a
transaction, the customer adds an entry to their ledger with an authorization code of
the transaction and shares the record with the provider. The provider then validates
the record and issues a new record with the endorsement of the customer’s ledger,
making it impossible to deny the authorization. The customer may then endorse the
endorsement in their own ledger, making the result of the transaction unmodifiable.
[0089] In another application, the digital ledger can be used to notarize smart
contracts. Because the ledger can only be added to by its owner, it can be used as a
replacement to a digital signature with the advantage that, once signed, all parties will
be able to confirm it and also ensure that the signature will be registered forever.
Furthermore, if implemented as a private document, all parties will be able to verify
that the document was signed, but no third parties will be able to see the actual terms
until a publication is needed (for example, during a legal dispute between the parties.
[0090] One party would then generate the contract and would sign it by adding a
record with the document identification and a hash of the document inside their own
digital ledger. All other parties that will sign the document perform the same
operation using the same identification and the same hash. Each party may then
endorse the ledgers of the other parties, locking the signatures.

[0091] The ability to implement the digital ledger in hardware devices also makes it
possible to provide digital ledgers in, for example, cameras and sound recorders.
These devices can register a signature of the recordings they make, allowing
verification of the integrity of the recordings. By creating internal digital ledger

records for each recording (including a hash of the recording) and having those
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records endorsed by other users, strong cryptographic proof can be obtained to show
that the recordings were not tampered with after being recorded.

[0092] The digital ledger can also be used to implement a version control system,
controlling the authorship and integrity of versions of documents. Each author has
their own digital ledger that is used to authenticate and register changes. The version
control repository also maintains its own ledger. An author creates a new record in its
own digital ledger for each modification to the repository. The repository then
validates and registers the change into its own digital ledger, registering the result of
the change request and endorsing the author’s ledger. A chain of trust can be built by
the author then validating the repository’s ledger to ensure traceability of each change
in the system.

[0093] Embodiments described herein may be entirely hardware, entirely software
or including both hardware and software elements. In a preferred embodiment, the
present invention is implemented in software, which includes but is not limited to
firmware, resident software, microcode, etc.

[0094] Embodiments may include a computer program product accessible from a
computer-usable or computer-readable medium providing program code for use by or
in connection with a computer or any instruction execution system. A computer-usable
or computer readable medium may include any apparatus that stores, communicates,
propagates, or transports the program for use by or in connection with the instruction
execution system, apparatus, or device. The medium can be magnetic, optical,
electronic, electromagnetic, infrared, or semiconductor system (or apparatus or device)
or a propagation medium. The medium may include a computer-readable storage

medium such as a semiconductor or solid state memory, magnetic tape, a removable

23



WO 2019/036178 PCT/US2018/044302

computer diskette, a random access memory (RAM), a read-only memory (ROM), a
rigid magnetic disk and an optical disk, etc.

[0095] Each computer program may be tangibly stored in a machine-readable storage
media or device (e.g., program memory or magnetic disk) readable by a general or
special purpose programmable computer, for configuring and controlling operation of
a computer when the storage media or device is read by the computer to perform the
procedures described herein. The inventive system may also be considered to be
embodied in a computer-readable storage medium, configured with a computer
program, where the storage medium so configured causes a computer to operate in a
specific and predefined manner to perform the functions described herein.

[0096] A data processing system suitable for storing and/or executing program code
may include at least one processor coupled directly or indirectly to memory elements
through a system bus. The memory elements can include local memory employed
during actual execution of the program code, bulk storage, and cache memories which
provide temporary storage of at least some program code to reduce the number of times
code is retrieved from bulk storage during execution. Input/output or I/O devices
(including but not limited to keyboards, displays, pointing devices, etc.) may be coupled
to the system either directly or through intervening I/O controllers.

[0097] Network adapters may also be coupled to the system to enable the data
processing system to become coupled to other data processing systems or remote
printers or storage devices through intervening private or public networks. Modems,
cable modem and Ethernet cards are just a few of the currently available types of
network adapters.

[0098] The flowchart and block diagrams in the Figures illustrate the architecture,

functionality, and operation of possible implementations of systems, methods, and
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computer program products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block diagrams may represent
a module, segment, or portion of instructions, which comprises one or more
executable instructions for implementing the specified logical function(s). In some
alternative implementations, the functions noted in the blocks may occur out of the
order noted in the figures. For example, two blocks shown in succession may, in fact,
be executed substantially concurrently, or the blocks may sometimes be executed in
the reverse order, depending upon the functionality involved. It will also be noted that
each block of the block diagrams and/or flowchart illustration, and combinations of
blocks in the block diagrams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the specified functions or acts
or carry out combinations of special purpose hardware and computer instructions.
[0099] Reference in the specification to “one embodiment” or “an embodiment” of
the present invention, as well as other variations thereof, means that a particular
feature, structure, characteristic, and so forth described in connection with the
embodiment is included in at least one embodiment of the present invention. Thus,
the appearances of the phrase “in one embodiment” or “in an embodiment”, as well
any other variations, appearing in various places throughout the specification are not
necessarily all referring to the same embodiment.

[0100]  Itis to be appreciated that the use of any of the following *“/”, “and/or”, and
“at least one of’, for example, in the cases of “A/B”, “A and/or B” and “at least one of
A and B”, is intended to encompass the selection of the first listed option (A) only, or
the selection of the second listed option (B) only, or the selection of both options (A
and B). As a further example, in the cases of “A, B, and/or C” and “at least one of A,

B, and C”, such phrasing is intended to encompass the selection of the first listed
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option (A) only, or the selection of the second listed option (B) only, or the selection
of the third listed option (C) only, or the selection of the first and the second listed
options (A and B) only, or the selection of the first and third listed options (A and C)
only, or the selection of the second and third listed options (B and C) only, or the
selection of all three options (A and B and C). This may be extended, as readily
apparent by one of ordinary skill in this and related arts, for as many items listed.
[0101] Referring now to FIG. 14, a digital ledger system 1400 is shown. The
system 1400 includes a hardware processor 1402 and memory 1404. The system 1400
further includes a network interface 1405 that allows the system 1400 to communicate
with other digital ledger systems, providing the ability to share and endorse digital
ledger records. In addition, the digital ledger system 1400 includes one or more
functional modules that may, in some embodiments, be implemented as software that
is stored in memory 1404 and executed by processor 1402. In other embodiments, the
functional modules may be implemented as one or more discrete hardware
components in the form of, e.g., application specific integrated chips or field
programmable gate arrays.

[0102] A hashing module 1406 implements a hashing function, a joining module
1408 implements a join function, and signing/verifying module 1410 implements a
cryptographic function for producing and verifying cryptographic signatures. A key
module 1412 works in conjunction with the signing/verifying module 1410 to
generate public and private key pairs. These modules work in tandem to produce
ledger records 1414 that are stored in memory 1404 and that may be transmitted by
the network interface 1405 to other members of a ledger community.

[0103] A validation module 1416 operates on ledger records 1414 to validate the

ownership and authenticity of records using the hashing module 1406, joining module
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1408, and signing/verifying module 1410 as described in detail above. The validation
module 1416 can also operate on records from another digital ledger system. Upon
validation, a new certification record can be created and stored with the ledger records
1414 to certify the ledger of the other digital ledger system.

[0104] Referring now to FIG. 15, an exemplary processing system 1500 is shown
which may represent the digital ledger system 1400. The processing system 1500
includes at least one processor (CPU) 1504 operatively coupled to other components
via a system bus 1502. A cache 1506, a Read Only Memory (ROM) 1508, a Random
Access Memory (RAM) 1510, an input/output (I/O) adapter 1520, a sound adapter
1530, a network adapter 1540, a user interface adapter 1550, and a display adapter
1560, are operatively coupled to the system bus 1502.

[0105] A first storage device 1522 and a second storage device 1524 are operatively
coupled to system bus 1502 by the I/O adapter 1520. The storage devices 1522 and
1524 can be any of a disk storage device (e.g., a magnetic or optical disk storage
device), a solid state magnetic device, and so forth. The storage devices 1522 and
1524 can be the same type of storage device or different types of storage devices.
[0106] A speaker 1532 is operatively coupled to system bus 1502 by the sound
adapter 1530. A transceiver 1542 is operatively coupled to system bus 1502 by
network adapter 1540. A display device 1562 is operatively coupled to system bus
1502 by display adapter 1560.

[0107] A first user input device 1552, a second user input device 1554, and a third
user input device 1556 are operatively coupled to system bus 1502 by user interface
adapter 1550. The user input devices 1552, 1554, and 1556 can be any of a keyboard,
a mouse, a keypad, an image capture device, a motion sensing device, a microphone,

a device incorporating the functionality of at least two of the preceding devices, and
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so forth. Of course, other types of input devices can also be used, while maintaining
the spirit of the present principles. The user input devices 1552, 1554, and 1556 can
be the same type of user input device or different types of user input devices. The
user input devices 1552, 1554, and 1556 are used to input and output information to
and from system 1500.

[0108] Of course, the processing system 1500 may also include other elements (not
shown), as readily contemplated by one of skill in the art, as well as omit certain
elements. For example, various other input devices and/or output devices can be
included in processing system 1500, depending upon the particular implementation of
the same, as readily understood by one of ordinary skill in the art. For example,
various types of wireless and/or wired input and/or output devices can be used.
Moreover, additional processors, controllers, memories, and so forth, in various
configurations can also be utilized as readily appreciated by one of ordinary skill in
the art. These and other variations of the processing system 1500 are readily
contemplated by one of ordinary skill in the art given the teachings of the present
principles provided herein.

[0109] Having described preferred embodiments of a system and method (which
are intended to be illustrative and not limiting), it is noted that modifications and
variations can be made by persons skilled in the art in light of the above teachings. It
is therefore to be understood that changes may be made in the particular embodiments
disclosed which are within the scope of the invention as outlined by the appended
claims. Having thus described aspects of the invention, with the details and
particularity required by the patent laws, what is claimed and desired protected by

Letters Patent is set forth in the appended claims.
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CLAIMS:

1. A method for generating a new record in a digital ledger, comprising:

hashing (706) a payload, public key, and signature of a parent record to
generate a hash value;

creating (708) a new record with a new payload and a new public key;

combining (708) the hash value with the new payload and the new public key
to generate a message value;

generating (710) a signature of the new record using the message value and a
private key corresponding to the public key of the parent record; and

adding (710) the signature of the new record to the new record.

2. The method of claim 1, further comprising generating a new key pair

including the new public key and a new private key.

3. The method of claim 1, further comprising generating a closing record

after generating the new record.

4. The method of claim 3, wherein generating the closing record
comprises:

hashing the new payload, new public key, and signature of the new record to
generate a closing hash value;

creating a closing record with a closing payload and no public key;

combining the closing hash value with the closing payload to generate a

closing message value;
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generating a signature of the closing record using the closing message value
and the new private key; and

adding the signature of the closing record to the closing record.

5. The method of claim 1, further comprising generating a root record

before generating the new record.

6. The method of claim 5, wherein generating the root record comprises:

generating a root keypair including a root public key and a root private key;

hashing a root payload and a ledger start value to generate a root hash value;

creating a root record with the payload and the root public key;

combining the hash value with the root public key to generate a root message
value;

generating a root signature of the root record using the root message value and
the root private key; and

adding the root signature to the root record.

7. A non-transitory computer readable storage medium comprising a
computer readable program for generating a new record in a digital ledger, wherein
the computer readable program when executed on a computer causes the computer to

perform the steps of claim 1.

8. A method of validating a current record in a digital ledger, comprising:

computing (1006) a hash of a parent payload, a parent public key, and a parent

signature from a parent record to generate a parent hash value;
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combining (1008) the hash value with a payload of a current record and a
public key for the current record to generate a current message value; and
verifying (1014) the current message value using the parent public key and a

signature of the current record according to a cryptographic system.

9. The method of claim 8, further comprising iterating the verification of

records until a root record is verified.

10. The method of claim 8, further comprising validating a closing record
before validating the current record, comprising:

computing a hash of a payload of the current record, the public key for the
current record, and the signature of the current record to generate a current hash
value;

combining the hash value with the payload of the closing record and no public
key to generate a closing message value; and

verifying the closing message value using the public key for the current record

and a signature of the closing record according to the cryptographic system.

11. The method of claim 8, wherein the current record is certified by a

record in a separate ledger.

12. A non-transitory computer readable storage medium comprising a
computer readable program for generating a new record in a digital ledger, wherein
the computer readable program when executed on a computer causes the computer to

perform the steps of claim 8.

31



WO 2019/036178 PCT/US2018/044302

13. A digital ledger system, comprising:

a hashing module (1406) configured to compute a hash of a value;

a joining module (1408) configured to join multiple input values into a single
output bit value;

a signing/verifying module (1410) configured to produce a signature of a
value using a private key and to verify the authenticity of a value using a public key
associated with the private key;

a key module (1412) configured to generate key pairs, each key pair having an
associated private key and public key; and

a new record module (1402) configured to:

hash a payload, public key, and signature of a parent record to generate
a hash value using the hashing module;

create a new record with a new payload and a new public key;

combine the hash value with the new payload and the new public key
to generate a message value using the joining module;

generate a signature of the new record using the message value and a
private key corresponding to the public key of the parent record using the
signing/verifying module; and

add the signature of the new record to the new record.

14. The system of claim 13, wherein the new record module is further

configured to generate a closing record after generating the new record.
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15. The system of claim 14, wherein the new record module is further
configured to:

hash the new payload, new public key, and signature of the new record to
generate a closing hash value using the hashing module;

create a closing record with a closing payload and no public key;

combine the closing hash value with the closing payload to generate a closing
message value using the joining module;

generate a signature of the closing record using the closing message value and
the new private key using the signing/verifying module; and

add the signature of the closing record to the closing record.

16. The system of claim 13, wherein the new record module is further

configured to generate a root record before generating the new record.

17. The system of claim 16, wherein the new record module is further
configured to:

generate a root keypair including a root public key and a root private key using
the key module;

hash a root payload and a ledger start value to generate a root hash value using
the hashing module;

create a root record with the payload and the root public key;

combine the hash value with the root public key to generate a root message
value using the joining module;

generate a root signature of the root record using the root message value and

the root private key using the signing/verifying module; and
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add the root signature to the root record.

18. The system of claim 13, further comprising a validation module
configured to validate a current record in a digital ledger, the validation module being
configured to:

compute a hash of a parent payload, a parent public key, and a parent signature
from a parent record to generate a parent hash value using the hashing module;

combine the hash value with a payload of a current record and a public key for
the current record to generate a current message value using the joining module; and

verify the current message value using the parent public key and a signature of
the current record according to a cryptographic system using the signing/verifying

module.

19. The system of claim 18, wherein the validation module is further

configured to iterate the verification of records until a root record is verified.

20. The system of claim 18, wherein the validation module is further
configured to, before validating the current record:

compute a hash of a payload of the current record, the public key for the
current record, and the signature of the current record to generate a current hash value
using the hashing module;

combine the hash value with the payload of the closing record and no public

key to generate a closing message value using the joining module; and
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verify the closing message value using the public key for the current record
and a signature of the closing record according to the cryptographic system to validate

the closing message using the signing/verifying module.
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Continuation of:
Box Ill. Observations where unity of invention is lacking

This application contains the following inventions or groups of inventions which are not so linked as to form a single general inventive
concept under PCT Rule 13.1. In order for all inventions to be examined, the appropriate additional examination fees must be paid.

Group ! - Claims 1-7 and 13-20 are directed to a method for generating a new record in a digital ledger.

Group Il - Claims 8-12 are directed to a method of validating a current record in a digital ledger.

The inventions listed as Groups I-Il do not relate to a single general inventive concept under PCT Rule 13.1 because, under PCT Rule
13.2, they lack the same or corresponding special technical features for the following reasons:

Special Technical Features:

The invention of Group | included the features of a joining module configured to join multiple input values into a single output bit value;
verify the authenticity of a value using a public key associated with the private key; a key module configured to generate key pairs, each
key pair having an associated private key and public key; creating a new record with a new payload and a new public key; generating a
signature of the new record using the message value and a private key corresponding to the public key of the parent record; adding the
signature of the new record to the new record, not required by any other groups.

The invention of Group 1l included the feature of verifying the current message value using the parent public key and a signature of the
current record according to a cryptographic system, not required by any other groups.

Common Technical Features

Groups |-l share the features of hashing a payload, public key, and signature of a record to generate a hash value; combining the hash
value with the new payload and the new public key to generate a message value.

However, the shared technical features do not represent a contribution over prior art as being obvious over US 2015/0236856 A1 (Xitinx,
Inc), 20 August 2015 (20.08.2015) in view of US 2016/0099803 A1 (Krten), 07 April 2016 (07.04.2016).

Xilinx, Inc teaches hashing a payload, public key, and signature of a record to generate a hash value (para [0006], [0022]-[0023]-
payload and accompanying public key, session key ID, and signature of the payload are input; payload is input to a hash function 112,
which computes a hash value 114 based on the payload. In an alternative implementation, both the public key 108 and the session key
ID 110 may be input to the hash function. In an example implementation the hash function may be an SHA-based function. The hash
value 114 is encrypted with the privale key Pr 116 by encryption functlon 118, resulting in signature 120. The signature 120 is appended
to the information that accompanies the payload 106).

Krten teaches combining the hash value with the new payload and the new public key to generate a message value (para [0034], [0052]-
defining independent hardware hasher data link(s) to the network interface), and combines it with the message content (e.g. received
from the firmware 20 via path 11) to produce the network-bound output message 110.); the hash (or a subset of it) can be used directly
as the key; computed hash value Is combined with said reply message).

As the common features were known in the art at the time of the invention, this cannot be considered a common technical feature that
would otherwise unify the groups. Therefore, Groups I-1 lack unity under PCT Rule 13.
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