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THREAD BASED DYNAMIC DATA 
COLLECTION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. applica 
tion Ser. No. 13/348,932, titled THREAD BASED 
DYNAMIC DATA COLLECTION, and filed Jan. 12, 2012, 
the entirety of which is fully incorporated herein by reference. 

BACKGROUND 

0002 One or more embodiments disclosed within this 
specification relate to analysis of software applications. 
0003. When an application is executed by a processing 
system, data related to the application execution oftentimes is 
recorded into a log file as log file entries. These log file entries 
can indicate errors that occur during the application execu 
tion. Accordingly, the log file can be analyzed in order to 
determine the source of an error and a potential corrective 
action that may be implemented in the application to prevent 
future occurrences of the error. 

BRIEF SUMMARY 

0004 One or more embodiments disclosed within this 
specification relate to dynamically collecting data pertaining 
to a program execution. An embodiment can include a system 
including a processor configured to initiate executable opera 
tions. The executable operations can include monitoring 
execution of the program in a plurality of threads and, respon 
sive to identifying an exception triggered by the program 
execution in a first of the plurality of threads, initiating at least 
one data collector to collect data exclusively relevant to the 
program execution in the first thread. 
0005. Another embodiment can include can include a 
computer program product for dynamically collecting data 
pertaining to a program execution. The computer program 
product can include a computer-readable storage medium 
having computer-readable program code embodied there 
with, the computer-readable program code configured to per 
form the various operations and/or functions disclosed within 
this specification. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0006 FIG. 1 is a block diagram illustrating a system for 
dynamically collecting data pertaining to a program execu 
tion in accordance with one embodiment of the present inven 
tion. 
0007 FIG. 2 is a flowchart illustrating a method of regis 
tering a component data collector with a first failure data 
capture (FFDC) system in accordance with one embodiment 
of the present invention. 
0008 FIG. 3 is a flowchart illustrating a method of creat 
ing a thread based collector context in accordance with one 
embodiment of the present invention. 
0009 FIG. 4 is a flowchart illustrating a method of excep 
tion handling in accordance with one embodiment of the 
present invention. 
0010 FIG. 5 is a flowchart illustrating a method of col 
lecting thread based data in response to an exception being 
triggered in accordance with one embodiment of the present 
invention. 
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DETAILED DESCRIPTION 

0011. As will be appreciated by one skilled in the art, 
aspects of the present invention may be embodied as a system, 
method or computer program product. Accordingly, aspects 
of the present invention may take the form of an entirely 
hardware embodiment, an entirely software embodiment (in 
cluding firmware, resident software, micro-code, etc.) or an 
embodiment combining software and hardware aspects that 
may all generally be referred to herein as a “circuit,” “mod 
ule' or “system.” Furthermore, aspects of the present inven 
tion may take the form of a computer program product 
embodied in one or more computer-readable medium(s) hav 
ing computer-readable program code embodied, e.g., stored, 
thereon. 
0012. Any combination of one or more computer-readable 
medium(s) may be utilized. The computer-readable medium 
may be a computer-readable signal medium or a computer 
readable storage medium. A computer-readable storage 
medium may be, for example, but not limited to, an elec 
tronic, magnetic, optical, electromagnetic, infrared, or semi 
conductor System, apparatus, or device, or any suitable com 
bination of the foregoing. More specific examples (a non 
exhaustive list) of the computer-readable storage medium 
would include the following: an electrical connection having 
one or more wires, a portable computer diskette, a hard disk 
drive (HDD), a solid state drive (SSD), a random access 
memory (RAM), a read-only memory (ROM), an erasable 
programmable read-only memory (EPROM or Flash 
memory), an optical fiber, a portable compact disc read-only 
memory (CD-ROM), a digital versatile disc (DVD), an opti 
cal storage device, a magnetic storage device, or any Suitable 
combination of the foregoing. In the context of this document, 
a computer-readable storage medium may be any tangible 
medium that can contain, or store a program for use by or in 
connection with an instruction execution system, apparatus, 
or device. 
0013. A computer-readable signal medium may include a 
propagated data signal with computer-readable program code 
embodied therein, for example, in baseband or as part of a 
carrier wave. Such a propagated signal may take any of a 
variety of forms, including, but not limited to, electro-mag 
netic, optical, or any Suitable combination thereof. A com 
puter-readable signal medium may be any computer-readable 
medium that is not a computer-readable storage medium and 
that can communicate, propagate, or transport a program for 
use by or in connection with an instruction execution system, 
apparatus, or device. 
0014 Program code embodied on a computer-readable 
medium may be transmitted using any appropriate medium, 
including but not limited to wireless, wireline, optical fiber, 
cable, RF, etc., or any Suitable combination of the foregoing. 
Computer program code for carrying out operations for 
aspects of the present invention may be written in any com 
bination of one or more programming languages, including 
an object oriented programming language such as JavaM, 
Smalltalk, C++ or the like and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. The program code may 
execute entirely on the user's computer, partly on the user's 
computer, as a stand-alone software package, partly on the 
user's computer and partly on a remote computer, or entirely 
on the remote computer or server. In the latter scenario, the 
remote computer may be connected to the user's computer 
through any type of network, including a local area network 
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(LAN) or a wide area network (WAN), or the connection may 
be made to an external computer (for example, through the 
Internet using an Internet Service Provider). 
00.15 Aspects of the present invention are described 
below with reference to flowchart illustrations and/or block 
diagrams of methods, apparatus (systems), and computer pro 
gram products according to embodiments of the invention. It 
will be understood that each block of the flowchart illustra 
tions and/or block diagrams, and combinations of blocks in 
the flowchart illustrations and/or block diagrams, can be 
implemented by computer program instructions. These com 
puter program instructions may be provided to a processor of 
a general purpose computer, special purpose computer, or 
other programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 
processor of the computer, other programmable data process 
ing apparatus, or other devices create means for implement 
ing the functions/acts specified in the flowchart and/or block 
diagram block or blocks. 
0016. These computer program instructions may also be 
stored in a computer-readable medium that can direct a com 
puter, other programmable data processing apparatus, or 
other devices to function in a particular manner, Such that the 
instructions stored in the computer-readable medium produce 
an article of manufacture including instructions which imple 
ment the function/act specified in the flowchart and/or block 
diagram block or blocks. 
0017. The computer program instructions may also be 
loaded onto a computer, other programmable data processing 
apparatus, or other devices to cause a series of operational 
steps to be performed on the computer, other programmable 
apparatus or other devices to produce a computer imple 
mented process Such that the instructions which execute on 
the computer or other programmable apparatus provide pro 
cesses for implementing the functions/acts specified in the 
flowchart and/or block diagram block or blocks. 
0018. The arrangements described herein relate to 
dynamically collecting data pertaining to a program execu 
tion. More particularly, execution of a program in a plurality 
of threads is monitored. Responsive to an exception being 
triggered by the program execution in a first of the plurality of 
threads, a data collector can be initiated to collect data exclu 
sively relevant to the program execution in the first thread. In 
this regard, the data collected can be thread specific. Accord 
ingly, program activity related to a thread that encounters an 
exception can be analyzed, while data unrelated to that thread 
can be ignored, thus simplifying error analysis. 
0019 FIG. 1 is a block diagram illustrating a system 100 
for in accordance with one embodiment of the present inven 
tion. The system 100 can include at least one processor 105 
coupled to memory elements 110 through a system bus 115 or 
other suitable circuitry. As such, the system 100 can store 
computer-readable program code (hereinafter “program 
code') within memory elements 110. The processor 105 can 
execute the program code accessed from the memory ele 
ments 110 via the system bus 115. In one aspect, for example, 
the system 100 can be implemented as computer that is suit 
able for storing and/or executing program code. It should be 
appreciated, however, that the system 100 can be imple 
mented in the form of any system including a processor and 
memory that is capable of performing the functions and/or 
operations described within this specification. 
0020. The memory elements 110 can include one or more 
physical memory devices such as, for example, local memory 
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120 and one or more bulk storage devices 125. Local memory 
120 refers to random access memory or other non-persistent 
memory device(s) generally used during actual execution of 
the program code. Bulk storage device(s) 125 can be imple 
mented as a hard disk drive (HDD), solid state drive (SSD), or 
other persistent data storage device. The system 100 also can 
include one or more cache memories (not shown) that provide 
temporary storage of at least Some program code in order to 
reduce the number of times program code must be retrieved 
from bulk storage device 125 during execution. 
0021. Input/output (I/O) devices such as a keyboard 130, a 
display 135, and a pointing device 140 optionally can be 
coupled to the system 100. The I/O devices can be coupled to 
the system 100 either directly or through intervening I/O 
controllers. One or more network adapters 145 also can be 
coupled to the system 100 to enable the system 100 to become 
coupled to other systems, computer systems, remote printers, 
and/or remote storage devices through intervening private or 
public networks. Modems, cable modems, and Ethernet cards 
are examples of different types of network adapters 145 that 
can be used with the system 100. 
0022. As pictured in FIG. 1, the memory elements 110 can 
store a computer program under test (CPUT) 150, a first 
failure data capture (FFDC) system 155, and a thread-specific 
data collection application (hereinafter "data collection appli 
cation') 160, each of which can be implemented in the form 
of executable program code and can be executed by the sys 
tem 100. The data collection application 160 can include a 
data collector module 165 that creates thread based data col 
lectors (hereinafter "data collectors'), which are configured 
to collect thread specific data corresponding to execution of 
the CPUT 150 in various respective threads. Specifically, 
when each instance of the CPUT 150 is executed, instances of 
the data collectors can be initialized. Each data collector 
instance can correspond to a particular class or method asso 
ciated with the CPUT 150. 
0023 The memory elements 110 also can store a collector 
registry 170 and one or more thread based collector contexts 
(hereinafter “collector contexts) 175. Each collector context 
175 can include a collector stack 180 and an exception col 
lector list 185. The collector stack 180 can store a reference to 
each instance of the data collectors that are initialized for a 
corresponding instance of the CPUT 150 to collect data per 
taining to the execution of that instance of the CPUT 150, and 
store a reference to a particular class or method tracked by the 
data collector. The exception collector list 185 can hold ref 
erences to eachinstance of a data collector that is initialized to 
collect data related to an exception caused by execution of the 
instance of the CPUT 150. In this regard, the data collectors 
referenced in the exception collector list 185 can be referred 
to as “exception collectors.” 
0024. The CPUT 150, the FFDC system 155, the thread 
specific data collection application 160, the collector registry 
170 and the collector context 175 can be considered part of 
the system 100. In one embodiment, the thread specific data 
collection application 155, the FFDC system 160, the collec 
tor registry 170 and the collector context(s) 175 can be imple 
mented in IBM(R) WebSphere.R. Enterprise Service Bus, 
though the invention is not limited in this regard (IBM and 
WebSphere are trademarks of International Business 
Machines Corporation in the United States, other countries, 
or both). 
0025. In operation, a plurality of instances of the CPUT 
150 can be executed by the processor 105 in different threads. 
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The CPUT 150 can be, for example, a web-based application, 
though the invention is not limited in this regard; the CPUT 
150 can be any other application for which multiple instances 
of the application may be executed in different threads. When 
an exception in one of the threads occurs, the corresponding 
instances of the data collectors can capture data correspond 
ing to the exception, as well as context information relating to 
the thread execution, and store data and context information 
in the memory elements 110. The data and context informa 
tion can be accessed to analyze the circumstances related to 
cause of the exception, and whether further FFDC events 
should be triggered. The following flowcharts provide further 
details on Such operations. 
0026 FIG. 2 is a flowchart illustrating a method 200 of 
registering a component data collector with a FFDC system in 
accordance with one embodiment of the present invention. At 
step 202, during startup of a processing system, Such as the 
processing system 100 of FIG. 1, the FFDC system and the 
data collection application can be initialized, for example by 
invocation of respective initialize()methods. At step 204, 
during initialization of the data collection application, the 
data collector can be initialized. At step 206, the data collector 
can be registered with the FFDC system. 
0027 FIG. 3 is a flowchart illustrating a method 300 of 
creating a thread based collector context in accordance with 
one embodiment of the present invention. At step 302, an 
instance of a CPUT being invoked can be detected. For 
example, a processMessage() method being invoked can be 
detected. At step 304, a CPUT entry method can notify the 
collector registry that a new instance of the CPUT on a thread 
has started, and the collector registry can create a threadbased 
collector context for that thread. It is noted that multiple 
instances of the CPUT may be executing in different threads, 
and a collector context can be created for each instance of the 
CPUT. 

0028. At step 306, thread based data collector instances 
can be created by the collector registry to collect data corre 
sponding to execution of the new instance of the CPUT in a 
corresponding thread. Further, the data collector instances 
can be registered based on classes and methods having cor 
responding data to collect. For example, a reference to each 
data collector instance can be added to the collector stack 
associated with the collector context created for the thread in 
which the particular instance of the CPUT is executing, and 
the class or method to which each data collector instance 
corresponds can be identified in the collector stack. 
0029 FIG. 4 is a flowchart illustrating a method 400 of 
exception handling in accordance with one embodiment of 
the present invention. At step 402, the execution of CPUT 
instances can be monitored in each of a plurality of threads. At 
step 404, an exception caused by execution of an instance of 
the CPUT in a thread can be detected. For example, a catch.( 
) method can be implemented. At step 406, the data collection 
application can intercept the exception and, via the data col 
lector module and/or the collector registry, dynamically cre 
ate a data collector for the exception. In illustration, the data 
collector for the exception can be an exception collector that 
the collector registry registers in the exception collector list. 
At step 408, the exception can be identified by a class or 
method that includes responsibility for reporting executions. 
0030. At step 410, an FFDC event can be triggered by the 
FFDC and processing of the FFDC event can be initiated by 
the FFDC system. For example, the exception caught at step 
404 can be re-thrown such that hither methods/functions may 
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themselves catch the exception and perform their own pro 
cessing. Although other class/methods higher in the stack 
may also have responsibility for reporting the exceptions, 
because the FFDC already has been recorded for the particu 
lar exception, no further FFDC events need be triggered. In 
other words, a single instance of the FFDC need only be 
initiated for a particular exception that is identified. A second 
FFDC instance need not be initiated if it contains data con 
tained in the first FFDC instance. This feature can beachieved 
using a state held in the collector context. 
0031 FIG. 5 is a flowchart illustrating a method 500 of 
collecting thread based data in response to an exception being 
triggered in accordance with one embodiment of the present 
invention. At step 502, via the FFDC system, the data collec 
tor created during the initialization of the processing system 
(FIG. 2, step 204) can be invoked. At step 504, via the data 
collector instances associated with the thread in which the 
exception is triggered, data relevant to the CPUT execution in 
the thread, Such as context data, can be collected. For 
example, the data collection application can iterate through 
the data collectors, invoking each of the data collectors to 
perform data collection. The data relevant to the CPUT execu 
tion can include data exclusively relevant to execution of the 
CPUT instance. For example, at least one data collector can 
be invoked that collects data exclusively relevant to the CPUT 
execution in the thread. Since data irrelevant to the CPUT 
execution in the particular thread is not collected, a failure 
analysis process can be streamlined. 
0032. Initiation of the data collector by the FFDC system 
can occur prior to FFDC functions of the FFDC system being 
initiated. In other words, the FFDC system can initiate the 
data collectors prior to initiation of other FFDC specific func 
tions. The data collector can be initiated to collect data for an 
instance of a method in a call stack nearest an exception in the 
call stack. The exception can be an original exception trig 
gered by the program execution in the thread. The invention is 
not limited in this regard, however, and data for other 
instances of the method in the call stack can be collected in 
addition to, or in lieu of data for the method nearest the 
original exception in the call stack. In another arrangement, 
the data collector can be initiated to collect data for an 
instance of a method in a call stack nearest an original execu 
tion of the program in the call stack. 
0033. Further, the data collector can be initiated once for a 
corresponding initiation of the FFDC system, and initiation of 
the corresponding FFDC system can be limited to a single 
instance of the FFDC system for the identified exception, 
though this need not be the case. In illustration, the occur 
rence of the FFDC on the thread for a particular exception can 
be noted for the thread based on the collector context, and this 
information can be used to determine that further FFDC 
events need not be initiated, or to determine that further FFDC 
events may be initiated. 
0034. At step 506, the collected data can be output for 
analysis. For example, the data can be output to a file and the 
file can be associated with the thread in which the exception 
is triggered. The data can be applied, for example, to a trace of 
a program execution. In another example, the data can be 
applied to an error analysis application, for instance to deter 
mine where to put an execution break in the CPUT to capture 
other data relevant to the CPUT execution. 

0035. At step 508, the data collector can be de-registered 
can de-register by removing the data collector from the 
exception collector list. De-registering of the data collector 
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can occur while the CPUT continues to execute. In this 
regard, the method 400 of FIG. 4 can continue while the 
method 500 is implemented. 
0036. Like numbers have been used to refer to the same 
items throughout this specification. The flowcharts and block 
diagram in the Figures illustrate the architecture, functional 
ity, and operation of possible implementations of systems, 
methods and computer program products according to Vari 
ous embodiments of the present invention. In this regard, each 
block in the flowcharts or block diagram may represent a 
module, segment, or portion of code, which comprises one or 
more executable instructions for implementing the specified 
logical function(s). It should also be noted that, in some 
alternative implementations, the functions noted in the block 
may occur out of the order noted in the figures. For example, 
two blocks shown in Succession may, in fact, be executed 
Substantially concurrently, or the blocks may sometimes be 
executed in the reverse order, depending upon the function 
ality involved. It will also be noted that each block of the 
block diagram and/or flowcharts illustrations, and combina 
tions of blocks in the block diagram and/or flowchart illus 
trations, can be implemented by special purpose hardware 
based systems that perform the specified functions or acts, or 
combinations of special purpose hardware and computer 
instructions. 
0037. The terminology used herein is for the purpose of 
describing particular embodiments only and is not intended to 
be limiting of the invention. As used herein, the singular 
forms “a” “an and “the are intended to include the plural 
forms as well, unless the context clearly indicates otherwise. 
It will be further understood that the terms “comprises” and/ 
or “comprising, when used in this specification, specify the 
presence of stated features, integers, steps, operations, ele 
ments, and/or components, but do not preclude the presence 
or addition of one or more other features, integers, steps, 
operations, elements, components, and/or groups thereof. 
0038. The corresponding structures, materials, acts, and 
equivalents of all means or step plus function elements in the 
claims below are intended to include any structure, material, 
or act for performing the function in combination with other 
claimed elements as specifically claimed. The description of 
the present invention has been presented for purposes of 
illustration and description, but is not intended to be exhaus 
tive or limited to the invention in the form disclosed. Many 
modifications and variations will be apparent to those of 
ordinary skill in the art without departing from the scope and 
spirit of the invention. The embodiment was chosen and 
described in order to best explain the principles of the inven 
tion and the practical application, and to enable others of 
ordinary skill in the art to understand the invention for various 
embodiments with various modifications as are suited to the 
particular use contemplated. 

1-12. (canceled) 
13. A system comprising: 
a processor configured to initiate executable operations 

comprising: 
monitoring execution of the program in a plurality of 

threads; and 
responsive to identifying an exception triggered by the 

program execution in a first of the plurality of threads, 
initiating at least one data collector to collect data exclu 
sively relevant to the program execution in the first 
thread. 

Nov. 7, 2013 

14. The system of claim 13, wherein the processor further 
is configured to register the data collector with a first failure 
data capture system. 

15. The system of claim 13, wherein the processor initiat 
ing the data collector to collect data exclusively relevant to the 
program execution in the first thread occurs prior to a first 
failure data capture system has been initiated. 

16. The system of claim 15, wherein the processor initiat 
ing the data collector to collect data exclusively relevant to the 
program execution in the first thread comprises the processor 
initiating the data collector once for a corresponding initia 
tion of the first failure data capture system. 

17. The system of claim 16, wherein the processor initiat 
ing the data collector to collect data exclusively relevant to the 
program execution comprises the processor limiting the ini 
tiation of the corresponding first failure data capture system to 
a single instance of the first failure data capture system for the 
identified exception. 

18. The system of claim 13, wherein the processor initiat 
ing the data collector to collect data exclusively relevant to the 
program execution comprises the processor initiating the data 
collector to collect data for an instance of a method in a call 
stack nearest the exception in the call stack, wherein the 
exception is an original exception triggered by the program 
execution in the first of the plurality of threads. 

19. A computer program product for dynamically collect 
ing data pertaining to a program execution, the computer 
program product comprising: 

a computer-readable storage medium having computer 
readable program code embodied therewith, the com 
puter-readable program code comprising: 

computer-readable program code configured to monitor 
execution of the program in a plurality of threads; and 

computer-readable program code configured to, respon 
sive to identifying an exception triggered by the program 
execution in a first of the plurality of threads, initiate at 
least one data collector to collect data exclusively rel 
evant to the program execution in the first thread. 

20. The computer program product of claim 19, wherein 
the processor further is configured to register the data collec 
tor with a first failure data capture system. 

21. The computer program product of claim 19, wherein 
initiating the data collector to collect data exclusively relevant 
to the program execution in the first thread occurs prior to a 
first failure data capture system has been initiated. 

22. The computer program product of claim 21, wherein 
initiating the data collector to collect data exclusively relevant 
to the program execution in the first thread comprises initiat 
ing the data collector once for a corresponding initiation of 
the first failure data capture system. 

23. The computer program product of claim 22, wherein 
initiating the data collector to collect data exclusively relevant 
to the program execution comprises limiting the initiation of 
the corresponding first failure data capture system to a single 
instance of the first failure data capture system for the iden 
tified exception. 

24. The computer program product of claim 19, wherein 
initiating the data collector to collect data exclusively relevant 
to the program execution comprises initiating the data collec 
tor to collect data for an instance of a method in a call stack 
nearest the exception in the call stack, wherein the exception 
is an original exception triggered by the program execution in 
the first of the plurality of threads. 
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