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(57) Abstract: A wireless access point system includes a processor configured to tap event data and process the event data using a
plurality of event filters. Each event filter of the plurality of event filters applies event criteria to detect one or more types of events.
The wireless access point system includes a memory configured to store the tapped event data. The wireless access point system in-
cludes a communication interface configured to report a report of a detected event type. At least a portion of the report is correlated
to analyze a performance of a wireless network.
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MONITORING WIRELESS ACCESS POINT EVENTS

BACKGROUND OF THE INVENTION

[0001] A wireless access point allows clients to wirelessly access a network. However,
when a client encounters a network error or an issue while utilizing the wireless access point, often
the error/issue must be diagnosed and fixed manually by a user or a network administrator. For
example, in a commercial setting, a network administrator is tasked with manually diagnosing,
reporting, and resolving, if possible, any problems with network connectivity, including the
wireless access point. This can be often tedious, inefficient, and expensive to manually resolve
using professional human resources. Additionally, it would be beneficial to prevent, handle, and
resolve network issues as soon as possible to improve user experience. Therefore, there exists a
need to more efficiently analyze the performance and issues of wireless clients connected to a

wireless network.
BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0003] Figure 1 is a block diagram illustrating an embodiment of a system for analyzing

event data of a wireless access point.

[0004] Figure 2 is a flow chart illustrating an embodiment of a process for processing

events to determine one or more types of events.

[0005] Figure 3 is a flow chart illustrating an embodiment of a process for analyzing one or

more reports of types of events.

[0006] Figure 4 is a flow chart illustrating an embodiment of a process for processing

events to identify a Dynamic Host Configuration Protocol (i.e., DHCP) error.

[0007] Figure 5 is a flowchart illustrating an embodiment of a process for analyzing DHCP

issue event type reports.

[0008] Figure 6 is a flowchart illustrating an embodiment of a process for processing events

to identify a client roaming error.
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[0009] Figure 7 is a flow chart illustrating an embodiment of a process for analyzing reports

of a poor wireless connection.
DETAILED DESCRIPTION

[0010] The mvention can be implemented in numerous ways, including as a process; an
apparatus; a system; a composition of matter; a computer program product embodied on a computer
readable storage medium; and/or a processor, such as a processor configured to execute instructions
stored on and/or provided by a memory coupled to the processor. In this specification, these
implementations, or any other form that the invention may take, may be referred to as techniques.
In general, the order of the steps of disclosed processes may be altered within the scope of the
invention. Unless stated otherwise, a component such as a processor or a memory described as
being configured to perform a task may be implemented as a general component that is temporarily
configured to perform the task at a given time or a specific component that is manufactured to
perform the task. As used herein, the term ‘processor’ refers to one or more devices, circuits,

and/or processing cores configured to process data, such as computer program instructions.

[0011] A detailed description of one or more embodiments of the invention is provided
below along with accompanying figures that illustrate the principles of the invention. The
invention is described in connection with such embodiments, but the invention is not limited to any
embodiment. The scope of the invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and equivalents. Numerous specific details are
set forth in the following description in order to provide a thorough understanding of the invention.
These details are provided for the purpose of example and the invention may be practiced according
to the claims without some or all of these specific details. For the purpose of clarity, technical
material that is known in the technical fields related to the invention has not been described in

detail so that the invention is not unnecessarily obscured.

[0012] Facilitating analysis of wireless network performance (e.g., wireless network
performance of a mobile user) and mitigating the root cause is disclosed. In some embodiments,
event and performance data is tapped at a wireless access point. For example, the network packets
of the wireless access point are intercepted within the wireless access point for analysis to detect
any event types of interest. The tapped event data is stored temporarily for potential future analysis.
For example in one embodiment, the event data is stored in a ring buffer for analysis. In some
embodiments, the event data is processed using a plurality of event filters, each of which applies

event criteria to detect one or more types of events. For example, each filter has been configured to
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analyze the stored event data to identify an event type of interest, and when the event type of
interest has been detected, additional processing may be performed (e.g., report the event type of
interest, resolve errors associated with event type, etc.). The detected event types are reported. For
example, a report on a detected event type is sent to a remote server via a network for further
analysis. In some embodiments, detected event types are correlated across different wireless access
points at a server so that performance of the wireless network can be analyzed, improved, and/or

reported (e.g., report to network administrator).

[0013] Figure 1 is a block diagram illustrating an embodiment of a system for analyzing
event data of a wireless access point and/or wireless client. A wireless access point (i.e., AP) allows
one or more client devices to wirelessly connect to a network. For example, client 114 connects to
wireless access point 102 via a wireless connection and accesses the Internet via AP 102. Although
only one client is shown as connected to AP 102 in the example of Figure 1, a plurality of clients
may be connected to AP 102 simultaneously and the clients may communicate with one another via
AP 102. Examples of client 114 include a laptop computer, a desktop computer, a smartphone, a
tablet computer, an Internet of Things device, a wearable computer, a wireless repeater, a wireless
router, or any other wireless computer or device. In some embodiments, AP 102 includes and/or is
included in a wired router. For example, AP 102 includes a wired Ethernet router. AP 102 includes
components wireless radio 104, Ethernet 106, tap 108, storage 110, and event type filters 112. The
components shown in Figure 1 may be hardware and/or software components. For example,
wireless radio component 104 may include a wireless radio driver, integrated circuit chip, and/or
firmware. In another example, Ethernet component 106 includes an Ethemet controller, driver,
chip, and/or firmware. In some embodiments, wireless radio 104 receives communication to/from
client 114 wirelessly and the communication is routed from/to Ethernet 106 for communication via
a wired connection to network 116. Examples of wireless communication between wireless radio
104 and client 114 include Wi-Fi, IEEE 802.11x, Bluetooth, and/or other wireless standards and

protocols.

[0014] Tap component 108 taps into wireless radio 104 and Ethernet 106 to obtain event
data of interest. For example, packets such as control packets and data communication packets
received or sent by wireless radio 104 and/or Ethernet 106 or communicated between wireless radio
104 and Ethemet 106 are obtained by tap 108. Tap component 108 may include any number of
component taps. For example as shown in Figure 1, tap 108 includes an analytic tap and a
performance tap. For example, the performance tap examines the actual contents of network

packets to observe headers and statistics on packet flow to identify data packets for storage in
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storage 110 and the analytic tap observes network statistics (e.g., client received signal strength
indicator (RSSI), dropped packets, etc.) to identify analytic performance data for analysis and
storage in storage 110. In some embodiments, the software and/or firmware drivers of wireless
radio 104 and/or Ethemet 106 have been configured to allow tap 108 to receive (e.g., intercept)
event data of interest. Tap 108 may be a software module of a software kernel of AP 102. In some
embodiments, the event data obtained by tap 108 have been selectively obtained based on one or
more preconfigured criteria. In some embodiments, the events/data obtained by tap 108 include
every packet of wireless radio 104. In some embodiments, the types of data obtained by tap 108
include specific types of data specified by one or more event type filters of component 112. The
event data obtained by tap 108 are stored in storage 110. Examples of storage include a memory, a
hard drive, a flash drive, a buffer and any other type of storage. In some embodiments, event data
entries stored by tap 108 in storage 110 are automatically deleted based on a policy. For example,
an oldest entry is selectively deleted when storage 110 is full to create storage space for a new data
entry. In another example, an entry is deleted after a predetermined amount of time has passed
since a timestamp of the entry. In another example, all events/data associated with a particular
client are deleted when the particular client is disconnected from AP 102. In some embodiments,
event data obtained by tap 108 is stored in a ring buffer of storage 110. For example, the ring buffer
is limited in total storage size and/or total number of entries and when the ring buffer is full, entries

are deleted in a first-in-first-out order to create storage space for a new entry to be added.

[0015] Event type filters component 112 includes one or more preconfigured filters. For
example, a user/administrator is able to add/remove/modify one or more desired filters to event
type filters 112. Each filter may define one or more event criteria to classify event data to detect
one of a plurality of types of events. For example, event data (e.g., network packets) stored in
storage 110 is analyzed using a filter to determine whether a type of event to be detected using the
filter has been detected. A filter may perform actions such as send/receive network data based on
the detection of the type of event. For example, event type filters are utilized to detect potential
and/or existing network problems and automatically mitigate and/or resolve the network problems.
In some embodiments, an event type filter sends a report regarding one or more detected event
types to analysis server 118 via network 116 for analysis. For example, detected types of events at
various APs are correlated by analysis server 118. The report may include data packets, indication
of type of event detected, a status of an AP, and/or any other information associated with the type
of event. In some embodiments, the report is sent by the event type filter to another AP. For
example, rather than correlating information across various APs at a remote analysis server, an AP

receives one or more reports from other APs to correlate data and determine a correlation result. In
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some embodiments, the data associated with a detected event is stored in storage 110 by an event
type filter. In some embodiments, storage 110 tracks a status and/or other information associated

with each client connected to AP 102.

[0016] Analysis server 118 may include one or more devices. For example, analysis server
118 represents a cloud/cluster of servers and/or networked storage. Analysis server 118 includes
event type correlation and analysis component 120. Component 120 receives data from event type
filters of different APs and correlates the data to determine a result. In some embodiments,
component 120 receives data from location service 120 for correlation and analysis with one or
more event reports. In some embodiments, location service 120 tracks determined physical
locations of one or more clients that are connected any of one or more APs, including AP 120. For
example, based on signal strength, reported GPS data and/or other detected factors, current physical
locations of clients connected to APs of a physical site are tracked by location service 120. In some
embodiments, component 120 performs correlation for a single type of event and receives reports
from the same event type filter of various different APs. There may exist a plurality of different
event type correlation and analysis engines within server 118. For example, each different event
type correlation and analysis engine of server 118 corresponds to a different type of event type
filter (e.g., filter of 112). In some embodiments, event type correlation and analysis component 120
performs correlation and analysis for a plurality of different types of events. In some embodiments,
component 120 performs correlation and analysis using external event types (e.g., external
events/data gathered/received from sources external a network of clients and APs) in addition to
internal event types detected by one or more APs. For example, a release of a new operating system
is detected from an external source and correlated with event types reported by APs. In some
embodiments, performing the correlation and analysis includes determining similarities and
patterns of detected types of events. For example, a network error is detected by various event type
filters of APs that are correlated to identify a common cause of the network error. In some
embodiments, performing the correlation and analysis includes sending a command and/or
instruction to one or more APs. For example, an instruction/command on how to resolve and/or
mitigate a detected problem is sent to APs identified to be affected. In some embodiments, an event
type filter sends a report to server 118 for analysis to offload processing in an effort to save the

computing resources required of an AP.

[0017] Event type correlation and analysis database 122 stores correlation and analysis
results of one or more event type correlation and analysis components (e.g., component 120). In

some embodiments, database 122 stores data/reports received from one or more APs for analysis by
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one or more event type correlation and analysis components (e.g., component 120). In some
embodiments, database 122 tracks the status of one or more APs and/or clients of one or more APs.
For example, database 122 tracks each client that has been affected by a particular network error.
Mitigation module 120 receives input from one or more event type correlation and analysis engines
(e.g., engine 120) and/or database 122 to determine one or more instructions to be provided to a
AP, a client, an end user and/or a network administrator to mitigate, resolve and/or prevent detected
network issues (e.g., network error). In an alternative embodiment, mitigation module 120 is
external to server 118. Dashboard 124 provides one or more interfaces to allow an end user of a
client and/or administrator to view correlation/analysis results and/or a status/performance of one or
more APs. For example, correlation/analysis results of an issue affecting clients of APs managed by
a network administrator are able to be viewed by the network administrator via a webpage interface
of dashboard 124 accessed via network 116. In some embodiments, an administrator and/or an end
user is provided an identification of an issue (e.g., network error) affecting one or more APs and/or

clients and is provided an interface/instructions to manage and/or mitigate/resolve the issue.

[0018] Examples of network 116 include one or more of the following: a direct or indirect
physical communication connection, a mobile communication network, a wireless network,
Internet, intranet, L.ocal Area Network, Wide Area Network, Storage Area Network, and any other
form of connecting two or more systems, components, or storage devices together. Other
communication paths may exist and the example of Figure 1 has been simplified to illustrate the
example clearly. The connections between the components shown in Figure 1 may be a wired
connection, a wireless connection, and/or software data communication paths. In some
embodiments, client 114 connects to AP 102 to access the Internet of network 116. Although single
instances of the components shown in Figure 1 have been shown to simplify the diagram,
additional instances of any of the components shown in Figure 1 may exist. For example, any
number of APs may exist and provide data/reports to server 118. Any number of analysis servers
may be connected to network 116. Many clients may be connected to AP 102. Any number of
event type filters and event type correlators may exist. Components not shown in Figure 1 may also

exist.

[0019] Figure 2 is a flow chart illustrating an embodiment of a process for processing
events to determine one or more types of events. The process of Figure 2 may be implemented on
wireless access point 102 of Figure 1. In various embodiments, at least a portion of the process of

Figure 2 is repeated periodically and/or dynamically.

[0020] At 202, event data is received. In some embodiments, receiving the event data
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includes tapping into occurrences of events at an AP. In some embodiments, receiving the events
includes intercepting event data at an AP. For example, the received event data is a copy of packets
handled by the AP. The event data may include control packets, data packets, message packets, or
any other forms of communication network packets. In some embodiments, one or more drivers
and/or firmware of an AP provides access to the received event data. For example, a wireless radio
driver and/or Ethernet driver has been configured to provide the received event data. In some
embodiments, the event data includes one or more communications to and/or from a wireless radio
component and/or an Ethernet component of an AP. In some embodiments, the event data is
received at a software and/or hardware component of the AP configured to handle the received

events.

[0021] In some embodiments, receiving the event data includes allowing network packets
of interest to be processed and routed as normal by the AP while copying the network packets to
storage 110 to be received at 202. In some embodiments, the received event data is received at tap
108 of Figure 1. For example, tap 108 implemented in a kernel module of AP 102 monitors
network packets and the status of AP 102 and obtains the information of interest. In some
embodiments, only specific event data that fits a criteria is received. For example, packets are
filtered using one or more specified filters to only receive packets of interest. The criteria may be
specified by a user/administrator. In some embodiments, the criteria is associated with one or more
event type filters (e.g., event type filters 112 of Figure 1). For example, the criteria utilized to filter
the received event data corresponds to event data to be analyzed by one or more event type filters to
detect one or more types of events. In some embodiments, the received events are filtered after

being received and specific event data that does fit a criteria is dropped.

[0022] At 204, the received event data is stored. For example, the packets and/or
status/information of interest of an AP is stored in storage 110 of Figure 1. In some embodiments,
storing the event data includes filtering the received data to only store event data that meets the
criteria. For example, the criteria utilized to filter the received events corresponds to event data to
be analyzed by one or more event type filters to detect one or more types of events. In some
embodiments, storing the event data includes deleting an event data entry from storage 110. For
example, of the event data stored in a first-in-first-out data structure, the oldest entry in the data
structure is removed if the data structure is full. In some embodiments, a stored event data entry
expires after a predetermined threshold amount of time after being stored and is automatically
deleted when the threshold amount of time has been reached. In some embodiments, received event

data is categorized and stored in a specific data location/structure at least in part based on the
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categorization. For example, different data structures store different categories of event data.

[0023] At 206, the stored event data is processed using one or more event type filters to
detect one or more types of events. In some embodiments, the event type filters include one or
more preconfigured filters. For example, a user/administrator is able to add/remove/modify one or
more desired filters to be applied by an AP. Each filter may define one or more criteria to identify a
status and/or type of event of interest. For example, stored event data (e.g., network packets) is
analyzed using an event type filter to determine whether a type of event to be detected using the
filter has been detected. In one example, an event type filter analyzes stored event data of interest
(e.g., searches for network packets containing specific content) to identify an event data pattern
(e.g., repeated event data, a specific series of event data, etc.) that identifies a type of event. In
some embodiments, a filter may perform actions such as send/receive data (e.g., requests for
information) in order to detect a type of event. For example, once a certain event data (e.g., certain
error message packet) has been detected by a filter, the filter sends an interrogation communication
(e.g., test packet) to test a hypothesis of a cause of the certain event data and determines whether a
certain type of event has occurred based on the response of the interrogation communication. In
another example, once a type of event (e.g., network/communication error) has been detected using
a filter, the filter initiates commands and/or communication to handle (e.g., mitigate and/or resolve)
the type of event. In some embodiments, processing the event data includes periodically executing
each event type filter to perform processing and event type detection of the event type filter. In
some embodiments, the event type filter selects one or more event data entries of interest that meet
a criteria of the event type filter to be included in a report to be sent for further analysis. For
example, an event type filter is configured to send new control packets (e.g., packets specifying

communication status, configuration, setup, error, etc.) in a report for further analysis.

[0024] At 208, any detected event type is reported. In some embodiments, once an event
type filter has detected a type of event, a report of the detected type of event is sent. The report may
be sent to an analysis server (e.g., server 118) and/or another AP for further analysis and/or
archival/reporting. For example, a centralized server with more computing resources than an AP
may perform the analysis. In another example, an AP receives reports from other related APs and
performs correlation across different reports to discover correlation results. In some embodiments,
reporting the detected event type includes sending a copy of one or more stored event data (e.g.,
packets) corresponding to the detected type of event. For example, the event data stored in storage
110 of Figure 1 that indicates the type of event is included in a report sent for further analysis. The

report may include one or more of the following: information about the type of event identified,
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identification of one or more clients associated with the type of event, a status of one or more
clients associated with the type of event, identification of an AP associated with the type of event,
or a status of an AP and other information associated with the identified type of event. In some
embodiments, by utilizing the reported information, the recipient may correlate the reported
information across various other reports from other APs to determine a correlation result. For
example, a network problem affecting one AP may be due to an error specific to the particular AP
while the same network problem encountered by multiple different APs may be due to an error of a
remote network service. In some embodiments, the report includes encrypted and/or compressed
data. For example, a compressed version of event data is included in the report to reduce bandwidth

required to transmit the report.

[0025] In some embodiments, reporting the detected event type includes tracking a status of
the detected type of event once it has been detected. For example, once a network problem event
type has been detected and reported, a status of the problem is tracked and reported until the
problem has been resolved and/or is no longer applicable. In one example, a list of clients affected
by the detected event type is maintained and the status of the event type for each client is
periodically determined (e.g., send a query communication, analyze newly tapped event data, etc.)

and any change in the status of the event type for each client is reported to an analysis server.

[0026] At 210, an instruction regarding one or more of the detected event types is received.
In some embodiments, the instruction is received from a recipient that received the report sent in
208. For example, an analysis server provided the instruction. In another example, a remote AP
provided the instruction. In some embodiments, the instruction is based at least in part on analysis
and/or correlation results associated with the report sent in 208. For example, an instruction on how
to handle the detected event type is received in 210. In some embodiments, the instruction modifies
a status, a configuration, data, a filter, a software component, a driver, and/or other component or
operation of an AP. In some embodiments, the instruction indicates a data to be sent from an AP. In
some embodiments, the instruction includes a data (e.g., packet) to be processed (e.g., processed as
a received packet) by the AP. In some embodiments, the instruction identifies that status updates
regarding a specific detected event type should not be provided. For example, a recipient has
received the report on the detected event type and does not desire additional information about the
detected event type. In some embodiments, the instruction identifies one or more client instructions
to be provided to the client for implementation by the client. In some embodiments, the instruction
is associated with mitigation, preventing, and/or resolving an error detected as the detected event

type. In some embodiments, step 210 is optional. For example, for a particular detected event type,
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an instruction is not received.

[0027] At 212 the instruction is implemented. In some embodiments, implementing the
instruction includes executing processing identified by the instruction. In some embodiments,
implementing the instruction includes implementing changes indicated by the instruction. For
example, a configuration of an AP is modified as specified by the instruction. In some
embodiments, implementing the instruction includes processing one or more packets included in
the instruction as a packet received from a source different than the sender of the instruction. In
some embodiments, implementing the instruction by an AP includes sending one or more packets

instructed in the instruction as a packet originated by a client of the AP (e.g., spoofed packet).

[0028] Figure 3 is a flow chart illustrating an embodiment of a process for analyzing one or
more reports of types of events. The process of Figure 3 may be implemented on analysis server

118 of Figure 1.

[0029] At 302, one or more reports indicating one or more detected types of events are
received. In some embodiments, one or more reports sent in 208 are received. In some
embodiments, the report includes one or more event data (e.g., packets) to be analyzed. In some
embodiments, the reports are received from a plurality of different APs and the reports from APs
that are associated (e.g., APs of the same physical site) are grouped together. In some
embodiments, reports for the same type of event are grouped together. The report may include one
or more of the following: information about the type of event identified, identification of one or
more clients associated with the type of event, status of one or more clients associated with the type
of event, locations of one or more clients associated with the type of event, identification of an AP
associated with the type of event, status of an AP, and other information associated with the

identified type of event.

[0030] At 304, one or more reports are sorted and analyzed/correlated to determine an
analysis/correlation result. By processing analysis and/or correlation at a remote server,
computationally expensive analysis tasks may be offloaded from an AP and trends across different
APs may be correlated to better determine a cause and/or resolution of a type of event. In some
embodiments, event data and/or other data included in reports may be extracted from the report and

separately correlated/analyzed.

[0031] A separate software component may analyze and correlate reports for each different

type of event. For example, a different analysis/correlation engine performs correlation for each

10
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different type of event and receives reports from the same event type filter of various different APs.
In some embodiments, the analysis/correlation engines may be at least in part configured and/or
specified by a user. For example, a user may program/specify a desired analysis/correlation engine
using an application programming interface (i.e., API) of an analysis server. In some embodiments,
a single engine performs correlation and analysis for a plurality of different types of events. In
some embodiments, one or more engines perform correlation and analysis using external event
types (e.g., external events/data gathered/received from sources external to clients and APs) in
addition to internal event types detected by one or more APs. For example, a release of a new
operating system is received from an external source and correlated with event types reported by
APs. In some embodiments, performing the correlation and analysis includes analyzing event data
to identify an action to be performed based on analysis results. For example, event data is analyzed
to identify a user indication, a warning, a message, a status, and/or other information to be
provided. In another example, event data is analyzed to identify an action to be performed to
mitigate, prevent, and/or resolve a problem (e.g., network error, AP component error, etc.)
discovered using the analysis. In some embodiments, performing the correlation and analysis
includes determining patterns, trends, and/or correlating detected types of events across different
APs. For example, it is determined whether a same type of event associated with the same network
component/service has been detected across a plurality of APs. In some embodiments, the number
of clients and/or APs affected by a specific type of event may correspond to a different cause and/or
resolution for the type of event. For example, an error event type detected at one AP may be due to
the AP while an error event type detected across different APs may be due to a larger network
failure. In some embodiments, the analysis/correlation result is stored in storage (e.g., stored in

database 124 of Figure 1).

[0032] At 306, instructions associated with the analysis/correlation of 304 are sent. In some
embodiments, step 306 is optional. In some embodiments, the sent instruction is received at 210 of
Figure 2. In some embodiments, the instruction is based at least in part on analysis and/or
correlation results performed in 304. For example, an instruction on how to handle a detected event
type is provided. In some embodiments, the instruction is to modify a status, a configuration, data,
a filter, a software component, a driver, and/or other component or operation of an AP. In some
embodiments, the instruction indicates a data to be sent by an AP (e.g., sent by the AP originated
by a client of the AP). In some embodiments, the instruction includes data (e.g., packet) to be
processed (e.g., processed as a received packet) by an AP. In some embodiments, the instruction
indicates a data to be sent to a client of an AP. In some embodiments, the instruction identifies that

status updates regarding a specific detected event type are not to be provided. In some
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embodiments, the sent instruction is to be provided to a client to allow the client to implement the
instruction to mitigate, prevent and/or resolve an error. In some embodiments, the instruction is
associated with mitigating, preventing, and/or resolving an error (e.g., network error) detected as

the detected event type.

[0033] At 308, the analysis/correlation result is provided. For example, a user and/or
network administrator is provided an interface to view correlation/analysis results and/or a
status/performance of one or more APs. In some embodiments, correlation/analysis results of an
event type affecting clients of APs managed by a network administrator are able to be viewed by
the network administrator via a webpage interface. In some embodiments, for a detected type of
event (e.g., each network error), the identification of affected clients/APs, a number of the affected
clients/APs, a status of the affected clients/APs, a length of time the affected clients/APs have been
affected, possible resolutions for the detected type of event, instructions attempted to resolve the
detected type of event, a performance of the affected clients/APs, and/or any other related
data/information is provided. In some embodiments, providing the analysis/correlation result

includes providing a notification message of the analysis/correlation.

[0034] Figure 4 is a flow chart illustrating an embodiment of a process for processing
events to identify a Dynamic Host Configuration Protocol (i.e., DHCP) error. The process of Figure
4 may be implemented on wireless access point 102 of Figure 1. In some embodiments, the process
of Figure 4 is a specific example of the process of Figure 2. In some cases, a client of an AP is
unable to obtain an IP address from a DHCP service (e.g., a DHCP server or a pool of DHCP
servers). In the event a client is unable to obtain an IP address to access a network, it is desirable to
resolve the error as soon as possible to enable the client to access the network as soon as possible.
In some embodiments, the inability of a client to obtain an IP address is automatically detected by
an event type filter that monitors for control packets that indicate the DHCP error event type. There
may be various causes for the DHCP error, and in some embodiments, the cause is attempted to be

discovered. If possible, the DHCP error may be automatically resolved.

[0035] At 402, network communication packets associated with a DHCP service are
received. In some embodiments, receiving the packets includes tapping into wireless radio drivers
of an AP to obtain control packets (e.g., DHCP discover, offer, request, acknowledgement,
information, release, renewal, etc. packets) to and/or from a DHCP service/server. For example,
when a new client requests an IP address lease by sending a DHCP discover control packet, DHCP
offer control packets are received by a client via an AP from a DHCP service/server that makes an

offer of an IP address lease, and the client responds via the AP to the offer by sending a DHCP
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request control packet that indicates the request for the offered IP address lease. This request may
be acknowledged by the DHCP server using a DHCP acknowledgement packet. By obtaining these
control packets that reveal the status DHCP service, the control packets may be stored and analyzed
to detect any DHCP service problems. In some embodiments, receiving the packets includes
intercepting the packets. The network communication packets may include control packets, data
packets, message packets, or any other forms of communication packets. In some embodiments,
receiving the packets includes specifically selecting network communication packets that are
associated with a DHCP service. In some embodiments, the network communication packets
associated with a DHCP service are included in a larger group of received network communication
packets. In some embodiments, the network communication packets associated with the DHCP

service are stored. For example, the packets are stored in storage 110 of Figure 1.

[0036] At 404, the received packets are analyzed to identify any DHCP issues. In some
embodiments, an event type filter (e.g., one filter of filters 112 of Figure 1) that is configured to
identify DHCP issues is executed. In some embodiments, analyzing the received packets includes
analyzing a history of DHCP control packets that have been stored for analysis. In some
embodiments, the DHCP issues to be detected include discovering a failure to obtain and/or renew
an IP address lease. For example, specific packets identifying failures and/or a lack of an expected
response packet are detected. In some embodiments, when a packet from a DHCP server indicates
that an IP address pool has been exhausted, an IP address pool exhaustion failure is identified. In
some embodiments, when a packet from a DHCP server indicates a service error, a DHCP
service/server error is identified. In some embodiments, when a packet from a DHCP server
indicates an error during a DHCP session to obtain an IP address lease, a DHCP session error is
identified. In some embodiments, when a DHCP service is unresponsive, an unresponsive DHCP

service is identified.

[0037] In some embodiments, a hypothesis of a type and/or cause of a DHCP issue is
identified by analyzing the received DHCP control packets. In some embodiments, the hypothesis
is tested by an event type filter to confirm or reject the hypothesis. In some embodiments, one or
more packets (e.g., ping, ARP protocol packet, etc.) probing the state of the DHCP service/server
and/or an IP address pool is sent and the response and/or a lack of a response is analyzed to
confirm, reject, or modify the hypothesis. For example, because a DHCP service has not responded
to a DHCP discover control packet, a preliminary hypothesis is made that the DHCP service is
offline and this hypothesis is tested by pinging the DHCP service/server with a ping packet. In the
event the DHCP service/server responds to the ping packet, the hypothesis is rejected and another
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hypothesis may be determined. In some embodiments, a request packet is sent to discover the type,
model, provider, manufacturer, and/or version of the DHCP service/server. For example, a certain
DHCEP service/server version may be affected by a known bug, and a detected DHCP issue may be
attributable to the bug if the DHCP service/server is of the certain version.

[0038] At 406, any detected DHCP issues are reported. The report may be sent to an
analysis server (e.g., server 118) and/or another AP for further analysis and/or archival/reporting.
For example, a centralized server with more computing resources than an AP may perform further
analysis. In another example, an AP receives reports from other related APs and performs
correlation across reports to discover any correlation in DHCP issues. The report may include one
or more of the following: information about the type of DHCP issue, identification of one or more
clients affected by the DHCP issue, copies of packets analyzed to determine the DHCP issue,
communication sent to identify the DHCP issue (e.g., packets to confirm hypothesis), identification
of an AP associated with the type of event, a status of an AP, and any other information associated
with the identified DHCP issue. In some embodiments, by utilizing the reported information, the
recipient may correlate the reported information across various other reports from other APs to
determine a correlation result. For example, a DHCP problem affecting only one AP may be due to
a network connection error specific to the particular AP while the same network problem
encountered by multiple different APs simultaneously may be due to a DHCP service error. In
some embodiments, the report includes encrypted and/or compressed data. For example,
compressed versions of DHCP control packets are included in the report to reduce bandwidth

required to transmit the report.

[0039] In some embodiments, once a DHCP issue has been detected and reported, the
DHCEP issue may be continually monitored, and a status update is provided when applicable until
the issue has been resolved and/or is no longer applicable. For example, a list of clients affected by
the DHCP issue is tracked and the status of the issue for each client is periodically determined (e.g.,
send a status query communication to the DHCP service and/or a client and analyze the response,

analyze new DHCP control packets, etc.) and any changes in the status for each client are reported.

[0040] At 408, the detected DHCP issue is mitigated, if applicable. In some embodiments,
the mitigation is based at least in part on analysis and/or correlation results associated with the
report sent in 406. In some embodiments, the mitigation modifies a status, a configuration, data, a
filter, a software component, a driver, and/or other component or operation of an AP. In some

embodiments, the mitigation is associated with preventing and/or resolving the DHCP issue.
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[0041] For example, instructions and/or control messages/packets are sent to a DHCP
server and/or a client to resolve the detected DHCP problem. The actions to be performed to
mitigate the DHCP problem may be determined by a recipient of the reports and provided to an AP
to be implemented. In some embodiments, the actions to be performed are determined by an AP.
For example, an event type filter of the AP specifies actions to be performed in the event a certain
criteria/problem has been detected. In some embodiments, mitigating the DHCP problem includes
performing an action on behalf of an affected client. For example, an AP generates and sends to a
DHCEP service/server a control packet to release an IP address lease that appears to the DHCP
service/server (e.g., spoofed packet) as if the control packet was generated by the affected client.
This may be necessary due to certain versions of a DHCP server that cannot handle DHCP
renewals. For example, when a client attempts to renew an IP address lease prior to its expiration,
some DHCP services/servers reject the renewal and force the client to obtain a new IP address
lease. However, the previous IP address lease has not been released when the new IP address lease
is requested and this may contribute to exhaustion of an IP address pool. When this is detected, an
AP may send a control message to the DHCP server to release the previous IP address lease to free

up the IP address of the previous IP address lease.

[0042] Figure 5 is a flowchart illustrating an embodiment of a process for analyzing DHCP
issue event type reports. The process of Figure 5 may be implemented on analysis server 118 of
Figure 1. In some embodiments, the process of Figure 5 is a specific example of the process of

Figure 3.

[0043] At 502, one or more reports indicating one or more DHCP issues are received. In
some embodiments, one or more reports sent in 406 by one or more APs are received. In some
embodiments, the reports are received from a plurality of different APs and the reports from APs
that are associated (e.g., APs of same physical site, sent by the same event type filter, etc.) are

grouped together.

[0044] At 504, one or more reports are analyzed and correlated to determine an
analysis/correlation result. By processing analysis and/or correlation at a remote server, trends
across APs may be correlated to determine a higher level issue and/or better determine a cause
and/or resolution of the DHCP issue. In some embodiments, control packets and/or other data
included in reports may be extracted from the report and separately correlated/analyzed. In some
embodiments, performing the correlation and analysis includes analyzing the one or more reports to
identify an action to be performed based on the analysis result. For example, the reports are

analyzed to identify a user indication, a warning, a message, a status, and/or other information to be
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provided. In another example, the reports are analyzed to identify an action to be performed to
mitigate, prevent, and/or resolve the DHCP issue. In some embodiments, performing the correlation
and analysis includes determining DHCP issue trends and correlating DHCP issues across clients of
different APs. For example, the number of clients and/or APs affected by a specific DHCP problem
may indicate the cause and/or resolution for the DHCP issue event type (e.g., only one affected AP
is likely an internal issue with the AP while multiple affected APs are likely a problem with a
DHCEP service). In some embodiments, the analysis/correlation result is stored in storage (e.g.,

stored in database 124 of Figure 1).

[0045] At 506, instructions associated with the analysis/correlation result are provided. For
example, the instruction is sent via a network to an AP that has encountered the DHCP issue. In
some embodiments, step 506 is optional. In some embodiments, the sent instruction is received at
408 of Figure 4 to mitigate the detected DHCP issue. In some embodiments, the instruction is based
at least in part on analysis and/or correlation results performed in 504. For example, an instruction
on how to resolve the DHCP issue is provided. In some embodiments, the instruction specifies a
modification of a status, a configuration, data, a filter, a software component, a driver, and/or other
component or operation of an AP or a client of the AP. In some embodiments, the instruction
identified an action to be performed by an AP on behalf of a client. For example, an AP generates
and sends to a DHCP service/server a control packet to release an IP address lease that appears to
the DHCP service/server (e.g., spoofed packet) as if the control packet was generated by the
affected client. In some embodiments, the instruction is an instruction received by an AP in 408 of

Figure 4 to mitigate the DHCP issue.

[0046] At 508, the analysis/correlation result is provided. For example, a user and/or
network administrator is provided an interface to view a summary of DHCP issues encountered by
clients/APs managed by the user. For example, the DHCP status summary is provided via a
webpage interface. In some embodiments, for each type of detected DHCP issue, an identification
of the DHCP issue, an identification of affected clients/APs, a number of the affected clients/APs, a
status of the affected clients/APs, a length of time the affected clients/APs have been affected,
possible resolutions for the detected DHCP issue, actions attempted to resolve the detected DHCP
issue, a performance of the affected clients/APs, and/or any other related data/information is

provided to allow an administrator to track and manage the DHCP issue.

[0047] Figure 6 is a flowchart illustrating an embodiment of a process for processing events
to identify a client roaming error. The process of Figure 6 may be implemented on wireless access

point 102 of Figure 1. In various embodiments, the process of Figure 6 is a specific example of the
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process of Figure 2. In some cases, a client of an AP is unable to properly roam between different
APs to obtain the best wireless network connection. For example, a large physical site such as a
hotel building includes many deployed APs to cover various different physical location zones of the
hotel building. An ideal client efficiently roams and connects to an AP that provides the best
service. For example, once a wireless signal strength is below a threshold value for at least a
threshold amount of time and another valid AP with a stronger signal strength has been detected,
the client should connect to the new AP. However, certain clients, such as Apple Corporation iOS
devices, attempt to maintain connection with a currently connected AP for as long as possible
despite poor network performance and despite having available a different AP with stronger signal
strength. This may optimize performance for a typical home environment with a single AP but may
perform poorly in environments with multiple APs. In some embodiments, situations when a client
should roam to a different AP are automatically detected by using an event type filter that monitors

for network packets to detect poor network performance for the client.

[0048] At 602, network communication packets associated with a poor wireless network
connection are received. In some embodiments, receiving the packets includes tapping into wireless
radio drivers of an AP to obtain event data (e.g., packets identifying retries, wireless signal
strength, repeated packets, etc.). For example, when a wireless connection between a client and an
AP is poor, transmitted packets may become lost. This may lead to packets that are repeated (e.g.,
response was not received so packet is retried) and requested again. In some embodiments, a
received packet may indicate (e.g., in metadata) a signal strength detected by a client. In some
embodiments, the received packet may indicate a signal strength of a client connection detected by
an AP. The network communication packet may include a control packet and a data packet. In
some embodiments, the received packet may indicate APs and associated signal strength able to be
detected by a client. In some embodiments, receiving the packets includes intercepting the packets.
The network communication packets may include control packets, data packets, message packets,
or any other forms of communication packets. In some embodiments, receiving the packets
includes specifically selecting network communication packets that are associated with a wireless
connection performance. In some embodiments, the received network communication packets are

stored. For example, the packets are stored in storage 110 of Figure 1.

[0049] At 604, the received packets are analyzed to identify a poor wireless connection
between a client and a wireless access point. For example, the wireless connection may be poor due
to low wireless signal strength. In some embodiments, an event type filter (e.g., one filter of filters

112 of Figure 1) that is configured to identify poor wireless connections is executed. In some
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embodiments, analyzing the received packets includes identifying whether a communication error
rate and/or a detected/reported wireless signal strength threshold is below corresponding threshold
values. In the event the detected communication error rate and/or a detected/reported wireless
signal strength is below corresponding threshold values, a poor wireless connection event type is
detected and identified. In some embodiments, information about a client is probed and obtained.
For example, a device type of the client, a model/version of the wireless component of the client, an
operating system of the client, and/or other information about the client is obtained to enable
determination of a solution. In some embodiments, one or more packets probing the client are sent

and the corresponding response(s) are analyzed.

[0050] At 606, any detected poor wireless connection event type is reported. The report
may be sent to an analysis server (e.g., server 118) and/or another AP for further analysis and/or
archival/reporting. For example, a centralized server with more computing resources than an AP
may perform further analysis. In another example, an AP receives reports from other related APs
and performs correlation across reports to discover a better AP for a client. The report may include
one or more of the following: detected wireless devices of an AP and corresponding associated
wireless signal strengths, clients of an AP and corresponding associated wireless signal strengths,
communication error rates of clients of an AP, identification of one or more clients associated with
weak wireless connections, copies of packets analyzed to determine the poor wireless connection,
communication sent to identify the poor wireless connection, information about an AP, a status of
an AP, a physical location coordinate of a client, information about affected clients, and any other
information associated with the identified weak connection(s). In some embodiments, by utilizing
the reported information, the recipient may correlate the reported information across various other
reports from other APs to determine a correlation result. For example, a client that should roam to
another AP is identified (e.g., client that is an iOS device and able to establish a better connection
with another AP is identified). In some embodiments, the report includes encrypted and/or
compressed data. For example, compressed versions of packets are included in the report to reduce

bandwidth required to transmit the report.

[0051] In some embodiments, once a poor wireless connection has been detected, the
connection status may be continually monitored, and a status update is provided when applicable
until the connection status is no longer weak and/or has been disconnected. For example, a list of
clients with poor wireless connections is tracked and the wireless connection status for each client
is periodically determined and any changes in the status for each client is reported to an analysis

SCrver.
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[0052] At 608, the poor wireless connection is terminated, if applicable. For example, an
AP terminates a connection with a client to force the client to connect to another AP. The client
may attempt to reestablish a wireless connection with the same AP associated with the weak
wireless connection and the AP may continually refuse and/or terminate the repeated connection
attempts for the client associated with the weak wireless connection for at least a configured
amount of time and/or a configured number of attempts. The AP may allow the reconnection
attempt in the event a signal strength of the client has improved by at least a threshold amount. The
decision to terminate the connection to force a client to connect to another AP may be determined
by a server that received the reports sent in 606. In some embodiments, the decision to terminate
the connection is determined by an AP. For example, an event type filter of the AP specifies that a
weak wireless signal is to be terminated in the event the client is able to connect to another valid

AP associated with a stronger wireless signal.

[0053] Figure 7 is a flow chart illustrating an embodiment of a process for analyzing reports
of a poor wireless connection. The process of Figure 7 may be implemented on analysis server 118
of Figure 1. In some embodiments, the process of Figure 7 is a specific example of the process of

Figure 3.

[0054] At 702, one or more reports indicating one or more weak wireless connections are
received. In some embodiments, one or more reports sent in 606 by one or more APs are received.
In some embodiments, the reports are received from a plurality of different APs and the reports

from related APs (e.g., APs of the same physical site) are grouped together.

[0055] At 704, one or more received reports are analyzed and correlated to determine an
analysis/correlation result. By processing analysis and/or correlation at a remote server, wireless
connections across different APs may be tracked and managed at a central location to determine the
best AP for each client. In some embodiments, packets and/or other data included in the reports
may be extracted from the report and separately correlated/analyzed. In some embodiments,
performing the correlation and analysis includes analyzing the one or more reports to identify an
action to be performed based on the analysis result. For example, the reports are analyzed to
identify whether a client with a weak wireless signal strength connection to an AP should be

disconnected to force the client to connect to another AP.

[0056] In some embodiments, the type of client affected by the poor wireless connection is
identified and in the event it is known that the client is of a type (e.g., i0S device type) known to

not roam efficiently, it is determined whether a better AP for the client is available (e.g., would be
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better served by another AP identified at least in part by analyzing signal strength between the
client and various APs as reported by the client and/or the various APs). For example, if the signal
strength between the client and another AP is stronger by at least a threshold amount, it is
determined that a better AP is available for the client. In some embodiments, a status, a
performance, a number of clients, and other information about APs are included in the reports and
are utilized to determine whether a better AP for the client is available. For example, although a
client affected by a poor wireless connection can connect to another AP associated with a higher
signal strength, this AP is not a better AP for the client because the AP is currently overloaded. In
some embodiments, the better AP is identified by determining/identifying a physical location of a
client and identifying the best AP to provide wireless network access at the location of the client. In
some embodiments, the better AP is identified by analyzing signal strength of a client detected by a
plurality of APs. For example, each AP provides a report of wireless devices detected and
associated signal strengths and the AP that reported the strongest signal strength for the client is
selected. In some embodiments, analyzing and correlating the reports includes determining a best
distribution of wireless clients across APs of a site that maximizes one or more network
performance factors (e.g., average bandwidth, peak bandwidth, reliability, etc.). In some
embodiments, the analysis/correlation result is stored in storage (e.g., stored in database 124 of

Figure 1).

[0057] At 706, one or more instructions associated with the analysis/correlation of 704 are
provided. For example, the instruction is sent via a network to an AP that is to disconnect a client.
In some embodiments, step 706 is optional. In some embodiments, the sent instruction is received
at 608 of Figure 6 to disconnect a client associated with a poor wireless signal. In some
embodiments, the instruction is based at least in part on analysis and/or correlation results
performed in 704. For example, a client associated with a weak wireless signal is to be
disconnected if a better AP is available for the client and fits with a determined distribution plan. In
another example, a client associated with a weak wireless signal is to be disconnected if the client is

of a specific type (e.g., 10S) and a better AP is available for the client.

[0058] At 708, the analysis/correlation result is provided. For example, a user and/or
network administrator is provided an interface to view a summary of wireless network
performance. For example, performance metrics for wireless connections are provided via a
webpage interface. In some embodiments, for weak wireless connections, the identification of
affected clients/APs, a number of the affected clients/APs, a status of the affected clients/APs, a
length of time the affected clients/APs have been affected, possible resolutions for the detected type
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of event, instructions attempted to resolve the detected type of event, a performance of the affected

clients/APs, and/or any other related data/information is provided.

[0059] Although the foregoing embodiments have been described in some detail for
purposes of clarity of understanding, the invention is not limited to the details provided. There are
many alternative ways of implementing the invention. The disclosed embodiments are illustrative

and not restrictive.
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CLAIMS

1. A wireless access point system, comprising:
a processor configured to tap event data and process the event data using a plurality of event
filters, wherein each event filter of the plurality of event filters applies event criteria to detect one
s or more types of events;
a memory configured to store the tapped event data; and
a communication interface configured to report a report of a detected event type, wherein at

least a portion of the report is correlated to analyze a performance of a wireless network.

2. The system of claim 1, wherein the event data includes analytic data quantifying network

10 performance.

3. The system of claim 1, wherein the performance of the wireless network includes a wireless

network performance of a client of the wireless access point system.

4. The system of claim 1, wherein at least the portion of the report is correlated with location
information of a client of the wireless access point system to analyze the performance of the

15 wireless network.

5. The system of claim 1, wherein at least a portion of the report is correlated with at least a

portion of another report of a different detected event type.

6. The system of claim 1, wherein at least a portion of the report is correlated with at least

external data detected external to a network of the wireless access point system.

20 7. The system of claim 1, wherein at least a portion of the report is correlated with at least a
portion of another report of the detected event type detected by another wireless access point

system.

8. The system of claim 1, wherein at least a portion of the report is correlated over time with

another previous report of the wireless access point system.

25 9. The system of claim 1, wherein tapping the event data includes obtaining a copy of the

event data from a wireless radio driver of the wireless access point system.

10. The system of claim 1, wherein tapping the event data includes obtaining a copy of the

event data from an Ethernet driver of the wireless access point system.
11. The system of claim 1, wherein the event data includes control network packets.

30 12, The system of claim 1, wherein the event data includes network data packets.
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13. The system of claim 1, wherein the communication interface is further configured to send a

status update for the detected event type.

14. The system of claim 1, wherein the memory includes a ring buffer storing the tapped event
data.
15. The system of claim 1, wherein the processor is further configured to perform an action in

response to detecting the detected event type.

16. The system of claim 1, wherein the report is sent to a remote analysis server.

17. The system of claim 1, wherein a result of the correlation is reported to a user.

18. The system of claim 1, wherein the detected event type is associated with a DHCP service.
19. The system of claim 1, wherein the report includes a copy of one or more network packets

identified and indicating the detected event type.

20. The system of claim 1, wherein the detected event type indicates an iOS client that does not

roam to another wireless access point system due to an implementation of an iOS operating system.

21. The system of claim 1, wherein the communication interface is further configured to receive
a result of the correlation and the processor is further configured to implement an instruction of the

result.

22. The system of claim 21, wherein implementing the instruction includes terminating a
wireless connection to force a client of the wireless connection to roam to another wireless access

point system.

23. The system of claim 21, wherein the implementing the instruction includes spoofing a
request to release an IP address lease as if it was originated by a client and sending the request to a

DHCP server.

24. A method, comprising:

tapping event data;

storing the event data;

using a processor to process the event data using a plurality of event filters, wherein each
event filter of the plurality of event filters applies event criteria to detect one or more types of
events; and

reporting a report of a detected event type, wherein at least a portion of the report is

correlated to analyze a performance of a wireless network.

25. A computer program product, the computer program product being embodied in a non-
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transitory computer readable storage medium and comprising computer instructions for:
tapping event data;
storing the event data;
processing the event data using a plurality of event filters, wherein each event filter of the
s plurality of event filters applies event criteria to detect one or more types of events; and
reporting a report of a detected event type, wherein at least a portion of the report is

correlated to analyze a performance of a wireless network.
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