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DOMAIN-BASED MANAGEMENT OF 
DISTRIBUTION OF DIGITAL CONTENT 
FROM MULTIPLE SUPPLIERS TO 
MULTIPLE WIRELESS SERVICES 

SUBSCRIBERS 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci?ca 
tion; matter printed in italics indicates the additions 
made by reissue. 

This application claims the bene?t of US. provisional 
patent application nos: 60/393,024; 60/392,383; 60/393,04l; 
and 60/3 92,999, each ofwhich was ?led on Jun. 28, 2002, and 
each of which is incorporated herein by reference. 

FIELD OF THE INVENTION 

At least one embodiment of the present invention pertains 
to systems and methods for providing digital content to wire 
less services subscribers, and more particularly, to facilitating 
management and delivery of digital content from multiple 
content suppliers to multiple wireless services subscribers in 
multiple domains. 

BACKGROUND 

Personal mobile communication/computing devices, such 
as cellular telephones, personal digital assistants (PDAs) and 
two-way pagers, have become commonplace in many coun 
tries. These devices are referred to collectively herein as 
“mobile devices” or “wireless devices”. The current state-of 
the-art of mobile devices has advanced far beyond that of their 
predecessors. For example, early cellular telephones were 
used analog signals to communicate over wireless telecom 
munications networks (or simply “wireless networks”) and 
were nothing more than mobile telephones. Today’s cellular 
telephones typically are all digital and provide many other 
functions in addition to telephony capability. For example, 
many of the latest generation of mobile telephones (and other 
mobile devices) allow their users to play games, access World 
Wide Web pages, exchange email, exchange and download 
?les, exchange short messaging service (SMS) messages, and 
send and receive video. 

With new mobile devices providing a wider range of capa 
bilities, there is increasing demand among the users of these 
devices (i.e., wireless services subscribers) for new and inter 
esting types of di gital content that can be used on these mobile 
devices, such as games and other applications, images, ring 
tones, screensavers, wallpapers, etc. Although newer mobile 
devices often come pre-provisioned with certain digital prod 
ucts when ?rst acquired by the subscriber, it is desirable to 
allow subscribers to acquire additional digital products for 
use in their mobile devices as such products become avail 
able. While this capability already exists, currently subscrib 
ers acquire digital content directly from the content suppliers 
(typically via the wireless network and the Internet). This 
process is inconvenient if a subscriber wishes to acquire vari 
ous different items of digital content from different suppliers, 
since the subscriber must navigate to the web sites of different 
suppliers. Therefore, it is further desirable to make many 
different types of digital content available to subscribers at 
one time through a centralized “store”. 
From the content supplier’s perspective, another impedi 

ment to the e?icient distribution of digital content is the fact 
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2 
that different mobile devices often require different content 
packaging formats and provisioning protocols. In order to 
make a given item of digital content available to multiple 
mobile devices supporting different provisioning models, a 
digital content supplier will normally deploy that item of 
content multiple times, packaging it differently for each of the 
provisioning models. For example, an image to be delivered 
to Nokia-COD phones and Sprint-GCD OTA phones would 
be deployed twice, custom-packaged for each of those two 
delivery modes. It is very burdensome for digital content 
suppliers to have to package and provision the digital content 
they produce in a manner that is suitable for all of the devices 
in the marketplace. Moreover, it is dif?cult for content sup 
pliers to keep up with the constant changes in device capa 
bilities for the many mobile devices in the marketplace. Con 
sequently, there is often a gap between the interoperability of 
a given digital product and how effective it can be used on a 
device. Therefore, the problem exists of how to ef?ciently 
allow many digital content providers to distribute many dif 
ferent types of digital content to subscribers using many 
different types of mobile devices. 
A related problem is how to charge subscribers for the 

digital content they acquire. In one known system. The wire 
less carrier’s system is capable of connecting to an external 
billing system and provides billing events to that system when 
a subscriber performs a chargeable action. However, this 
scenario assumes that all subscribers belong to a single orga 
niZation that also owns the billing system. Furthermore, it 
assumes that a single currency is used. Yet many multi-na 
tional organizations have a parent company with subsidiaries 
in many countries. Different countries have different curren 
cies, taxes and other charges. Each subsidiary may implement 
its own support/business infrastructure to deal with local 
regulations and customs, particularly with respect to the bill 
ing process. Consequently, the carrier’s system must be able 
to generate billing events and direct them to the appropriate 
external billing system. Furthermore, it must be able to 
present the customer with a charge for each service, in the 
applicable currency and expressed in a way that is appropriate 
considering local taxes, fees and other regulations. 
One way to address this problem, which only partially 

solves it, is to use credit card systems. In this scenario, the 
credit card company acts as an intermediary in the billing 
process. This approach consolidates all billing at one point. 
Settlement is done between the product/ service provider and 
the subscriber provider (e.g., the wireless carrier) for a fee. 
This approach, however, does not handle the currency, taxes, 
fees and regulations issues mentioned above. 

SUMMARY OF THE INVENTION 

The invention includes a method and apparatus for provid 
ing access to digital content for use on wireless communica 
tion devices. A server system maintains data de?ning mul 
tiple domains, each of the domains de?ned as a different 
subset of multiple wireless services subscribers. The server 
system enables multiple digital content suppliers to publish 
digital content on the server system via a computer network 
and to make the digital content available on the server system 
to the wireless services subscribers. The server system further 
enables subscribers in each of the multiple domains to pur 
chase rights to download and use the digital content on asso 
ciated wireless communication devices via at least one wire 
less network. 
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Other features of the present invention will be apparent 
from the accompanying drawings and from the detailed 
description which follows. 

BRIEF DESCRIPTION OF THE DRAWINGS 

One or more embodiments of the present invention are 
illustrated by way of example and not limitation in the ?gures 
of the accompanying drawings, in which like references indi 
cate similar elements and in which: 

FIG. 1 illustrates the relationship between the download 
manager, content suppliers, and subscribers; 

FIG. 2 shows a network architecture in which a download 
manager in accordance with the invention can be deployed; 

FIG. 3 schematically shows the components of the down 
load manager; 

FIG. 4 shows the components of the device capability 
manager; 

FIG. 5 shows the relationship between a product entry and 
implementations of the product in the product catalog; 

FIG. 6 shows the relationship between a product and its 
implementations; 

FIG. 7 shows how various data elements are used in the 
billing process; 

FIG. 8 illustrates a simpli?ed process by which a product 
can be listed in the product catalog in a way that facilitates 
device-tailored product discovery and provisioning; 

FIG. 9 shows a process by which the product catalog is 
displayed to a subscriber; 

FIG. 10 shows a process by which a purchase of a product 
can be made using the download manager; 

FIG. 11 illustrates the separation, within the download 
manager, of content from how the content is provisioned; 

FIG. 12 illustrates a process by which a product is provi 
sioned in a client device using the appropriate one of various 
provisioning protocols; 

FIG. 13 shows an example of the software deployment 
architecture of the download manager; and 

FIG. 14 illustrates the hardware architecture of a computer 
system in which the download manager can be implemented. 

DETAILED DESCRIPTION 

A system and method for e?iciently managing the publi 
cation, purchase and delivery of digital content from multiple 
content suppliers to multiple wireless services subscribers in 
multiple domains are described below. As used in this 
description, the terms “digital content”, “digital product”, 
“content”, and “product” are used interchangeably and mean 
software and/or data embodying things such as games and 
other applications, applets or the like; images; screensavers; 
wallpaper; ring tones; etc., particularly (but not necessarily 
exclusively) those designed for use in mobile devices such as 
cellular telephones, personal digital assistants (PDAs), and 
other small-footprint wireless/mobile devices. For conve 
nience the terms “purchase” or “buy” are used to mean either 
actual purchase or any other conventional way in which a 
subscriber can acquire rights to use digital content (e.g., by 
acquiring a license). 
Overview 
As described in greater detail below, a system which man 

ages publication, purchase and delivery of digital content is 
implemented in a network server system that includes one or 
more server computer systems on a network. The server sys 
tem includes an application server referred to herein as the 
“download manager”. Digital content suppliers can publish 
and manage their products using the download manager via a 
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4 
computer network, such as the Internet, and can make their 
products available to wireless services subscribers through 
the download manager for purchase or licensing. Subscribers 
can access the server system via wireless networks to pur 
chase rights to download and use the digital content on their 
wireless communication devices. 

FIG. 1 illustrates the relationship between the download 
manager, content suppliers, and wireless services subscribers 
(users of mobile devices). The download manager 1 acts as an 
intermediary between multiple content suppliers 2 (e. g., 2A, 
2B, etc.) and multiple customers (e.g., 3A, 3B, etc.), e.g., 
wireless services subscribers, belonging to multiple 
“domains”. In the supply chain process for distribution of 
digital content, a content supplier 2 adds a digital product to 
the set of products managed by the download manager 1 (i.e., 
products “in the store”). The supplier 2 then associates vari 
ous attributes with the product. Once the product has been 
submitted to the product store, a product administrator asso 
ciated with the download manager 1 veri?es its quality and 
determines whether it should be made available to the cus 
tomers 2 or if it should be rejected. Once the product is 
approved, customers 2 can buy the product by accessing the 
download manager 1 from their client devices. 

To facilitate description, it is henceforth assumed herein 
that the customers are users of mobile devices and, therefore, 
are subscribers of warless services (although that need not be 
the case); thus, customers are henceforth called “subscribers” 
herein. Note, however, that the techniques described herein 
need not be limited to wireless services subscribers or mobile 
client devices. 
Domains and Partner Management 
Among other advantageous features, the download man 

ager 1 facilitates partner management. A “partner”, as the 
term is used herein, is an entity that holds a relationship to a 
subscriber for purposes of delivery of digital products, bill 
ing, returns, etc. For example, a partner can be an Internet 
portal, an Internet Service Provider (ISP), a wireless carrier, 
an application service provider (ASP), etc. A partner also 
appoints a number of content suppliers to supply products to 
the product store. Partner management is the concept of being 
able to assign responsibility for various parts of the digital 
product supply chain to different categories of users. 
The entities “within the store” (managed by the download 

manager 1) belonging to a partner are partitioned into entities 
called “domains”. A “domain”, as the term is used herein, is 
an entity, de?ned in the download manager 1, that describes 
the billing relationship between a partner and a set of sub 
scribers, as well as describing a partitioning of product space 
and administrative responsibilities. As such, a domain can 
represent a grouping of wireless services subscribers, such as 
a wireless carrier or a subsidiary of a wireless carrier, a 
business enterprise, or any other de?ned group of wireless 
services subscribers. The domain manager maintains a data 
base of data de?ning the associations between domains and 
partners, administrators, subscribers and products. 
Domains facilitate the proper billing of subscribers from 

multiple organiZations and/or with multiple wireless carriers 
(or other subscriber providers), and facilitate presentation of 
product descriptions to subscribers in the languages and cur 
rencies appropriate for their local countries or regions. 
The domain entity is also used in the download manager 1 

to classify other entities as belonging to a domain l-to-l, 
belonging to a domain l-to-many, many-to-many, or not 
belonging to a domain. In general, a domain captures the 
following relationships to the subscribers: 

1) how subscribers are charged for the products they pur 
chase and in which currency; 
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2) to Which user groups the subscribers can belong; 
3) from Which product categories the subscribers can select 

products; and 
4) Which products are accessible to the subscribers. 
In certain embodiments of the invention, a domain has the 

folloWing properties: 
a name (localized) 
a description (localized) 
a uniform resource locator (URL) to a Web site giving 

further description of the domain 
a contact address including contact person, contact tele 
phone numbers, fax numbers and postal address 

the currency to use for billing and display purposes 
reference to handlers for various different payment models 

(e.g., online payment, pre-payment and post-payment) 
a set of references to rating handlers used for adjustment of 

product prices 
The name and the descriptions have localiZed values for the 

set of languages registered in the system. 
The distinction betWeen domain entities and non-domain 

entities also forms the basis for delegated administration. 
More speci?cally, for each domain, the responsibility for 
supplying products, approving or rejecting products, etc. can 
be delegated to different suppliers and administrators. Thus, 
each domain is associated With a set of administrators that 
handle the products in the store. In certain embodiments of 
the invention, these administrators include a system admin 
istrator, a domain administrator, a product administrator, and 
a customer care administrator. 

The system administrator is the overall administrator for 
the doWnload manager 1, Who can create neW domains and 
their respective domain administrators to help regulate it. He 
also maintains the ability to control non-domain entities such 
as devices, content types, etc. The domain administrator is the 
overall administrator for a given domain. He has the ability to 
manage all of the suppliers and subscribers for his domain as 
Well as create product and customer care administrators for 
the domain. The product administrator is responsible for 
managing the entire product lifecycle for the content submit 
ted by the domain’s suppliers. The customer care administra 
tor is responsible for managing subscribers belonging to the 
domain. Each subscriber belongs to only one domain and can 
only see products for the domain to Which he belongs. 
A partner appoints a number of content suppliers Who 

provide products to the product store. A supplier can only 
submit products to the domain(s) to Which he belongs. The 
relationship betWeen suppliers and domains is many-to 
many. Products are approved and deployed separately for 
each domain. 
From the content supplier’s perspective, all entities in the 

doWnload manager 1 that are domain-related are only select 
able based on the domains to Which the supplier can provide 
products. For example, a supplier can only choose from 
among the product categories and license models that belong 
to the domains to Which the supplier has the right to supply 
products. 
Network Environment 

FIG. 2 shoWs a netWork architecture in Which a doWnload 
manager in accordance With the invention can be advanta 
geously deployed. One or more Wireless netWorks 22 are 
connected to a computer netWork 24 through corresponding 
gateWays 23. The computer netWork 24 may be the Internet, 
although alternatively, it could be essentially any other type of 
computer netWork, such as a corporate intranet, a local area 
netWork (LAN), etc., or a combination of such netWorks. 
A number ofmobile client devices 21 (e.g., 21A, 21B, etc.) 

operate on each Wireless netWork 22. A number of servers 25 
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6 
(e.g., 5A, 5B, etc.) operate on the computer netWork 24 to 
provide a variety of services for the mobile devices 21 and/or 
to one or more non-mobile client devices 29 coupled to the 
computer netWork 24. For example, the servers 25 may 
include World Wide Web servers, ?le servers, application 
servers, etc. 
Each gateWay 23 is operated by the Wireless carrier of the 

Wireless netWork to Which it is directly connected. Each gate 
Way 23 provides an interface betWeen a particular Wireless 
netWork 22 and the computer netWork 24 (e.g., the Internet), 
providing routing and, if necessary, appropriate protocol 
translation and/or content transcoding. In some cases, the 
gateWay 23 may be a standalone device or system. In other 
cases, the gateWay 3 may be part of a more-capable server 
system that provides additional value-added services to users 
of client devices 21; such as a proxy service 27, a provisioning 
manager 28, etc. 
A doWnload manager 1 in accordance With the present 

invention is connected to the computer netWork 24, either 
directly (as shoWn) or indirectly. The doWnload manager 1 
can be, but does not have to be, operated by a Wireless carrier. 
DoWnload Manager 

FIG. 3 schematically shoWs the doWnload manager in 
greater detail, according to certain embodiments of the inven 
tion. In the illustrated embodiment, the major components of 
the doWnload manager include a delivery manager 31, a prod 
uct manager 32, a business & operations manager 33, and 
multiple protocol handlers 34. Each of these components is 
preferably implemented as softWare, data, or a combination 
of softWare and data. HoWever, in other embodiments, some 
or all of these components could be implemented in hard 
Wired circuitry. The download manager 1 may also include a 
database 35 of published content, as shoWn, although at least 
some of the published content may instead be stored 
remotely. 
The product manager 32 is the doWnload manager’ s inter 

face to the various content suppliers and provides centraliZed 
product cataloging (including enabling quali?ed content sup 
pliers to register content for analysis and publication) and 
complete product life cycle support (i.e., management of 
content submission, analysis, approval, publication, use, 
maintenance, and eventual deactivation). The term “publica 
tion”, as used herein, means making a product available on the 
doWnload manager to Wireless services subscribers for doWn 
loading to their client devices. The delivery manager 31 is the 
doWnload manager’s interface to the various subscribers and 
is responsible for delivering purchased digital content to sub 
scribers, including invoking a protocol handler appropriate 
for communicating With each requesting mobile device. The 
protocol handlers 34 support multiple product discovery pro 
tocols and multiple product delivery protocols simulta 
neously. Hence, the protocol handlers 34 include product 
discovery handlers (e.g., a WAP handler, a Web handler, a 
Motorola Discovery handler) and product delivery handlers 
(e.g., a MIDP OTA handler, a Motorola OTA handler, a Nokia 
COD OTA handler). The business & operations manager 33 is 
mainly responsible for managing domain information and 
processes for charging subscribers for purchases of content. 
These components are described further beloW. 
As shoWn in FIG. 3, the delivery manager 31 in certain 

embodiments includes a security manager 36, a device capa 
bility manager 37, a personal vault 38, a storefront 39, and a 
noti?cation manager 40. The storefront 39 is a conventional 
graphical user interface for alloWing subscribers to make 
online purchases. It can be branded to a particular Wireless 
carrier, for example, or other business entity. The security 
manager 36 is responsible for authentication of subscribers 
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and client devices for purposes of purchasing content and 
preferably can support multiple authentication schemes, such 
as HTTP-based authentication, MSISDN/N IA based authen 
tication, etc. The personal vault 38 stores, on a subscriber-by 
subscriber basis, information to facilitate digital rights man 
agement (DRM), such as product licenses and/or other 
“purchase” information of the products purchased by each 
subscriber. This alloWs a subscriber to remove doWnloaded 
content from a mobile device Without losing rights to the 
product, or to recover products on a device in cases of device 

hard reset, loss, etc. 
The noti?cation manager 40 can provide various types of 

noti?cations to subscribers using various communication 
channels, such as email, SMS, and WAP Push. The noti?ca 
tion manager 40 can generate noti?cations automatically, 
such as noti?cations of neW products or product upgrades, or 
in response to commands from a system administrator, such 
as account noti?cations, noti?cations of special promotions, 
etc. 

The device capability manager 37 is responsible for device 
recognition (e. g., supporting device recognition through 
UAProf using Pro?le headers and Pro?le-Diff headers), 
device capability determination (e.g., retrieving device 
descriptors using best efforts and appending device capabili 
ties to the session context), and device capability manage 
ment (e.g., automated management of UAProf capable 
devices and quarantine of unde?ned or partially de?ned 
devices). As described further beloW, recognition of devices 
and their capabilities is used for a variety of purposes, such as 
to ?lter the set of available products that a subscriber can 
discover When connecting to the doWnload manager 1, to 
select the appropriate implementations of products that are 
purchased, and to select the appropriate provisioning model 
for provisioning a purchased product in a client device. 

FIG. 4 shoWs the components of the device capability 
manager 37 according to an embodiment of the invention. 
The device capability manager 37 includes a device manager 
41, a device handler manager 42, a delivery context cache 43, 
a set of device recognition handlers 44, a device data access 
object (DAO) 45, a device information database 46, a UAProf 
parser 47, a UAProf resolver 48, a dm-con?g.xml ?le 49, and 
a DeviceVocabulary ?le 50. The device information database 
46 stores information identifying mobile devices and their 
corresponding capabilities. The device manager 41 contains 
all of the business logic that supports the user interface and the 
rest of the doWnload manager 1. The device DAO 45 contains 
all data logic and scripted query language necessary to com 
municate With the device information database 46. 

The device handler manager 42 is responsible for discov 
ering and determining the types of devices accessing the 
doWnload manager 1. Upon startup of the doWnload manager 
1, the device handler manager 42 loads the device recognition 
handlers 44 ordered by the dm-con?g.xml ?le 49. This order 
is then used to determine Which headers are to be processed 
?rst. The delivery context cache 43 is used to help improve 
performance on subsequent look-ups. If no device capabili 
ties can be found or processed by the chain of handlers 44, the 
device handler manager 42 then uses a default delivery con 
text as de?ned by an administrative user interface. 

The illustrated embodiment includes three device recogni 
tion handlers 44: an XWapPro?le handler, a UserAgent han 
dler, and a quarantine handler. The XWapPro?le handler is 
responsible for processing the “x-Wap-pro?le” and “x-Wap 
pro?l-diff" request headers in requests from mobile (client) 
devices. It makes use of the UAProf parser 47 to parse RDF 
compliant ?les and the UAProf resolver 48 to resolve the 
differences of the headers. The UAProf parser 47 parses 
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RDF-compliant ?les. The UAProf resolver 48 reads resolu 
tion rules from the device-vocabulary.xml con?guration ?le 
50 and uses these rules to help merge x-Wap-pro?le and 
x-Wap -pro?le-diff headers. 
The UserAgent handler is responsible for processing the 

“user-agent” request headers. It uses regular expression 
matching to best match the capabilities With the incoming 
“user-agent” header. If no user-agent header can be found or 
one is found but does not match to any existing capabilities, 
the request header is passed to the next handler in the chain. 
The quarantine handler is responsible for processing any 

“accept” request headers. If the quarantine handler ?nds a 
user-agent header, it Will add a neW record in a device match 
table. Otherwise, it Will simply return a delivery context With 
a set of capabilities determined by the “accept” headers and 
capabilities already de?ned by the default device pro?le. 
The device capability manager 37 is capable of managing 

client devices in either of tWo categories: actual devices and 
generic devices. In response to client device requests, the 
device capability manager 37 uses actual device information 
from the request and any applicable stored generic device 
de?nitions to recogniZe the accessing client device and its 
capabilities. The system administrator can de?ne devices (or 
device capabilities) in either category. An actual device is a 
particular make and model of client device, such as “Nokia 
6310”. Actual devices are identi?ed solely from incoming 
requests, based on the UserAgent and x-Wap-pro?le headers 
in the requests, for example. A generic device is a prede?ned 
device or set of device capabilities. Examples of some generic 
device de?nitions are: all Nokia devices (e. g., 
“vendorname:nokia”), all devices With display size >40, and 
all devices Which support SMS. In response to client device 
requests, the device capability manager 37 uses the User 
Agent or x-Wap-pro?le header to identify the actual device 
accessing the system and to look up its corresponding capa 
bilities in the device information database 46, Which are com 
bined With any applicable generic device de?nitions to deter 
mine the capabilities of the client device. The use of this 
information is described further beloW. 

It is useful noW to de?ne tWo types of device capabilities 
Which the device capability manager is able to resolve: static 
capabilities and active capabilities. As de?ned in the doWn 
load manager, “static” capabilities are the Well-knoWn set of 
attributes for a given device Which are de?ned during pre 
processing, not on-the-?y. These are associated With a client 
device as identi?ed in the UserAgent or x-Wap-pro?le head 
ers. Generic devices, as de?ned above, only have static capa 
bilities. “Active” capabilities represent a dynamic collection 
of attributes extracted during an interaction betWeen the client 
device and the doWnload manager, typically from the Accept 
headers. These tWo types of device capabilities are stored 
separately in the device information database 46. 
The ability for a user to discover content based on the static 

(Well-known) capabilities of his device is valuable. With the 
number of device manufacturers and content providers in the 
market, there is often a gap betWeen the interoperability of a 
given content and hoW effective it can be run on a device. By 
using the system’ s unique ability to capture the capabilities of 
a device and for content suppliers to select compatible 
devices for their content, the doWnload manager 1 is capable 
of targeting supported products to their respective devices for 
a subscriber. In addition, the doWnload manager 1 is able to 
easily adapt to the ever-changing modi?cations to capabilities 
and requirements and is highly scalable as more devices and 
content are pushed into the system, Without a substantial 
decrease in performance. 














