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ENABLING A SERVICE PROVIDER TO 
PROVIDE INTRANET SERVICES 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci?ca 
tion; matter printed in italics indicates the additions 
made by reissue. 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This patent application is a reissue application for US. 
Pat. No. 6,948, 003, issuedfrom US. patent application Ser. 
No. 09/526,980, ?led on Mar. 15, 2000. 

This application is related to US. patent Ser. No. 09/452, 
286, entitled “Providing Quality of Service Guarantees to 
Virtual Hosts”, by Pawan Goyal et al., ?led Nov. 30, 1999, 
and commonly assigned with the present application. The 
subject matter of related application US. patent Ser. No. 
09/452,286 is incorporated by reference herein in its entirety. 

BACKGROUND 

1. Field of Invention 
the present invention relates generally to providing private 

networking services, e.g., Intranet services, remotely, and 
more particularly, to allowing a service provider to locate and 
manage private network servers at the service provider’s loca 
tion, while connecting the servers to a customer’s premises 
such that they appear to be local and private to the customer. 

2. Background of the Invention 
Networked computer resources are growing more popular 

as the bene?ts of sharing computing resources becomes evi 
dent. One of the fastest-growing segments of the Internet is 
the private network market. A private network is an intercon 
nected group of computing resources accessible only by the 
network members. Security protocols are used to ensure that 
only authorized users have access to the network’s resources, 
even where the network operates on the public network infra 
structure and protocols. A private network, often belonging to 
a corporation, may be used to store web pages and other 
shared information. This information is maintained in a pri 
vate space, generally screened off from external sources such 
as the Internet by a ?rewall which blocks unauthorized 
access. Such private networks are often referred to as intra 
nets, local area networks (LAN) or wide area networks 

(WAN). 
In a typical LAN implementation, a single location con 

tains a group of individual user computers, as well as one or 

more dedicated host computers executing server programs to 
maintain the network’s shared information. The private LAN 
is screened off from the Internet by a ?rewall, though users 
may access the Internet if needed. Network traf?c intended 
for the network is allowed through the ?rewall only if autho 
rized. The resources within the LAN all may communicate 
using private addresses. It is not necessary to use registered IP 
addresses for each resource because the system is screened 
off from the global Internet. 

This model may be extended to multiple location sites. 
Computer networks that span relatively large geographical 
distances are typically referred to as WANs. In a private 
WAN, individual sites must be connected in a secure manner. 
A secure connection between WAN sites may be accom 
plished using a virtual private network. A virtual private net 
work utilizes ordinary Internet protocols and may also use 
public communications mediums to connect; however, pri 
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vacy is ensured through features such as tunneling (data 
encapsulation) or the use of leased lines. A leased line is a 
permanent connection between two points that is always 
active. Resources on a WAN may communicate using only 
private addresses because the network is screened off from 
the global Internet. 

Private networks contain common elements. Each gener 
ally contains a dedicated local server to maintain the shared 
private network data, and a communications system for pro 
viding data communication services between machines on 
the private network. Communication takes place using a pri 
vate address space. Because the address spaces for individual 
private networks need only be locally unique, the address 
spaces among several different private networks may overlap 
because the networks are isolated from each other. More 
speci?cally, in private intranets, two unrelated intranets at 
different companies may use the same local addresses foruser 
computers. No con?ict arises since the networks are not con 
nected. 

Data communications services and servers are not easy to 
con?gure, manage, and maintain. Thus, there is an incentive 
for the service providers that offer access to communications 
facilities to provide such private network services and servers 
as well, thereby relieving corporations from the burden of 
providing these services directly. Some examples of service 
providers are: Internet Service Providers (ISP), Application 
Service Providers, Network Service Providers, and Competi 
tive Local Exchange Carriers (CLEC). 

It is not economically feasible for a service provider to 
remotely manage servers located on a customer’s premises, 
and support many different customers in this fashion. Rather 
a service provider would prefer to offer private network ser 
vices to multiple customers while keeping all of the server 
host computers within a location of the service provider for 
ease of management. Accordingly, service providers typi 
cally dedicate a physical host computer as each individual 
customer’s server, and maintain each host computer in the 
centralized facility. However, this means the service provider 
will have to own and maintain potentially large numbers of 
physical host computers, at least one for each customer’s 
server or private network However, many customers will 
neither require nor be amenable to paying for the use of an 
entire host computer. Generally, only a fraction of the pro 
cessing power, storage, and other resources of a host com 
puter will be required to meet the needs of an individual 
customer. 

Alternatively, a service provider may utilize one physical 
host computer to provide commercial host services to mul 
tiple customers. Using Transmission Control Protocol (TCP) 
and other transport protocols, a server application executing 
on a single physical host can be programmed to process 
requests made to multiple network addresses. Such function 
ality is known as virtual hosting. 

In virtual hosting, each customer is assigned a network 
address (or domain name), and is provided with resources on 
a single, physical host computer, effectively sharing the host 
with other customers. A client computer requests data from a 
speci?c customer’s host by targeting communication 
requests to the appropriate network address (or domain 
name). The virtual host server can service requests to multiple 
network addresses or domain names. Thus, the functionality 
of numerous hosts is provided by a single physical host com 
puter, servicing requests made to a plurality of network 
addresses and domain names by multiple customers. 

However, virtual hosting it is commonly performed today 
does not provide many of bene?cial features of private net 
works. Service providers will have to be able to provide 
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certain features of private networks before customers will be 
willing to outsource services related to the operation and 
maintenance of their private network. First, customers will 
want to ensure that their private data is inaccessible to other 
customers sharing the same host computers. For instance, if a 
service provider provides email outsourcing for both Com 
pany A and Company B on the same computer, Company A 
will want to ensure that the directories in which its email is 
stored are not accessible to Company B, and vice versa. 

Additionally, customers will want to ensure that their ser 
vices are not compromised due to problems originating with 
another customer. If a service provider uses a single host 
computer to provide server resources for both Company A 
and Company B, steps must be taken to ensure that overuse of 
the resources by Company A does not impact Company B’s 
service. Additionally, faults, crashes, or similar problems 
caused by one customer must not compromise the service 
provided to another customer. Such performance degradation 
issues must be contained by the service provider to impact 
only the customer responsible for the problem, and not to 
impact any other customers. 

Finally, companies A and B will want their servers to have 
IP addresses that belong to their own private address spaces. 
Using addresses from each company’s own private address 
space offers more security because private IP addresses are 
not reachable over the public Internet. The use of private IP 
addresses guards against private servers becoming accessible 
from the public Internet by accidental miscon?guration of 
equipment. Also, public IP addresses are a limited resource; 
there is insuf?cient address space for private networks to 
consume addresses from the public address space. Further 
more, if a company connects a number of servers or corporate 
locations together they will wish to establish a virtual private 
network. To run the routing protocols required for communi 
cations within a virtual private network requires a coherent 
addressing scheme. Such a virtual private network is easier to 
manage from a private address space. 

However, the use of private address schemes creates di?i 
culties for the service provider. The service provider may now 
have several virtual servers assigned to the same IP address, 
because companies A and B may have overlapping address 
spaces, as is typical in private networks. This address overlap 
can cause the communication network to fail. Typically, one 
of the virtual servers would become unreachable due to this 
address overlap error. 

Thus in order to satisfy customers’ needs, a service pro 
vider desiring to provide private network services must be 
able to guarantee four different kinds of isolation. Functional 
isolation separates the data and functionality of each cus 
tomer. Fault isolation protects one customer from the faults 
created by another customer. Performance isolation allows 
each customer to receive a performance commitment inde 
pendent of the behavior of other customers. Address isolation 
allows each customer to choose the virtual server IP address 
that it wants to be associated with, independent of other 
customers. 

Virtual hosting currently cannot provide these bene?cial 
features of ordinary private servers. This is due to the inability 
of a virtual host to allocate appropriate amounts of computer 
resources of the physical host computer to servicing client 
requests made to speci?c virtual hosts, and hence to speci?c 
customers. A private virtual server, by contrast, is able to 
provide the functional, fault, and performance isolation that 
an ordinary virtual server cannot. A method for creating such 
a private virtual server is disclosed in the related application 
identi?ed above, US. patent Ser. No. 09/452,286, entitled 
“Providing Quality of Service Guarantees to Virtual Hosts.” 
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However, a method and system is still needed to allow 

customers to use their own private address spaces to commu 

nicate with a remotely-located private virtual server main 
tained by a service provider, where the private virtual server 
addresses may overlap. 

SUMMARY OF THE INVENTION 

The present invention allows providers of virtual servers to 
properly differentiate and route transmissions using private 
addresses on a common host server. The term “private virtual 
server” as used herein is a virtual server that supports a private 
address space wherein the private address spaces of different 
private virtual servers may overlap. 

Customers exchange privately-addressed transmissions 
with a service provider using tunnels to traverse the local or 
regional network connecting the customer with the service 
provider. The service provider receives the transmissions at a 
gateway into the service provider’s data center. The service 
provider then routes the transmission to the private virtual 
server belonging to the customer that sent the transmission. 
The service provider also routes privately-addressed trans 
missions back to individual customers using tunnels. In this 
way, the service provider is able to implement a separate 
routing context on behalf of each individual customer. 

The present invention allows for ?exibility in designing a 
private virtual server that suits an individual customer’s 
needs. For example, an individual customer may have mul 
tiple physical sites all utiliZing the same private virtual server. 
Optionally, an individual customer may be assigned more 
than one private virtual server, for instance, if different divi 
sions of an organization each wish to maintain their own 
private servers while making all the data available to the 
organization at large. 

In one embodiment, the present invention comprises a 
multiplexing/demultiplexing mechanism capable of routing 
signals to and from one or more private virtual servers located 
on a physical host computer. Each private virtual server is 
associated with only one private network. The multiplexing/ 
demultiplexing mechanism receives a privately addressed 
transmission and routes it to the private virtual server with 
which it is associated. The privately addressed transmission 
may then be processed within the private virtual server in the 
same manner as if the server was actually a physical server 

resident within a LAN. The multiplexing/demultiplexing 
mechanism also receives an outgoing transmission from a 
private virtual server and routes it back to the private network 
associated with it. Incoming and outgoing transmissions are 
addressed using a tunneling scheme. Tunneling allows pri 
vately-addressed transmissions to be transported over a net 
work that uses global addresses and allows customers to 
address their private virtual server using a non-unique private 
address. As a result, all transmissions to and from a customer 
are sent only to the customer’s respective private virtual 
server. 

In another embodiment, the present invention includes 
more than one physical host computer. Each physical host 
computer contains one or more private virtual servers. Pri 
vately-addressed incoming transmissions are sent to the ser 
vice provider’s data center. The transmissions are placed on 
tunnels to traverse the local or regional network connecting 
the customer with the service provider. A tunnel switching 
mechanism is used to forward transmissions received at the 
service provider’s data center to the proper physical host 
computer. 

In another embodiment, the present invention is a method 
for locating and managing private network services in a data 
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center location remote from private network users. The 
method comprises receiving a transmission addressed using a 
private address of a recipient, and routing the transmission to 
a private virtual server. The correct private virtual server is 
determined from the address of either the sender or the recipi 
ent of the transmission. 

The foregoing merely summarizes aspects of the invention. 
The present invention is more completely described with 
respect to the following drawings and detailed description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an illustration of a private virtual server system in 
accordance with the present invention. 

FIG. 2 is an illustration of an embodiment of a private 
virtual server system with individual tunnels between each 
customer and associated private virtual server. 

FIG. 3 is an illustration of an embodiment of a private 
virtual server system with a multiplexing/demultiplexing 
mechanism. 

FIG. 4 is a block diagram illustrating the tunnel-to-private 
virtual server traf?c ?ow of a multiplexing/demultiplexing 
mechanism. 

FIG. 5 is a block diagram illustrating the private virtual 
server-to-tunnel traf?c ?ow of a multiplexing/demultiplexing 
mechanism. 

FIG. 6 is an illustration of an embodiment of a private 
virtual server system with multiplexing/demultiplexing 
mechanisms and a tunnel switch. 

FIG. 7 is a block diagram illustrating the traf?c ?ow of a 
tunnel switch. 

FIG. 8 is a diagram of a customer lookup table for a tunnel 
switch in an embodiment of the present invention. 

FIG. 9 is a diagram of a set of customer forwarding tables 
for a tunnel switch in an embodiment of the present invention. 

FIG. 10A is an illustration of an embodiment of a system 
for the separation of Internet and private virtual server traf?c. 

FIG. 10B is an illustration of another embodiment of a 
system for the separation of Internet and private virtual server 
tra?ic. 

FIG. 11 is an illustration of an embodiment of a private 
virtual server system using Asynchronous Transfer Mode 
(ATM) layer two tunneling. 

FIG. 12 is a block diagram illustrating the traf?c ?ow of an 
ATM cell from a tunnel to a private virtual server. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Reference will now be made in detail to several embodi 
ments of the present invention, examples of which are illus 
trated in the accompanying drawings. Wherever practicable, 
the same reference numbers will be used throughout the 
drawings to refer to the same or like parts. The ?gures depict 
preferred embodiments of the present invention for purposes 
of illustration only. One skilled in the art will readily recog 
nize from the following discussion that alternative embodi 
ments of the structures and methods illustrated herein may be 
employed without departing from the principles of the inven 
tion described herein. 

FIG. 1 is an illustration of an embodiment of a private 
virtual server system, which replaces multiple private Intranet 
servers. A private virtual server system 100 includes a service 
provider gateway 152 that connects to a service provider data 
center 150. System 100 is connected to multiple customer 
sites 110 via an access network 120. Customers, e.g. 112 and 
114, are located in potentially any global location, although 
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frequently customers are located within the regional access 
network of the service provider. As will be evident to one of 
skill in the art, any number of customers may be supported by 
the private virtual server system 100. Only the resources of 
the physical servers owned by the service provider limit the 
number of customers supported. Furthermore, a service pro 
vider may add additional physical servers as required to sup 
port additional customers. 
As used herein, the terms “customer”, “user”, and “private 

network user” refer to individuals or groups of individuals 
accessing the same private virtual server. Typically, a private 
virtual server “user” is a group of individuals with a shared 
association. For example, “user” may collectively refer to the 
employees of a company, or to certain employees within a 
division of a company. One company (a “customer”) may 
have several different users, each corresponding to a different 
group within the company. Additionally, a “user” may also 
refer to a single individual. 

In the present invention, customers send and receive data 
using a network. In one embodiment, the protocol used within 
each customer’s network will be IP (Internet Protocol). The 
IP addressing format will also be assumed herein for purposes 
of illustration. However, it will be evident to one of skill in the 
art that a different network protocol could be used instead of 
IP within a customer’s private network, for example, Open 
Systems Interconnection (OSI), Intemetwork Packet 
Exchange (IPX), System Network Architecture (SNA), and 
Asynchronous Transfer Mode (ATM). 

Data from customers 112 and 114 may optionally be aggre 
gated 130 before being sent out over a local or regional 
network 140.Aggregation 130 is not required, but generally is 
done to concentrate data traf?c for more ef?cient transmis 
sion over a network. For example, a customer site may aggre 
gate the multiple data streams coming from various different 
users (clients) within the site before transmitting data onto a 
public network. 

Aggregation 130 may also take place between customers 
and non-customers. This may occur when data transmission 
sites are located physically close together, to consolidate 
traf?c ?ow onto the local or regional network 140. In another 
example, aggregation is also common in digital subscriber 
line (DSL) systems. A digital subscriber line access multi 
plexer (DSLAM) concentrates data traf?c from multiple DSL 
loops onto the backbone network before connection to the rest 
of the local or regional network 140. Data directed to different 
destinations will be separated and individually routed within 
the local or regional network 140. 
The local or regional network 140 connects a customer 

with a private virtual server system 100. The local or regional 
network 140 may be comprised of different types of intercon 
nected networks. System 100 is capable of functioning with a 
wide variety of different local or regional networks 140, as 
will be evident to one of skill in the art. 

Tra?ic from each individual customer 112 and 114 is 
aggregated 130 and transported across the local or regional 
network 140 until it reaches a service provider gateway 152. 
The service provider gateway 152 provides the connection 
into the service provider data center 150. The service provider 
gateway 152 direct traf?c from each customer to the private 
virtual servers it owns and prevents traf?c from reaching 
private virtual servers a customer does not own. 
The service provider gateway 152 connects to a physical 

server machine 160. The physical server machine 160 may be 
any kind of computer adapted to support private virtual serv 
ers. It is to be understood that a service provider data center 
150 will typically contain more than one physical server 
machine 160. 














