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(57) ABSTRACT 

Authentication and signature process with reduced number of 
calculations. 
The process involves a ?rst entity called the “prover”, which 
possesses a public key v and a secret key s, these keys verify 
the relation v:s_t (modTi), where n is an integer called modu 
lus andt is a parameter, and a second entity called a “veri?er”, 
which khows the public key v. This process implies exchange 
of information following _a “zero-knowledge protocol” 
between the veri?er and the prover and cryptographic calcu 
lations on this information, some calculations being carried 
out “modulo n”. The process of the invention is characterised 
by the fact th_at the modulus n is speci?c to the prover that 
communicates this modulus to the veri?er. 
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AUTHENTICATING OR SIGNATURE 
METHOD WITH REDUCED COMPUTATIONS 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci?ca 
tion; matter printed in italics indicates the additions 
made by reissue. 

TECHNICAL DOMAIN 

The present invention relates to an authentication or signa 
ture process with a reduced calculations set. 
More precisely, the invention relates to the public key 

cryptography domain. Following this process, the entity to be 
authenticatedithe proveripossesses a secret key and an 
associated public key. The authenticating entityithe veri 
?er4on1y needs this public key to achieve the authentication. 

Even more precisely, the process relates to the set of pro 
cesses called “zero-knowledge Protocols”, i.e. without any 
communication of knowledge. According to this kind of pro 
cess, the authentication is carried out following a protocol 
that, as it is recognized, and under assumptions considers as 
perfectly reasonable by the scienti?c community, discloses 
nothing about the secret key of the prover. 

To be even more precise, the invention relates to zero 

knowledge processes based on factoring problems (i.e. on the 
dif?culty to factor large integers into a product of prime 
numbers). 

The invention is applicable in every system where it is 
necessary to authenticate parties or messages, or to sign mes 
sages, in particular in systems where the amount of calcula 
tions to be carried out by the prover is critical. This is espe 
cially the case for cards that use a standard microprocessor or 
low cost cards, with no arithmetic coprocessor (which are 
often called cryptoprocessor) where cryptographic calcula 
tions must be accelerated. 
A typical application of the invention is the electronic 

purse that requires a very high security level while discarding 
the use of a cryptoprocessor, either because of the cost or for 
technical reasons (for example the use of a contactless inter 
face), or both. 

Another possible application is the next generation tele 
card, whose cost constraints are by far stricter than those of 
the electronic purse. 

PRIOR ART 

A number of zero-knowledge identi?cation processes have 
been published. For example: 

The FIAT-SHAMIR protocol described in the article by A. 
FIAT and A. SHAMIR entitled “how to prove yourself: 
Practical solutions to identi?cation and signature prob 
lems”, published in “Advances in Cryptology: Proceed 
ings of CRYPTO’86, Lecture Notes in Computer Sci 
ence”, vol. 263, Springer-Verlag, Berlin, 1987, pp. 186 
1 94, 

The GUILLOU-QUISQUATER protocol, described in the 
article by L. C. GUILLOU and J. J. QUISQUATER, 
entitled “A practical zero-knowledge protocol ?tted to 
security microprocessors minimizing both transmission 
and memory,” published in “Advances in Cryptology: 
Proceedings of EUROCRYPT ’88; Lecture notes in 
Computer Sciences, vol. 330, Springer-Verlag, Berlin, 
1988, pp. 123-128, 
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2 
The GIRAULT protocol described in the French patent 

application FR-A-2 176 058, based on the discrete loga 
rithm problem. 

Generally speaking, most zero-knowledge identi?cation 
(or message authentication) protocols involve three steps. For 
the sake of simplicity, we shall assume that the veri?er B 
already knows all the public parameters related to the prover 
A, i.e. its identity, its public key and so on. 
As a ?rst transaction, A supplies B with a value “0” called 

“opening”, image through a pseudo-random function h of a 
parameter x (itself derived from a number r selected by A at 
random), as well as with the message to be authenticated or 
signed: c:h(x,[M]), where the symbol [M] means that M is 
optional. This is the ?rst step. Some protocols may involve 
several openings. 

During a second transaction, B sends to A a parameter e 
selected at random (the “question”). It is the second step. 

During a third transaction, A sends to B an “answer” y that 
is in coherence with the question e, the opening 0 and the 
secret key of A (third step). 
Then B checks the received answer. More precisely, B 

recalculates x from the elements y, e and v using the relation 
x:q)(y,e,v) and veri?es that c:h(q)(v,e,y),[M]), which is the 
fourth step. 
When there is no message to authenticate, the use of the 

pseudo-random function h is optional. In this case, cw is 
convenient. The veri?cation consists of checking that x:q)(y, 
e,v). 

In some protocols, there are one or two more transaction(s) 
between the veri?er and the prover. 

For a message signature, the two ?rst steps are discarded, 
as the parameter e is made equal to c; A then successively and 
only calculates c, e(:c) and y. 
The number u of questions to be answered depends directly 

on the desired protocol security level. This level is de?ned as 
the probability p of detecting an impostor. (i.e. an entity C that 
fraudulently mimics A). It is measured by a parameter k 
whose value is related to p by the relation p:1—2_k. In other 
words, the impostor only has 1 chance in 2]“ of succeeding. It 
can be demonstrated in the present case that if a protocol 
relies on a difficult mathematical calculation, and if the open 
ings are of adequate length, the length of u must simply equal 
k bits. A typical value of k is 32, which gives the impostor one 
chance in 4 billion to be successful. In applications where the 
failure of an identi?cation may have very harmful conse 
quences (e. g. legal proceedings), this length may be reduced 
to a few bits. 

For protocols using factoring, the calculation of x in terms 
of r, or the calculation of y in terms of e, or both, involve(s) 
operations modulo n, where n is a compound number that is 
hard to factor. This number is said to be of the universal type, 
generated by a trustworthy third party. It is stored and used by 
all authorised entities. The “universal” character of n implies 
that it is a large number (usually 1024 bits), as breaking the 
factoring of n should compromise the secret keys of all 
accredited users. 

In their basic versions, none of the above mentioned pro 
tocols can be implemented in an application that has to com 
ply with severe speci?cations (low cost, low sophistication), 
as described in the previous section, as the required calcula 
tions could not be performed by a microprocessor card with 
out a cryptoprocessor. 
Though the French patent application FR-A-2 752 122 

describes an optimization of these protocols, it is restricted to 
protocols involving the discrete logarithm method following 
a mode called “with pre-calculations” that has the drawback 
of implying regularly scheduled reloads. 
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The document from J. BRANDT et al. entitled “zero 
knowledge Authentication scheme with Secret Key 
Exchange” published in Advances in Cryptology, Crypto 88 
Proceedings, XP 000090662, pp. 583-588, describes a zero 
knowledge authentication scheme with exchange of secret 
keys between two users, a scheme wherein the prover calcu 
lates its own modulus n:pq and carries out an operation of the 

type md (mod n). 
The present invention aims to reduce the number of calcu 

lations to be carried out by the prover when using zero 
knowledge identi?cation (or message signature or authenti 
cation) protocols involving factoring, the gain being liable to 
reach a factor 2 or 3 when using a particular operation v:s_t 

(mod n). 
It also makes possibleiand in particular when coupled 

with the GUILLOU-QUISQUATER protocolithe fast 
completion of an identi?cation (or message authentication or 
signature) with public key included in a low cost standard 
microcircuit card, for applications such as the electronic 
purse or next generation telecard. 

DESCRIPTION OF THE INVENTION 

The modulus n being an individual parameter (in other 
words each user owns his own n value), this selection may be 
exploited in the following two ways (which may be advanta 
geously combined): 
1) ?rst by retaining a length of n lower than the currently used 
values (typically lower than 1000 bits and for example, rang 
ing between 700 and 800 bits); this is possible as breaking the 
factoring of n only compromises the secret key of the related 
user and in no way the secret keys of other users; this modi 
?cation alone reduces the duration of calculations carried out 
modulo n by 40%; 
2) If the user has stored the prime factors of n in the memory 
of his security device, he may use the Chinese remainders 
technique to further reduce the duration of modulo n calcu 
lations by 40%, when there are two prime factors; this reduc 
tion may be increased when using several prime factors (typi 
cally 3 or 4). 
On the whole, the modulo n calculations can then be 

reduced by 60%, that is a factor 2, at least. 
Precisely, the invention relates to a process of identi?cation 

involving a ?rst entity called a “prover”, owning a public key 
v and a secret key s, these keys being related by a modulo n 
calculation, wheren is an integer called modulus, speci?c to 
the prover, and a second entity called a “veri?er”, which 
knows the public key v, these entities being provided with 
means to exchange info—rmation in a zero-knowledge context 
and to carry out cryptographic calculations on this informa 
tion, some calculations being performed in the modulo n 
mode, the process being characterised by the fact that the 
modulus of the modulo n operation expressed as v:s_’ (mod 
n), t being a parameter. 

The aforementioned entities may be, for example, micro 
circuit cards, electronic purses, telecards, and so on . . . 

Following a preferred implementation, the zero-knowl 
edge information exchanges and the cryptographic calcula 
tions are as follows: 

the prover selects one (several) integer(s) r at random rang 
ing between 1 and n—1 and calculat_es one (several) 
parameter(s) x equal to r’ (mod n), then one (several) 
number(s) c called opening(s) that is (are) one (several) 
function(s)_of this (these) parameter(s) and possibly of a 
message (M), and sends this (these) opening(s) to the 
veri?er; 
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4 
the veri?er entity receives the opening(s) c, selects one 
number e at random called “question” and sends this 
question—to the prover; 

the prover receives the question e, carries out one (several) 
calculation(s) using this question e and the secret key s, 
the result of this (these) calculation(s) yielding one (sev 
eral) answer(s) y, and sends this (these) answer(s) to the 
veri?er. _ 

The veri?er receives the answer(s) y, carries out one cal 
culation using the public key v and the modulus n, and 
checks with a modulo n calc_ulation that the result is 
coherent with the receivEd opening(s). 

The size of the number n, expressed in number of bits, is 
less than 1000. For example, it may be between 700 and 800. 
The present invention also relates to a message signature 

process to be used by an entity called a “signatory”, this entity 
being provided with a public key v and a secret key s, which 
are related by a modulo n operatTon, where n is an— integer 
called modulus and t is a_parameter, a process in which the 
signatory calculates an opening c that is notably a function of 
the message to be signed and a n_umber y that is a function of 
the secret key, transmits the numbers y and c that are the 
signature and the message, the process bEing characterised in 
that the modulus n is speci?c to the signatory. 

Following a preferred implementation, the signatory 
selects an integer r at random between 1 and n— 1, calculates a 
parameter x equaIto r’ (mod n), calculates a number c that is 
a function of the parameter x and of the message to be_signed, 
calculates a number y using the secret key s, as a function of 
numbers r and e, th_en transmits the numbers c and y as 
signature._ _ _ _ 

DETAILED DESCRIPTION OF PARTICULAR 
IMPLEMENTATIONS FOR THE INVENTION 

In the following description, the invention is assumed to be 
combined with the protocol GUILLOU-QUISQUATER, as 
an example. It is clear that the invention is not restricted to this 
protocol. 

Note that the universal parameters of the GUILLOU 
QUISQUATER protocol are the modulus n, products of prime 
numbers, comprising at least 1024 bits, aril an integer value t. 
The public key v and the secret key s verify the relation 

v:s_’ (mod n). _ _ 

The retained security level is u (lower than or equal to t, 
commonly equal to t) _ _ 

The authentication of A by B, which are named Alice and 
Bob, following the usual terminology, is completed as fol 
lows: 
1. Alice selects r within the range [1,n—1], calculates x:r’ 
(mod n) then c:h(x,[M]) and sends c to Bob. 
2. Bob selects e within the range [1 ,u—1] and sends e to Alice. 
3. Alice calculates y:rse (mod n) and sends y to Bob. 
4. Bob calculates xwtve (mod n) and veri?es that c:h(x, [M]) 
When no message is to be authenticated, it is optional to 

involve the pseudo random function h: cq can be used. The 
veri?cation then consists of checking that x:ytve (mod n). 

In the protocol modi?ed in accordance with the invention, 
t is the only universal parameter. 
The public key is (n,v), where n has at least 768 bits. The 

public key v and the secret key of Alice satisfy the relation 
v:s_’ (mod n). 
The secret key may include prime factors from n to take 

advantage of the second aspect of the invention. 
The parameter t may be included in the public key (in this 

case, there is no longer any universal parameter). 
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The security level retained by Alice and Bob is u (lower 
than or equal to t; usually u?). 

The authentication of Alice by Bob is performed as 
described above, but with faster calculations, which results 
from a smaller modulus n. 

As all Alice’s calculations are carried out modulo n, the 
gain factor resulting from only one modular multiplication 
affects the complete set of calculations completed by Alice 
when carrying out the protocol. This should be the same, for 
example, with Fiat-Shamir or Girault protocols (in the latter 
case, no gain should be expected in step 3, as there is no 
modular computation, but the execution time of this step is 
negligible with respect to the modular exponentiation of the 
?rst one). 

The invention may also be implemented by the Chinese 
remainders technique, which consists of calculating the val 
ues modulo n of the prime factors of n. As these numbers are 
inevitably smaller, these operations are quickly done. The 
result modulo n is still to be obtained through a “reconstitu 
tion” operation. This technique is described in the article of J . 
J QUISQUATER and C. COUVREUR entitled (Fast Deci 
pherment algorithm for RSA public-key crypto-system” pub 
lished in “Electronic Letters”, vol. 18, October 1982, pp. 
905-907. 

Let’s consider the case when n is the product of two prime 
factors p and q. 
From the Bezout theorem, it is known that two integers 

exists, such as ap+bq:1 
To calculate yqe (mod n), we start by reducing x modulo 

each prime factor by calculating qu (mod p) and xqq (mod 
q). We also reduce e modulo (p—1) and (q—1) by calculating 
ePIe modulo (p—1) and e qu (modulo q—1) (in the protocol of 
Quillou-Quisquater, e is always lower than e—1 and q— 1, then 
ePquIe. 
We then calculate ypqpep (mod p) and yqqqeq (mod q). 

When p and q are of similar size, each of these calculations is 
about 8 times faster than the calculation yqe (mod n) when e 
and n are of similar size (?rst case); 4 times faster when the 
size of e is lower than or equal to the size of p (second case as, 
for example, in the algorithm). The set of two calculations is 
then either 4 times faster or 2 times faster. 

y is still to be reconstructed from yp and y q, which is carried 
out using the relation: 

On the whole, the method of Chinese remainders leads to 
an acceleration of calculations by a factor ranging from 3 to 4 
in the ?rst case, and from 1.5 to 2 in the second case, when the 
number of prime factors (assumed to be of similar sizes) is 
larger than 2 and equal to k; the acceleration factor is nearing 
k2 in the ?rst case and close to k in the second case. 

The invention claimed is: 
1. An authentication process involving a ?rst device, which 

possesses a public key v and a secret key s, the public and 
secret keys being related by an operation modulo n, where n 
is an integer, the modulus n being speci?c to the ?rst device, 
and a second device, which knows the public key v, the ?rst 
and second [entities] devices being provided with means to 
exchange zero-knowledge information and to carry out cryp 
tographic calculations on the zero-knowledge information, 
calculations being carried out modulo n wherein in the pro 
cess the modulo n operation is of v:s_t (mod n), t being a 
parameter and in that the modulo n calculations are per 
formed according to the “Chinese remainders” method and in 
that the modulus n is the product of two primes of similar size. 
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6 
2. A process according to claim 1, wherein the information 

exchanges are of zero-knowledge and wherein the crypto 
graphic calculations are completed as follows: 

the ?rst device selects are at least one integer r at random 
ranging between 1 and n—1 and calculates at least one 
parameter x equal to r’ (mod n), then at least one number 
c that is at least one function of the at least one of a 
parameter and a message and sends the at least one 
number c to the second device; 

the second device receives the at least number c, selects at 
least one number e at random, and sends the at least one 
number e to the ?rst device; 

the ?rst device receives the at least one number e, carries 
out at least one calculation using the at least one number 
e and the secret key s, the result of the at least one 
calculation yielding at least one answer y, and sends the 
at least one answer y to the second device; 

the second device receives the at least one answer y, carries 
out one calculation using the public key v and the modu 
lus n, and checks with a modulo n operation that the 
result of the one calculation is coherent with the received 
at least one number c. 

3. A process according to claim 2, wherein a size of the 
number n, expressed in number of bits, is less than 1,000. 

4. A process according to claim 3, wherein a size of the 
number n is between 700 and 800. 

5. A message signature process con?gured for a device 
provided with a public key v and a secret key s, the public and 
private keys being related by a modulo n calculation, where n 
is an integer, which is speci?c to the device, the process 
utilizing means con?gured to calculate at least one number c 
that is a function of a message M to be signed, con?gured to 
calculate at least one number y that is a function of the secret 
key s, and con?gured to transmit the numbers y and c that are 
the signature of the message and the message M, wherein the 
modulo n operation is v:s—t (mod n), t being a parameter 
wherein the modulo n calculations are performed according 
to the “Chinese remainders” method and in that the modulus 
n is the product of two primes of similar size. 

6. A message signature process according to claim 5, 
wherein the device selects an integer r at random between 1 
and n—1, calculates a parameter x equal to it (mod n), calcu 
lates at least one number e that is a function of parameter x and 
the message M to be signed, calculates the at least one number 
y using its secret key s, said at least one number y being a 
function of numbers r and e, and transmits the numbers c and 
y as the signature. 

7. A method ofauthentication, the method comprising: 
generating and sending an opening c by a prover device, 

wherein generating an opening c comprises: 
calculating modulo n, wherein n is an integer specific to 

the prover device, and is a product of prime numbers; 
selecting randomly a number r between 1 and n—1; 
calculating aparameter x equal to rt (mod n), where t is 

a parameter; and 
calculating the opening c based at least in part on the 
parameter x; 

receiving a question e by the prover device, in response to 
the sending ofthe opening c; 

generating and sending a result y by the prover device to 
enable the prover device to be authenticated based on 
the result y and a public key v associated with a secret 
key s possessed by the prover device, wherein generating 
a resulty is based at least in part on the question e and 
the secret key s, and comprises calculating modulo n; 

wherein calculating modulo n comprises using a “Chinese 
remainders ” method. 
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8. A prover device for an authentication process, the prover 
device comprising: 

a storage device con?gured to store a secret key s possessed 
by the prover device; and 

a processor coupled to the storage device, and con?gured 
to generate an opening c, and cause the prover device to 
send the opening c, wherein generation ofan opening c 
comprises: 
calculation of modulo n, wherein n is an integer specific 

to the prover device, and is a product of prime num 
bers; 

random selection of a number r between 1 and n—1; 
calculation ofa parameterx equal to r; (mod n), where t 

is a parameter; and 
calculation ofthe opening c based at least inpart on the 
parameter x; 

control the prover device in receiving a question e, in 
response to the sending of the opening c; 

generate and cause the prover device to send a result y to 
enable the prover device to be authenticated based on 
the result y and a public key v associated with the secret 
key s, wherein generation of a result y is based at least in 
part on the question e and the secret key s, and comprises 
calculation ofmodulo n; 

wherein calculation ofmodulo n comprises using a “Chi 
nese remainders ” method, and at least two prime factors 
of n. 

9. An article of manufacture comprising a non-transitory 
computer readable medium, and instructions stored in the 
non-transitory computer readable medium, wherein the 
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8 
instructions executed on a prover device causes the prover 
device to perform an authentication method, the method com 
prising: 

generating and sending an opening c by theprover device, 
wherein generating an opening c comprises: 
calculating modulo n, wherein n is an integer specific to 

the prover device, and is a product of prime numbers; 
selecting randomly a number r between 1 and n—1; 
calculating aparameter x equal to rt (mod n), where t is 

a parameter; and 
calculating the opening c based at least in part on the 
parameter x; 

receiving a question e by the prover device, in response to 
the sending ofthe opening c; 

generating and sending a result y by the prover device to 
enable the prover device to be authenticated based on 
the result y and a public key v associated with a secret 
key s possessed by the prover device, wherein generating 
a resulty is based at least in part on the question e and 
the secret key s, and comprises calculating modulo n; 

wherein calculating modulo n comprises using a “Chinese 
remainders ” method, and at least twoprimefactors ofn. 

10. The method ofclaim 7, wherein generating a resulty 

comprises calculating y equal to rse (mod I]. The prover device ofclaim 8, wherein theprocessor is 

con?gured to calculate y by calculating rse (mod 12. The article ofclaim 9, wherein generating a resulty 

comprises calculating y equal to rse (mod 
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