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DATA MANAGEMENT SYSTEM 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci?ca 
tion; matter printed in italics indicates the additions 
made by reissue. 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is a Divisional of US. patent application 
Ser. No. 08/733,504 ?led on Oct. 18, 1996, now US. Pat. 
No. 5,974,141, which is a continuation in part application of 
prior US. patent application Ser. No. 08/416,037 ?led on 
Mar. 31, 1995, now abandoned. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to a data management sys 
tem for managing digital data, and in particular to a system 
which can be applied to copyright management of copy 
righted data, electronic commerce, and digital cash. 

2. Background Art 
As database systems store increasingly larger amount of 

information, database systems are becoming popular in 
which many computers, used to store various types of data 
independently, are connected via communication lines to 
share the data. 

In such a database system, the information handled up to 
this point has been conventionally coded information that 
can be processed by a computer, and that contains a rela 
tively small amount of information and monochrome binary 
data, such as facsimile information at most. And it was not 
possible to handle data containing a relatively large amount 
of information, such as data for natural pictures or anima 
tion. A technique is under development for digital process 
ing of picture signals other than binary data which were 
handled only as analog signals in the past. 
By digitizing the picture signal, it is possible to handle a 

picture signal, e.g., a television signal, by a computer. “Mul 
timedia systems” is an emerging technology of the future 
capable of simultaneously handling the data handled by 
computers and digitized picture data. 

Because picture data contains a much larger amount of 
information compared with character data and audio data, it 
is dif?cult to store or transfer or process the picture data by 
computer. For this reason, techniques for compressing or 
expanding picture data have been developed. Further, several 
standards for compression/expansion of picture data have 
been established. For example, the following standards have 
been established as common standards: JPEG point Photo 
graphic image coding Experts Group) standards for still 
pictures, H.261 standards for video conferences, MPEG1 
(Moving Picture image coding Experts Group 1) standards 
for picture accumulation, and MPEG2 standards for current 
television broadcasting and high de?nition television broad 
casting. These new techniques have made it possible to pro 
cess digital picture data in real time. 

For analog data, which has been widely used in the past, 
the control of copyrights during processing has not been an 
important issue because the quality of the analog data 
degrades each time the data is stored, copied, edited, or 
transferred. However, the quality of digital data does not 
degrade when the data is repeatedly stored, copied, edited, or 
transferred. Therefore, the management and control of copy 
rights during processing of digital data is an important issue. 
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2 
In the past, there has been no adequate method for man 

agement and control of copyrights for digital data. It has 
been managed and controlled merely by copyright law or by 
contracts. In copyright law, only compensation for digital 
sound or picture recording devices has been prescribed. 

It is possible not only to refer to the content of a database, 
but also to effectively utilize the data obtained from the data 
base by storing, copying, or editing the data, and also trans 
ferring the edited data to the database with the edited data 
registered as new data. Further, it is possible to transfer 
edited data to other persons via an on-line means such as a 
communication link or via an off-line means such as a 

proper recording medium. 
Conventional database system have dealt with only char 

acter data. However, in multimedia systems, sound data and 
picture data originally generated as analog data, are digitized 
and included in the database in addition to the other data in 
the database such as character data. 

Under such circumstances, it is important to control copy 
rights of the data in the database. However, none of the prior 
art methods provides a complete copyright management and 
control for such operations as copying, editing, transferring, 
etc. of data. 

In the past, computers have been used in relatively small 
scale for data communication. Computer communication 
system called “Internet” has shown a rapid progress in the 
past several years, and it is now being developed to a system 
closer and familiar to everybody. The information used in 
communication of this Internet system has been initially lim 
ited to character information only, but, with the progress of 
technique, audio data and picture data are now used. At 
present, even electronic commerce data or digital cash data, 
for which reliability and con?dentiality are important 
factors, are now being used in the Internet system. 
Under such circumstances, it has become necessary to 

establish new techniques to ensure and guarantee security to 
keep con?dentiality and reliability of the processed data and 
also of the case where it is necessary to charge and collect 
fee. 

In the information data, i.e. copyrighted data, for which 
fee is charged when utilizing such data, copyright is asserted 
in most cases, while there are information data such as per 
sonal mail, advertisement and propaganda data, etc., for 
which copyright is not positively asserted. For example, in 
case of a personal mail, for which copyright is not asserted, 
it is important to maintain privacy and to prevent falsi?ca 
tion or forgery of the contents. Even in the data for advertise 
ment and propaganda, which is usually not associated with 
assertion of copyright, damage or impairment may often 
occur due to falsi?cation of the contents or business activi 
ties may be disturbed because of distribution of the data to 
the people other than those originally aimed or such trouble 
may be caused by false data. 
As described above, it is essential in case of personal mail 

to stop falsi?cation of contents, to prevent infringement of 
privacy and to exclude forgery. For the advertisement and 
propaganda data, it is necessary to prevent falsi?cation of 
data contents, to restrict looking and to exclude forgery. 
The prevention of infringement of privacy in the personal 

mail and the restriction of looking of the advertisement and 
propaganda data can be achieved by encryption of data. The 
prevention of forgery of the personal mail and the advertise 
ment and propaganda data and the exclusion of falsi?cation 
of the personal mail and the advertisement and propaganda 
data can be attained by con?rmation (certi?cation) of the 
sender or the transmitter of the data. 
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The Internet system is based on grass-roots concept and is 
a very fragile system as far as security of the system itself is 
concerned. Various systems for maintaining security of the 
Internet system have been proposed, and typical systems are 
PEM (Privacy Enhanced Mail) adopting hierarchical struc 
ture and PGP (Pretty Good Privacy) adopting horiZontal dis 
tributed structure. These systems are effective to maintain 
con?dentiality of data and to provide certi?cation of the 
transmitting source, certi?cation on non-falsi?cation of the 
data, display of the ?rst transmitter and control of public 
key, While it is not possible by these systems to restrict 
re-utiliZation of data including data editing. 
PEM, adopting hierarchical structure, comprises the most 

upper-level authority called IPRA (Internet PCA Registra 
tion Authority), a next upper-level authority called PCA 
(Policy Certi?cation Authority), and the most loWer-level 
authorities called Organizational, Residential and Personal 
respectively. Upper-level certi?cation authorities issue a 
public-key certi?cate With digital signature on the data such 
as name of the loWer-level authority for public-key of the 
loWer-level authority, thus guaranteeing validity of the 
public-key. 

PGP, adopting horiZontal distributed structure, has no 
entity to correspond to the certi?cation authority of PEM, 
and a reliable third person guarantees validity of the public 
key by issuing a public-key certi?cate With digital signature 
to the data such as name of the public-key. In this PGP, there 
is a method called electronic ?ngerprinting to easily con?rm 
the public-key. By this method, the public-key is hashed by 
one-Way hash function such as MD 5 (Message Digest 5), 
and l6-byte hash value is con?rmed by voice. 
When PEM is compared With PGP, there is no problem on 

the certi?er in PEM, Which adopts hierarchical structure, but 
this is not necessarily a commonly used system in the Inter 
net System, Which is based on grass-roots concept. On the 
other hand, PGP is a simpli?ed system, Which can be Widely 
used. HoWever, this cannot be utiliZed in case there is no 
reliable person to sign. 

With recent development of computer netWork system, 
individual computers, used on stand-alone basis in the past, 
are connected together through the netWork system, and 
database system to commonly share the data is noW propa 
gated. Further, distributed object system has been proposed, 
in Which application program or basic softWare called oper 
ating system as Well as data is also commonly shared 
through the netWork. 

In the distributed object system, both data and softWare 
are supplied by a server as an object, Which comprises pro 
gram and data. In the distributed object system, there are tWo 
systems, i.e. a system called object container, in Which oper 
ating system, application program and data are provided by a 
server and data processing and data storage are performed by 
a user terminal unit, Which is an ordinary computer, and a 
system called server object, in Which operating system, 
application program and data are provided by a server, and 
data processing is performed by a user terminal unit called 
netWork computer, While data storage is carried out by a 
server. The server object system is further developed to a 
system, in Which data processing is also performed by the 
server, and the user terminal unit is provided only With input/ 
output function, and the Whole system functions as a single 
computer. 

Another form of the netWork system called “license net 
Work” as rental netWork system, is considered. In this 
system, an enterprise providing netWork base such as com 
munication lines also provides the systems other than com 
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4 
munication lines such as fee charging system, security 
system, copyright management system, certi?cation system, 
etc. And a service enterprise utiliZes these services and car 
ries out netWork business as if it is his oWn system. 

SUMMARY OF THE INVENTION 

In the present application, the inventor proposes a data 
management system for protecting copyright of digital data, 
for maintaining security in electronic commerce data and 
keeping security for digital cash data in an ordinary com 
puter netWork system, a distributed object system and a 
license netWork system. 
A ?rst aspect of the data management system of the 

present invention comprises a data management center on a 
netWork, an original copyright oWner or an information pro 
vider and a plurality of users Who use the netWork. The data 
management center certi?es public-key of netWork users, 
distributes secret-key for data encryption for presentation of 
a user label, and identi?es data utiliZation status by the 
request of the secret-key. The data is stored and transferred 
after encrypted using the secret-key, and the data is to be 
stored and transferred by encryption using a secret-key dif 
ferent from the secret-key for the data Which has been trans 
ferred. An original data label is added to original data, and an 
edit label is added to an edited data. The data management 
center does not store the data and stores only the original 
data label and the data relating to editing. A user label is used 
to request the secret key, but electronic ?ngerprinting of the 
user label may be used instead. 

The second aspect of the data management system com 
prises a data management center on a network, an original 
copyright oWner or an information provider and a plurality 
of users utiliZing the netWork. The data management center 
certi?es the public-key of the netWork users, and stores the 
original data and the editing scenario, and further stores the 
user label, the original data label and edit label. The data is 
not transferred betWeen the users and the encrypted data 
label encrypted by the public-key is transferred. For transfer 
and for request of utiliZation, data label is used, While elec 
tronic ?ngerprinting of the data label may be used instead. 

In electronic commerce system, every data is distributed 
through a mediator on a netWork, data Which is transferred 
from a maker to a user is encrypted by by a secret-key for 
encryption, and data Which is transferred from the user to the 
maker is encrypted by a secret-key for re-encryption. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1A to FIG. 1D each represents a draWing for explain 
ing labels. 

FIG. 2A to FIG. 2D each represents a draWing for explain 
ing label, data header and data body. 

FIG. 3A to FIG. 3D each represents a draWing for explain 
ing encryption of data and label. 

FIG. 4A to FIG. 4G each represents a draWing for explain 
ing encryption of data header and data body. 

FIG. 5A to FIG. 5C each represents a draWing for explain 
ing encryption of label, data header and data body. 

FIG. 6A and FIG. 6B each represents a draWing for 
explaining encryption of object ?le. 

FIG. 7 represents a conceptional structure of a data man 
agement system of a ?rst embodiment of the present inven 
tion. 

FIG. 8 represents a conceptional structure of a data man 
agement system of a second embodiment of the present 
invention. 
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FIG. 9 is to explain a technique to generate a data from a 
plurality of data. 

FIG. 10 represents a conceptional structure of a data man 
agement system of a third embodiment of the present inven 
tion. 

FIG. 11 represents a conceptional structure of a data man 
agement system of a fourth embodiment of the present 
invention. 

FIG. 12A and FIG. 12B each represents a conceptional 
structure of a data management system of a ?fth embodi 
ment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

The present invention is a digital data management system 
described With respect to copyright management. In the fol 
loWing description, numerous speci?c details are set forth to 
provide a more thorough description of the present inven 
tion. It Will be apparent, hoWever, to one skilled in the art, 
that the present invention may be practiced Without these 
speci?c details. In other instances, Well knoWn features have 
not been described in detail so as not to obscure the present 
invention. 

The folloWing explanation is provided to illustrate various 
embodiments of the invention. 
Certi?er 

In the present invention, it is necessary to have an entity 
Which certi?es copyright oWner of original copyrighted data, 
an information provider (IP) of the original copyrighted data 
and a user of the original copyrighted data, and another 
entity Which certi?es those Who edit the original copyrighted 
data. There may be a single certi?er or a plurality of certi? 
ers. When there are a plurality of certi?ers, they can be vir 
tually considered as a single entity by linking them With each 
other. 

In this system, a set of public-key and private-key of each 
user and a secret-key different for each step of the use of the 
copyrighted data are used. Among these keys, the private 
key is managed under responsibility of each user and corre 
sponding public-key is performed digital signature by the 
certi?er, so that the reliability is maintained. The public-key 
is controlled by a key management center generally called 
key library, and is distributed at the request of the user. It is 
possible to link a certi?er having a certifying function With 
the key management center or to make the certi?er also have 
a function of the key management center. 
Crypt Key 

Brief description is given beloW on a key system and a 
digital signature system used in the invention. 

Secret key system is also called “common key system” 
because the same key is used for encryption and decryption. 
Because it is necessary to keep the key in secret, it is also 
called “secret-key system”. Typical examples of encryption 
algorithm that uses a secret-key are: DES (Data Encryption 
Standard) system of National Bureau of Standards, FEAL 
(Fast Encryption Algorithm) system of NTT, and MISTY 
system of Mitsubishi Electronic Corp. In the embodiments 
described beloW, the secret-key is referred as “Ks”. 

In contrast, the public-key system is a cryptosystem Which 
uses a public-key being made public and a private-key Which 
is maintained in secret to those other than the oWner of the 
key. One key is used for encryption and the other key is used 
for decryption. Typical example is RSA public-key system. 
In the embodiments described beloW, the public-key is 
referred as “Kb”, and the private-key is referred as “Kv”. 
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6 
Here, the operation to encrypt a data M as data material to 

a cryptogram Ck using a crypt key K is expressed as: 

and the operation to decrypt the crypto gram Ck to the data M 
using a crypt key K is expressed as: 

Digital signature is a technique that applied the public-key 
system. In this system, a transfer source turns the data M to a 
hash value Hm by one-Way hash function such as MD 5. 
Using a private-key Kv, the hash value Hm is encrypted to 
Chmkv and is transferred together With the data M to a trans 
fer destination. The transfer destination decrypts the trans 
ferred encrypted hash value Chmkv to the hash value Hm 
using the public-key Kb and also turns the transferred data 
M to a hash value Hm' using the same one-Way hash func 
tion. If Hm=Hm', it is judged that the transferred data is 
reliable. The hash value Hm obtained in this process can be 
uniquely obtained from the data M, and it is not possible to 
uniquely reproduce the data M from the hash value Hm. 

In case the transfer source and the transfer destination can 
con?rm each other, the reliability of the transfer data is 
maintained even When the hash value Hm is transferred 
Without encrypting. This is called electronic ?ngerprinting, 
and is used for simpli?ed certi?cation. 
Use of Keys 

In the embodiments from the ?rst to ?fth (described in 
detail beloW), encryption/decryption/re-encryption of data 
storing inhibition of data, and storing of crypt keys are per 
formed in devices other than those in a center. It is desirable 
that these operations are operated by automatically Working 
a unique application program, by an application program 
contained in data, or for attaining higher security by operat 
ing system. Even higher security can be provided by per 
forming these processings by using IC card or PC card. 
Charging 

To ensure to charge and collect a fee corresponding to the 
use of data, tWo methods are used: to charge a fee corre 
sponding to the expected use prior to actual use, and to 
charge a fee corresponding to actual result of use after the 
use. 

The method to charge a fee after the use can be imple 
mented by metering post-payment in Which the use results 
are recorded and fee is charged by checking the record of 
use, or by card prepayment in Which a card With an amount 
of purchase entered in advance on it is used to subtract the 
entered amount corresponding to the actual use. 

Further, the metering post-payment method is divided into 
tWo methods to install a recording unit on server side like 
charging for telephone calls and to install a recording unit on 
user terminal like charging electric fees. 
The card prepayment method is divided into tWo methods 

in Which prepayment is stored on server side as a credit card; 
and the prepayment is stored on user side as a prepaid card. 
Storing of Keys 

In the ?rst to fourth embodiments (described in detail 
beloW), based on user information presented by the user 
When the user registers utiliZation of the system, the data 
management center prepares a user label and transmits it to 
the user. The user stores the user label, and a user’s public 
key, a user’s private-key and a public-key of the data man 
agement center Which are used in the system, in the user’s 
oWn device. The optimal place for this storage is an IC card 
or a PC card, While it is also possible to store in a data 
storage unit in the device. A manner of storing crypt keys by 
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IC card or PC card can ensure the higher security than that of 
managing keys by operating system. 

In the following, a description is given on a system to 
manage data copyrights. When there are digital data other 
than copyrighted data, requiring con?dentiality, certainty 
and reliability of communication contents, dealing contents, 
etc. such as electronic commerce data or digital cash data, 
the present invention can also be applied to those digital 
data. 

In the netWork system using crypt key, an entity to store 
the crypt key and an entity to generate the crypt key are 
placed out of the netWork system and are utiliZed via the 
netWork system. In the embodiment described beloW, it is 
supposed that a single entity, i.e. data management center, 
also serves as all of these entities. 
Label 

In the present invention, labels are used to protect copy 
right of the data and to execute data copyright. First, descrip 
tion Will be given on the labels, referring to FIGS. 1, 2 and 3. 

In this system, a user label of the system user is used. On 
the user label, information of the label oWner is described as 
shoWn in FIG. 1A. If the label oWner has the original 
copyright, information relating the original copyrighted data 
is added as shoWn in FIG. 1B. If the copyrighted data is an 
edited copyrighed data obtained by editing the original 
copyrighted data, information relating to the data of original 
copyright, information of edit tool and editing data (editing 
scenario) are further added as shoWn in FIG. 1C. It is also 
possible to add the edit tool (edition program) instead of the 
edit tool information as shoWn in FIG. 1D. 
Among these labels, the label Where only information of 

the label oWner as shoWn in FIG. 1A is described is referred 
as “user label”, and the label With information relating copy 
righted data as shoWn in FIG. 1B is referred to as “copyright 
label”, and the labels With information of the editing sce 
nario is referred to as “edit label” as shoWn in FIG. 1C and 
FIG. 1D. 

The user label is generated by the data management center 
according to the information of the user When the user joins 
the system. The copyright label is generated by the data 
management center When the author of the data presents the 
content to the data management center. The edit label is 
generated by the data management center, When the user 
Who has edited the data presents the user label and the edit 
ing scenario to the data management center. These are trans 
ferred to each label oWner and are stored at the data manage 
ment center. 

Encrypting 
FIGS. 2A, 2B and 2C each represents relationship 

betWeen copyright label and copyrighted data. In the copy 
right label and copyrighted data corresponding to the label, 
the copyright label is separated from header of the data as 
shoWn in FIG. 2A, or is integrated With header of the data as 
shoWn in FIG. 2B, or is attached to the header as shoWn in 
FIG. 2C. 

If the copyright label is attached to the header, it is pos 
sible to have extended label arrangement, in Which a plural 
ity of copyright labels are combined together as shoWn in 
FIG. 2D. If the label is integrated as shoWn in FIG. 2B, the 
label may not be accommodated in a single header Which is 
limited in capacity When the copyright label becomes larger. 
In the extended label arrangement of combining a plurality 
of labels as shoWn in FIG. 2D, if there are too many labels, it 
exceeds the limit of packet siZe on Internet, causing di?i 
culty in distribution. 

There are the folloWing tWo cases: a case Where the copy 
right label is encrypted and used as shoWn in FIG. 3A and a 
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8 
case Where it is used Without being encrypted as shoWn in 
FIG. 3B. In FIGS. 3A and 3B, square framed portions shoW 
being encrypted. If the copyright label is not encrypted, the 
data copyrighted is encrypted. 
Even When the copyright label is not encrypted, the copy 

right labels other than the ?nally added copyright label are 
encrypted in the extended label arrangement as shoWn in 
FIG. 2D and a multi-stage arrangement can be adopted, in 
Which crypt key of the copyright labels added previously and 
encrypted is included in the copyright label added later as 
shoWn in FIG. 3C and FIG. 3D. By this arrangement, it is 
possible to con?rm the content of the previously added 
copyright labels. 

Data is encrypted and decrypted to protect the copyright, 
but encryption and decryption are tasks can put much burden 
on computers. If the data to be encrypted or decrypted is a 
text data mainly composed of characters, the burden of 
encryption and decryption is not so much, but if the data to 
be encrypted or decrypted is audio data or video data, espe 
cially moving picture data, the burden of encryption and 
decryption may be enormous. For this reason, even When 
high speed crypt algorithm is used, at present it is not practi 
cal to encrypt or decrypt in softWare the data other than text 
data i.e., moving picture data in real-time since it requires 
special type computer such as super-parallel type super 
computer rather than generally used personal computers. 
A description is noW given on an arrangement of encryp 

tion and decryption of data referring to FIGS. 4A, 4B, 4C, 
4D, 4E, 4F and 4G. In these ?gures, square framed portions 
are the portions to be encrypted. 

FIG. 4A shoWs a method to use encryption in principle. 
Only data body, overWhelmingly larger compared With a 
header portion, is encrypted, and the data header to be used 
to recogniZe the data is not encrypted. In this arrangement, 
the burden of encryption and decryption is very high. 

In contrast, there is a method to encrypt the data header 
portion Without encrypting the data body portion as shoWn in 
FIG. 4B. In this case, if the entire header is encrypted, the 
data cannot be recognized. Hence, a part of the header is not 
encrypted. 

In order to reduce the burden in the arrangement of FIG. 
4A, only the forWard portion of the data body can be 
encrypted as shoWn in FIG. 4C. In this arrangement, it is 
only a part of the data body Which must be encrypted or 
decrypted, and the burden of encryption and decryption is 
extremely reduced. 

FIG. 4D shoWs the case Where the effect by the arrange 
ment of FIG. 4C is increased more, and a plurality of 
encrypted portions of the data body are provided in the data 
body. 

FIG. 4E shoWs a method called SKIP (Simple Key 
management for Internet Protocols). Here, data body is 
encrypted, and a part of the header is encrypted, Whereby a 
crypt key for decrypting the data body is placed in the 
encrypted portion in the header. In this arrangement, it is 
extremely dif?cult to cryptanalyZe because tWo pieces of 
cryption must be decrypted. 

HoWever, in the arrangement shoWn in FIG. 4E, the entire 
data body is encrypted, and the burden of encryption and 
decryption is very high as in the case of the arrangement 
shoWn in FIG. 4A. If the arrangement of FIG. 4E is com 
bined together With the arrangement of FIG. 4C and only the 
forWard portion of the data body is encrypted as shoWn in 
FIG. 4F, the burden of encryption and decryption is 
extremely reduced because it is necessary to encrypt or 
decrypt only a part of the data body. 

In the arrangement of FIG. 4E, if a plurality of encrypted 
portions are provided in the data body as shoWn in FIG. 4G 
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by combining With the arrangement of FIG. 4D, the effect is 
increased more. 

A description regarding an encryption/decryption struc 
ture of data having general ?le form is provided referring to 
FIGS. 5A, 5B and 5C. In these ?gures, square framed por 
tions are to be encrypted. 

Data having a general ?le form consists of data body por 
tion and data header portion, and further, copyright label 
connecting thereWith or relating thereto, according to the 
present invention. FIG. 5A shoWs a method to use cryption 
in principle. Only data body is encrypted, and data label and 
data header are not encrypted, and similar to the arrange 
ment of FIG. 4A, the burden of encryption and decryption is 
very high. 

In contrast, there is a method to encrypt the data header 
portion Without encrypting the data body portion as shoWn in 
FIG. 5B. In this case, if the entire header is encrypted, the 
data cannot be recogniZed. Hence, a part of the header is not 
encrypted. In this case, the copyright label also is not 
encrypted. 

There is another method to encrypt the copyright label 
Without encrypting the data body and data header portions as 
shoWn in FIG. 5C. In this case also, if the entire copyright 
label is encrypted, the relation to data Which corresponds to 
the copyright label cannot be recognized. Hence, a part of 
the copyright label is not encrypted. 

Further, there is a method of so-called object oriented 
programming performing various processings by using 
“object” integrated With data and program handling data, 
instead of a general form ?le consisting of data header and 
data body. 

The object has basic conceptual structure as shoWn in 
FIG. 6A. A storing portion referred to as “slot” in an enve 
lope referred to as “instance” accomodates data called 
“instance variable”. The slot is surrounded by one or more of 
procedures called “method” for referring, processing, bind 
ing and so on, and the instance variable can be referred to or 
operated only via “method”. This function is called “encap 
sulation”. Instruction from outside for make the “method” 
refer to or operate the instance variable is called “message”. 

This means, in another vieW, the instance variable Which 
is impossible to be referred to or operated Without through 
“method” is protected by the “method”. Then, this can be 
used for encrypting the “method” and alloWing the instance 
variable to be referred to or operated only by “message” 
Which can decrypt the encrypted “method” as shoWn in FIG. 
6B. In this case also, similarly to the case of data having 
general ?le form in FIG. 5C, since if entire “method” is 
encrypted, it is impossible to utiliZe “object”, a part of the 
“method” is not encrypted. In FIG. 6B, square framed por 
tion is encrypted. 
[Embodiment l] 
A description is given on a ?rst embodiment referring to 

FIG. 7. To explain the principle, description is given ?rst on 
a case Where the user transfers original copyrighted data to 
the next user Without editing it. The case Where the user edits 
the original copyrighted data is described later. 

Practically, the case Where the original copyrighted data is 
not edited is combined With the case Where the original 
copyrighted data is edited, and carried out as explained in the 
third embodiment (described beloW). In the system of the 
present embodiment, secret-key and public-key and private 
key are used. Therefore, an entity to manage public-key and 
an entity to generate secret-key may be linked to or included 
in the data management center. 

(1) An original author (data oWner) A presents an original 
copyright label L0 and requests the data management center 
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10 
Cd to distribute an original secret-key Ks0. The original 
author may transfer or deposit the original copyrighted data 
to an information provider (IP) or to database so that the 
information provider or the database can play a role of the 
original author. 

It is also possible that the original author A stores the 
original secret-key Ks0 and encrypts the original copy 
righted data M0 Without depending on the data management 
center Cd, While the original secret-key Ks0 must be stored 
at the data management center Cd to utiliZe the original 
copyrighted data M0 by the user (data user). 

(2) When the distribution of the original secret-key Ks0 is 
requested, the data management center Cd encrypts the 
original secret-key Ks0 corresponding to the original copy 
right label L0 using a public-key Kba of the original author 
A: 

and distributes the encrypted original secret-key Cks0kba 
together With the original copyright label L0 to the original 
author A. The secret-key is hereafter, encrypted by a public 
key of a distributed destination in order to be decrypted only 
by the distributed destination. 

In this case, the data management center Cd performs 
one-Way hash on the original copyright label L0 using algo 
rithm such as MD 5 and prepares an original copyright label 
?ngerprint F0, eg the one having l6-byte data, and distrib 
utes it to the original author A. Thereafter, this electronic 
?ngerprint is transferred together With the copyrighted data. 

(3) When the encrypted original secret-key Cks0kba is 
distributed, the original author A decrypts the encrypted 
original secret-key Cks 0kba using the private-key Kva of the 
original author A: 

encrypts the original copyrighted data M0 using the 
decrypted original secret-key Ks0: 

and transfers the encrypted original copyrighted data 
Cm0ks0, the original copyright label L0 and the original 
copyright label ?ngerprinting F0 to a ?rst user U1. 

(4) When the encrypted original copyrighted data 
Cm0ks0, the original copyright label L0 and the original 
copyright label ?ngerprint F0 are transferred, the ?rst user 
U1 presents the original copyright label L0, the original 
copyright label ?ngerprint F0 and ?rst user label Lu1, and 
requests the data management center Cd to distribute the 
original secret-key Ks0 and a ?rst secret-key Ks1. 

(5) When requested to distribute the original secret-key 
Ks0 and the ?rst secret-key Ks1, the data management cen 
ter Cd con?rms validity of the presented original copyright 
label L0 by the original copyright label ?ngerprint F0, and 
registers the ?rst user label Lu1. At the same time, the origi 
nal secret-key Ks0 corresponding to the original copyright 
label L0 and the ?rst secret-key Ks1 corresponding to the 
?rst user label Lu1 are encrypted using public-key Kb1 of 
the ?rst user U1: 

and distributes the encrypted original secret-key Csk0kb1 
and the encrypted ?rst secret-key Cks1kb1 to the ?rst user 
U1. 
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(6) When the encrypted original secret-key Csk0ksb1 and 
the encrypted ?rst secret-key Cks1kb1 are distributed, the 
?rst user U1 decrypts the encrypted original secret-key 
Ck0kb1 and the encrypted ?rst secret-key Cks1kb1 using 
private-key Kvl of the ?rst user U1: 

Then, the encrypted original copyrighted data Cm0ks0 is 
decrypted using the decrypted original secret-key Ks0: 

and the decrypted original copyrighted data M0 is utiliZed. 
In case the original copyrighted data M0 is stored or 

copied, it is encrypted using the decrypted ?rst secret-key 
Ks1: 

This is stored or copied as the encrypted original copy 
righted data Cm0ks1. In case the original copyrighted data 
M0 is to be transferred to a second user (next data user) U2, 
it is encrypted using the decrypted ?rst secret-key Ks1 and is 
transferred together With the original copyright label L0, the 
original copyright label ?ngerprint F0 and the ?rst user label 
Lu1, as the encrypted original copyrighted data Cm0ks1. 

Each user may put digital signature Which one-Way hash 
Value of the user’ s label is encrypted using user’ s private-key 
on the user’s label to be presented to the data management 
center Cd. Then, the data management center decrypts the 
encrypted one-Way hash Value using the user’s public-key, 
calculates the one-Way hash Value of the label and compares 
the tWo one-Way hash Values in order to Verify Validity of 
each user’ s label. 

(7) When the encrypted original copyrighted data 
Cm0ks1, the original copyright label L0, the original copy 
right label ?ngerprint F0 and the ?rst user label Lu1 are 
transferred, the second user U2 presents the original copy 
right label L0, the original copyright label ?ngerprint F0, the 
?rst user label Lu1 and the second user label Lu2, and 
requests the data management center Cd to distribute the ?rst 
secret-key Ks1 and second secret-key Ks2. 

(8) When requested to distribute the ?rst secret-key Ks1 
and the second secret-key Ks2, the data management center 
Cd con?rms Validity of the original copyright label L0 and 
the ?rst user label Lu1 by the original copyright label ?nger 
print F0. 
When it is con?rmed that the ?rst user label Lu1 is Valid, 

the data management center Cd registers the second user 
label Lu2 and encrypts the ?rst secret-key Ks1 correspond 
ing to the ?rst user label Lu1 and the second secret-key Ks2 
corresponding to the second user label Lu2 using public-key 
Kb2 of the second user U2: 

and distributes the encrypted ?rst secret-key Cks1kb2 and 
the encrypted second secret-key Cks2kb2 to the second user 
U2. 

(9) When the encrypted ?rst secret-key Cks1kb2 and the 
encrypted second secret-key Cks2kb2 are distributed, the 
second user U2 decrypts the encrypted ?rst secret-key 
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Cks1kb2 and the encrypted second secret-key Cks2kb2 
using private-key KV2 of the second user U2: 

decrypts the encrypted original copyrighted data Cm0ks1 
using the decrypted ?rst secret-key Ks1: 

and utiliZes the decrypted original copyrighted data M0. 
If the original copyrighted data M0 is to be stored or 

copied, it is encrypted using the decrypted second secret-key 
Ks2, and the encrypted original copyrighted data Cm0ks2 is 
stored or copied. If the original copyrighted data M0 is to be 
transferred to a third user U3, it is encrypted using the 
decrypted second secret-key Ks2, and the encrypted original 
copyrighted data Cm0ks2 is transferred to the third user U3 
together With the original copyright label L0, the original 
copyright label ?ngerprint F0, the ?rst user label Lu1, and 
the second user label Lu2. 

(10) When the encrypted original copyrighted data 
Cm0ks2 is transferred together With the original copyright 
label L0, the original copyright label ?ngerprint F0, the ?rst 
user label Lu1, and the second user label Lu2, the third user 
U3 presents the original copyright label L0, the original 
copyright label ?ngerprint F0, the ?rst user label Lu1, the 
second user label Lu2 and third user label Lu3, and requests 
the data management center Cd to distribute the second 
secret-key Ks2 and third secret-key Ks3. 

(l 1) When requested to distribute the second secret-key 
Ks2 and the third secret-key Ks3, the data management cen 
ter Cd con?rms Whether the original copyright label L0, the 
?rst user label Lu1 and the second user label Lu2 are Valid or 
not, using the original copyright label ?ngerprint F0. 
When it is con?rmed that the second user label Lu2 is 

Valid, the data management center Cd registers the third user 
label Lu3 and encrypts the second secret-key Ks2 corre 
sponding to the second user label Lu2 and third secret-key 
Ks3 corresponding to the third user label Lu3 using public 
key Kb3 of the third user U3: 

Then, the encrypted second secret-key Cks2kb3 and the 
encrypted third secret-key Cks3kb3 are distributed to the 
third user U3. 

(12) When the encrypted second secret-key Cks2kb3 and 
the encrypted third secret-key Cks3kb3 are distributed, the 
third user U3 decrypts the encrypted second secret-key 
Cks2kb3 and the encrypted third secret-key Cks3kb3 using 
private-key KV3 of the third user U3: 

and decrypts the encrypted original copyrighted data 
Cm0ks2 using the decrypted second secret-key Ks2: 

thus utiliZes the decrypted original copyrighted data M0. 
If the original copyrighted data M0 is to be stored or 

copied, it is encrypted using the decrypted third secret-key 
Ks3, and the encrypted original copyrighted data Cm0ks3 is 




























