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(57) ABSTRACT 

In order to allow controlling of a home network (5) from 
remote, a gateway (1) connecting the home network (5) to a 
communication network (3, 12) additionally comprises an 
e-mail module (6). The e-mail module (6) enables the gate 
way (1) to connect itself to an e-mail account (8) in order to 
transmit e-mails received by the e-mail account (8) Via the 
communication network (3) to the gateway (1). The trans 
mitted e-mails are processed by the gateway (1), information 
is extracted therefrom enabling the gateway (1) to carry out 
network controlling procedures. Status information and 
error messages are sent back by the gateway (1) to the user 
(13) in form of e-mails. 

25 Claims, 1 Drawing Sheet 
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SYSTEM USING HOME GATEWAY TO 
ANALYZE INFORMATION RECEIVED IN AN 
EMAIL MESSAGE FOR CONTROLLING 
DEVICES CONNECTED IN A HOME 

NETWORK 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci?ca 
tion; matter printed in italics indicates the additions 
made by reissue. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention pertains to a method of remotely 
controlling a home network, the home network being acces 
sible via a gateway, and an apparatus therefor. 

2. Description of Related Art 
A commonly used method for interconnecting and con 

trolling home devices is to use home networking. Using such 
a home network, it is possible that any home device controls 
and communicates with any other home device. Further, it is 
possible to control these devices from remote. 

To do this, it may be desirable to use the Internet as a 
communication network connecting the remote user to the 
home network. Such a connection can be realized by a gate 
way as an interface between the home network and the 
Internet, for example. 

However, in such a case, it is necessary to have the gate 
way permanently connected to the Internet, which is expen 
sive and represents a security hazard. 

SUMMARY OF THE INVENTION 

It is an object of the present invention to provide a method 
of controlling a home network from remote, which is low in 
cost and which shows a high standard of security. 

To solve this object, the present invention provides a 
method of controlling a home network from remote, the 
home network being accessable via a gateway, which is 
characterized by the steps of transmitting information 
located in an e-mail account assigned to said gateway from 
said e-mail account to said gateway, analyzing said transmit 
ted information and carrying out home network controlling 
procedures on the basis of said transmitted information by 
said gateway. 

Further, the present invention provides a gateway connect 
able to a communication network, the gateway comprising a 
?rst connecting means to connect said gateway to said com 
munication network, and a second connecting means con 
necting said gateway to a home network, characterized in 
that said gateway is connectable to an e-mail account via 
said communication network, said gateway including an 
e-mail module comprising receiving means connected to 
said ?rst connecting means for receiving e-mails via said 
communication network, said receiving means being con 
nected to analyzing means for extracting information from 
said e-mails received by said receiving means and for pro 
cessing said extracted information, and controlling means 
connected to said analyzing means for controlling devices 
within the home network according to an output of said ana 
lyzing means. 

Further preferred embodiments of this method and gate 
way according to the present invention de?ned in indepen 
dent claims 1 and 17, respectively, are described in the 
respective subclaims. 
An important aspect of the present invention is that all 

information needed by the gateway to control the home net 
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2 
work is provided by an e-mail account which is connectable 
to the gateway. This information is at least temporarily 
stored in the e-mail account and may consist of e-mails or be 
included in e-mails which have been sent from a remote user 
to said account. Another possibility is that the e-mail account 
generates the information itself by using software programs 
available within the e-mail account, for example. These pro 
grams can be adjusted by a user so as to arti?cially generate 
e-mails and store them in the e-mail account, the e-mails 
containing the information to control the home network. 

It may be desirable that the gateway connects itself to the 
e-mail account in order to carry out an e-mail scanning pro 
cess. During this e-mail scanning process, the gateway in a 
?rst step ?nds out which e-mails stored in the e-mail account 
are of importance for controlling the home network. For 
example, the gateway may check if new e-mails have been 
sent to the e-mail account, and focus all further actions on 
this special sort of e-mails. In a second step, the e-mail scan 
ning process may extract data from the e-mails selected in 
the ?rst step. For example, the data contained in the subject 
headers of the selected e-mails are extracted. This extracted 
data is then transferred as the essential information needed 
by the gateway to control the home network to the gateway. 
The described scanning process can also be done by the 

e-mail account itself, which connects after completion of the 
scanning process to the gateway to transfer the data obtained 
by the scanning process to the gateway. 
The scanning process may be restricted to only checking 

if an arbitrary e-mail has been received by the e-mail 
account. For example, if the functionality of the gateway is 
restricted to switching on all lights and is properly pro 
grammed in advance to do this, the only event of receiving 
an arbitrary e-mail by the e-mail account is su?icient for 
starting this controlling procedure. Due to the restricted 
functionality no further information is needed. In such a 
case, the information transferred from the e-mail account to 
the gateway may merely consist of a predetermined signal, 
which is interpreted by the gateway to carry out the predeter 
mined home network controlling procedures, which would 
mean switching on all lights in the example given above. 

Alternatively, the information transferred from the e-mail 
account to the-gateway consists of parts of received e-mails 
or of complete received e-mails. It is also possible that the 
e-mail account converts the received or arti?cially generated 
e-mails into a form suitable to be processed by the gateway 
before sending these converted e-mails to the gateway. 
The advantage of the above-described method is that no 

permanent connection between a remote user controlling the 
home network and the gateway is necessary. By using the 
e-mail-account as a “command buffer”, the “connection” 
between the remote user and gateway is split into two inde 
pendent parts, which makes it possible to establish each part 
of the connection only on demand or within predetermined 
time intervals. The ?rst part of the connection is the commu 
nication network between the remote user and the e-mail 
account, the second part consists of the communication net 
work between the e-mail account and the gateway. This 
reduces costs and increases security. 

Another advantage is that the remote user can send home 
network commands at any time, since the e-mail account, 
preferably located at an internet service provider, is available 
all the time. 

Another advantage is that e-mail services are widely 
available. If the user has a mobile phone which is able to 
convert SMS messages into e-mails, he can control the home 
network at any time from any point by sending SMS mes 
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sages to the e-mail account, Which are received by the e-mail 
account as e-mails. 

Status information of the home network controlling pro 
cedures and error messages occurred during these proce 
dures may be sent via the gateway to an e-mail account 
available for the remote user. Thus, the user can control if his 
commands sent in form of e-mails to the e-mail account have 
been properly processed by the gateWay. 

In the case that parts of e-mails or complete e-mails have 
been transmitted from the e-mail account to the gateWay, the 
gateWay analyzes the transmitted e-mails and extracts infor 
mation therefrom. For example, the gateWay extracts the 
information contained in the headers of the e-mails, as this 
information may contain task information, ie information 
Which tells the gateWay What to do With the rest of informa 
tion contained in the e-mail. For example, the task informa 
tion may contain the task “controlling the home video sys 
tem”. The gateWay then knoWs that this e-mail is intended to 
control the home video system, and extracts controlling 
information needed therefore from the body of this e-mail. 
The controlling information contains additional information 
telling the gateWay hoW to control the home video system in 
detail, for example. 

If the extracted task information is suf?cient to carry out 
the home netWork controlling procedure, the step of extract 
ing controlling information may be left. For example, if the 
task information contains the command “sWitching on all 
lights”, the gateWay does not need any further information, 
and no controlling information is extracted from the e-mail. 

To increase security, the gateWay may process only such 
transferred e-mails Which carry authenticating information. 
For example, the gateWay may accept only such transferred 
e-mails Which carry a special sender address. Other e-mails 
are ignored or deleted. 

E-mails stored in the e-mail account Which have already 
been scanned by the gateWay or by the e-mail account, may 
be deleted after a predetermined period of time. 

To further increase security, the e-mails may be encrypted 
by the remote user before sending them to the e-mail 
account, and decrypted either by the e-mail account or the 
gateWay after having received them. 

Another advantage of the present invention is that the 
home netWork can even be controlled if a ?reWall is used, 
Which does not alloW that HTTP passes the gateWay for 
reasons of security. In such a case, a broWser-based control 
ling of the gateWay Would not be possible, for example. 

Further advantages and features of the present invention 
Will be explained beloW in conjunction With the folloWing 
draWing. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shoWs a preferred embodiment of a gateWay in 
accordance With the present invention. 

DETAILED DESCRIPTION OF PREFERRED 

EMBODIMENT(S) 
In the folloWing description, an exemplary preferred 

embodiment of a gateWay for realizing the method described 
above Will be given. 
A gateWay 1 comprises ?rst connecting means 2 to con 

nect the gateWay to a communication netWork 3, and a sec 
ond connecting means 4 connecting the gateWay 1 to a home 
netWork 5. 

According to the present invention, the gateWay 1 further 
comprises an e-mail module 6. The e-mail module 6 com 
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4 
prises receiving means 7 for receiving information transmit 
ted from an e-mail account 8, Which is connectable With the 
gateWay 1 via the communication netWork 3. The receiving 
means 7 is connected to the ?rst connecting means 2, and 
also connected to an analyzing means 9 for extracting infor 
mation from the e-mails received by the receiving means 7 
and for processing the extracted information. The analyzing 
means 9 is also included in the e-mail module 6. 

The e-mail module 6 further comprises controlling means 
10 connected to the analyzing means 9 and the second con 
necting means 4 for controlling devices Within the home 
netWork 5 via the second connecting means 4 based on infor 
mation extracted from the e-mails by the analyzing means. 
The receiving means 7 coordinates the transmission of 

information of the e-mail account 8 via the communication 
netWork 3 and the ?rst connecting means 2. It can cause a 
modem or an ISDN device included in ?rst connecting 
means 2 to dial up to the e-mail account 8, and has storage 
means (not shoWn) for storing received information. 
The analyzing means 9, the controlling means 10, the 

receiving means 7 and the ?rst connecting means 2 are con 
nected to a sending means 11 to send status information or 
error messages to the sending means 11. The sending means 
11 then converts the status information or the error messages 
into e-mails and sends them via the ?rst connecting means 2 
and the communication netWork 3, 12 to the user 13. 

The sending means 11 may also send e-mails to the e-mail 
account 8. The user could then connect himself via the com 
munication netWork 12 to the e-mail account 8 and read the 
error messages or status information stored as e-mails Within 
the e-mail account 8. 
What is claimed is: 
1. Method of controlling devices in a home netWork [(5)] 

from remote, the home netWork [(5)] being accessable via a 
gateWay[(1)], characterized by the folloWing steps: 

transmitting over a communications network, informa 
tion located in an e-mail account [(8)] assigned to said 
gateWay [(1)] from said e-mail account [(8)] to said 
gateWay[(1)], 

analyzing said transmitted information and carrying out 
home netWork controlling procedures by which at least 
one of the devices is controlled on the basis of said 
transmitted information by said gateWay[(1)]. 

2. Method according to claim 1, characterized by an 
e-mail scanning process of said e-mail account[(8)], said 
information being transmitted to said gateWay [(1)] being 
generated before said transmission according to a result of 
said e-mail scanning process. 

3. Method according to claim 2, characterized by using 
said gateWay [(1)] or said e-mail account [(8)] itself for said 
e-mail scanning process. 

4. Method according to claim 3, characterized in that said 
e-mail scanning process of said e-mail account [(8)] is done 
in regular time intervals by said gateWay[(1)]. 

5. Method according to claim 2, characterized by deleting 
such e-mails of said e-mail account [(8)] already scanned by 
said e-mail scanning process after a predetermined period of 
time. 

6. Method according to claim 1, characterized in that said 
steps of transmitting said information is done by transmit 
ting at least parts of e-mails. 

7. Method according to claim 4, characterized in that said 
step of analyzing said transmitted e-mails comprises a step 
of extracting information of said transmitted e-mails and a 
step of judging Whether said transmitted e-mails are 
intended to cause home netWork controlling procedures, said 
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step of judging being at least partially based on said 
extracted information. 

8. Method according to claim 7, characterized in that said 
step of extracting information comprises a step of extracting 
task information from the subject headers of said transmitted 
e-mails and a step of extracting controlling information from 
the bodies of said transmitted e-mails. 

9. Method according to claim 8, characterized in that said 
step of judging Whether said transmitted e-mails are 
intended to cause home network controlling procedures is 
based on said extracted task information. 

10. Method according to claim 8, characterized in that 
said step of carrying out home netWork controlling proce 
dures is based on said extracted controlling information. 

11. Method according to claim 6, characterized by carry 
ing out home netWork controlling procedures only on the 
basis of such transmitted e-mails Which carry a special 
sender address. 

12. Method according to claim 1, characterized in that 
said steps of transmitting said information is done by trans 
mitting complete e-mails. 

13. Method according to claim 1, characterized by send 
ing e-mails to said e-mail account [(8)] by a remote user[(13) 

14. Method according to claim 13, characterized by 
encrypting at least parts of said e-mails before sending them 
by said remote user [(13)] to said e-mail account[(8)], and 
decrypting them by said gateWay [(1)] after having trans 
ferred them to said gateWay[(1)]. 

15. Method according to claim 1, characterized in that 
said gateWay [(1)] sends status information and error mes 
sages as e-mails to a remote user[(13)]. 

16. Method according to claim 1, characterized by carry 
ing out home netWork controlling procedures only on the 
basis of such transmitted information Which carries authen 
ticating information. 

17. GateWay [(1)] connectable to a communication 
netWork[(3 )], the gateWay [(1)] comprising a ?rst connecting 
means [(2)] to connect said gateWay [(1)] to said communi 
cation netWork[(3)], and a second connecting means [(4)] 
connecting said gateWay [(1)] to a home netWork[(5)], char 
acterized in that said gateWay [(1)] is connectable to an 
e-mail account [(8)] via said communication netWork[(3)], 
and includes an e-mail module [(6)] comprising receiving 
means [(7)] connected to said ?rst connecting means [(2)] 
for receiving e-mails via said communication netWork[(3)], 
said receiving means [(7)] being connected to analyzing 
means [(9)] for extracting information from said e-mails 
received by said receiving means [(7)] and for processing 
said extracted information, and controlling means [(10)] 
connected to said analyzing means [(9)] for controlling 
devices Within the home netWork [(5)] according to an out 
put of said analyzing means[(9)]. 

18. GateWay [(1)] according to claim 17, characterized in 
that said receiving means [(7)] comprises a transferring 
means for transferring e-mails of said e-mail account [(8)] to 
said gateWay[(1)]. 

19. GateWay [(1)] according to claim 17, characterized in 
that said e-mail module comprises a sending means [(11)] 
connected to said ?rst connecting means [(2)] for sending 
e-mails from said gateWay [(1)] to an e-mail account [(8)] of 
a remote user[(13)], said e-mails to be sent by said sending 
means [(11)] being generatable according to an output of 
said controlling means[(10)], said analyzing means [(9)] and 
said controlling means [(10)] by said sending means[(11)]. 

20. A method for remotely controlling, by a gateway, a 
device connectable to a home network from a remote device 
via a communication network, comprising the steps of' 

6 
receiving an e-mail containing task informationfor con 

trolling said device, said e-mail being transmittedfrom 
said remote device, and temporarily storing said 
received e-mail received via said communication net 

5 work; 
extracting and analyzing said task informationfrom said 

received e-mail by said gateway; and 
controlling said device on the basis of said extracted task 

information by said gateway. 
2]. A methodfor remotely controlling a device within a 

home network via a gateway connectable to a communica 

tion network, comprising the steps of' 
receiving via said communication network an e-mail that 

had been temporarily stored, said e-mail containing 
15 informationfor controlling said device; 

extracting and analyzing said task informationfrom said 
received e-mail by said gateway; and 

controlling said device on the basis of said extracted task 
information by said gateway. 

22. A methodfor remotely controlling a device within a 
home network via a gateway connectable to a communica 

tion network, comprising the steps of' 
temporarily storing an e-mail generated by a remote 

device, said e-mail containing a predetermined signal 
interpreted by said gateway to carry out a predeter 
mined procedure to control said device; 

establishing a connection via said communication net 
work to enable said gateway to receive said e-mail; 

extracting and analyzing saidpredetermined signalfrom 
said received e-mail by said gateway; and 

25 

30 

controlling said device on the basis of said extracted pre 
determined signal by said gateway. 

23. A methodfor remotely controlling a device within a 
home network via a gateway connectable to a communica 
tion network, comprising the steps of' 

checking at said gateway whether new e-mail containing 
a predetermined signal is stored by establishing a con 
nection between said gateway and the stored e-mail, 
said predetermined signal being interpreted by said 
gateway to carry out a predetermined procedure to 
control said device; 

receiving an e-mail containing saidpredetermined signal; 
extracting and analyzing saidpredetermined signalfrom 

said received e-mail by said gateway; and 
controlling said device on the basis of said extracted pre 

determined signal by said gateway. 
24. A methodfor remotely controlling a device within a 

home network via a gateway connectable to a communica 

tion network, comprising the steps of' 
establishing a connection between said gateway and an 

e-mail bufer to check at predetermined time intervals 
whether new e-mail containing a predetermined com 
mand has been sent from a remote device, said prede 
termined command being interpreted by said gateway 
to carry out a predetermined procedure to control said 
device; 

receiving said e-mail containing saidpredetermined com 
mand by said gateway; and 

controlling said device on the basis of said predetermined 
command by said gateway. 

25. A methodfor remotely controlling, by a gateway, a 
device connectable to a home network from a remote device 

65 via a communication network, comprising the steps of' 
receiving an e-mail containing information for control 

ling said device, said e-mail having been transmitted 
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from said remote device, and temporarily storing said 
received e-mail in a bu?‘er connected to said communi 
cation network; 

carrying out a predetermined procedure to control said 
device on the basis of said information contained in 
said received e-mail by said gateway; and 

8 
sending status information or an error message concern 

ing said predetermined procedure to said remote device 
by said gateway. 


