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COMPUTER-BASED NETWORK PRINTING 
SYSTEM AND METHOD FOR PROVIDING A 
UNIQUE IDENTIFIER TO BE INPUT BYA 

USER 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci?ca 
tion; matter printed in italics indicates the additions 
made by reissue. 

Notice: More than one reissue application has been?led 
for the reissue of US. Pat. No. 6,307,640 B1. The reissue 
applications are application Ser No. 10/691,435 (the origi 
nal reissue application, now US. Pat. No. RE 39,808) and 
application Ser No. 11/582,579 (the present application) 
which is a continuation reissue of US. Pat. No. 6,307,640 
B1 . 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to a computer-based net 
work printing method and system, which enables printing 
from a printer connected, directly or indirectly, in a network 
system to a host computer, terminal computers and other 
printers. 

2. Description of the Related Art 
Computer networks and printers that connect to the net 

work are not new. These network print systems include a 
host computer, terminal computers and printers, all of which 
are interconnected by way of a computer communications 
network. The host computer manages the terminal comput 
ers that are used by respective network users. The users are 
able to access various printers because the printers are con 
nected to the network and are thus, common network 
resources. There are various places where the printers may 
be located. For example, all printers may be located in the 
same place, different places in one building, or distributed 
throughout different buildings. 
As recognized by the present inventor, conventional net 

work print systems have problems. For example, a user must 
select one of the network printers as a prerequisite for print 
ing. Therefore, the print output is directed to the selected 
printer and not another one of the available printers. Security 
is another problem. Conventional network printing systems 
have a number of users with a number of printers, where the 
printed output of the respective printers are available for 
inspection by other users. Moreover, suppose a user prints a 
con?dential documents on a selected printer, which is con 
nected to a network system, other user can observe, or 
extract, the contents of the printed document (inadvertently, 
or intentionally). 

Japanese patent document, JLOP 4-48323 shows a print 
server, which has a stacker for stacking printed documents. 
In this print server, the stacker has a feature that allows the 
user to take the printed documents only when the user inputs 
a correct password. Thus, the only the user who has the 
proper password privilege can observe or extract the printed 
document. 

However, in this conventional print server, the user can 
only retrieve the printed document from the selected printer, 
and therefore, cannot retrieve the document from another 
printer. Attempting to designate multiple or all printers for 
printing the document gives rise to a security problem. 

SUMMARY OF THE INVENTION 

Accordingly, an object of the present invention is to pro 
vide a novel computer-based network printing method and 
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2 
system which obviates the above-mentioned problems. A 
computer-based network print method and system according 
to the present invention enables a user to print documents 
from any printer connected to the system. 

For that purpose, the present invention includes a printer 
having an operation unit and a host computer. The host com 
puter receives image data to be printed send by a user by way 
of a terminal computer. The host computer stores the image 
data with a unique job number, sends the job number to the 
terminal computer and this terminal computer displays the 
job number to the user. The user may then enter the dis 
played job number on an operation unit of any printer 
selected by the user, and in response, the host computer 
downloads the stored image data associated with the input 
ted job number to the selected printer and the selected printer 
prints the document. 

Furthermore, other users are prevented from breaching the 
con?dentiality of the printed document because only the 
intended recipient (i.e., the user who originated print job) 
knows the user’s password and job number and because the 
intended recipient is located at the printer and can “guard” 
the printed document from being viewed by other people. To 
this end, in this invention, a host computer or printer stores 
the password inputted by a user, and for printing, when the 
stored password and an inputted password match, docu 
ments are printed from the printer on which the user inputs 
the job number and password. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A more complete appreciation of the invention and many 
of the attendant advantages thereof will be readily obtained 
as the same becomes better understood by reference to the 
following detailed description when considered in connec 
tion with the accompanying drawings, wherein: 

FIG. 1 is a block diagram of a network system using a 
network print system according to present invention; 

FIG. 2 is a diagram of each block in FIG. 1 and an inter 
face between each block; and 

FIG. 3 is a ?owchart of an operation of this network sys 
tem including user operations for the computer and the 
printer. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Referring now to the drawings, wherein like reference 
numerals designate identical or corresponding parts 
throughout the several views FIG. 1 is a block diagram of a 
computer-based network using a computer-based network 
print system according to present invention. As illustrated 
the computer-based network system includes four computers 
for four users, two network servers, four printers, two print 
servers and one host computer. Of course other con?gura 
tions are possible as well. In FIG. 1 two computers 
(1014102, and 1034104) are connected to each network 
servers 105 and 106. In turn, the two network servers 105 
and 106 are connected to a host computer 113, which con 
trols the entire network. The network servers 105 and 106 
and the host computer 113 communicate with each other by 
a bus. 

Also shown in FIG. 1 are two printer pairs (1074108, and 
1094110) respectively connected to print servers 111 and 
112. The two print servers 111 and 112 are connected to the 
host computer 113. The print servers 111 and 112 control 
printing according to authorization commands from the host 
computer 113, and the printers 107, 108, 109 and 110 work 
according under the control of the printer servers 111 and 
112. 
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In this network system, four users (Users AiD, as identi 
?ed in FIG. 1) send print information, in the form of image 
data, text data and so on, to the host computer 113 by Way of 
the netWork servers 105 and 106. Furthermore, each of the 
four users have complete control over Which of the four 
printers 107, 108, 109 and 110, the user Would like to effect 
the print operation. Control over selecting the printer is car 
ried out by the user, Who, by entering on a keypad of the 
desired printer, the user’s passWord and print job number. 
Alternatively, the user may simply enter the job number, if 
no passWords are required. 

FIG. 2 is a diagram of each block in FIG. 1 and an inter 
face betWeen each block. The host computer 113 has a video 
and command data interface unit (not shoWn) that connects 
to the netWork server 105 and the print server 111. The net 
Work server 105 has a computer interface unit for connecting 
to the computer 101. The printer 107 has a video and com 
mand data interface for connecting to the print server 111, an 
image data processing unit for processing image data, a 
printer controller Which has a CPU for controlling the printer 
apparatus, a ROM for storing a controlling program and a 
RAM for storing controlling data, an operation panel control 
unit for controlling an operational panel, on Which the user 
may enter data and vieW displayed information. 

The print server 111 receives data for example, a user 
passWord, a job number and an image data, from the host 
computer 113, and receives a job number and passWord 
inputted by user from the operation panel. 

In this netWork system, data for printing is sent from the 
computer 101 to the netWork server 105, Which processes 
the data and sends the processed data to the host computer 
113. The host computer 113 matches a job number With the 
passWord (assigned to the user or established by the host 
computer) and the image data to be printed, as supplied from 
the computer 101 by Way of the netWork server 105. The 
user is then free to go to any printer on the netWork and have 
the document printed therefrom. To this end, the user Walks 
to a printer (e.g., printer 107) and inputs the job number and 
passWord on the printer’s operation panel. Alternatively, the 
user need not be physically present, but send control com 
mands to the selected printer 107, identifying the passWord 
and job number, as if the user had entered this information 
on the printer’s keypad. The selected printer 107 then 
requests the passWord and job number be veri?ed by the host 
computer 113, by passing the passWord and job number pro 
vided by the user through the print server 111 to the host 
computer 113. 

FIG. 3 is a ?owchart of an operation of the present 
computer-based netWork system and includes user opera 
tions performed by the user on the computer terminal, opera 
tions performed by the netWork computer or host computer, 
and operations performed by the printer server or printer. 
The process begins in step S1 Where a user employs the 
computer terminal to dispatch a print request message, With 
image data, to the netWork server. Next, in step S2 the net 
Work server receives the print request signal, With image 
data, and sends a related message to the host computer. The 
host computer then registers the job number and passWord 
With the image data sent from the netWork computer. As part 
of step S2, the host computer sends the job number, pass 
Word and the image data to the print server and also sends 
the job number and passWord to the computer display so the 
user can vieW the job number and passWord assigned by the 
host computer to the print job. Alternatively, the host com 
puter only sends the job number, and the user merely uses a 
personal passWord, or no passWord at all. 

The process then proceeds to step S3 Where the print 
server registers the job number and passWord according to 
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4 
the information sent from the host computer. Alternatively, 
the job number and passWord are retained by the host com 
puter and the print server remains passive and aWaits the user 
to enter a job number and passWord on the printer’s keypad, 
Whereby the print server Will relay the entered job number 
and passWord to the host computer. 
When the user actually makes the print request, the user 

inputs the job number and passWord on the keypad of any 
selected printer (step S4). The selected printer then sends 
this information to the print server, Which in step S5 veri?es 
that the inputted job number and passWord match that pro 
vided by the host computer. Alternatively, the host computer 
performs the veri?cation. If the response to the inquiry in 
step S5 is af?rmative, the process proceeds to step S6, Where 
the selected printer prints the image data, and the process 
ends. HoWever, if the response to the inquiry in step S5 is not 
af?rmative, the process proceeds to step S7 Where the print 
server sends the inputted job number and passWord to the 
host computer, Which performs a secondary veri?cation in 
step S8 and sends a result message to the printer server. In 
step S9 the print server interprets the result message from the 
host computer, and determines conclusively Whether the job 
number and passWord from entered by the user are the same 
as those originally assigned by the host computer. If the 
result of the inquiry in step S9 is negative, the printer dis 
plays an error message and the process ends. HoWever, if the 
response to the inquiry in step S9 is positive, the process 
proceeds to step S11 Where the image data is doWnloaded to 
the printer and the printer prints the document. 

In the above-described computer-based netWork system, a 
user Who sends a print signal is able to have the desired 
document from any printer connected to the netWork. 
Furthermore, the user may have the document printed With a 
reasonably high degree of certainty that the con?dentiality 
of the document Will not be compromised because only 
users Who knoW the passWord and job number are able to 
activate the printing of the document at the selected printer. 

This invention may be conveniently implemented using a 
conventional general purpose digital computer or micropro 
cessor programmed according to the teachings of the present 
speci?cation, as Will be apparent to those skilled in the com 
puter art. Appropriate softWare coding can readily be pre 
pared by skilled programmers based on the teachings of the 
present disclosure, as Will be apparent to those skilled in the 
softWare art. The invention may also be implemented by the 
preparation of application speci?c integrated circuit or by 
interconnecting an appropriate netWork of conventional 
components, as Will be readily apparent to those skilled in 
the art. 

This application is based on Japanese patent application 
9-058482 ?led in the Japanese Patent O?ice on Feb. 25, 
1997, the entire contents of Which are hereby incorporated 
by reference. 
What is claimed as neW and is desired to be secured by 

Letters Patent of the United States is: 
[1. A netWork print system comprising: 
a computer terminal having, 

a processor, 

a computer user interface, and 
a computer display, said processor being con?gured to 

produce a print request message in response to infor 
mation provided through said computer user 
interface, said print request message containing 
image data, and said print request message not 
uniquely identifying a device for printing said image 
data; 
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a plurality of printers communicatively coupled to said 
computer terminal, said plurality of printers each hav 
ing a printer user interface with a data input device and 
a data display device; and 

a host computer communicatively coupled to said plural 
ity of printers and said computer terminal and con?g 
ured to receive said print request message, said host 
computer having 
a memory in which said image data is stored, and 
a host computer processor con?gured to produce a job 
number associated with said print request message 
and send said job number to said computer terminal, 
wherein 

said computer terminal being con?gured to display on 
said computer display an indication of said job number 
provided by said host computer, 

said host computer processor being con?gured to recog 
niZe when said job number is input to a particular 
printer of said plurality of printers via said printer user 
interface and con?gured to, based on said job number 
input, associate said particular printer with said print 
request message and identify the particular printer as 
the printer for receiving the print request message, and 
provide said image data to said identi?ed particular 
printer for printing so that a user can input said job 
number into any one of the plurality of printers in order 
to print the image data at the printer into which the user 
input the job number] 

[2. A network print system comprising: 
a computer terminal having, 

a processor, 

a computer user interface con?gured to receive a pass 
word entered by a user, and 

a computer display, said processor being con?gured to 
produce a print request message containing image 
data and said password, said print request message 
not uniquely identifying a device for printing said 
image data; 

a plurality of printers communicatively coupled to said 
computer terminal, said plurality of printers each hav 
ing a printer user interface with a data input device and 
a data display device; and 

a host computer communicatively coupled to said plural 
ity of printers and said computer terminal, and con?g 
ured to receive said print request message, said host 
computer having 
a memory in which said image data and said password 

are stored, and 
a host computer processor con?gured to produce a job 
number associated with said print request message, 
store said job number in said memory in association 
with said image data and said password, and send 
said job number to said computer terminal, wherein 

said computer terminal being con?gured to display on 
said computer display an indication of said job number 
provided by said host computer, and 

said host computer processor being con?gured to recog 
niZe when said job number and said password are input 
to a particular printer of said plurality of printers via 
said printer user interface and con?gured to, based on 
said job number input, associate said particular printer 
with said print request message and identify the par 
ticular printer as the printer for receiving the print 
request message and provide said image data to said 
identi?ed particular printer for printing so that the user 
can input said job number and said password into any 

6 
one of the plurality of printers in order to print the 
image data at the printer into which the user input the 
job number and said password.] 

[3. A network print system comprising: 
5 a computer terminal having, 

a processor, 

a computer user interface, and 
a computer display, said processor being con?gured to 

produce a print request message containing image 
data, said print request message not uniquely identi 
fying a device for printing said image data; 

a plurality of printers coupled to said computer terminal, 
each printer having 
a printer user interface with a data input device and a 

data display device, and 
a printer memory con?gured to hold a user password, 

a host computer coupled to said plurality of printers and 
said computer terminal, and con?gured to receive said 
print request message, said host computer having 
a host computer memory in which said image data is 

stored, and 
a host computer processor con?gured to produce a job 
number associated with said print request message, 
store said job number in said host computer memory 
in association with said image data, and send said job 
number to said computer terminal, wherein 

said computer terminal being con?gured to display on 
said computer display an indication of said job number 
provided by said host computer, 

at least one of said host computer and said plurality of 
printers being con?gured to determine if an input data 
input through said printer user interface of a particular 
printer of said plurality of printers matches said job 
number, and if so, to associate said particular printer 
with said print request message, identify the particular 
printer as the printer for receiving the print request mes 
sage and provide said image data to said particular 
printer, 

each of said plurality of printers being con?gured to deter 
mine whether a password input via said printer user 
interface matches said password stored in said printer 
memory and if so printing a document corresponding to 
said image data so that a user can input said input data 
and a password into any one of the plurality of printers 
in order to print the image data at the printer into which 
the user input the input data and the password.] 

[4. A secure method for printing a document in a network 
print system having a plurality of printers, comprising the 
steps of: 

receiving an image data at a ?rst network terminal; 
producing a print request message at said ?rst network 

terminal and sending said print request message and 
said image data to a second network terminal, said print 
request message not uniquely identifying a device for 
printing said image data; 

storing in memory said image data and an associated job 
number at said second network terminal; 

sending a reply message to said ?rst network terminal 
from said second network terminal, said reply message 
including said associated job number; 

displaying said associated job number at said ?rst network 
terminal; 

receiving a local print request message at said second net 
work terminal from a particular printer of said plurality 
of printers, said local request message having an input 
job number; and 
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comparing said input job number With said associated job 
number and if said input job number matches said asso 
ciated job number, associating said particular printer 
With said print request message and identifying the par 
ticular printer as the printer for receiving the print 
request message, and printing from said identi?ed par 
ticular printer a document corresponding to said image 
data so that a user can input said input job number into 
any one of the plurality of printers in order to print the 
image data at the printer into Which the user input the 
input job number] 

[5. The method of claim 4, Wherein: 
the storing step includes storing said image data and said 

associated job number at a host computer, said second 
netWork terminal comprising said ho st computer and at 
least one printer, said at least one printer having a 
printer user interface; 

the step of receiving the local print request message at the 
second netWork terminal includes inputting the input 
job number on the printer user interface of any one of 
said at least one printer; and 

the comparing step includes comparing at the host com 
puter the input job number With the associated job num 
ber.] 

[6. The method of claim 4, Wherein: 
said receiving an image data step includes receiving a 

passWord; 
the producing a print request message step includes send 

ing the passWord; 
the storing step includes storing said passWord; 
the step of receiving a local print request message 

includes receiving an input passWord; and 
the comparing step includes comparing the passWord With 

the input passWord and printing the image data if said 
input passWord matches said passWord.] 

[7. The method of claim 4, further comprising: 
storing an assigned passWord at the second netWork termi 

nal; 
inputting a local passWord at any one of said plurality of 

printers; and 
comparing the local passWord With the assigned 

passWord, Wherein 
said step of printing from said any one of said plurality of 

printers comprises printing said document only if said 
local passWord matches said assigned passWord.] 

[8. A secure netWork print system having a plurality of 
printers, comprising: 

means for receiving an image data at a ?rst netWork termi 

nal; 
means for producing a print request message not uniquely 

identifying a device for printing said image data at said 
?rst netWork terminal and for sending said print request 
message and said image data to a second netWork ter 

minal; 
means for storing in memory said image data and an asso 

ciated job number at said second netWork terminal; 
means for sending a reply message to said ?rst netWork 

terminal from said second netWork terminal, said reply 
message including said associated job number; 

means for displaying said associated job number at said 
?rst netWork terminal; 

means for inputting a local print request message at a 
particular printer of said plurality of printers, said local 
print request message having an input job number; 
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8 
means for sending said local print request message to said 

second netWork terminal; and 
means for comparing said input job number With said 

associated job number and if said input job number 
matches said associated job number associating said 
particular printer With said print request message and 
identifying the particular printer as the printer for 
receiving the print request message, and printing from 
said identi?ed particular printer a document corre 
sponding to said image data so that a user can input said 
input job number into any one of the plurality of print 
ers in order to print the image data at the printer into 
Which the user input the input job number] 

9. A network host computer, comprising: 
an interface unit con?gured to communicatively couple 

the network host computer to a computer terminal and 
aplurality ofprinters, said interface unit being con?g 
ured to receive print data from said computer terminal, 
said print data not uniquely identifying a printerfor 
printing the print data; 

a memory configured to store saidprint data; and 
a processor configured to: 
produce a job number associated with the print data 

received from the computer terminal, 
recognize that said job number has been input to a user 

interface associated with a particular printer of said 
plurality ofprinters, and 

associate said user interface with said print data and 
identify the user interface as the user interface for 
receiving the print data, and 

provide said print data to said identi?ed user interface 
for printing, wherein a user can input said job num 
ber into any one ofa plurality ofuser interfaces in 
order to print the print data at the printer associated 
with the user interface into which the user input the 
job number. 

10. The network host computer ofclaim 9, wherein said 
processor is further configured to send said job number to 
the computer terminal so that the job number can be dis 

40 played on the computer terminal. 

45 

1]. The network host computer ofclaim 9, wherein 
said memory is configured to store saidjob number, and 
said processor is configured to associate said user inter 
face with said print data and identify the user interface 
as the user interface for receiving the print data by 
veri?ing that the job number input to the user interface 
associated with said particular printer matches said 
job number stored in said memory. 

12. The network host computer ofclaim 1], wherein said 
50 processor is further configured to perform a secondary veri 

?cation said job number input to the user interface associ 
ated with said particular printer does not match saidjob 
number stored in said memory. 

13. The network host computer ofclaim 9, wherein said 
55 processor is further configured to send an error message to 

60 

65 

said user interface when a job number input to said user 
interface associated with the particular printer does not 
match saidjob number stored in said memory. 

14. The network host computer ofclaim 9, wherein said 
interface unit is further configured to receive a password 
from said computer terminal. 

15. The network host computer ofclaim 14, wherein said 
processor is further configured to send said job number and 
password to the computer terminal so that the job number 
and password can be displayed on the computer terminal. 

16. The network host computer ofclaim 14, wherein said 
processor is further configured to: 
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associate saidjob number with said password and print 
data received from the computer terminal; 

recognize that said job number and password have been 
input to said user interface associated with said par 
ticularprinter ofsaidplurality ofprinters; 

associate said user interface with said print data and 
identi?) the user interface as the user interface for 
receiving the print data; and 

provide said print data to said identified user interface for 
printing, wherein a user can input said job number and 
password into any one of a plurality of user interfaces 
in order to print the print data at the printer associated 
with the user interface into which the user input thejob 
number 

1 7. The network host computer ofclaim 14, wherein 
said memory is configured to store saidjob number and 
password, and 

said processor is configured to associate said user inter 
face with said print data and identify the user interface 
as the user interface for receiving the print data by 
verifying that the job number and password input to the 
user interface associated with said particular printer 
matches said job number and password stored in said 
memory. 

18. The network host computer ofclaim 1 7, wherein said 
processor is further configured to perform a secondary veri 
fication said job number and password input to the user 
interface associated with said particular printer does not 
match said job number and password stored in said memory. 

19. The network host computer ofclaim 16, wherein said 
processor is further configured to send an error message to 
said printer when ajob number and password input to the 
user interface associated with said particular printer does 
not match said job number and password stored in said 
memory. 

20. A network print system comprising: 
a user computer terminal configured to provide network 

access for a user; 

a plurality of printers each associated with a user inter 
face on which the user may enter data and view dis 
played information; and 

a network host computer comprising: 
an interface unit configured to communicatively couple 

the network host computer to said user computer ter 
minal and said plurality ofprinters, said interface 
unit being configured to receive print datafrom said 
computer terminal, saidprint data not uniquely iden 
tifying a printerforprinting the print data, 

a memory configured to store saidprint data, and 
a processor configured to: 
produce a job number associated with the print data 

received from the computer terminal, 
recognize that said job number has been input to the 

user interface associated with a particular printer of 
said plurality of printers, 

associate said user interface with said print data and 
identi?) the user interface as the user interface for 
receiving the print data, and 

provide said print data to said identified user interface 
for printing, 

wherein a user can input saidjob number into any one of 
a plurality of user interfaces in order to print the print 
data at the printer associated with the user interface 
into which the user input thejob number 

2]. The network print system of claim 20, wherein said 
network host computer is configured to produce at least one 
ofa letter and a number as saidjob number. 
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22. A method ofprinting on any one ofa plurality of 

printers on a network, the method comprising: 

receiving print data from a computer terminal, the print 
data not uniquely identi?ing a printerfor printing the 
print data; 

producing a job number associated with the print data; 
recognizing that said job number has been input to a user 

interface associated with a particular printer of said 
plurality of printers, 

associating said user interface with said print data and 
identi?ing the user interface as the user interface for 
receiving the print data, and 

providing said print data to said identified user interface 
forprinting, wherein a user can input saidjob number 
into any one ofa plurality ofuser interfaces in order to 
print the print data at the printer associated with the 
user interface into which the user input the job number. 

23. The method ofclaim 22, wherein saidproducing ajob 
number comprises producing an identifier comprising at 
least one ofa number and a letter 

24. The method of claim 22, wherein said recognizing 
comprises receiving said job number from a printer inter 
face unit associated with saidparticularprinter ofsaidplu 
rality of printers. 

25. The method of claim 22, wherein said recognizing 
comprises receiving said job number from a printer control 
ler associated with saidparticular printer ofsaid plurality 
of printers. 

2 6. A printer user interface comprising: 
a data input device, 

a data display device, 
an interface unit configured to communicatively couple a 

printer to a computer terminal, a host computer and a 
plurality of other printers; and 

a processor configured to: 
receive a job number input through said input device, 

the job number previously associated with print data 
by the host computer, the print data being sent by the 
computer terminal and not uniquely identi?1ing a 
printerforprinting saidprint data, and 

send said job number to said host computer, which 
identifies the user interface that sent the job number 
as the user interface to receive the print data and 
provides the print data to the identified user 
interface, wherein a user can input said job number 
into any one ofa plurality ofuser interfaces, in order 
to print the print data at the printer associated with 
the user interface into which the user input the job 
number 

27. The printer user interface of claim 26, wherein said 
processor is configured to receive at least one of a letter and 
a number as saidjob number 

28. The printer user interface of claim 26, wherein said 
processor is further configured to: 

receive a password and said job number input through 
said input device, the password and job number previ 
ously associated with said print data by the host com 
puter; and 

send said password and job number to said host computer, 
which identifies the user interface that sent the pass 
word and job number as the user interface to receive 
the print data andprovides the print data to the identi 
fied user interface, wherein a user can input said pass 
word andjob number into any one ofa plurality ofuser 
interfaces in order to print the print data at the printer 
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associated with the user interface into which the user 
input the password and job number 


