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METHODS AND SYSTEMS TO 
SUBSTANTIALLY PREVENT FRAUDULENT 
USE OF A WIRELESS UNIT ROAMING IN A 

VISITED SYSTEM 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci?ca 
tion; matter printed in italics indicates the additions 
made by reissue. 

This application is a continuation of US. application Ser. 
No. 09/434,135 ?led with the US. Patent O?ice on Nov. 5, 
1999 now abandoned. 

RELATED APPLICATION DATA 

The present application claims priority to and the bene?t 
of the prior ?led copending and commonly owned provi 
sional application entitled “SCP/ International GatewayiAn 
SS7 Network Element That Performs SS7 Message Routing, 
Call Delivery and PIN Fraud Protection for Cellular Users 
Roaming Internationally”, ?led in the United States Patent 
and Trademark O?ice on Nov. 5, 1998, assigned application 
Ser. No. 60/ 107,224, and incorporated hereby by reference. 

TECHNICAL FIELD 

This invention relates to telecommunications, and in 
particular, to the substantial prevention of the fraudulent use 
of a wireless unit that is roaming in a visited wireless com 
munications system. 

BACKGROUND OF THE INVENTION 

A distinguishing feature of humans as a species is our 
ability to communicate with each other. Our methods of 
communication have become ever more sophisticated and 
have led to the development of wireless communications. 
Generally, wireless communications are communications 
that are transmitted through the use of radio frequency (RF) 
technology. Wireless communications include communica 
tions that are transmitted through the use of wireless units 
such as cellular telephones, mobile telephones, car phones, 
personal communication service (PCS) units, pagers, and the 
like. 

A wireless unit is particularly useful to a person on the 
move. For example, a person may use his or her wireless unit 
while driving a car. The wireless communications service to 
the person’s wireless unit is provided typically by a service 
provider that may also be referred to herein as a carrier. 
Typically, a person who obtains wireless communications 
service from a service provider is generally referred to 
herein as a subscriber, a customer, or a user. A subscriber 
may make or receive communications with his or her wire 
less unit. The term “communication” is used herein to refer 
to any call, message, announcement or other exchange of 
data or information, whether analog or digital, that may be 
received on a wireless unit or transmitted from a wireless 
unit, and/or may be received or transmitted from a wireless 
unit that is operating as part of any other device such as a 
computer, or the like. 

When a user initiates a communication on his or her wire 

less unit, a base station in or serving a predetermined geo 
graphic area wherein the subscriber is located receives the 
communication. The geographic area that is served with 
wireless communications service is referred to herein as the 
service area of the service provider. The service provider 
typically operates a wireless communications network or 
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2 
system to provide wireless communications service to the 
geographic area. The wireless communications network 
includes the referenced base station, and other elements such 
as the mobile switching centers (MSCs). The wireless com 
munications network also includes elements that interface 
with the public switched telephone network (PSTN), and 
other networks and systems so as to provide for communica 
tions between and among parties using wireless units, using 
wireline units, or other communications devices. 

Upon receipt of a communication from a wireless unit of a 
user, the base station transmits the communication to a 
mobile switching center (MSC) (sometimes referred to as a 
mobile-service switching center or mobile telecommunica 
tions switching o?ice (MTSO)). In response to the receipt of 
the communication, the MSC further routes the communica 
tion as appropriate. This routing may take the communica 
tion to and through the PSTN, to and through the same wire 
less communications system, to and through another 
wireless communications system, to and through another 
type of communications system, or combinations thereof. 

In addition to making a call, a subscriber may receive a 
communication on his or her wireless unit from a caller. The 
caller directs his or her communication to the number asso 
ciated with the subscriber’s wireless unit, which is referred 
to herein as the mobile number (MN) of the wireless unit. 
The mobile number may be the mobile identi?cation number 
(MIN) of the wireless unit. The communication is routed 
through the PSTN, through other networks, and/or wireless 
communications systems until the communication reaches 
the MSC serving the subscriber’s wireless unit. This MSC 
may be referred to as the serving MSC or the serving switch. 
The serving MSC then further routes the communication to 
the wireless unit. 

As noted, a wireless unit is particularly useful when a 
subscriber is on the move such as when the subscriber is 
driving a car. The subscriber’s mobility may take the sub 
scriber out of the service area served by the service provider 
from whom the subscriber subscribes. In other words, the 
subscriber’s mobility may take the subscriber out of his or 
her home service area served by his or her home service 
provider or home carrier. The subscriber may move so as to 
be located in another service area that is served by a different 
service provider with whom the subscriber has no business 
relationship. The subscriber is said to be “roaming” out of 
his or her home service area and may be referred to as a 
“roamer”, “roaming subscriber” in a visited service area that 
is served by a visited system. 

To provide a roaming subscriber with communications 
service, service providers have agreed to follow certain pro 
cedures in the processing of communications with respect to 
each other’s subscribers. Generally, a roaming subscriber is 
validated and may be authenticated by the visited system, 
which also may be referred to as the visited service provider. 
Both of these processes (validation and authentication) are 
used to prevent fraudulent use of wireless units and for other 
reasons. General descriptions of these processes and other 
information about wireless communications systems may be 
found in the book entitled Cellular and PCSiThe Big Pic 
ture by Lawrence Harte, Steve Prokup and Richard Levine 
(McGraw-Hill 1997). 

Generally, in validation, when a wireless unit initiates a 
communication in a service area other than its home service 
area, the visited system serving that visited service area 
attempts to ?nd the wireless unit’s identi?cation (also 
referred to as registration information) in the visitor location 
register (V LR) of an appropriate MSC in the visited system 
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(MSC-V). If the visited system does not ?nd the 
identi?cation, then the Wireless unit is determined to be not 
registered With the visited system. Prior to being provided 
With communications service in the visited system, a Wire 
less unit typically needs to be registered in the visited sys 
tem. 

To register the Wireless unit in the visited system, the 
MSC-V takes certain actions. Using the Wireless unit’s iden 
ti?cation (Which generally may include its mobile number, 
and electronic serial number (ESN), and/or mobile identi? 
cation number (MIN)), the visited system sends a message to 
the Wireless communications system (“home system”) 
Which generally provides Wireless communications service 
to the subscriber. The message from the visited system to the 
home system is a message requesting validation of the visit 
ing Wireless unit. The home system typically checks a home 
location register (HLR) in an appropriate MSC (MSC-H) of 
its system, and compares the identi?cation regarding the 
Wireless unit to determine if the Wireless unit is valid. If the 
Wireless unit is valid, then the HLR of the home MS,C 
(MSC-H) responds to the serving MSC in the visited system 
that the validation Was successful or positive. The HLR in 
the home system generally keeps track of the information 
about the location of its subscriber in a visited system for use 
in the future routing of calls, etc. 

After the serving MSC in the visited system receives con 
?rmation that the visiting Wireless unit is valid, the commu 
nication initiated by the visiting Wireless unit is processed. 
The VLR of the serving MSC may then temporarily store the 
visiting Wireless unit’ s information to validate the identity of 
the Wireless unit itself rather than requesting validation from 
the home system again for the next call from that Wireless 
unit. 

The above-described processes of registration including 
validation of a roaming Wireless unit With its home system 
are efforts that have been generally put into place to assist in 
the prevention of the fraudulent use of Wireless units. 
Despite these efforts, Wireless units, and in particular, Wire 
less units roaming in visited systems are being fraudulently 
used. 
One of the drawbacks of the above-described validation 

processes is that typically the validation processes cannot 
detect illegally cloned Wireless units or other fraudulent uses 
of a Wireless unit. To combat such fraudulent uses of a Wire 
less unit, a process generally referred to as “authentication” 
of a Wireless unit has been used. Authentication is the 
exchange and processing of information to con?rm a Wire 
less unit’s identity and association With a particular sub 
scriber. 
An example of authentication is noW described With 

respect to a Wireless unit that enters a visited system. The 
visited system searches for the Wireless unit’s identi?cation 
in its VLR and determines that the Wireless unit is not regis 
tered. The visited system uses the Wireless unit’s identi?ca 
tion (or other information such as authentication information 
obtained from the Wireless unit) to request authentication of 
identity from the subscriber’s home system. The request for 
authentication may be, separate or may be combined With 
the request for validation. With respect to authentication, the 
home system may check an HLR in an appropriate MSC-H 
of its system and compare the Wireless unit’s identi?cation 
or authentication information to stored information to deter 
mine if the Wireless unit is authentic. 

Alternatively, or in addition, the home system or the vis 
ited system may check With an authentication center (AC) to 
determine if the Wireless unit is authentic. An authentication 
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4 
center may be an entity of either the home or visited system, 
or a separate entity. Generally, an authentication center 
maintains a database, tables, or the like With respect to the 
identi?es of Wireless units that are served by the AC. When 
called upon, the AC compares the identi?cation and/or 
authentication information Which has been provided to the 
AC With respect to a particular Wireless unit, and determines 
Whether the particular Wireless unit is authentic based on the 
comparison. 

If the Wireless unit is determined to be authentic (Whether 
by the visited system, home system, and/ or an AC), then this 
information is provided to the visited system. The visited 
system may store for a period of time authentication infor 
mation relating to the Wireless unit in a VLR of an appropri 
ate MSC-V. The visited system then may use this stored 
authentication information rather than contact the home sys 
tem and/or an AC again. If the Wireless unit is validated and 
determined to be authentic, then the visited system generally 
provides communications service to the Wireless unit. 

If the Wireless unit is determined to be in authentic 
(Whether by the visited system, home system, and/ or an AC), 
then this information also is provided to the visited system. 
In response to the ?nding of a lack of authenticity of the 
Wireless unit, the visited system may deny communications 
service to the Wireless unit, or the visited system may take 
other actions With respect to the Wireless unit. 

But the above-described processes have been considered 
to be insuf?cient to prevent the fraudulent uses of a Wireless 
unit, and especially, to substantially prevent the fraudulent 
uses of a Wireless unit roaming in a visited system. 

Accordingly, there is a need for methods and systems that 
provide additional safeguards so as to substantially prevent 
the fraudulent uses of a Wireless unit, and especially as the 
Wireless unit roams in visited systems. 

SUMMARY 

The present inventions include methods, systems, and 
apparatus that substantially prevent the fraudulent use of 
Wireless units roaming in visited systems. Pursuant to these 
inventions, a visited mobile sWitching center (MSC-V) car 
ries out a registration of a Wireless unit that is roaming in the 
visited system. After successful registration, the MSC-V 
implements at least the denial of originating communication 
service to the Wireless unit. In other Words, the Wireless unit 
is alloWed to receive calls, but is not alloWed to make calls. 
Advantageously, the present, inventions substantially pre 
vent the fraudulent use of Wireless units roaming in visited 
systems by requiring such units to undergo a veri?cation or 
authentication process prior to being alloWed to make calls. 

In particular, as a ?rst action in the authentication process 
of a Wireless unit roaming in a visited system, the Wireless 
unit provides a code and identi?cation information in a call. 
The MSC-V recogniZes the code as a feature request (or the 
like) With respect to a netWork element. The MSC-V routes 
the feature request including the identi?cation information 
to the netWork element. In response to receipt of the identi? 
cation information, the netWork element checks Whether the 
Wireless unit is a veri?ed or authentic unit. If the Wireless 
unit is a veri?ed unit, then the netWork element responds to 
the MSC-V With a veri?cation in a feature request response. 
Based on the veri?cation, the MSC-V removes the denial of 
originating communication service With respect to the Wire 
less unit. In other Words, based on the veri?cation, the 
MSC-V alloWs the Wireless unit to initiate a call. 

In sum, the inventors have determined that fraudulent use 
of Wireless units roaming in a visited system occurs most 
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often With respect to Wireless units that are used to fraudu 
lently to make (rather than to receive) calls. Thus, the present 
inventions implement an authentication or veri?cation pro 
cess that must be successfully negotiated prior to a Wireless 
unit roaming in a visited system being alloWed to make a 
call. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating use of an exemplary 
international gateWay in an exemplary environment. 

FIG. 2 is a How diagram illustrating an exemplary method 
of the present invention. 

FIG. 3 is a block diagram illustrating an exemplary inter 
national gateWay. 

FIG. 4 is a diagram of logical software entities in an 
exemplary international gateWay. 

DETAILED DESCRIPTION 

The present inventions include methods, systems, and 
apparatus that substantially prevent the fraudulent use of 
Wireless units roaming in a visited Wireless communications 
system. 

Generally stated, a visited mobile sWitching center (MSC 
V) carries out a registration of a Wireless unit that is roaming 
in the visited system. After successful registration, the 
MSC-V implements the denial of originating communica 
tion service to the Wireless unit. In other Words, the Wireless 
unit is alloWed to receive calls, but is not alloWed to make 
calls. Advantageously, the present invention substantially 
prevent the fraudulent use of Wireless units roaming in a 
visited system by requiring such units to undergo a further 
veri?cation or authentication process prior to being alloWed 
to make calls. 

In particular, as a ?rst action in the authentication process 
of a Wireless unit roaming in a visited system, the Wireless 
unit provides a code and identi?cation information in a call. 
The MSC-V recogniZes the code as a feature request (or the 
like) With respect to a netWork element. The MSC-V routes 
the feature request including the identi?cation information 
to the netWork element. In response to receipt of the identi? 
cation information, the netWork element checks Whether the 
Wireless unit is a veri?ed or authentic unit. If the Wireless 
unit is a veri?ed unit, then the netWork element responds to 
the MSC-V With a veri?cation in a feature request response. 
Based on the veri?cation, the MSC-V removes the denial of 
originating communication service With respect to the Wire 
less unit. In other Words, based on the veri?cation, the 
MSC-V alloWs the Wireless unit to initiate a call. 

In sum, the inventors have determined that fraudulent use 
of Wireless units roaming in a visited system typically occurs 
most often When Wireless units are used fraudulently to 
make (rather than to receive) calls. Thus, the present inven 
tions implement an authentication or veri?cation process 
that must be successfully negotiated prior to a Wireless unit 
roaming in a visited system being alloWed to make a call. 

Generally, the exemplary embodiments of the present 
inventions contemplate uses With Wireless units such as cell 
phones and personal communication service (PCS) phones 
that operate under the standards of Advanced Mobile Phone 
Service (AMPS), Call Division Multiple Access (CDMA), 
or Time Division Multiple Access (TDMA). Nonetheless, 
the principles of the present inventions may be applied to 
other communication devices operating under other stan 
dards With the appropriate recon?guration, if necessary. 
Exemplary embodiments of the present inventions 

includes an international gateWay as a netWork element or 
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6 
veri?cation element for use With the referenced Wireless 
communications. Advantageously, the international gateWay 
may be used in a Wireless communications system so as to 
provide a method, system and/ or apparatus of fraud preven 
tion With respect to the use of Wireless units in Wireless 
communications systems. 
Exemplary embodiments of the present inventions 

describe the international gateWay as a stand-alone unit such 
as may be embodied by or in a service control point (SCP). 
But the reader is cautioned the international gateWay should 
not be so limited in embodiment. As Well as a stand-alone 
unit, the international gateWay may be incorporated in or as 
part of another device such as an intelligent peripheral (IP) 
in a Wireless communications system, a netWork element, a 
veri?cation element, or in other devices. As a result of the 
functions the international gateWay carries out With respect 
to fraud prevention, the international gateWay also may be 
referred to herein as a personal identi?cation (PIN) valida 
tion platform, or veri?cation or authentication element. 
Moreover, the international gateWay may be considered a 
series of functions or actions that may be carried out in a 
single device or that may be carried out through the use of 
several devices. 

In the exemplary embodiments described beloW, generally 
the international gateWay functions in accordance With Sig 
naling System 7 (SS7) protocols as Well as EIA/TIA IS-4l 
protocols, and thus, may be accessed through the connectiv 
ity betWeen and among netWork elements of Wireless com 
munications systems, and/or Wireline communications 
systems, and/or other communications systems. Further, the 
international gateWay may be connected to customer service 
elements of the service provider of the international gateWay, 
and even may be accessed (or partially) accessed by custom 
ers of the service provider of the international gateWay 
through the Internet or other communications netWorks. For 
example, the service provider may provide a World Wide 
Web site accessible to its customers so that the customers 
may activate, change, or otherWise interact With their respec 
tive Wireless service and service accounts. 

Generally, customers of the service provider of the inter 
national gateWay also include carriers Who provide Wireless 
service to subscribers and Who desire to facilitate the provi 
sion of Wireless service to such subscribers When they are 
roaming, and particularly roaming in foreign countries or 
systems. In particular, a customer may enable its subscribers 
to change their respective personal identi?cation numbers 
(PINs) used in the authentication or veri?cation processes 
described herein. 

FIG. liAn Exemplary International GateWay in an 
Exemplary Environment 

FIG. 1 is a block digram illustrating use of an exemplary 
international gateWay 10 in an exemplary environment 
including a home system 12 and a visited system 14. The 
home system 12 generally is a Wireless communications sys 
tem provided by a service provider With Whom a subscriber 
has a relationship such that a Wireless unit used by the sub 
scriber typically is registered in a home location register 
(HLR) 16 of a mobile sWitching center (MSC-H) 18 When 
the Wireless unit is located in the geographic area served by 
the MSC-H 18. A communication from a caller and directed 
to the mobile number of the Wireless unit typically is routed 
to the MSC-H 18 for further routing to the called Wireless 
unit. 

FIG. 1 also illustrates a visited system 14 including a 
Wireless unit 20 that is roaming or visiting in the visited 
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system 14. When the Wireless unit 20 is turned on, typically 
it provides registration information to a base station 22 serv 
ing the cell of the visiting system Wherein the Wireless unit 
20 is roaming. The registration information typically 
includes the mobile identi?cation number (MIN) for the 
Wireless unit 20. The base station 22 generally provides the 
registration information to a mobile sWitching center (MSC 
V) 24. 

The actions of the exemplary embodiments in response to 
the receipt by the MSC-V 24 of the registration information 
of the Wireless unit 20 are further explained in the copending 
and commonly assigned patent application entitled “Method 
& Systems for Providing Information to a Home System 
Regarding a Wireless Unit Roaming in a Visited System”, 
?led on Jul. 23, 1999, in the United States Patent and Trade 
mark O?ice, and assigned Ser. No. 09/359,515, Which is 
incorporated herein by reference. 

FIG. 2iAn Exemplary Method 

FIG. 2 is a How diagram illustrating an exemplary method 
to substantially prevent fraudulent use of a Wireless unit 
roaming in a visited system. Generally, to make and/or 
receive calls, a Wireless unit must be registered, and if the 
Wireless unit is located in a visited system, then the Wireless 
unit must be registered With that visited system. The exem 
plary method of FIG. 2 assumes the Wireless unit is regis 
tered in the visited system, and further assumes, the Wireless 
unit is blocked in some manner from at least making calls. 
Preferably, the MSC-V of the Wireless unit has implemented 
a denial of originating service to the Wireless unit. 

Pursuant to the present invention, in order to make a call, a 
Wireless unit registered as a roamer in a visited system must 
pass an authentication or veri?cation process. In other 
Words, the Wireless unit must be authenticated or unsecured. 
An exemplary method for such authentication is illustrated 
in FIG. 2. If a roamer attempts to make a call prior to such 
authentication or unsecuring, the MSC-V receives the call, 
but does nothing With the call. Alternatively, the MSC-V 
may provide an announcement to the roamer that the Wire 
less unit is unsecured or unauthenticated. In addition, or as 
yet another alternative, the announcement may instruct the 
roamer to call or dial a code and then to folloW the code With 
identi?cation information such as a personal identi?cation 
number (PIN). 

Referring to FIG. 2, after start 74, in block 76 the roamer 
uses his or her Wireless unit to dial a code, and the code may 
be folloWed by identi?cation information such as the roam 
er’s PIN. As noted, the code may be provided by the MSC-V 
When the roamer initiates a call, or the code may be provided 
for use by the roamer When the roamer sets up his or her 
service agreement With the service provider. The code also 
may be provided in other Ways such as through a customer 
service bureau, etc. The identi?cation information for a par 
ticular user may be obtained by the user generally in the 
same Way as the code is provided to the user, or in other 
Ways. Generally, the identi?cation information includes a 
four digit PIN With the four digits initially being the ?rst four 
digits of the last name of the subscriber. If the last name of 
the subscriber is less than four characters, then ?llers such as 
“9” are used. Of course, the PIN (or other identi?cation 
information) may be changed, and may be changed through 
the use of another RemoteFeatureControlRequest message 
such as “*PINxxxxyyyyyyyy”. 

In block 78, the MSC-V receives the code and the identi 
?cation information. In the exemplary embodiment, the code 
is “*PIN”. In the exemplary method, the MSC-V recogniZes 
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8 
the code as a feature request (FEAT REQ) (also referred to 
as a RemoteFeatureControlRequest) message, and routes the 
code (and the identi?cation information) as a FEAT REQ 
message to the international gateWay based on instructions 
or programming that are included in the MSC-V for use on 
the occasions the MSC-V receives a call to the code. For 
example, the MSC-V may route the folloWing to the veri? 
cation entity: “*PINxxxx”. The instructions or, program 
ming included in the MSC-V for use When the MSC-V 
receives a call to code may provide the MSC-V With an 
association betWeen the FEAT REQ message and a point 
code for a veri?cation entity or netWork element such as an 
international gateWay that is to be used in the authentication 
process. 

Advantageously, the veri?cation entity is not the home 
system nor the MSC-H of the Wireless unit. Thus, the routing 
of the FEAT REQ message need not be made to the home 
system or the MSC-H, but instead, is made to the veri?cation 
entity. By the veri?cation entity not being the home system 
nor the MSC-H of the Wireless unit, the authentication or 
veri?cation of the Wireless unit may be quickly obtained 
from a centraliZed device such as the veri?cation entity 
Which may include authentication or veri?cation informa 
tion for many Wireless unit. The serving MSC (the MSC-V) 
need not spend time and effort in tracking doWn the home 
system or MSC-H of the Wireless unit to obtain the authenti 
cation or veri?cation information. 

The folloWing Table I provides invoke parameters relating 
to an exemplary FEAT REQ message: 

TABLE I 

MobileIdenti?cationNuInber MIN of the Wireless unit 
MobileSerialNumber ESN of the Wireless unit 
Digits PIN+OldPIN 

The international gateWay typically is not located in either 
the home system 12 nor the visited system 14. The intema 
tional gateWay 10 is functionally connected to the home sys 
tem 12 and the visited system 14 so as to receive and trans 
mit messages, and in particular SS7 messages, betWeen the 
home system 12 and the visited system 14. In particular, the 
international gateWay 10 may be functionally connected to 
the systems 12, 14 such that messages and responses may be 
routed from a netWork element such as a signal transfer point 
(STP) (preferably over A links) to the international gateWay 
10. Additional information relating to an exemplary intema 
tional gateWay is provided beloW in a discussion of FIG. 3. 

In response to receiving the FEAT REQ message, in block 
80, the international gateWay generally analyZes the code 
and the identi?cation information in the message to the 
extent that the international gateWay 10 determines the 
nature of the message. This determination may include a 
check-out of the identi?cation information such as the PIN 
accompanying the code. The international gateWay 10 may 
consult a table 32 including entries 34 for information With 
respect to the message. In consulting the table, the intema 
tional gateWay may ?nd an entry 34 in the table for the MIN 
of the Wireless unit 20. The entry 34 may provide the inter 
national gateWay With an association betWeen the MIN for 
the Wireless unit 20 and the ESN and/or the identi?cation 
information such as the PIN associated With the unit, or 
other information. 

In block 82, a determination is made as to Whether the 
code (including the identi?cation number such as the PIN) 
checks-out. The code may be said to check-out if the identi 
?cation information associated With the code includes a 
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match or other correspondence to the information stored in 
the table 32 of the international gateway With respect to the 
Wireless unit 20. For example, the PIN in the message may 
be compared to the PIN in the appropriate entry 34 in the 
table 32. If there is a match or other correspondence, then the 
code may be said to “check-out”. Note: the match or corre 
spondence need not be an identical match, but the necessary 
closeness or correspondence may be determined and set by 
the system operator or service provider. For example, if a 
four digit PIN is used as identi?cation information, then 
?nding of an identity betWeen the PIN in the identi?cation 
information and the PIN in the entry 34 of table 32 of the 
international gateWay 10 is preferred to determine that the 
code checks-out. 

If the code and identi?cation information does not check 
out, then in block 84 the international gateWay creates a code 
response that includes a denial of authentication of the Wire 
less unit. If the code checks-out, then in block 86 the interna 
tional gateWay creates a code response that includes authen 
tication or veri?cation of the Wireless unit. 

After block 84 or 86, in block 88 the international gateWay 
routes a code response to the MSC-V. The international gate 
Way 10 provides a code response that is routed to the MSC-V 
from Which the code Was received. The folloWing Table II 
provides the result parameters that may be included in the 
response to the RemoteFeatureControlRequest message that 
is returned as the result of the authentication process by the 
international gateWay. 

TABLE II 

PIN validation failed 
PIN validation successful 

RemoteFeatureOperationResult = l 
RemoteFeatureOperationResult = 2 

In addition, in the exemplary method, the international 
gateWay 10 generates a Quali?cationDirective message to 
the MSC-V after a successful authentication or veri?cation 
process for a Wireless unit. The purpose of this message is to 
remove the denial of service (such as originating service) 
that Was set When the Wireless unit registered. The folloWing 
Table III provides the parameters to be included in the Quali 
?cationDirective message to the MSC-V: 

TABLE III 

MobileIdenti?cationNumber MIN of the Wireless unit 
MobileSerialNumber ESN of the Wireless unit 
Quali?cationInfonnationCode 3 = Validation and pro?le 
SystemMyTypeCode DEC 
AuthorizationDenied O: unused 
AuthorizationPeriod O: unused 
OrganiZationIndicator Restore the saved value (or other to alloW 

service) 
Digits Destination 
TenninationRestrictionCode Restore the saved value (or other to allow 

service) 
CallingFeatureIndicator O: unused 
Digits Carrier Id Code 

In response to the Quali?cationDirective message, the 
MSC-V returns a return result for the Quali?cationDirective 
message, Which informs the international gateWay 10 the 
Quali?cationDirective message has been accepted. 

Referring again to FIG. 2, in block 90, the MSC-V 
receives the code response and updates its VLR as appropri 
ate. If the code including the identi?cation information such 
as the PIN check-out, and if a denial of service is in place, 
then the MSC-V removes the denial of service. The MSC-V 
24 also may update its VLR 26 or other databases With 
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respect to the other information related to the Wireless unit 
20. In optional block 92, the MSC-V may provide the 
roamer With notice of approval or authentication. For 
example, a roamer may be provided With three tones to indi 
cate the Wireless unit has been authenticated or veri?ed. On 
the other hand, if the code including the identi?cation infor 
mation such as the PIN does not check out, then the MSC-V 
does not take any action to alloW use of the Wireless unit. 
Optionally, the MSC-V may provide the roamer With notice 
of the lack of authentication. In block 94, the exemplary 
method ends. 
Some embodiments of the present invention alloW a user 

multiple tries or a period of time With respect to authentica 
tion or veri?cation of the Wireless unit. For example, a user 
may try to dial a code+identi?cation up to as many as three 
times in order to obtain originating service for the Wireless 
unit. As another example, a user may repeat the dialing of a 
code+identi?cation as many times as possible during a 
period of time. If the user is unsuccessful during that period 
of time, the Wireless unit cannot then be authenticated for at 
least some period of time. Advantageously, the limitations 
on the number and time of authentication or veri?cation 
attempts are yet another fraud prevention feature of some of 
the embodiments of the present invention. 
With the authentication of the Wireless unit, and if 

included, With removal of the denial of originating service, 
the roamer may attempt to make a call from country B. 
Advantageously, the service provider is Well served by the 
exemplary method because it reduces the fraudulent use of 
Wireless units. By this method, a roamer is only alloWed to 
make a call in a visited system, if the roamer successfully 
passes the registration, validation, and the authentication 
processes. 

Other Fraud Preventive Features 

Exemplary embodiments of the present inventions include 
other fraud preventive features. For example, the Wireless 
units operating With any of the embodiments may be provi 
sioned so as to be locked by the user. To lock a Wireless unit 
against unauthorized use, a user may enter a code (i.e., 
*PIN## or *IRP##) to lock the Wireless unit. This locking 
may completely disable the Wireless unit. Alternatively, this 
locking may require that the Wireless unit be processed so as 
to include a validation process and/ or an authentication pro 
cess prior to provision of originating service to the unit. 

Another fraud feature is referred to herein as an authoriza 

tion period. The response (or the Quali?cationDirective 
message) received from the international gateWay by the 
MSC-V 24 also may include an instruction to the MSC-V 24 
With respect to an authorization or authentication period. For 
example, in high fraud areas, a Wireless unit may be regis 
tered and/or authenticated With an MSC-V 24 only for a 
limited amount of time (i.e., an authorization or authentica 
tion period) so as to minimize the possibility that the Wire 
less unit 20 may be fraudulently used. Alternatively, the 
international gateWay 10 may keep track of the authorization 
or authentication period With respect to the Wireless unit 20. 
When the authorization or authentication period has expired, 
the international gateWay 10 may send an MSInactive 
(Invoke Last) message to the MSC-V 24. 

FIG. 3iAn Exemplary International GateWay 

FIG. 3 illustrates elements of an exemplary international 
gateWay 10 such as may be used in the exchange of mes 
sages and responses betWeen a visited system and a home 
system and betWeen a visited system and the international 
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gateway functioning as an authentication or veri?cation 
entity. The international gateway 10 generally includes an 
interface 73 and a translator 74. The interface 73 functions as 
a connection to the communications systems (and elements 
thereof) which the international gateway serves. An exem 
plary international gateway 10 has an interface 73 that 
includes SS7 links 75 that receive the messages and 
responses, and that pass the messages and responses to an 
SS7 stack 76. The SS7 stack 76 discriminates and passes the 
messages and responses to an IS-4l message handler such as 
provided by the IntelliSS7 I-IS4l MAP 77, which is a map 
ping software. In particular, the SS7 stack 76 passes the data 
of the IS-4l messages and responses to a parsing library 
where the message is decoded according to IS-4l standards. 
In the parsing library, the message type, components, and 
parameters are located in the received messages and 
responses and stored, (or a pointer stored) in structures 
which can be then accessed directly. Once the messages and 
responses are parsed, the data then is passed to the translator 
74 carrying out the appropriate operations. 
An exemplary international gateway 10 has a translator 74 

that includes a state machine based application 78, which 
controls or manages each session. In addition, the translator 
74 may include a database access part 79 and a database 80 
that may contain the table 32 that is used in determining the 
routing for a registration message received with respect to a 
particular wireless unit. More information about the data 
base 80 and the information that may be stored in the data 
base 80 or other memory structure is provided below under 
the heading “Information With Respect to the International 
Gateway”. 

Still referring to FIG. 3, the translator 74 may include a 
massaging and process infrastructure 41. This infrastructure 
41 provides services such as message buffering, message 
passing, timers, task management, etc. 

The international gateway 10 also typically includes at 
least a connection to an administrative console 82. Informa 
tion regarding a customer and/or a user may be provisioned 
in the international gateway 10 through the administrative 
console 82. A service manager may use the administrative 
console 82 to monitor transactions or view transactions in 
the transaction log by transaction number or by MIN/ESN. 
Other statistical information relating to the operation of the 
international gateway 10 may be obtained or viewed through 
the administrative console 82. 

Further, the international gateway 10 may include an 
application interface to a network manager that may be 
accessed and/or operated through the administrative console 
82 or through other elements. For example, the network 
manager may be an Openview Network Manager available 
from Hewlett Packard. The application interface may be 
based on a simple network management protocol (SNMP) to 
generate traps and alarms to the network manager. Traps 
may include unknown message or response received and/or 
PIN modi?cation retries failure. 

Generally, the international gateway 10 functions in 
accordance with Signaling System 7 (SS7) protocols as well 
as EIA/TIA IS-4l protocols, and thus, may be accessed 
through the connectivity between and among network ele 
ments of wireless communications systems and/or wireline 
communications systems. Preferably, the international gate 
way 10 supports the American National Standards Institute 
(ANSI), International Telecommunications Union (ITU) and 
ITU International variants of the SS7 protocol up to the 
transaction capabilities application part (TCAP) layer. In 
particular, the components of the international gateway 10 
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communicate among themselves and other data networks via 
TCP/IP connections. The connectivity preferably supports 
Tl/El and V.35 at speeds of up to 64 Kbps. It is further 
preferred that the international gateway 10 generally does 
not use the Global Title Translation (GTT) in addressing 
entities or elements in the systems. 

Information With Respect to the International 
Gateway 

The international gateway 10 is set up and continually 
updated with current information as to users, customers, 
MSC information, etc. so as to facilitate the exchange of 
messages and responses between a visited system and a 
home system of a wireless unit and between a visited system 
and the international gateway acting as an authentication or 
veri?cation entity with respect to a wireless unit. Generally, 
the international gateway 10 operates pursuant to IS-4l 
speci?cations. For example, the international gateway 10 
starts a timer to time the interval between routing a new 
message and receiving a response to the new message. If 
appropriate, the international gateway 10 handles a timeout 
on the response. The international gateway 10 responds with 
error messages in the appropriate situations. For example, 
the international gateway 10 responds with a Return Error 
with an error code of OperationNotSupported if the intema 
tional gateway 10 receives a message for call delivery to a 
wireless unit that has not registered, that is outside its autho 
riZation period, etc. Error codes may include SystemFailure, 
ParameterError, UnrecogniZedParameterValue; MIN/ 
HLRMismatch, UnrecogniZedESN, Operation Sequence 
Problem, and/ or ResourceShortage. 
The international gateway 10 may include the table 32 

and/or database 80 as well as other memory or storage facili 
ties with respect to the information that is necessary or avail 
able with respect to operation of the internationally gateway 
10. 

User or Subscriber Information 

The table 32 or database 80 may include entries or records 
related to users. Each entry or record may include the fol 
lowing information or a ?eld (which may be empty until 
?lled) for the following information with respect to the user 
or the wireless unit of the user: a mobile identi?cation num 

ber (MN); an electronic serial number (ESN); a user or sub 
scriber name; a personal identi?cation number (PIN); a date 
time of last PIN change; a number of retries for PIN change 
in current interval; an MSC-H; a current MSC-V; a previous 
MSC-V; a date-time of last successful PIN validation; a 
number of retries for PIN validation in current interval; a 
date-time of last Registration Noti?cation; OCOS informa 
tion returned by the MSC-H; TCOS information returned by 
the MSC-H: a temporary local dialing number (TLDN); user 
or subscriber status; calling features mask; carrier digits; 
billing identi?cation; destination digits; and/or a date-time 
of ?rst unsuccessful validation attempts in current interval. 

The user or subscriber information may be provisioned in 
the international gateway 10 through the administrative con 
sole 82 or in batch mode through bulk updates transferred 
from customers. 

System Information 

The international gateway 10 may store system informa 
tion with respect to the international gateway 10 in the data 
base 80 or in another storage structure. For example, the 
following system con?guration information may be stored: a 
system type code; a point code; a subsystem number (SSN); 
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and/or a carrier identi?cation code. Also, the system con 
?guration information may include information relating to 
the use of PINs such as the maximum number of retries and 
the retry interval. Further the international gateway may 
store a point code and a SSN for each of the mobile switch 
ing centers (MSCs) or other switches which may serve as 
either origination or destination points with respect to mes 
sages and responses that may be sent to and from the inter 
national gateway 10. 

Transaction, Tracing and Audit Information 

The international gateway 10 generally carries out trans 
action and tracing functions with respect to the messages 
and responses that may be sent to and from the international 
gateway 10. A message and its corresponding response gen 
erally is referred to as a transaction, and the message and its 
corresponding response typically includes a transaction 
number or other identi?cation of the transaction. The inter 
national gateway 10 logs the transaction number into a trans 
action log (not illustrated), which also may be referred to as 
log ?les or into the database 80. Preferably, the log of the 
transaction includes a timestamp for the transaction. The 
international gateway 10 may include a tracing mechanism 
(not illustrated in FIG. 3) and may include four levels of 
trace messages with each level providing a different amount 
of detailed information. Also, the international gateway 10 
may include audit trails for all changes made to the database, 
such as changing a PIN, etc. These audit trails may be 
recorded and stored. 

MSC Information 

To facilitate the exchange of messages and responses, the 
international gateway 10 may store information such as 
attributes with respect to mobile switching centers (MSCs) 
which are involved in transactions related to a wireless unit. 
These attributes may include: an MSC identi?cation; a loca 
tion; a point code; a subsystem number (SSN); an HLR iden 
ti?cation (null if co-located with the MSC); an HLR point 
code; an HLR SSN; a VLR identi?cation (null if co-located 
with the MSC); a VLR point code; a VLR subsystem number 
(SSN); an authentication center (AC) identi?cation; an AC 
point code; and/or an AC SSN. This information may be 
stored in the database 80 or in some other memory structure. 
An exemplary embodiment of the international gateway 80 
stores this information in a functional entity massaging rela 
tionship table (FEMR table). 

Home-Visited Relationship 

The international gateway 10 may include a table or other 
structure that sets forth a relationship including operating or 
override values between mobile switching centers (MSCs) in 
a home-visited relationship. This table may be used by the 
international gateway 10 to override values that are present 
in the user or subscriber entry or record when appropriate. 
For example, the visited MSC may be located in a high fraud 
area. In that case, an authoriZation period with respect to the 
registration, authentication, or provision of communications 
service to a wireless unit may be instituted through the pro 
vision of instructions from the MSC-H or the international 
gateway to the MSC-V or otherwise. Thus, this table may 
include the following attributes, information or ?elds: 
MSC-H identi?cation; MSC-V identi?cation; authoriZation 
period; and/ or authorization value. 

MSC-NPA Information 

The international gateway 10 may have to determine the 
MSC-H of a particular wireless unit based on the informa 
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tion that is provided to the international gateway 10 by the 
MSC-V. Typically, the international gateway 10 uses the 
MIN of the wireless unit to ?nd the MSC-H (and its point 
code) by using an MSC-NPA information table. Particularly, 
the MIN may be compared to the entries of the NPA-NXX-x 
blocks that are stored in the table to determine the NPA 
NXX-x block corresponding to the MIN, and then to deter 
mine the MSC-H (and its point code) serving the NPA 
NXX-x block corresponding to the MIN. Thus, an entry in 
the MSC-NPA information table may include the following 
?elds, attributes or information: MSC-H identi?cation; and 
NPA-NXX-x block (being served by the MSC-H of the 
entry). 

FIG. 4iLogical Software Entities of an Exemplary 
International Gateway 

To facilitate the understanding of the operation of an 
exemplary international gateway 10, FIG. 4 presents a dia 
gram of logical software entities or modules of such a gate 
way. The modules are presented in the digram from a logical 
standpoint. They do not represent separate processes that run 
the international gateway 10, but rather, each module pre 
sents a functionality that may be used in the gateway. 
The modules include INIT 86 which is an initialiZation 

function that brings up and monitors the application pro 
cesses on the international gateway 10. DB 88 is a database 
interface in the form of a functional application program 
interface (API) for interaction with a user. DB 88 also 
includes the database server part that is provided by the ven 
dor of the database. TM 90 is a transaction manager which 
registers with the SS7 processes to gain access to the SS7 
stack. The transaction manager 90 receives and sends IS-4l 
messages and responses through the SS7 processes. The 
transaction manager 90 links with the DB 88 in order to use 
the database server. 

Log 92 is a library that provides a functional API to record 
every IS-4l message and response that is sent and received. 
This API is used to record all of the IS-4l messages and 
responses that pass through the international gateway 10. 
Trace 94 is a library that provides debugging aids for inte 
gration and testing. SNMP Agent 96 is a process that for 
wards simple network management protocol (SNMP) traps 
to the network manager such as the Openview Network 
Manager from Hewlett Packard. This SNMP Agent 96 also 
provides a message queue for the other application software 
entities to send events/ alarm information, which is converted 
to a trap and forwarded as appropriate. 

Bulk Update 98 is a script that updates the database with 
large numbers of records or entries, generally with respect to 
users. Vision Feed 100 is a process that provides a continu 
ous feed of all IS-4l messages and responses being sent and 
received by the international gateway 10 to a separate entity 
for further processing (billing, debugging, network 
problems, etc.). IS-4l API & Vendor’s SS7 102 stack is an 
IS-4l API built on top of the SS7 stack. The SS7 stack func 
tionality is handled within separate processes, i.e., they are 
not libraries. The IS-4l API is incorporated in these separate 
processes. DIR 104 is a platform con?guration task called 
the Director. It provides a command line interface for con?g 
uring the SS7 stack and all network parameters associated 
with setting up the international gateway 10 as a functional 
network entity. The DIR 104 also can be used to control the 
SS7 stack processes. 

Conclusion 

In sum, the present invention include methods, systems, 
and apparatus that substantially prevent the fraudulent use of 
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Wireless units roaming in visited systems. After successful 
registration of a Wireless unit in a visited system, the visited 
system implements at least the denial of originating commu 
nication service to the Wireless unit. Advantageously, the 
present inventions substantially prevent the fraudulent use of 
Wireless units roaming in visited systems by requiring such 
units to undergo a veri?cation or authentication process prior 
to being alloWed to make calls. By these inventions, a 
roamer is only alloWed to make a call in a visited system, if 
the roamer successfully passes the registration, validation, 
and the authentication processes. 

The exemplary embodiments also may include additional 
anti-fraud features such as the limitation of an authentication 
or veri?cation period for the provision of communications 
service to the Wireless unit in the visited system. 

From the foregoing description of the exemplary embodi 
ments and the several alternatives, other alternative con 
structions of the present invention may suggest themselves 
to those skilled in the art. Therefore, the scope of the present 
invention is to be limited only to the claims beloW and the 
equivalents thereof. 
We claim: 
1. A method to prevent fraudulent use of a Wireless unit 

that is roaming in a visited system, the method comprising: 
as a part of registration of the Wireless unit With a visited 
mobile sWitching center (MSC-V) of the visited 
system, causing the MSC-V to implement denial of 
originating communication service With respect to the 
Wireless unit; 

after the registration of the Wireless unit With the MSC-V 
and the denial of the originating communication ser 
vice With respect to the Wireless unit, receiving at the 
MSC-V a code and identi?cation information from the 
Wireless unit; 

in response to the receipt of the code, causing the MSC-V 
to transmit a message including the identi?cation infor 
mation to a veri?cation element functionally connected 
to the visited system and a home system of the Wireless 
unit; 

in response to receipt of the message, causing the veri?ca 
tion element to carry out a veri?cation of the identi?ca 
tino information; 

in response to making a positive veri?cation, causing the 
veri?cation element to transit a response to the MSC-V, 
the response including the positive veri?cation; and 

based on the positive veri?cation received in the response, 
causing the MSC-V to remove the denial of the origi 
nating communication service With respect to the Wire 
less unit, thereby initiating the communication service 
With respect to the Wireless unit, 

Wherein prior to receiving at the MSC-V the code and the 
identi?cation information from the Wireless unit, the 
method further comprises: 
receiving at the MSC-V a call attempt from the Wireless 

unit; and 
causing the MSC-V in response to the call attempt to 

provide the Wireless unit With an announcement. 
2. The method of claim 1, Wherein the response including 

the positive veri?cation comprises origination/termination 
service information; and 

Wherein the method further comprises: 
causing the MSC-V to update information the MSC-V 

retains in a visitor location resister (V LR) relating to 
the Wireless unit With the origination/termination 
service information; and 
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after removal of the denial of the originating communi 

cation service With respect to the Wireless unit, caus 
ing the MSC-V to provide communication services 
to the Wireless unit based on the origination/ 
termination service information. 

3. The method of claim 1, Wherein the message including 
the identi?cation information comprises a feature request 
message, and Wherein the identi?cation information com 
prises a personal identi?cation number (PIN); and 

Wherein causing the MSC-V to transmit a message com 
prises causing the MSC-V to transmit the feature 
request message including the PIN to the veri?cation 
element. 

4. The method of claim 3, Wherein the response comprises 
a feature request response; and 

Wherein causing the veri?cation element to transmit a 
response to the MSC-V comprises causing the veri?ca 
tion element to transmit a feature request response to 
the MSC-V. 

5. The method of claim 1, Wherein the announcement 
comprises an instruction to the Wireless unit to dial the code 
and provide the identi?cation information. 

6. A system to prevent fraudulent use of a Wireless unit 
that is roaming in a visited system, the system comprising: 

a visited mobile sWitching center (MSC-V) operative 
to carry out a registration of the Wireless unit in the 

visited system, 
to implement, after the registration, denial of originat 

ing communication service With respect to the Wire 
less unit; 

to receive after the denial, a code and identi?cation 
information in a call from the Wireless unit; 

to recognize the code as a feature request With respect to a 
netWork element, and 
to route a feature request message including the identi 

?cation information to the netWork element; 
the netWork element operative in response to receipt of the 

identi?cation information to provide a veri?cation in a 
feature request response to the MSC-V, the netWork 
element being functionally connected to the visited sys 
tem and a home system of the Wireless unit; and 

the MSC-V also operative to remove the denial if the veri 
?cation comprises a positive veri?cation, 

Wherein, after the registration of the Wireless unit With the 
visited system and prior to the denial of originating 
communication service to the Wireless unit the MSC-V 
is operative to receive a call attempt from the Wireless 
unit, and in response to the call attempt, is operative to 
provide an instruction to the Wireless unit to dial the 
code and provide the identi?cation information. 

7. The system of claim 6 Wherein the feature request 
response from the netWork element comprises origination/ 
termination service information With respect to the Wireless 
unit; 

Wherein the MSSC-V comprises a visitor location register 
(V LR) including information relating to the Wireless 
unit; and 

Wherein the MSC-V is operative to update the information 
in the VLR With the origination/termination service 
information. 

8. The system of claim 7, Wherein, after the removal of the 
denial, the MSC-V is operative to provide communication 
services to the Wireless unit based on the origination/ 
termination service information. 

9. A storage device, readable by a machine ofa wireless 
system, tangibly embodying instructions executable by the 
machine to cause the machine to perform operations com 
prising: 
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registering a wireless unit visiting a current wireless 
system, and initially denying originating communica 
tion by the wireless unit on the current wireless system; 

receiving a call attempt from the wireless unit; 
responding to the wireless unit with an announcement in 

response to the call attempt; 

receiving identi?ing informationfrom the wireless unit; 
transmitting the identi?1ing information to a verification 

entity, the verification entity being capable of determin 
ing authenticity ofthe wireless unit; 

receiving an authentication response from the verification 
entity; and 

in the event the authentication response is positive, initiat 
ing communication service with respect to the wireless 
unit on the current wireless system. 

10. The storage device according to claim 9, wherein, positive, the authentication response includes origination/ 

termination service information, and wherein the instruc 
tions are executable by the machine to cause the machine to 
further perform operations comprising: 

updating information relating to the wireless unit based 
on said originatiorMtermination service information; 
and 

providing communication services to the wireless unit 
based on the originatiorMtermination service informa 
tion. 

1]. The storage device according to claim 9, wherein the 
identifying information comprises a personal identification 
number (PIN), and wherein said transmitting the identifying 
information to a verification node includes transmitting the 
PIN to the verification node. 

12. The storage device according to claim 9, wherein said 
receiving identi?ing informationfrom the wireless unit com 
prises receiving a feature request message including the 
identification information, wherein said transmitting the 
identifying information to a verification node comprises 
transmitting at least a portion of said feature request mes 
sage to the verification node, and wherein said receiving an 
authentication response comprises receiving a feature 
request response. 

13. The storage device according to claim 9, wherein said 
announcement comprises a request for identification infor 
mation. 

14. The storage device according to claim 9, wherein at 
least said receiving identifying information, said transmit 
ting the identifying information, and said receiving an 
authentication response are required to be performed within 
a predetermined period of time. 

15. The storage device according to claim 9, wherein the 
instructions are executable by the machine to cause the 
machine to further perform operations comprising: 

periodically repeating at least said receiving identi?1ing 
information, said transmitting the identifying 
information, and said receiving an authentication 
response. 

16. The storage device according to claim 9, wherein the 
instructions are executable by the machine to cause the 
machine to further perform operations comprising: 

causing said wireless unit to be locked prior to said regis 
tering; and 

requiring an authentication procedure prior to said regis 
tering. 

17. The storage device according to claim 16, wherein 
said authentication procedure comprises entering a per 
sonal identification number into said wireless unit. 

18. An apparatus of a wireless communication system, 
said apparatus adapted to perform a method comprising: 
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18 
registering a wireless unit visiting said wireless communi 

cation system, while initially denying originating com 
munication by the wireless unit on said wireless com 
munication system; 

receiving a call attempt from the wireless unit; 
responding to the wireless unit with an announcement in 

response to the call attempt; 

receiving identi?1ing informationfrom the wireless unit; 
transmitting the identi?1ing information to a verification 

entity, the verification entity being capable of determin 
ing authenticity ofthe wireless unit; 

receiving an authentication response from the verification 
entity; and 

in the event the authentication response is positive, initiat 
ing communication service with respect to the wireless 
unit on said wireless communication system. 

19. The apparatus according to claim 18, wherein said 
apparatus is contained at least in part within a switching 
center associated with said wireless communication system. 

20. The apparatus according to claim 1 8, further compris 
ing a base station. 

2] . The apparatus according to claim 1 8, further compris 
ing a register in which to record information about at least 
one wireless unit. 

22. The apparatus according to claim 2 1 , further compris 
ing a table containing wireless unit identi?cation informa 
tion. 

23. A method comprising: 
registering a wireless unitfollowing an initial authentica 

tion process, while initially denying originating com 
munication by the wireless unit on the current wireless 
system; 

in response to a call attempt by the wireless unit, provid 
ing an announcement to the wireless unit; 

receiving identi?1ing informationfrom the wireless unit; 
transmitting the identi?1ing information to a verification 

node, the verification node being capable of determin 
ing authenticity ofthe wireless unit; 

receiving an authentication response from the verification 
node; and 

in the event the authentication response is positive, initiat 
ing communication service with respect to the wireless 
unit on the current wireless system. 

24. The method according to claim 23, wherein said initial 
authentication process comprises requiring entry of a per 
sonal identification number 

25. The method according to claim 23, wherein at least 
said receiving identi?1ing information, said transmitting the 
identifying information, and said receiving an authentica 
tion response are required to be performed within a prede 
termined period of time. 

26. The method according to claim 23, further compris 
ing: 

periodically repeating at least said receiving identifying 
information, said transmitting the identifying 
information, and said receiving an authentication 
response. 

27. The method according to claim 23, wherein the wire 
less unit is initially locked, and wherein said initial authenti 
cation process is to cause the wireless unit to become 
unlocked. 

28. The method according to claim 23, wherein said 
announcement comprises a request for identification infor 
mation. 


