
USO0RE40992E 

(19) United States 
(12) Reissued Patent 

Cartmell et a]. 
(10) Patent Number: 
(45) Date of Reissued Patent: 

US RE40,992 E 
Nov. 17, 2009 

(54) METHOD AND SYSTEM FOR BLOCKING 
UNWANTED COMMUNICATIONS 

(76) Inventors: Brian R. Cartmell, 7683 SE. 27th St., 
PMB 273, Mercer Island, WA (US) 
98040; Cameron S. Elliott, 6411 9th 
Ave. NE., Seattle, WA (US) 98115 

(21) Appl.No.: 11/715,309 
(22) Filed: Mar. 6, 2007 

Related US. Patent Documents 
Reissue of: 
(64) Patent No.: 7,039,949 

Issued: May 2, 2006 
Appl. No.: 10/016,477 
Filed: Dec. 10, 2001 

(51) Int. Cl. 
G06F 17/30 (2006.01) 

(52) US. Cl. ................................... .. 726/6; 726/5; 726/3 

(58) Field of Classi?cation Search .................... .. 726/6, 

726/5, 3 
See application ?le for complete search history. 

(56) References Cited 

U.S. PATENT DOCUMENTS 

5,604,792 A * 2/1997 Solomon et a1. ....... .. 379/8823 

6,199,102 B1 * 3/2001 Cobb . . . . . . . . . . . . . . . . . . . .. 709/206 

6,691,156 B1 * 2/2004 Drummond et a1. . 709/206 
6,868,498 B1 * 3/2005 Katsikas ................... .. 713/201 

OTHER PUBLICATIONS 

A prototype of security for active networks, Kou Yanan; Li 
Zengzhi; Liao Zhigang; Algorithms and Architectures for 
Parallel Processing, 2002. Proceedings. Fifth International 
Conference on Oct. 23425, 2002 pp. 3384341.* 
Practical broadcast authentication in sensor networks, Liu, 
D.; Ning, P.; Zhu, S.; Jajodia, S.; Mobile and Ubiquitous 
Systems: Networking and Services, 2005, MobiQuitous 
2005. The Second Annual International Conference on Jul. 
17421, 2005 pp. 1184129.* 

201 

sander 

1 011m 

204 Q) 
send Mali 

e-mnil 015mm 

reqth inbox 202 

A Key Management and Authenication Model for Ad hoc 
Network, Jianwei Liu; Chun Liu; Keqiang Guo; Personal, 
Indoor and Mobile Radio Communications, 2007, PIMRC 
2007. IEEE 18th International Symposium on Sep. 347, 
2007 pp. 145* 

Sorkin, D., “Technical and Legal Approaches to Unsolicited 
Electronic Email,” U.S.F. L. Rev. 325, Apr. 2001, pp. 
3254330 and 3474354.* 

Habraken, “Lesson 9, Creating Email,” Teach Yourself 
Microsoft Outlook 98 in 10 minutes, Sams Publishing, Apr. 
1998, pp. 145* 

Wikipedia, “Letter,” Encyclopedia, available at http://en. 
wikipedia.org/wiki/Letter, p. 1.* 

Angwin, J ., “Postal Service to deliver the eimail,” The Wall 
Street Journal Online, Jul. 30, 2000, pp. 147.* 

(Continued) 

Primary ExamineriDavidY Jung 

(57) ABSTRACT 

A method and system for authorizing communications sent 
from a sender to a recipient. The authorization system 
receives a communication sent from a sender to a recipient. 
The authorization system determines whether that sender is 
authorized to send communications to that recipient. If the 
authorization system determines that the sender is not 
authorized, then the authorization system sends an authori 
zation communication to the sender. The authorization com 
munication requests authorization information from the 
sender. When the authorization system receives the authori 
zation information, it determines whether the information is 
correct. If correct, then the authorization system indicates 
that the sender is authorized and forwards the communica 
tion to the recipient. When a subsequent communication sent 
from the sender to the recipient is received, the authorization 
system may automatically determine that the sender is 
authorized and forward the communication to the recipient 
without re-contacting the sender. 
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400 

To: Sender 

From: Admin@emailauthorize.com 
Subject: E-mail Screener 

Your e-mail to has been received. 

Since has not yet received an e-mail from 
you, we want to ensure that your e-matl was not J“ 401 
automatically generated by a spammer. 

Please access the Authorization web page and answer the 
simple question and you will be automatically authorized 
to send e-mail to . 

Advertisement Area f 402 

Fig. 4 
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500 

www.5pamarrest.con1/. .. 

Welcome to SpamChecker 

In order to verify that the e-mail that you sent to 
was not automatically generated by a 

sparnmer, please enter what the picture below is of: 501 

502 503 

Fig. 5 
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600 

www. emailauthorize . coml. . . 

Congratulations! 

Your e-mail is' being forwarded to and 
future e-mails from you will automatically be forwarded 
to without this veri?cation process. 

It is easy to sign up for the authorization service, 

Fig. 6 
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700 

www.cmailauthorize.com/... 

Sign up for the Authorize Service 

Enter: 

E-mail Name: @emailauthorize. com 

Password: 

Fig. 7 
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800 
www.cmailauthorize.coml... 

View Unauthorizcd E-mail 
for @emailauthorizemm 

From Subject Received 

JSmith@ . .. Discount Mortgage 1/02/01 \f‘ 801 

43buy@ . . . Play Games l/20/01 

M. Jones @ . . . Family Reunion 7/21/01 

802 ' 803 804 

r.) r) 

< > 805 806 

Fig. 8 
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900 
www.cmailauthorize.com 

Maintain Authorized Sender's List 
for @emailauthorize.com 

Sender 

MJoncs@hotmail.com / 901 

PJones@hotmail.com W 

904 ’\-' " @acme.com 

903 

New Sender Add 

Fig. 9 
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Retrieve recipient‘s record 

1103 

Send error e-mail to 
sender 

1105 

Place e-mail in 
recipient's inbox 

Sender 
authorized 

1106 

Add e-mail to unauthorized 
list of recipient 

1107 

Prepare authorization e-mail 

1108 

Send authorization 
e-mail to sender 

1 Done ) 

Fig. 11 
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Retrieve recipient's 
authorized list 
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Page 
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Send web page—‘ 
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Fig. 12 
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METHOD AND SYSTEM FOR BLOCKING 
UNWANTED COMMUNICATIONS 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci?ca 
tion; matter printed in italics indicates the additions 
made by reissue. 

BACKGROUND 

Electronic communications such as e-mail are being 
increasingly used for both business and personal uses. Elec 
tronic communications has many advantages over non 
electronic communications such as postal mail. These 
advantages include low cost, rapid delivery, ease of storage, 
and so on. As a result of these advantages, there is also an 
important disadvantage of electronic communications: junk 
mail, spam, and other types of unwanted electronic commu 
nications. Because of its low cost and speed, many organiza 
tions use electronic communications to advertise. For 
example, a mortgage company may purchase a list of e-mail 
addresses and send an e-mail message containing an adver 
tisement for the mortgage company to each e-mail address. 
It is not uncommon for a person to receive many such 
unwanted and unsolicited e-mail messages a day. People 
receiving such junk e-mail messages typically ?nd them 
annoying. Junk e-mail messages may also cause a person’s 
inbox to become full and may make it difficult to locate and 
identify non-junk e-mail messages. 

Various techniques have been developed to combat junk 
e-mail. For example, some e-mail systems allow a user to 
create a list of junk e-mail senders. When an e-mail message 
is received from a sender on the list of junk e-mail senders, 
the e-mail system may automatically delete the junk e-mail 
message or may automatically store the junk e-mail message 
in a special folder. When a junk e-mail message is received 
from a sender who is not currently on the junk e-mail list, the 
recipient can indicate to add that sender to the list. As 
another example, some e-mail systems may allow the recipi 
ent to specify a list of non-junk senders. If an e-mail message 
is received from a sender who is not on the list of non-junk 
senders, then the e-mail system may automatically delete or 
otherwise specially handle such an e-mail message. 

A disadvantage of these techniques for combating junk 
e-mail is that the recipients are responsible for specifying 
who is a junk sender and a non-junk sender. It would be 
desirable to have a technique for combating junk e-mail that 
relieves the recipient of such responsibility. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating a con?guration of 
the authorization system implemented as part of an e-mail 
system. 

FIG. 2 is a block diagram illustrating a con?guration of 
the authorization system implemented to authorize e-mail 
before being sent to an existing e-mail system. 

FIG. 3A is a block diagram illustrating a con?guration of 
the authorization system implemented to retrieve e-mail 
messages delivered to an existing e-mail system. 

FIG. 3B is a block diagram illustrating a con?guration of 
the authorization system implemented to retrieve e-mail 
messages delivered to an existing e-mail system and provide 
the authorized e-mail messages via an e-mail component of 
the authorization system. 

FIG. 4 illustrates an authorization e-mail message that is 
sent to a sender from the authorization system. 
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2 
FIG. 5 illustrates a web page through which a sender pro 

vides authorization information. 
FIG. 6 illustrates a web page notifying the sender that they 

have been authorized. 
FIG. 7 illustrates a web page for signing up for the autho 

rization service. 
FIG. 8 illustrates a web page that a recipient may use to 

view unauthorized e-mail messages. 
FIG. 9 illustrates a web page that a recipient may use to 

view their list of authorized senders. 
FIG. 10 is a block diagram illustrating components of the 

authorization system in one embodiment. 

FIG. 11 is a ?ow diagram illustrating processing of the 
authorize e-mail component in one embodiment. 

FIG. 12 is a ?ow diagram illustrating process of the pre 
pare authorization request component in one embodiment. 

FIG. 13 is a ?ow diagram illustrating processing of the 
check authorization response component in one embodi 
ment. 

DETAILED DESCRIPTION 

A method and system for authorizing communications 
sent from a sender to a recipient is provided. In one 
embodiment, the authorization system receives a communi 
cation (e.g., e-mail message or voice mail message) sent 
from a sender to a recipient. The authorization system deter 
mines whether that sender is authorized to send communica 
tions to that recipient. The authorization system may make 
this determination based on a list of senders who are autho 
rized to send to that recipient. When the authorization sys 
tem determines that sender is authorized, the authorization 
system provides the communication to the recipient. If the 
authorization system determines that the sender is, however, 
not authorized, then the authorization system sends an 
authorization communication to the sender. The authoriza 
tion communication requests authorization information from 
the sender. In one embodiment, the request may be for 
authorization information that is dif?cult for a computer sys 
tem to automatically provide, but is easy for a person to 
provide. For example, the request may be that the sender 
respond with the number of words in the ?rst sentence of the 
request, the color of a cloud, or the name of the current US. 
President. In addition, the authorization system may request 
many different types of authorization information to make it 
even more dif?cult for a computer system to respond cor 
rectly. One skilled in the art will appreciate that many of the 
well-known techniques for determining whether a respon 
dent is a person or computer may alternatively be used. 
When the authorization system receives the authorization 
information, it determines whether the information is 
correct, that is whether it was provided by a person or a 
computer. If correct, then the authorization system indicates 
that the sender is authorized and forwards the communica 
tion to the recipient. When a subsequent communication sent 
from the sender to the recipient is received, the authorization 
system may automatically determine that the sender is 
authorized and forward the communication to the recipient 
without re-contacting the sender. The authorization system 
may authorize the sender to send communications only to 
that recipient. Thus, the sender would need to go through a 
similar authorization process for each recipient. In this way, 
the authorization system can authorize senders without both 
ering the recipient and ensure that an inadvertently autho 
rized sender is not authorized to send to all recipients. 

Alternatively, the authorization system may not rely 
solely on the authorization information provided by the 
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sender to determine whether the sender should be authorized 
to send communications to the recipient. The authorization 
system may automatically authorize senders based on other 
criteria such as their history of authorizations. For example, 
the authorization system may automatically authorize a 
sender when the sender has in the last month been success 
fully authorized using authorization information to commu 
nicate with ?ve other recipients. As another example, the 
authorization system may automatically authorize a sender 
to send to all recipients in a certain category when one 
recipient in the category is authorized. The category could 
be, for example, recipients in the same e-mail domain, 
recipients in the same company, and so on. More generally, 
the authorization system may use a criteria that is based on 
an evaluation of whether the sender is likely to send 
unwanted communications. The authorization system may 
even revoke a sender’s authorization in certain circum 
stances. One such circumstance may be when the sender 
sends communications to a large number of recipients (e.g., 
10,000) in a short period of time. Another circumstance that 
may warrant revocation of a sender’s authorization is if sev 
eral recipients speci?cally request to revoke the authoriza 
tion of that sender. In such circumstances, the authorization 
system may revoke the sender’s authorization so that the 
sender is no longer authorized to send to any recipients. In 
another circumstance, the authorization system may auto 
matically revoke a sender’s authorization on a per-recipient 
basis. 
One skilled in the art will appreciate that the techniques of 

the authorization system can be used in many different com 
munications environments. In the following, an embodiment 
of the authorization system is described in an e-mail envi 
ronment. The techniques of the authorization system may 
also be used to authorize telephone communications, voice 
mail communications, instant messaging communications, 
pager communications, and various other types of electronic 
communications. For example, an embodiment of the autho 
rization system may intercept telephone calls placed by a 
sender (i.e., the caller) to a recipient (i.e., the callee). If the 
sender’s telephone number is not on an authorized sender 
list for the recipient, then the authorization system may 
answer the call and request that the sender go to a certain 
web site and provide authorization information. If the sender 
provides the correct authorization information, then the next 
time the sender places a call to the recipient the call will 
automatically be authorized. The techniques may also be 
used to authorize non-electronic communications such as 
postal mail. For example, an embodiment of the authoriza 
tion service may be used by a postal service to determine 
whether the sender (e.g., return addressee) is authorized to 
send postal mail to the recipient (e.g., addressee). If not, the 
postal service may send a postcard to the return address 
asking that the sender contact a web site and perform a simi 
lar authorization as described above for a telephone call. 
When that authorization is complete, the postal service may 
forward the postal mail to the recipient. 

The authorization system when used to authorize e-mail 
may be implemented in various different con?gurations. For 
example, the authorization system may be implemented as 
part of the e-mail system itself. In such a con?guration, the 
e-mail system may invoke an authorization module or com 
ponent when each e-mail message is received for a recipient 
who has requested that their e-mail be veri?ed. As another 
example, the authorization system can be con?gured to work 
in conjunction with an existing e-mail system by routing 
e-mail to the authorization system ?rst rather than directly to 
the e-mail server. FIGS. 1*3 illustrate example con?gura 
tions of the authorization system. 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
FIG. 1 is a block diagram illustrating a con?guration of 

the authorization system implemented as part of an e-mail 
system. The authorization system may be implemented as a 
component of an e-mail system. The e-mail system invokes 
the authorization system when it receives an e-mail message. 
If the authorization system determines that the sender is 
authorized to send to the recipient, then the authorization 
system may place the e-mail message in the recipient’s 
inbox. Otherwise, the authorization system veri?es whether 
the sender is authorized. The arrows indicate the sequence of 
steps that are performed when an e-mail message is sent to a 
recipient. Initially, a sender computer 101 sends an e-mail 
message in step 1 to the recipient. The e-mail system 103 
receives the e-mail message and invokes the authorization 
system. The authorization system checks its internal tables 
in step 2 to determine whether the sender has already been 
authorized to send e-mail to the recipient. If authorized, then 
the e-mail message is placed in the recipient’s inbox. If not 
authorized, then the authorization system sends a request for 
authorization information in step 3 to the sender. The request 
may be sent via an e-mail message that contains a link to a 
web page through which the sender can submit the authori 
zation information. When the sender selects the link, the 
sender is provided with an authorization web page and pro 
vides the authorization information in step 4. Alternatively, 
the web page can be embedded in the e-mail message, rather 
than embedding just the link to the web page. The authoriza 
tion information may alternatively be provided in ways other 
than accessing a web page. For example, the sender may be 
directed to provide the authorization information in a reply 
e-mail message or in a telephone call. When the authoriza 
tion system receives the authorization information, it deter 
mines whether the authorization information is correct. If 
correct, the authorization system adds the sender in step 5 to 
a list of senders who are authorized to send e-mail to the 
recipient and then places the e-mail message in the recipi 
ent’s inbox. The recipient may then use a recipient computer 
102 to request their inbox in step 6 from the e-mail system. 
The e-mail system then sends to the recipient computer in 
step 7 the inbox information including the e-mail message 
sent from the sender. The authorization system may provide 
a service through which a recipient can access their e-mail 
messages that could not be authorized. The service may be 
implemented as part of the e-mail system or may be pro 
vided by a web site. That service may allow the recipient to 
view the e-mail messages and indicate which senders should 
be authorized. Alternatively, the authorization system may 
place e-mail messages that cannot be authorized in a special 
e-mail folder. 

FIG. 2 is a block diagram illustrating a con?guration of 
the authorization system implemented to authorize e-mail 
before being sent to an existing e-mail system. The recipi 
ent’s e-mail is routed from a sender computer 201 to the 
authorization system 203 rather than to the existing e-mail 
system 204. The authorization system then authorizes the 
e-mail message and forwards it to the existing e-mail system 
for processing as normal. If the sender cannot be authorized, 
then the authorization system may store the e-mail message 
for access by the recipient via a web page or some other 
mechanism. The sender computer sends an e-mail message 
in a step 1 to the recipient. The authorization system receives 
the e-mail message and checks in step 2 whether the sender 
is authorized to send e-mail to the recipient. If authorized, 
then the authorization system sends the e-mail message to 
the existing e-mail system. If not authorized, then the autho 
rization system requests authorization information in step 3 
from the sender. The sender provides the authorization infor 
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mation in step 4 to the authorization system. If the authoriza 
tion information is correct, then the authorization system 
adds the sender in step 5 to a list of senders who are autho 
rized to send e-mail to the recipient. The authorization sys 
tem then sends the e-mail message in step 6 to the existing 
e-mail system. The recipient then may use a recipient com 
puter 202 to request their inbox in step 7 from the existing 
e-mail system. In response, the existing e-mail system sends 
in step 8 the inbox including the e-mail message to the 
recipient computer. 

FIG. 3A is a block diagram illustrating a con?guration of 
the authorization system implemented to retrieve e-mail 
messages delivered to an existing e-mail system. The autho 
rization system 303 may have the e-mail authentication 
information (e.g., account name and password) of the recipi 
ent for an existing e-mail system 304. The authorization sys 
tem periodically checks the inbox of the recipient and deter 
mines whether any e-mail messages from unauthorized 
recipients have been received. Alternatively, rather than peri 
odically checking the inbox of the recipient, the recipient’s 
inbox may be con?gured to automatically forward all e-mail 
messages to the authorization system using, for example, an 
inbox assistant. If the authorization system cannot authorize 
the sender, then the authorization system may automatically 
delete the e-mail message from the recipient’s inbox. A 
sender computer 301 initially sends an e-mail message in 
step 1 to the recipient. The e-mail message is routed to the 
existing e-mail system. Periodically the authorization sys 
tem requests the recipient’s e-mail messages in step 2 from 
the existing e-mail system. The existing e-mail system sends 
the e-mail messages in step 3 to the authorization system. In 
one embodiment, the e-mail system need only send the iden 
ti?cations of the senders. The authorization system then 
checks the authorization of the sender in step 4. If the sender 
is authorized, the authorization system leaves the e-mail 
message in the recipient’s inbox. If, however, the sender is 
not currently authorized, then the authorization system 
requests authorization information in step 5 from the sender. 
During this authorization process, the authorization system 
may move the e-mail message to an e-mail folder for unau 
thorized senders. When the sender is authorized, then the 
authorization system would move the e-mail message back 
to the inbox. The sender then provides the authorization 
information in step 6 to the authorization system. The autho 
rization system veri?es the correctness of the authorization 
information and adds the sender in step 7 to the list of send 
ers who are authorized to send e-mail to the recipient. If the 
authorization system cannot authorize the sender, then the 
authorization system instructs the existing e-mail system in 
step 8 to remove the e-mail message from the inbox. 
Otherwise, the e-mail message is left in the inbox. When the 
recipient requests their inbox in step 9, the existing e-mail 
system provides the inbox including the authorized e-mail 
message in step 10 to a recipient computer 302. 

FIG. 3B is a block diagram illustrating a con?guration of 
the authorization system implemented to retrieve e-mail 
messages delivered to an existing e-mail system and provide 
the authorized e-mail messages via an e-mail component of 
the authorization system. This con?guration is a hybrid of 
the con?gurations of FIG. 1 and FIG. 3A. This con?guration 
provides an e-mail component like the con?guration of FIG. 
1, but the e-mail messages are sent initially to an existing 
e-mail system. This con?guration retrieves the e-mail mes 
sages from the existing e-mail system like the con?guration 
of FIG. 3A, but the e-mail messages are provided to the 
recipient via the authorization system, rather than via the 
existing e-mail system. A sender computer 311 initially 
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6 
sends an e-mail message in step 1 to the recipient. The 
e-mail message is routed to an existing e-mail system 314. 
Periodically the authorization system 313 requests the 
recipient’s e-mail messages in step 2 from the existing 
e-mail system. The existing e-mail system sends the e-mail 
messages in step 3 to the authorization system. The authori 
zation system then checks the authorization of the sender in 
step 4. If the sender is authorized, the authorization system 
stores the e-mail message in the recipient’s inbox of the 
e-mail component of the authorization system. If, however, 
the sender is not currently authorized, then the authorization 
system requests authorization information in step 5 from the 
sender. The sender then provides the authorization informa 
tion in step 6 to the authorization system. The authorization 
system veri?es the correctness of the authorization informa 
tion and adds the sender in step 7 to the list of senders who 
are authorized to send e-mail to the recipient. If the sender is 
authorized, the authorization system stores the e-mail mes 
sage in the recipient’s inbox of the e-mail component of the 
authorization system. If the authorization system, however, 
cannot authorize the sender, then the authorization system 
may store the e-mail message in a folder for e-mail messages 
from unauthorized senders. When the recipient requests their 
inbox in step 8, the e-mail component of the authorization 
system provides the inbox including the authorized e-mail 
message in step 9 to a recipient computer 312. 

FIGS. 4*9 illustrate communications between a sender 
and the authorization system in one embodiment. FIG. 4 
illustrates an authorization e-mail message that is sent to a 
sender from the authorization system. An authorization 
e-mail message requests the sender to provide certain autho 
rization information. The e-mail message 400 includes mes 
sage area 401 and advertisement area 402. The message area 
identi?es the reason for the e-mail message and includes a 
link to a web page through which the sender can provide the 
authorization information. The advertisement area may 
include any advertisement provided by the authorization 
system. For example, the authorization system may include 
advertisements of a third party to derive advertising revenue. 
The advertisement area may include links to web pages asso 
ciated with the advertisement. The authorization e-mail 
message, rather than providing a link to a web page, may 
include the web page itself or may request the sender to 
reply to the e-mail message with the authorization informa 
tion included, for example, in the subject line. 

FIG. 5 illustrates a web page through which a sender pro 
vides authorization information. The web page 500 is pro 
vided to the sender when the sender selects the link included 
in an authorization e-mail message. The web page includes a 
request for authorization information. In this example, the 
sender is requested to identify the picture 501. The user 
enters “?ower” into data entry ?eld 502 and then selects the 
submit button 503. When the submit button is selected, then 
the content of the data entry ?eld and an identi?er of the 
e-mail message being authorized is sent to the authorization 
system. The authorization system may send requests for 
many different types of authorization information (e.g., ask 
many different questions) to make it dif?cult for a computer 
to automatically provide the correct authorization informa 
tion. A test for detecting whether a respondent is a person or 
computer is known as a “Turing test.” Well-known Turing 
tests include asking the respondent to identify a semantic 
error in a sentence, to identify a word that is shown in an 
image with its letters distorted, or to identify a word that is 
presented audibly. Nevertheless, even if a spamming com 
puter was able to provide the correct authorization informa 
tion in one instance, then the sender would be authorized to 
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send to that recipient, but not automatically authorized to 
send to other recipients. 

FIG. 6 illustrates a web page notifying the sender that they 
have been authorized. Web page 600 indicates that the 
e-mail message will be forwarded to the recipient and that 
future e-mail message will be automatically forwarded to 
that recipient. The web page may also invite the sender to 
sign up to use the authorization service of the authorization 
system. FIG. 7 illustrates a web page for signing up for the 
authorization service. In one embodiment, the authorization 
system may be integrated with an e-mail system. When a 
user signs up for the e-mail system, they may be automati 
cally signed up for the authorization service. Alternatively, 
the e-mail system may allow each member to decide if they 
want to sign up for authorization service. Web page 700 
requests that the user provide their e-mail name and pass 
word for the new e-mail account. 

FIG. 8 illustrates a web page that a recipient may use to 
view unauthorized e-mail messages. The user provides their 
e-mail name and password to gain access to a web portion of 
the authorization system. Web page 800 includes a list 801 
of the unauthorized e-mail messages that were sent to the 
user and could not be authorized. The authorization system 
may allow the user to select and view the contents of the 
e-mail messages. The buttons 802*806 at the bottom of the 
web page allow the user to indicate that the sender of the 
selected e-mail message is to be automatically authorized, 
that the e-mail message is to be removed, that the e-mail 
message is to be viewed, that all senders of the same domain 
as the sender of the e-mail message are to be automatically 
authorized, or that the sender is to be blocked (i.e., e-mail 
from that sender will automatically be deleted without 
attempting to authorize the sender). A recipient who is an 
employee of a company may want, for example, to automati 
cally authorize all employees of the same company to send 
e-mail messages. 

FIG. 9 illustrates a web page that a recipient may use to 
view their list of authorized senders. Web page 900 includes 
a list 901 of senders who are currently authorized to send 
e-mail to the recipient. The recipient may use the remove 
button 902 to remove a sender from the list and may use the 
add button 903 to add a new sender to list. The asterisk 904 
indicates that all senders from the domain “Acme.com” are 
authorized to send to the recipient. In one embodiment, the 
authorization system may allow a recipient to maintain a list 
of senders whose e-mail is to be blocked. 

FIG. 10 is a block diagram illustrating components of the 
authorization system in one embodiment. The client com 
puters 1010 are connected via communications link 1020 to 
the authorization server 1030. In this example, the authoriza 
tion system is con?gured as a component of an e-mail sys 
tem. The authorization server includes an e-mail subsystem 
and a web subsystem. The e-mail subsystem provides stan 
dard e-mail capabilities along with the authorization of 
e-mail messages. The web subsystem allows senders to pro 
vide authorization information and recipients to view and 
modify their authorization information. The authorization 
server includes a web engine 1030, an e-mail engine 1032, 
an e-mail component 1033, a prepare authorization request 
component 1034, a check authorization response component 
1035, an authorize e-mail component 1036, an authorized 
sender table 1037, and an unauthorized e-mail table 1038. 
The e-mail engine receives e-mail messages directed to the 
users of the e-mail system. The e-mail engine routes the 
received e-mail messages to the authorize e-mail compo 
nent. The authorize e-mail component determines whether 
the sender is authorized and, if so, forwards the e-mail mes 
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8 
sages to the e-mail component. If the sender is not currently 
authorized to send e-mail to the recipient as indicated by the 
authorized sender table, then the authorize e-mail compo 
nent sends a request for authorization information via e-mail 
to the sender. The authorization e-mail message may contain 
a link to a web page through which the sender provides the 
authorization information. That link may also identify the 
sender and recipient so that the authorization server can 
determine the e-mail message that is being authorized. When 
the sender selects the link in the authorization e-mail 
message, the web engine receives the request and invokes 
the prepare authorization request web page component to 
prepare the authorization web page. The web engine for 
wards the web page to the sender. When the sender provides 
the authorization response, the web engine routes the infor 
mation to the check authorization response component. The 
check authorization response component determines 
whether the authorization response is correct and, if so, adds 
the sender to the list of authorized senders for that recipient 
in the authorized sender table. The authorization server also 
includes components (not shown) for accessing unautho 
rized e-mail messages of recipients. The computers of the 
authorization system may include a central processing unit, 
memory, input devices (e. g., keyboard and pointing devices), 
output devices (e.g., display devices), and storage devices 
(e.g., disk drives). The memory and storage devices are 
computer-readable media that may contain instructions that 
implement the authorization system. In addition, the data 
structures and message structures may be stored or transmit 
ted via a data transmission medium, such as a signal on a 
communications link. Various communications links can be 
used, such as the Internet, a local area network, a wide area 
network, or a point-to-point dial-up connection. 

FIG. 11 is a ?ow diagram illustrating processing of the 
authorize e-mail component in one embodiment. The autho 
rize e-mail component is provided with an indication of a 
sender and a recipient. It checks the authorized sender table 
to determine whether the sender is authorized to send to that 
recipient. If not, the component attempts to authorize the 
sender. In block 1101, the component retrieves the recipi 
ent’s list of authorized senders from the authorized sender 
table. In decision block 1102, if the list is found, then the 
component continues at block 1104, else the component 
continues at block 1103. In block 1103, the component 
sends an error e-mail message to the sender indicating that 
the recipient does not exist in the authorization system and 
then completes. In decision block 1104, if the sender is in the 
list of authorized senders for the recipient, then the compo 
nent continues at block 1105, else the component continues 
at block 1106. In block 1105, the component places the 
e-mail message in the recipient’s inbox and completes. In 
block 1106, the component adds the e-mail message to the 
unauthorized list of e-mail messages for the recipient. The 
component may also place the e-mail message in a folder of 
the recipient for holding unauthorized e-mail messages. In 
block 1107, the component prepares an authorization e-mail 
message and sends it into the sender. The authorization 
e-mail message may include a link to a web page along with 
a unique identi?er so that the authorization system can iden 
tify the unauthorized e-mail message that is to be authorized 
when the sender selects the link. In block 1108, the compo 
nent sends the authorization e-mail message to the sender 
and then completes. 

FIG. 12 is a ?ow diagram illustrating processing of the 
prepare the authorization request component in one embodi 
ment. This component is passed an e-mail message identi?er 
so that it can identify the e-mail message to be authorized. 














