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METHOD AND APPARATUS FOR 
COMMUNICATING INFORMATION OVER 
LOW BANDWIDTH COMMUNICATIONS 

NETWORKS 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci?ca 
tion; matter printed in italics indicates the additions 
made by reissue. 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

US. patent application Ser. No. 09/087,515, entitled 
“Method and Apparatus for Communicating Information 
over Low Bandwidth Communications Networks,” ?led 
May 29, 1998, having inventors Jeffrey C. Hawkins, Joseph 
K. Sipher and Scott D. Lincke. 
US. patent application Ser. No. 09/087,563, entitled 

“Method, System and Apparatus for Packet MinimiZed 
Communications,” ?led May 29, 1998, having inventors 
Ronald Marianetti II, Scott D. Lincke, and Jeffrey C. Hawk 
1ns. 

US. patent application Ser. No. 09/086,888, entitled 
“Method and System for Secure Communications,” ?led 
May 29, 1998, having inventors Ronald Marianetti II and 
Scott D. Lincke, now US. Pat. No. 6,253,326. 
US. patent application Ser. No. 09/087,552, entitled 

“Method and System for Wireless Internet Access,” ?led 
May 29, 1998, having inventor Jeffrey C. Hawkins. 

COPYRIGHT NOTICE 

A portion of the disclosure of this patent document con 
tains material that is subject to copyright protection. The 
copyright owner has no objection to the facsimile reproduc 
tion by anyone of the patent disclosures, as it appears in the 
Patent and Trademark O?ice patent ?les or records, but oth 
erwise reserves all copyright rights whatsoever. 

THE FIELD OF THE INVENTION 

This invention relates to the ?eld of information commu 
nications. In particular, the invention relates to low band 
width network access to Internet based information. 

BACKGROUND OF THE INVENTION 

Wireless communications provides one method for 
mobile users to communicate to a wired network. In 
particular, wireless communications allows consumers to 
receive and send information. Examples of such wireless 
networks include cellular phones, pager systems, and satel 
lite systems. The wireless network systems can be broken 
into relatively high bandwidth and low bandwidth systems. 
High bandwidth systems are for example satellite systems. 
Lower bandwidth systems include cellular phones and 
mobile radio systems. Still lower bandwidth systems include 
pager networks and low bandwidth packet switched radio 
systems (e.g., the BellSouth Mobile Data MobitexTM 
system). 

For users to access information on the Internet using wire 
less communications, the method in which they access the 
information is highly dependent on the type of wireless com 
munications available to the user. For example on a high 
bandwidth network such as a wired network or a satellite 

system, usual techniques for browsing data on the Internet 
are adequate. 
An important source of Internet based data is the data 

accessible through the World Wide Web (referred to as the 
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2 
Web). The following describes the usual techniques for Web 
browsing. A user selects a web site associated with a URL 
(Uniform Resource Locator). The URL represents the 
address of the entry point to the web site (e.g., the home page 
for the web site). For example, the user may select a web site 
that supplies restaurant reviews. The user’s computer (the 
client) makes an HTTP (HyperText Transport Protocol) 
request to the web server hosting the web site. The client 
typically needs to make multiple HTTP requests of the web 
server. For example, to load the restaurant locator home 
page, multiple HTTP requests are needed to download all 
the graphics, frame content, etc. Next, the user will typically 
need to browse through a number of linked pages to get to 
the page from which a search for restaurants can be made. 
Even if the user is immediately presented with the desired 
page, a great deal of information has had to been down 
loaded from the web site (e.g., graphics, advertisements, 
etc.). This additional information makes for a visually rich 
browsing experience. The user ?lls in the information on this 
page and selects a search button. The client makes another 
series of HTTP requests of the web server. The web server 
supplies the client with the requested information in an 
HTML formatted web page. The web page typically 
includes links to more graphics and advertisements that need 
to be accessed by the client. 

For low bandwidth networks this technique does not work 
well. Too much bandwidth is needed to download the 
images. Also, low bandwidth networks typically charge per 
byte transmitted and can be very expensive if large amounts 
of data are downloaded. Thus, low bandwidth networks are 
desirable to use for accessing information on the Web but 
only if the amount of data transferred over the network is 
small. Speci?cally for packet data networks, the cost of 
transmitting messages increases with the number of packets 
transmitted. The cost of transmitting multiple packet mes 
sages is therefore a formidable obstacle for packet data net 
work customer use. 

One area in which Web access is becoming more desirable 
is in handheld devices. Handheld devices are emerging as 
important computer devices. Handheld devices typically 
implement a relatively small, but important function set. 
Examples of such handheld devices are the PalmPilotTM 
handheld device available from 3COM Corporation, Inc. of 
Santa Clara, Calif. Examples of the function set supported 
are address books, calendars, and task lists. 

In the past, wireless communications with handheld 
devices have been performed using wireless modems, such 
as are available from Novatel Communications, Inc. of 
Calgary, Alberta, or wireless transceivers for dedicated wire 
less data access network. Essentially a wireless modem 
operates in the cellular phone network and supplies approxi 
mately 9600 baud bandwidth to the handheld device. This 
allows the user to access the web at a relatively low band 
width. 

An issue with using handheld devices to access the Web is 
related to their capabilities. Even if connected to a high 
bandwidth network, most handheld devices do not have the 
screen area or the processing power to display the graphics 
and large amounts of text in a typical web page. However, it 
is still desirable to support the browsing of information on 
the Web using handheld devices. It is further desirable that 
the handheld devices be able to use networks that have rela 
tively low bandwidths. 
Some of the methods by which previous systems 

addressed some of the issues described above are now 
described. 
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One method of reducing the amount of data transferred 
from the Web site to the client is to cache the Web site data 
locally on the client. For example, the Netscape Communi 
catorTM browser application caches Web pages on the client. 
Each cached Web page is associated With a URL. Thus, When 
the client requests a Web page, the Netscape Communicator 
broWser attempts to use previously cached Web pages before 
doWnloading the pages from the Web site. Another type of 
caching program is NetAttacheTM, available from Tympany, 
Inc. of Mountain VieW, Calif. The NetAttache program 
doWnloads all the Web pages from a given Web site. The Web 
pages are all cached on the client. A NetAttache server runs 
locally on the client. A broWser can then be used to broWse 
through the local copy of the Web pages. The problem cach 
ing is that the pages still need to be retrieved from the server 
before they can be reused and there can still be a signi?cant 
number of connections made to the Web server. 

Alternatively, some programs are customiZed for access 
ing speci?c information from particular Web sites. Examples 
of these programs are Java applets that reside on the client or 
are served to the client by a server. The applets can then be 
reused to access information from a Web site. An example of 
a specialiZed program for accessing speci?c information is 
the RealVideo Player from Real Networks, Inc. A problem 
With these types of programs is that they are very speci?c to 
a particular type of content. For example, they do not use 
standard HTML (hypertext markup language) constructs. 
This means that Web site developers cannot use standard 
Web site development tools to create their sites. 

Therefore What is desired is an improved system and 
method for handheld device to access Internet information 
over relative loW bandWidth netWorks. 

SUMMARY OF THE INVENTION 

The folloWing summarizes various embodiments of the 
invention. 
One embodiment of the invention includes a system hav 

ing a distributed Web site. The Web site is distributed 
betWeen a client, a server and a Web server. The client stores 
a set of prede?ned applications that correspond to a part of 
the Web site. The applications include data formatted accord 
ing to a ?rst markup language. From the set of prede?ned 
applications, the client can generate queries. The server 
receives the queries and generates neW, related queries. The 
neW queries correspond to a second query protocol. The sec 
ond query protocol is used by the Web server. The Web server 
generates responses to the neW queries and sends these 
responses to the server. The responses are formatted accord 
ing to a second markup language. These responses corre 
spond to the second portion of the Web site. The server then 
converts the responses into neW responses that the client can 
use. 

In some embodiments, the client includes a handheld 
computer that has Wireless communications capabilities at 
least a part of the communications betWeen the client and the 
server is done Wirelessly. 

In some embodiments, the client includes a broWser appli 
cation that interfaces With the applications in the set of appli 
cations. To execute an application in the set of applications, 
the broWser application is also executed. The broWser appli 
cation is responsible for rendering the data in the ?rst 
markup language, initiating queries, and rendering 
responses. 

In some embodiments, the data in the applications corre 
spond to a number of hyper-linked markup pages. At least 
some of the hyper-linked markup pages include data for gen 
erating the query. The hyper-linked markup pages corre 
spond to a part of a Web tree. Each of the applications can 
therefore correspond to a part of a corresponding Web tree of 
a corresponding Web site being served by a corresponding 
Web server. 
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4 
In some embodiments, the client includes additional 

applications. These additional applications can include data 
formatted according to the ?rst markup language and/ or they 
can be stand alone applications that otherWise interface With 
the broWser application to generate queries. 

In some embodiments, the second markup language is 
HTML (HyperText Markup Language) and the ?rst markup 
language is a compressed version of at least part of HTML. 

In some embodiments, the queries from the client to the 
server are sent according to a ?rst protocol. The queries from 
the server to the Web server are sent according to a second 
protocol. In some embodiments, the second protocol 
includes HTTP (HyperText Transport Protocol) and the ?rst 
protocol corresponds to a compressed version of HTTP. 

Although many details have been included in the descrip 
tion and the ?gures, the invention is de?ned by the scope of 
the claims. Only limitations found in those claims apply to 
the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The ?gures illustrate the invention by Way of example, 
and not limitation. Like references indicate similar elements. 

FIG. 1 illustrates a Wireless communications device com 
municating With a Web server. 

FIG. 2 illustrates a method of communicating betWeen a 
Wireless communications device and a Web server. 

FIG. 3 illustrates an example user interface for a Wireless 
communications device. 

FIG. 4 illustrates a Wireless netWork topology. 
FIG. 5 illustrates a Wireless netWork topology including a 

Wireless netWork interface, a Wireless netWork leased line, 
and a dispatcher. 

FIG. 6 illustrates an example of a Wireless communica 
tions device exchanging messages in a communications sys 
tem. 

FIG. 7 illustrates a reliable message protocol packet struc 
ture. 

FIG. 8 illustrates an exchange of a single request packet 
and a single response packet using the reliable message pro 
tocol. 

FIG. 9 illustrates an exchange of messages comprising a 
single request packet and tWo response packets using the 
reliable message protocol. 

FIG. 10 illustrates an exchange of messages including a 
retransmit sequence using the reliable message protocol. 

FIG. 11 illustrates loWer level communication layers. 
FIG. 12 illustrates the format of data passed betWeen 

Wireless client softWare layers. 
FIG. 13 illustrates the format of an IP header and a UDP 

header. 
FIG. 14 illustrates an alternative system for communicat 

ing betWeen a Wireless communications device and a Web 
server. 
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WIRELESS NETWORK INTERFACE 
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Tunneling Support 
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THE CLAIMS 
THE ABSTRACT 

Overview 

This overview section generally describes some of the 
more important features of various embodiments and then 
brie?y reviews the material in the subsequent sections. 
A signi?cant challenge in creating a wireless information 

solution for handheld devices in providing a product that is 
both useful and practical given the severely limited band 
width and high power requirements of a wireless radio. 
Hardware and software should be optimiZed to conserve bat 
tery power and to reduce the amount of traf?c that is sent 
over the wireless link. The wireless communications device, 
of various embodiments of the invention, has programs for 
web access and two-way messaging. One of these programs 
can include most of the static data from a web site. The static 
data can be used to format a query to access the dynamic 
data from the web site. Each program can be for accessing a 
different web site. Importantly, only the amount of static 
data that is communicated is signi?cantly reduced. 
The wireless communications device communicates as 

part of a communications system. The communications sys 
tem includes the wireless communications device, a server, 
and a source of data. The server acts as a proxy server. Typi 
cal sources of data are a web server or a mail server. 

Some wireless networks, such as those provided for two 
way pagers and other wireless packet data networks, provide 
wider coverage and lower cost than competing networks. 
These wireless networks typically have relatively low per 
formance however. A single packet of 400 bytes can take 
eight seconds just to travel to the Internet and back when the 
system is lightly loaded. With such a low throughput, it 
could easily take minutes to download even a small web 
page using standard browser technology. The wireless com 
munications system therefore employs novel methods for 
reducing the amount of tra?ic sent over the wireless link for 
web access. 

A goal of the invention is to provide the user with fast 
access to web content. Although the wireless communica 
tions device can access generic web content, because of the 
wireless communications device’s limited screen siZe, most 
existing content will not be as visually appealing, will be 
harder to navigate, and may take longer to access than spe 
cially formatted content. Thus, signi?cantly advantages are 
achieved with customiZed content. The web content can be 
formatted for the small screens of most handheld communi 
cations devices. This content will download relatively 
quickly (because of its small siZe). The formatted content 
can be created and published using the same tools used today 
for desktop web publishing (i.e. HTML tools and web 
servers) and could even be viewed using a standard desktop 
browser. 
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A second goal of the invention is Wireless messaging. To 
help achieve this goal, a proxy server facilitates communica 
tions betWeen Web servers, mail servers, and other Internet 
data sources and the Wireless communications device. The 
proxy server improves performance for Wireless netWorks. 
Because of the high latency and loW bandwidth of Wireless 
netWorks, using existing Internet protocols to directly access 
Web servers from the Wireless communications device 
Would be prohibitively expensive and sloW. 

Another important factor to consider With Wireless net 
Works is latency. A minimum siZe packet has a round trip 
time of approximately three seconds on the loW cost Wireless 
netWork. Because of the large latency, the number of packets 
sent over the Wireless link betWeen the Wireless communica 
tions device and the proxy server should generally be kept 
small. Thus, some embodiments of the invention are able to 
fetch most Web pages and send or receive messages With just 
one packet up (Wireless client—>proxy server) and one 
packet doWn (proxy serverQWireless client) over the Wire 
less netWork. 

Thus, some of the more important features of various 
embodiments of the invention have been described. The fol 
loWing provides an overvieW of the sections in the detailed 
description. 

The De?nitions section provides de?nitions of terms used 
in the detailed description. 

The System Introduction section provides an introduction 
to the various elements of the Wireless communications sys 
tem. 

The Wireless Network Topology section introduces the 
protocols used to communicate betWeen the various devices 
in the system. 

The Content Layer section describes the markup lan 
guages used in the system. 

The Transfer Layer section describes a compact transfer 
protocol (CTP) used for communicating betWeen the Wire 
less communications device and the proxy server. 

The Reliable Message Protocol section describes reliable 
and e?icient variable length message delivery over the Wire 
line and Wireless netWorks. 

The Wireless NetWork Interface section describes a set of 
programs that can be used to access the Wireless netWork as 
an IP netWork. 

The Proxy Server Details section describes hoW the proxy 
server Works With the content layer, the transfer layer, and 
the reliable message protocol. 

The Communications System Details section describes 
hoW the content layer, the transfer layer, the reliable mes sage 
protocol, the netWork interface and the proxy server can be 
used together. 

De?nitions 

The folloWing de?nitions Will be helpful in understanding 
the description. 

Computeriis any computing device (e.g., PC compatible 
computer, Unix Workstation, handheld device etc.). 
Generally, a computer includes a processor and a memory. A 
computer can include a netWork of computers. 

Handheld Device (or Palmtop Computer)ia computer 
With a smaller form factor than a desktop computer or a 
laptop computer. Examples of a handheld device include the 
Palm IIITM handheld computer and Microsoft’s palm siZed 
computers. 
Useriany end user Who Would normally Wish to retrieve 

information from the World Wide Web. 
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8 
Intemetiis a collection of information stored in comput 

ers physically located throughout the World. Much of the 
information on the Internet is organiZed onto electronic 
pages. Users typically bring one page to their computer 
screen, discover its contents, and have the option of bringing 
more pages of information. 

Clientia computer used by the user to make a query. 

Serveria computer that supplies information in response 
to a query, or performs intermediary tasks betWeen a client 
and another server. 

World Wide Web (or Web or Web)iis one aspect of the 
Internet that supports client and server computers handling 
multimedia pages. Clients typically use softWare, such as the 
Netscape Communicator® broWser, to vieW pages. Server 
computers use server softWare to maintain pages for clients 
to access. 

Programia sequence of instructions that can be executed 
by a computer. A program can include other programs. A 
program can include only one instruction. 

Applicationiis a program or a set of hyper-linked docu 
ments. 

System Introduction 

FIG. 1 illustrates a Wireless communications device com 
municating With a Web server. In this example, the Wireless 
communications device includes a handheld computer (or 
portable computer) having Wireless communications capa 
bilities. The handheld computer has prede?ned applications 
that correspond to a portion of the Web site being served by 
the Web server. Using the applications, a user can use to 
make queries of the Web server. Some embodiments of the 
invention provide compression techniques that enable the 
Wireless handheld computer to complete a Web based infor 
mation request using only one packet up to a proxy server 
and only one packet back doWn to the Wireless communica 
tions device. 
The folloWing paragraphs ?rst list the elements of FIG. 1, 

then describe hoW the elements are coupled, and then 
describe the elements in detail. FIG. 2 describes the opera 
tion of the elements. 

This paragraph lists the elements of FIG. 1. FIG. 1 
includes a Wireless communications device 100, a base sta 
tion 170, a proxy server 180, the Internet 190, and a Web 
server 140. The Wireless communications device 100 
includes a screen 101 and is running an operating system 
102. The operating system supports the execution of a 
broWser 104. The broWser 104 runs With the Wireless appli 
cation 106 and displays an example query form 105 and an 
example query response 107. BetWeen the base station 170 
and the proxy server 180 is a private netWork 172. The Web 
server 140 includes a CGI (Common GateWay Interface) 
program 142. The CGI program 142 is responsible for gen 
erating the HTML page 144. FIG. 1 also includes a number 
of arroWs indicating queries and responses. These queries 
and responses include a Wireless CTP (Compressed Trans 
port Protocol) query 122, a CTP query 124, an HTTP query 
126, an HTTP response 136, a CTP response 134, and a 
Wireless CTP response 132. 
The folloWing describes hoW the elements of FIG. 1 are 

coupled. The Wireless communications device 100 commu 
nicates With the base station 170 via Wireless communica 
tions. The base station 170 is coupled to the proxy server 180 
via the private netWork 172. The proxy server 180, and the 
Web server 140 are all coupled to the Internet 190. 

The folloWing paragraphs describe the elements of FIG. 1 
in greater detail. 
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The Wireless communications device 100 represents a 
handheld device that has Wireless communications capabili 
ties (also referred to as a portable computer or handheld 
computer With Wireless communications capabilities). In 
one example system, the Wireless communications device 
100 includes a Palm IIITM compatible handheld device hav 
ing Wireless communications capabilities. The Wireless 
communications device 100 is for communicating over the 
BellSouth Mobile Data (BSMD) Mobitex system. Other 
embodiments of the invention support other Wireless com 
munications netWorks. Importantly, the BSMD Mobitex sys 
tem is a relatively loW bandWidth netWork. The embodi 
ments of the inventions support querying of Web based data 
using such a loW bandWidth netWork. 

The operating system 102 is an example of an operating 
system that can run on a handheld computer. Examples of 
such operating systems include the Palm OSTM operating 
system, available from the 3COM Corporation, of Santa 
Clara, Calif. The operating system 102 supports the running 
of applications. The operating system 102 also supports loW 
level communications protocols, user interface displays, and 
user input. 

The broWser 104 is an example of a program (or group of 
programs) that supports some standard broWsing features 
(e.g., displaying markup language documents, folloWing 
hyper-links). The broWser 104 is for generating queries and 
receiving responses. The broWser 104 can interface With 
groups of hyper-linked, marked up documents (also referred 
to as pages). The broWser 104 can also interface With standa 
lone programs that do not use marked up documents. In this 
example, the broWser 104 is executing With the Wireless 
application 106. The broWser 104 is described in greater 
detail beloW. 

The Wireless application 106 represents one of many pre 
de?ned applications that are stored locally on the Wireless 
communications device 100. Each Wireless application rep 
resents a static portion of a Web site tree. That is, this infor 
mation does not change signi?cantly over time. The Web site 
tree is the data structure representing the hyper-linked Web 
pages of a Web site. (Note that the tree is actually usually a 
graph.) Each prede?ned application is used for accessing a 
different Web site. The prede?ned applications can be doWn 
loaded to the Wireless communications device 100 through 
Wireless communications, but more typically, they are doWn 
loaded through a docking cradle or through infrared commu 
nications With another Wireless communications device 100. 

The Wireless application 106, in this example, includes a 
number of hyper-linked pages. One of the pages includes the 
example query form 105. This example query form 105 is 
used to generate a query that is ansWered as the example 
query response 107. Alternatively, the Wireless applications 
can standalone applications access through the broWser 104. 
The applications can be C programs, JAVA programs, and/or 
compressed markup language (CML) or HTML pages. 

The query response 107 represents the dynamic data in 
the Web site tree (the data that can change often). The query 
response 107 includes information retrieved from the Web 
server 140. 

The example query form 105 and the example query 
response 107 can be stored in a CML format. The markup 
language is compressed relative to HTML. This compressed 
markup language is described in greater detail beloW. What 
is important is that the compressed markup language is a 
subset and superset of HTML and is requires far feWer bytes 
than HTML typically requires. Additionally, the compressed 
markup language represents a compressed description of 
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information to be displayed on the screen 101. The broWser 
104 uses the representation to generate the display on the 
screen 101. 

The base station 170 represents a Wireless communica 
tions base station. The BSMD Mobitex system includes base 
stations like the base station 170. The base station 170 is 
responsible for communicating With the Wireless communi 
cations device 100 and other Wireless communications 
devices (eg pagers). 
The private netWork 172 represents the communications 

links betWeen a base station 170 and a proxy server 180. The 
BSMD Mobitex system has such a private netWork. BetWeen 
the base station 170 and the proxy server 180, many servers, 
routers, and hubs, etc. may exist. In some embodiments, the 
private netWork 172 may communicate With the proxy server 
180 through the Internet 190. The proxy server 180 Would 
then communicate With the Web server 140, also through the 
Internet 190. 

The proxy server 180 represents one or more computers 
that convert queries from the Wireless communications 
device 100 into queries that are compatible With Internet 
protocols. The proxy server 180 communicates With the 
Wireless netWork, Which can include loW bandWidth and 
high latency communications. The proxy server 180 decom 
presses information from the Wireless netWork side for use 
on the Internet 190 side of the proxy server 180. Also, the 
proxy server 180 converts Internet protocols and content into 
a form that can be used by the Wireless netWork and the 
Wireless communications device 100. In some embodiments, 
the proxy server 180 can converts image content to a siZe 
and bit depth appropriate for display on the Wireless commu 
nications device 100. In some embodiments, the proxy 
server 180 communicates over the Internet 190 using stan 
dard Internet protocols such as, TCP, HTTP, and SSL. This 
alloWs developers to use already existing Internet protocols 
in their Web servers. 

In some embodiments, the proxy server 180 is substan 
tially stateless. That is, it does not keep state information 
about speci?c Wireless communications device accesses. 
This con?guration of the proxy server 180 tolerates commu 
nication and protocol errors more readily and alloWs for sim 
pler scaling of the proxy server 180. Statelessness should not 
be confused With caching. The proxy server 180 can cache 
CML Web pages for use by multiple Wireless communica 
tions device 100. 

In order to achieve reasonable performance and cost over 
Wireless netWorks, the broWser 104 Works in tandem With 
the proxy server 180. The Wireless communications device 
100 and proxy server 180 communicate With each other 
using a compressed transport protocol (CTP) built on top of 
IP. The goal of this protocol is to enable a user to fetch and 
display a Web page on the Wireless communications device 
100 With a one packet request sent to the proxy server 180. 
Typically, a one packet response is returned to the Wireless 
communications device 100. 

In one embodiment of the invention, the maximum packet 
siZe (for higher protocol packets, like IP) alloWed over a loW 
cost Wireless netWork is 512 bytes. Taking into account a 
compressed header (usually three bytes), the maximum raW 
data siZe is 5l2—3=509 bytes. 
The proxy server 180 transmits a typical page of Web 

content to the Wireless communications device 100 in 
roughly 500 bytes. This can be challenging given that most 
Web pages have lots of formatting information, hot links and 
images. Web pages are typically many Kbytes in siZe. A hot 
link reference can easily take up 100 bytes or more. Just to 


















































































































































