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PREVENTING PROCESSOR DOMINATION
DURING BACKGROUND DATA TRANSFER
IN MULTIPOINT CONFERENCING

In the client/ server approach, moreover, performance suf
fers greatly because requests to add or delete objects such as
annotations, graphical images or other information on a

participant’s display is entirely dependent upon communi
Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue speci?

cation from the server. Thus, real-time performance severely

cation; matter printed in italics indicates the additions
made by reissue.

and manipulate upon objects on a participant’s display is
entirely dependent upon a whole set of dependent variables

This is a continuation of application Ser. No. 08/583,133,
?led Dec. 28, 1995, now abandoned.

throughput of the communication medium, the number of

suffers in prior art client/ server models since approval to act

such as the number of requests to the server pending, the

participants connected, etc.
Yet another prior art approach for maintaining synchro

FIELD OF THE INVENTION

The present invention is related to teleconferencing sys
tems. More speci?cally, the present invention is related to
mechanisms for communicating data among a plurality of
participants in a multipoint electronic conference system.

nicity of a plurality of participants in a conferencing system

BACKGROUND OF THE INVENTION

language itself. In this prior art system, “local” objects send
messages to “proxy” objects which are local representatives
for objects in the “shared” object space. The proxy objects
communicate with the real objects through an RPC (Remote
Procedure Call) mechanism. RPC is a protocol governing

is the use of a distributed object-oriented system.

This is a generalized approach which relies upon
extensions, in one prior art solution, of the SmallTalk

One of the more developing areas of computer network

ing is the ?eld of electronic conferencing. Conferencing

20

provides the ability to have an electronic on-line “meeting”
between a plurality of users on computer system in a variety
of locations. Users at a variety of sites may communicate

the method with which an application activates processes on
other nodes and retrieves the results. Such a conventional

with one another as if they were in the same room. Using

such application programs, modem communication systems

25

have enabled the ability to have a meeting wherein all users

and controlling processes on remote or distributed computer

participate in the meeting through their individual computer

systems.

systems and share data, graphics, text and other types of
information. Users may communicate with one another

sharing data in the form of graphical images, text or other

30

annotations and other information represented on the com

puter system display. This is analogous to a meeting where
participants in a face-to-face meeting may display informa
tion to one another on a whiteboard or blackboard and other

participants may add annotations, delete or otherwise
modify the board. It is also anticipated that as bandwidth of

35

communication media improves and compression standards
for graphical data also become more robust that recorded (or
stored) video data may also be shared among a plurality of
connected users during such teleconferences.
One of the requisites of an electronic conferencing system

mechanism is de?ned by San Microsystems, Inc. and
described in RFC-1057 that provides a standard for initiating

The problem with this approach is in its generality which
requires extensive support for sharing any object while
making no assumptions about the behavior of objects. This
has two advantages. First, a complex “SmallTalk system” is
needed to support the distribution of objects in general.
Second, the concurrency problem for any object is difficult
because multiple participants may have different objects in
their systems and such different objects may not be able to
be communicated to the remaining users.
Certain issues arise when large amounts of data, such as

Binary Large OBject (BLOB) data, are transferred during an
40

electronic conference. For example, a user’s system may
experience a delay in the refresh of the screen if the CPU of

is the need to replicate the same data on all of the users’

that system is busy transferring the BLOB. Additionally, the

displays participating in the conference. Such systems typi
cally implement this capability in a variety of ways. The

transfer of a BLOB may need to be reprioritized if a request
for a different BLOB is received. For more information

most common is the client/server model wherein a single
connected node acts as a “server” of other nodes in the

45

entitled “Optimized Transfer of Large Object Data Blocks in
a Teleconferencing System,” which is incorporated herein

system and the remaining nodes connected in the conference
act as slaves or clients to the server process. Thus, each of

by reference.

the clients merely receive data from the central machine to

update their displays. Such systems, however, are entirely
dependent upon the service being provided by the server and
the throughput of the communication medium. Obviously,
systems wherein the clients merely act as displays and inputs
for user requests suffer from severe performance problems
due to resulting updates of data from the server, which is

50

in which there are three or more participants. In a point-to
55

server approach is the reliance on the architecture itself. This
to connect several users over a phone line from point to point
without requiring access to a centralized common server.

point conference, only two participants are conferenced
together. In a multipoint conference, for example, extra
bookkeeping is required to keep track of which data has been
provided to which participants. While the present invention
is particularly useful in a multipoint conference, the present
invention is also applicable to a point-to-point conference.

60

distributed information through alerts of demons. This dis
advantage of this approach, similar to the centralized client/
includes a data conferencing application which must be able

The issues associated with the transfer of BLOBs are

multiplied in a multipoint conference compared to a point
to-point conference. A multipoint conference is a conference

typically handled serially by the server.
Another prior art solution for maintaining all of a partici
pant’s display in a conferencing system synchronous rely on
a distributed client/server system. In a distributed client/
server approach a shared object structure is kept on the
server and clients are made aware of changes of that

about the transfer of large object data in an electronic
conferencing system, please see US. Pat. No. 5,452,299,

65

SUMMARY OF THE INVENTION

A method and apparatus for preventing processor domi
nation of a CPU by background transfers of teleconference
object data during an electronic conference is disclosed. The
external time spent by the CPU executing outside a back
ground transfer manager is monitored. Transfers of data
packets of teleconference object data are performed if the

US RE39,058 E
3

4

external time is larger than a minimum threshold and smaller

invention, acts as an arbitrator to grant requests to add

objects to various structures Within each agent to maintain

than a maximum threshold.

consistency among the displayed objects on each of the
agents’ systems. The system used in various embodiments of

BRIEF DESCRIPTION OF THE DRAWINGS

the present invention uses a distributed architecture, Wherein

The present invention Will be understood more fully from
the detailed description given beloW and from the accom

each agent 11*14 maintains local copies of all the objects
being used in the electronic conference. Thus, displays, text,
graphics and other information displayed on the agents’
computer system displays are represented in data structure

panying drawings of the preferred embodiments of the
invention, Which, hoWever, should not be taken to limit the
invention to the speci?c embodiments, but are for explana

maintained in each of the systems’ local memory and/or

tion and understanding only.

media devices coupled to those systems. Thus, the present
system comprises a hybrid of the client/server architecture
Wherein, instead of maintaining centraliZed copies of all the
objects in the electronic conferencing system, each agent

FIG. 1a illustrates a topology of a system in Which various

agents may be connected in a conferencing system.
FIG. 1b illustrates a block diagram of circuitry contained
in one agent participating in a conferencing system.
FIG. 2 illustrates a block diagram of the various control

maintains a local copy of the data so that changes to the data
may be more or less immediate. The structure of one agent,

processes Which are present in an agent participating in a
conference.
FIG. 3 illustrates a block diagram of classes used in one

implemented embodiment of the present invention.

20

is implemented is shoWn as 100. 100 comprises a bus or
other communication means 101 for communicating

FIG. 4 illustrates the types of annotations Which may be
performed upon a user interface display of a single agent

information, and a processing means 102 coupled With bus
101 for processing information. System 100 further com

Within various implementations of the preferred embodi
ment.

FIG. 5 illustrates a method used for the deferred transfer

25

embodiments of the present invention.
FIG. 6 shoWs a How diagram shoWing the steps taken by
30

information during execution of instructions by processor
102. System 100 also comprises a read only memory (ROM)
and/or other static storage device 106 coupled to bus 101 for
storing static information and instructions for processor 102,

35

optical disk and its corresponding disk drive. Data storage
device 107 is coupled to bus 101 for storing information and
instructions. System 100 may further be coupled to a display

FIG. 7 illustrates the steps taken by a ?rst participant and
a second participant after the second participant has discon
nected from the conference.
FIGS. 8a?8c shoW a How diagram of the throttling of the

processor from performing background transfers.

and a data storage device 107 such as the magnetic disk or

FIG. 9 shoWs a How diagram shoWing the steps taken by
the BTM When it receives a data packet.
FIG. 10 shoWs the steps taken by a BTM providing data
to another participant When it receives a back off message.
FIG. 11 shoWs a How diagram of a simple approach for
re-prioritiZing transfers upon demand using an method that

device 121, such as a cathode ray tube (CRT) or liquid

crystal display (LCD) coupled to bus 101 for displaying
40

also be coupled to bus 101 for communicating information
and command selections to processor 102. An additional use
input device is cursor control 123, such as a mouse, a
45

The present invention relates to methods and apparatus
for communication betWeen agents in an electronic confer

encing system. Although present invention Will be described
With reference to speci?c signal names, formats, time inter
vals and other speci?c information, these are to be vieWed
to be used for illustration purposes only and not to be
construed as limiting the present invention. It can be appre
ciated by one skilled in the art that many departures and
modi?cations may be made Without departing from the
overall spirit and scope of the present invention.
As illustrated in FIG. 1a, a communication system may
comprise a plurality of agents as 11*14 Which are all coupled
to a communication medium, e.g., 20 illustrated in FIG. 1a.
In certain embodiments of the present invention, each indi

vidual agent coupled to the medium 20 has equivalent
capabilities to provide communication betWeen the agents.
The implemented conferencing system uses a distributed
approach Wherein each of the agents 11*14 maintains local
copies of the conferencing structure (called a “meeting”)

information to a computer user. An alphunumeric input

device 122, including alphanumeric and other keys, may

favors completing transfers that have already started.
DETAILED DESCRIPTION OF THE PRESENT
INVENTION

prises a random access memory (RAM) or other volatile

storage device 104 (referred to as main memory), coupled to
bus 101 for storing information and instructions to be
executed by processor 102. Main memory 104 also may be
used for storing temporary variables or other intermediate

of very large binary object (BLOB) data Within certain
a participant to recover missing data.

Which may be coupled to the communication medium such
as 20 illustrated in FIG. 1a, is illustrated With reference to
FIG. 1b.
Referring to FIG. 1b, a system upon Which one embodi
ment of an agent (e.g., 11 of FIG. 1a) of the present invention

50

trackball, stylus, or cursor direction keys, coupled to bus 101
for communicating direction information and command
selections to processor 102, and for controlling cursor move
ment on display 121. Another device Which may be coupled
to bus 101 is hard copy device 124 Which may be used for
printing instructions, data, or other information on a medium
such as paper, ?lm, or similar types of media. In the
described embodiments, another device Which is coupled to
bus 101 is a communication device 125 Which is used for

communicating With other agents. This communication
55

60

device may include any of a number of commercially
available netWorking peripheral devices such as those used
for coupling to an Ethernet or Token-Ring communication
medium. Note, also, that any or all of the components of
system 100 and associated hardWare may be used in various
embodiments, hoWever, it can be appreciated that any con
?guration of the system may be used for various purposes

according to the particular implementation.

Which shall be consistent With one another. In addition, one

In one embodiment, system 100 is an IBM compatible
type personal computer. Processor 102 may be one of the
Intel-Architecture microprocessors, such as the 80386,
80486 or Pentium® brand microprocessor manufactured by

of the agents 13, in one embodiment of the present

Intel Corporation of Santa Clara, Calif.

65
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Note that the following discussion of various embodi

during the meeting, including, other agents, the various
things displayed during the conference and other objects. In
addition, the object manager is used for maintaining the

ments discussed herein Will refer speci?cally to a series of

routines Which are generated in a high-level obj ect-oriented

status of the meeting and keeping all the other agents
synchronized With the current agent. Contents of a meeting

programming language (e.g., the Microsoft C/C++) avail
able from Microsoft, Inc. Redmond, Wash. This series of
routines is compiled, linked, and then run as object code in
system 100 during run-time. It can be appreciated by one
skilled in the art, hoWever, that the folloWing methods and
apparatus may be implemented in special purpose hardWare

may be saved and retrieved from mass storage (e.g., 107 of

FIG. 1b) When exiting or entering a conference (or during
the conference). The object manager also exchanges meet
ing contents With other object managers in other agents to

keep copies of the meeting synchronized.

devices, such as discrete logic devices, large scale integrated

circuits (LSI’s), application-speci?c integrated circuits

A Background Transfer Manager (BTM) 270 resides

(ASIC’s), or other specialized hardWare. The description
here has equal application to an apparatus having similar

Within the object manager 220. The BTM is responsible for
sending and receiving messages associated With the transfer
of background data among the various agents Which are
conferenced together. The BTM handles background recov
ery of lost data, preventing processor domination by back

function.

Software Organization of an Agent

ground activity, and prioritizing background data requests,

Operative Within each agent during conference run time is

as Will be described.

a series of softWare procedures Which are organized in the

A free list 280 also resides Within the object manager 220.
The free list is used to store data temporarily, as Will be
described later With reference to FIG. 7.
Each object manager 220 maintains its oWn local copy of
the meeting Which is provided to human interface 210 as

manner illustrated With reference to FIG. 2. FIG. 2 illustrates

200 Which is a general block diagram of the organization of
the processes Within a single agent in one embodiment of the
present invention. The softWare organization 200 Within a

single agent comprises a multi-point process 240 Which is
responsible for direct communication onto the communica
tion medium 260 so that other agents 250 may be commu

25

nicated With. This provides all the loW-level communication
functions Which alloW direct accessing communication
medium 260. In different embodiments of the present
invention, communication medium 260 may be any one of

the various networking standards used including local area
netWorks such as Ethernet, Token-Ring or other types of
netWorking standards. Communication medium 260 may
also be a telephone netWork and modem connection or other
data communications medium. Multipoint function 240 thus
provides all the necessary packetization and responses to

directed. Human interface 210 also informs the object man
ager about changes that the user Wishes to make to the
30

35

communication received over communication medium 260.

The next higher level in the softWare organization 200 of
a single agent is the conference manager 230 Which provides
all the necessary executive functionality for communication
With the loW level communication functions 240 and the

current meeting. Object manager 220 then synchronizes the
changes With all other object managers participating in the
meeting. The object manager controls the human interface
through massaging, as does the human interface direct the
object manager to perform certain actions upon objects,
according to the adjustment of the display under control of
human interface 210. A brief overvieW of the structure of
objects in one embodiment of present invention is illustrated
With reference to FIG. 3.

Object Classi?cation Structure
40

higher level functions provided by the human interface
process 210 and the object manager 220. The conference
manager 230 controls the object manager 220 through a
series of callbacks to commands in the conferencing system

required. Object manager 220 informs human interface 210
about changes from other agents participating in the meet
ing. Human interface layer 210 then adjusts the display as

FIG. 3 illustrates a general classi?cation of the high level
objects Which are used in one embodiment of the present
invention. In this embodiment, the object manager class 300

comprises the broadest classi?cation of objects Within the
system. Generally, Within the object manager class, are tWo
45

general areas, public meetings 310 and private meetings

Which are desired to be executed. Conference manager 230

320. The object manager maintains information that the user

also executes the callbacks in object manager 220 according

has entered into his private space in the private meeting
object class 320 Which is distinct from the public meeting

to messages Which are received from the communication

process 240 and directs the creation, deletion or other action

upon objects in the system. Objects Within the system such

object class 310. Each is maintained as a separate structure
50

as annotations, pages, commands and other objects used
Within the system are treated using an object-oriented sys
tem Wherein hierarchies of objects are de?ned.
Communication from object manager 220 conference
manager 230 is provided via messages Which are passed to
the multi-point link manager 240 for the creation of objects,
arbitration betWeen the arbitrator and the agent and com
munication With other agents in the conference. Moreover,
conference manager 230 directs human interface process

of objects Within the meeting class. Therefore, during a
public meeting stored in public meeting class 310, a user

55

may similarly store private information 320 also to be
associated With that same meeting.
In addition, object manager 220 maintains information
about the user in classi?cation 330 and arbitrator 340, of
Which there is only one during any one electronic conference
and the other participants in the meeting in a participants
classi?cation 350. These are all also members of the object
manager class. Object manager 300 keeps track of the

210 via pointers to display various things on the display.

60

Results from the display of human interface functions are
passed back to the conference manager 230 via massaging.

Object manager 220 is a process Which is operative during
run time to keep track of the various objects used during a
conference betWeen the agent and other agents in the system.

The object manager coordinates the meeting betWeen the
agents. The object manager keeps track of all objects created

participants in the meeting. For example, When neW partici
pants join the meeting, the neW participants’ copies of the
meeting are brought into synchronization With all of the
other participants’. As participants leave the meeting, all of
each user’s contributions are ensured to be shared before the

65

participant leaves the meeting.
One of the agents or participants in the meeting is knoWn
as the arbitrator. This is represented in the arbitrator class
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340. The arbitrator resolves con?icts between users When

Which may dynamically change as the connection betWeen

question of control of meeting properties arise. The arbitra

participants change. Therefore, if the speed of the connec
tion betWeen tWo participant’s transport medium changes,
the siZe of packets transmitted by the transmitter is changed.
This is done dynamically during transmission time, in order

tor determines Which participant controls an annotation, hoW
many pages exist in the present meeting, etc. It also keeps a
master copy of the meeting that all other participants syn
chroniZe to. Object managers Within each agent or partici
pant coordinate Who the arbitrator is and assign a neW
arbitrator When the assigned arbitrator leaves the meeting or
as dictated by other conference eventsisuch as opening/

to alloW the most ef?cient use of the transport medium

merging a meeting ?le in Which the participant opening/
merging the meeting ?le becomes the arbitrator prior to

Way, When a participant Who is vieWing a ?rst page con
taining BLOB data sWitches pages to a second page also

during the transmission of BLOBs. In addition, BLOB
transmit requests are queued so that higher-priority BLOBs
may be transmitted before loWer-priority BLOBs. In this
containing BLOB data, the BLOB data for the second page
becomes reprioritiZed Within the transmitter to be transmit
ted ahead of the BLOB for the ?rst page.
During a typical electronic conference, BLOB data may
not necessarily be transmitted to other participants upon

opening/merging the ?le. In one implementation of the
present invention, the ?rst user to start a meeting is assigned
the arbitrator.

Avery rough approximation of the types of objects Which
may be present upon a participant’s display is illustrated
With reference to FIG. 4. Generally, a user Will have a

meeting area 400 on the display in Which various informa

tion may be entered. Typically, each meeting comprises a
series of pages Which is analogous to a single White board or

20

Therefore, during creation of a BLOB, remote participants

shared display Which users in a room could access.

may be noti?ed that the BLOB data is not contained Within

Analogously, one embodiment of the present invention uses

the notebook metaphor Which is, in fact, a shared “note
book” among a plurality of participants in the meeting into
Which every participant may enter information. The shared

the BLOB to be created, and the remote participant(s) only
create the object in their local meeting structures for the
25

pages at Will, subject to certain conditions. Annotations on
the pages may comprise one of at least four types, in one
30

types are illustrated in FIG. 4. For instance, a page 410 may

illustrated With reference to FIG. 5.
The steps illustrated With reference to FIG. 5 illustrates
the sequence of steps taken by local and a remote
participant(s) engaged in a conference. For example, at a

?rst step such as 501 in FIG. 5, a local participant may add
to its local meeting structure an object containing a BLOB.

comprise a draWing annotation 411 Which is typically an
object-oriented draWing created by a single user. Such
object-oriented draWing illustrations as 411 comprise a

description of point positions and segments betWeen them

BLOB absent any data. BLOB data is transferred later via

the BTM 270. Atypical chronology of actions Which may be
performed during a BLOB creation and transmission is

area or notebook comprises a plurality of pages 410 onto
Which annotations may be made. Users may create or delete

embodiment of the present invention. The ?rst three of these

creation of a BLOB Within a local participant. In other
Words, transmission of the data for a BLOB may be deferred
until a later time at Which the transport medium may be idle,
or the local participant has some idle processing time.

35

The object manager 230 contained Within the local partici
pant Will then notify all the remote participants that they

and are Well-knoWn to those in the prior art. Annotations

should also create Within their local meeting structures an

may also comprise graphic annotations 412 Which are gen

object for a BLOB, at step 502. This step may be performed

erally bitmap representations of graphic image data. Textual

using a deferred synchronization process as described in

annotations 413 may be placed upon a page. Textual anno

Us. Pat. No. 5,452,299, entitled “Optimized Transfer of
Large Object Data Blocks in a Teleconferencing system.”
Then, each of the remote participants individually submits
asynchronous requests at step 503 to the local participant for
the BLOB data. The local participant then, at step 505,
processes the request for BLOB data such as placing the
request in a BLOB request queue and later providing the
data via the BTM. Also, subsequent to the asynchronous
requests by various participants for the BLOB data at step
503, the remote participants may further submit reprioriti
Zations of the prior requests for BLOB data at step 504. In
other Words, if a remote participant had ?rst requested
BLOB 1 and then later subsequently requested BLOB 2, the

tations can be any of the users’s choosing and, including in
certain prior art implementations, alloWing users to choose
style, point siZe, font and other formatting information as is
typical in the prior art. One other annotation Which may be

40

used in one embodiment of the present invention is the OLE

annotation using the Object Linking and Embedding (OLE)

45

protocol available from Microsoft Corporation of Redmond,
Wash. OLE annotations may reference other “objects” cre

ated and/or maintained by other application programs and
Which may be either linked or embedded using OLE. Each
of these annotations is stored as an object under an “anno

50

tation” classi?cation Which is associated With objects in the
page classi?cation.

Recovery of Lost Data
One of the types of object data Which may be transferred

55

tWo requests may be reprioritiZed so that BLOB 2 may take
priority over BLOB 1 for the remote participant. In this
manner, if the remote participant sWitches from a ?rst page
containing BLOB 1 to a second page containing BLOB 2,

betWeen participants in an electronic conference is knoWn as

the local participant Will then re-order the BLOB requests

a very Binary Large OBject or “BLOB.” Because of their
siZe, BLOBs are usually broken into smaller portions, or
packets and transmitted over several cycles as a background
task. BLOBs typically comprise items such as very large
graphic data, OLE annotations or ?les to be transferred. In
other embodiments of the present invention, such BLOBs

for that particular participant.
As already discussed, the local participant processes
60

may include full-motion video objects such as MPEG or

JPEG ?les and/or audio data. Using the methods and appa
ratus described, the BLOB data is transmitted in packets. In
one embodiment, the siZe of each of the packets is dynami

cally based upon the capabilities of the transport medium,

65

requests for the BLOB data at step 505. The local participant
then sends to each of the remote participants the requested
BLOB data packets at step 506. BLOB data packets are sent
according to the transport medium betWeen the participants.
Therefore, if the remote participant is connected to a high
capacity, high-speed transport medium such as a Ethernet,

then the siZe of the data packets Will be substantially larger
than if the participant Were connected via modem over a

telephone line. As the local participant sends the BLOB data

US RE39,058 E
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packets at step 506, each of the remote participants receives

could have been due to a computer failure, or simply a
netWork, or communication link failure. If the problem Was

the BLOB data and adds the BLOB data packets to the
existing BLOB data structure at step 508. The local partici
pant after completion of the transmission of all the BLOB
data packets for the requested BLOB, removes the BLOB
from the request queue at step 507. From block 508, the
human interface process of the remote participant is noti?ed

due to a communication failure, then likely, the second
participant still has all of its data. If the second participant
had been scheduled to provide a BLOB to the ?rst

participant, then upon reconnecting to the conference, the
second participant Would be able to provide the data to the

?rst participant.

to update the display of the previously incomplete BLOB
containing object at step 509.

HoWever, if a user Were to clear his notebook prior to

reconnecting to the conference, either accidentally or
unknoWingly by a novice user, the data is saved to the free
list 280, as shoWn by optional block 702, Where it resides
until it is later purged When the notebook requires more

A BLOB is considered missing When some or all of its
data is not present in a participant’s notebook and no other

participant has offered to provide the data yet. This can
happen as a consequence of using any background transfer
strategy. Usually, data are transferred as time permits and

memory. In one embodiment, the free list resides Within the

only When requested. Therefore, any given participant has a

requests by other participants. From optional block 702, the

object manager 220. Thus, the data remains available for

period of time in Which he knoWs about an annotation
comprised of a BLOB but has not yet received all the data

How diagram proceeds at block 703.
At block 703, the second participant reconnects to the
conference. In one embodiment, the second participant

via the Background Transfer Manager (BTM). For example,
assume Participant A creates a BLOB and all of the other

participants are told about the annotation. Subsequently, the
other participants request the data from Participant A. If
Participant A’s computer providing the BLOB Were to fail
before transferring all the data, then the data Would be
missing relative to the other participants. In some cases,
hoWever, all of the data may have been transferred to another

20

participant may notice that the second participant has
25

participant, such as Participant C, before Participant A’s
computer failed. In this case, the participants Who still need
the data can retrieve the data from Participant C. This may
occur, for example, if Participant C requested the data earlier
than the other participants, or Participant C had a faster
transport medium alloWing data transfer to have completed

alternatively, so as to let the ?rst participant knoW that a neW

broadcasts a message to the second participant seeking any
30

requested data, if in fact it still has the data. If, for example,

FIG. 6 shoWs a How diagram shoWing the steps taken by
35

participant replies to the ?rst participant that it has the

40

of the respective participants. Thus, the missing data is
found Without the users’ needing to knoW about the problem.
45

transfer of BLOBs.

Additionally, in one embodiment, the ?rst participant Will
take the participant Which replies ?rst to be its provider of
50

invention is also applicable to a point-to-point conference

embodiment, the ?rst participant maintains a request keeper

participant.

55

involving just tWo participants, if, for example, one of the
participants is dropped from the conference temporarily.
Thus, a method an apparatus for recovering missing data
during an electronic conference is disclosed. In one

embodiment, the requests for transfer of BLOBs is priori
tiZed as Will be disclosed With respect to FIG. 11. In another
60

embodiment, this is also combined With the method and

apparatus for preventing processor domination by back

FIG. 7 illustrates the steps taken by a ?rst participant and
a second participant after the second participant has discon
nected from the conference. At step 701, the second partici
pant disconnects from the conference. There are many

the missing data. This turns out to be the participant With
either the fastest system, the fastest transport medium, or the
one With the most resources to spare. Note that the present

ticipant as the provider for the requested data. In one

participant. When a provider for any of the missing data is
found then the request keeper list is updated to indicate the
participant Which is to provide the missing data. From block
604, the How diagram continues at block 605, at Which the
third participant provides the requested data to the ?rst

Of course a similar method could be used, as a foreground

task, but background transfer is especially suited for the

requested data. In one embodiment, in order to save bus

list Which maintains a list of all missing data of that

participant provides the requested data to the ?rst partici
pant.
In one embodiment, the entire ?oW diagrams of FIGS. 7
and 8 are performed as background tasks by the BTMs 270

bandWidth, a participant Will only reply to a broadcast

message seeking requested data if that participant has the
requested data; if the participant does not have the requested
data, it Will not respond.
At block 604, the ?rst participant assigns the third par

anymore.

At step 708, the ?rst participant assigns the second
participant as the keeper for its missing data Which the
second participant Will provide, and at step 709, the second

for all other missing data Which the ?rst participant seeks.
This is bounded together in one message in order to save bus
bandWidth.
The How diagram continues at block 603, at Which a third

data still missing from the ?rst participant at step 706.
At step 707, the second participant responds that it has the
the second participant’s computer had failed and had to be
rebooted, then the second participant may not have the data

a participant to recover missing data. At block 601, a ?rst

In one embodiment, the broadcast message includes a query

returned before the second participant sends out its notice, as
in step 704.
After steps 704 and 705, Which are performed

participant has joined the conference, the ?rst participant

sooner.

participant determines that a second participant, Which had
been assigned to provide requested data to the ?rst
participant, is noW unavailable. At block 602, the ?rst
participant broadcasts a message to all of the other partici
pants to see if the other participants have the requested data.

noti?es the other participants that it has reconnected once it
has taken care of some initial bookkeeping activities.
HoWever, one of the other participants, such as the ?rst

ground tasks, to be described next.

Preventing Processor Domination by Background
65

Activity

reasons Why the second participant may have disconnected.

Background transfers are handled by the Background

It could have been intentional or accidental. The disconnect

Transfer Manager (BTM) 270. Background transfer ideally
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should have a minimal impact on foreground activity: users

diagram begins at a block 800 and continues at block 802,
at Which it is determined Whether the BTM is disabled. If the

should perceive little degradation in performance While
transferring data, even if they start additional applications.

BTM is disabled, for example, because the object manager

Three main times in Which the BTM 270 may need to alter

220 or the conference manager 230 has explicitly disabled

its data transfer rate occur When:

background transfers, then the How diagram proceeds at
transfer block 804, Which is continued in FIG. 8c.
HoWever, if the BTM is not disabled at block 802, then
operation continues at block 806, in Which an internal timer

1) the BTM spends too much time sending data and

processing requests;
2) the foreground applications needs more time, due to

is activated. The internal timer measures the amount of

additional processing requirements; and

CPU-time spent executing Within the BTM operation code
(internal time). Additionally, in block 806, a timer Which

3) remotely-initiated actions, such as receiving a data
gram or request, ?ood the local BTM, abnormally
increasing the time spent in BTM-related activities.

measures the amount of time outside of the BTM (external
time) is disabled. In one embodiment, a variable timeInBTM
is set to the amount of time spent Within the BTM during the

The BTM transfers data among the agents, or participants

in the conference by sending packets of data and routinely

previous servicing WindoW of the BTM. From block 806,
operation continues at block 808 in Which various requests

processing its lists. As the number of data requests increases
(or on sloWer computers, e. g., an Intell486® vs. a Pentium®

are sent by the BTM. For example, the BTM sends messages

processor), the BTM may use more CPU cycles than is

to the other participants of the conference for retrieving data,
sending data, and checking out status. The requests are

optimal, effectively stealing from foreground applications.
Similarly, if the user requires more horsepoWer to handle
additional load, the BTM must surrender its cycles to
balance.
The common approach to resolving processor competi

20

sage passing.

tion is performed by the operating system. The Microsoft
WindoWsTM Operating System is described as “cooperative
tasking.” In short, this means that the operating system does

25

not arbitrate resources among processes. When an applica

tion is given a chance to run, i.e., CPU-time, it may continue
more-or-less until it surrenders its resources; all other appli
lem for a truly background task: it Will get the CPU as often

30

35

HoWever, even Within WindoWs NT’s priority mechanism, a

40

time spent outside the BTM is not larger than the predeter

45

more of the other participants. From block 822, operation
continues at block 824, Which is continued in FIG. 8c.
HoWever, if a block 820, the time spent outside the BTM

To resolve this problem, the BTM must perform some
form of throttling to reduce the amount of time consumed by

mined delay plus the backolf offset, then operation continues
at block 822, at Which a data packet is transferred to one or

background activities based on a dynamic measure of sys
tem performance. One solution is for the BTM to back-off

“stopWatches” to monitor system performance. One records

is larger than the predetermined delay plus the backolf offset,
then operation continues at block 830, at Which the backoif
offset is adjusted. In one embodiment, the backoif offset is

the CPU time the foreground tasks are using; the other
records the CPU time the BTM is using. When the BTM

time is high, it obviously indicates that the system is
spending too much time processing BTM actions. The BTM

against the value of a predetermined delay plus the backoif
offset. In one embodiment, the predetermined delay is the
normal delay betWeen the grants of a servicing WindoW by
the operating system to the BTM. Although the normal delay
varies depending upon the activity of the processor, an
average value can be used as the predominated delay. If the

CPU With respect to loWer-priority tasks or secure a sema

When it detects high local activity. The BTM uses tWo

continues at block 814.
FIG. 8b is a continuation of FIG. 8a. The How diagram

continues from block 814 to block 820 in FIG. 8b, at Which
the amount of time spent outside of the BTM is compared

background task may interfere With the performance of other
tasks. For example, the background task may dominate the

phore required by a foreground task.

From the block 808, operation continues a block 810, at
Which the amount of time spent outside of the BTM is
compared With the amount of time spent Within the BTM
(Which Was set in block 806) plus a backolfolfset. If the time
spent outside of the BTM is smaller than the time spent

Within the BTM plus the backoif offset, then the How
diagram continues at block 812, otherWise the How diagram

cations must Wait. This creates a Worst-case resource prob

as any other task, regardless of the foreground requirements.
Operating systems such as Windows NT provide priority
scheduling, Where each thread (or process) has a priority,
and the operating system Will tend to assign the CPU to
higher-priority threads more than loWer-priority threads.

normally batched together and sent as a group in order to
reduce the amount of bus bandWidth associated With mes

50

Would be backed-off.

adjusted using a delayed stepping function With a clamped
end. For example, in one embodiment, the function g(x) is
used, Wherein

Ironically, When the foreground time becomes very large,
the BTM is also backed-off. The very large foreground time
indicates that the foreground tasks are not yielding or a

sufficient number are running as to give the impression that
a task is not yielding. In our cooperative tasking system, a
task does not yield When it is performing a CPU-intensive

x, otherWise.
55

there is an on-going problem that the backolf offset is too

operation, such as adding a complex OLE object via drag
and-drop. Therefore, the foreground requires more of the
CPU than usual. The BTM backs-off by increasing an offset
to the amount of time that the foreground tasks must

loW. The half-second (500 millisecond) delay is arbitrary,
60

processor from performing background transfers. The How

but has been measured to be effectively experimentally. The
backolf offset is clamped at a 3 second delay, to prevent

run-aWay throttling.

minimally take. By using the offset, the BTM can effectively
delay its servicing of background tasks by ignoring one or
more of its servicing WindoWs provided by the operating
system based upon the value of the offset.
FIG. 8a shoWs a How diagram of the throttling of the

Thus, the “?rst three strikes” (x23) of the function g(x)
prevents throttling the backolf offset until it is certain that

From step 830, operation continues at block 832, Which is
continued in FIG. 8c.
FIG. 8c is a continuation of FIGS. 8a and 8b. FIG. 8c
65

includes continuations of block 804, 812, 824, and 832
Which originate in either FIG. 8a or 8b. From block 824, the
How diagram continues at block 840, at Which the backoif
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o?‘set is reduced. In one embodiment, a function f(x) is used
Wherein, if the backolf o?‘set is de?ned as:

handled the previous data packet. The communication ser
vices have a bulfer Where they temporarily store inbound
messages; When the conference manger 230 is noti?ed of a

delivery, it asks for the message, removing it from the bulfer.
If the bulfer is full, the communication services signal the

sender’s communications layer, Which stops transmitting
and marks the channel as “busy.”
This mechanism is used in the conference manager 230.
HoWever, it has tWo signi?cant limitations. First, the com

3000, if x>3000
From block 840 and block 832, the How diagram contin

munication services themselves Within the multipoint link
manager 240 each handle messages di?ferently, removing

ues at block 850, at Which the external timer is reset.

Additionally at block 850, the external timer is restarted, and
the internal timer is stopped. Thus, any further comparisons

them from one bulfer and adding them to another. As a

result, the back-pressure is non-existent or too sloW. Second,
too many pending messages Will clog memory on the
receiver, just When the receiver needs more resources.

against the time spent outside of the BTM use the neW
external timer values. The internal time is retained until it is

saved into the variable timeInBTM (at block 806) during the
next time that the How diagram of FIGS. 8ai8c is invoked.

Returning to block 812 in FIG. 8c, the How diagram
proceeds at block 860, at Which the external time is com
pared to the internal time. If the external time is less than the

internal time, then operation continues at block 870, at
Which the backolf o?‘set is adjusted. In one embodiment, the

20

the receiver is spending too much time in the BTM. A
message is sent to the data provider, asking it to back-olf as
illustrated in FIG. 9.

backolf o?‘set is incremented in the same manner as it Was

adjusted in block 830, using a delayed step function Which
is clamped. From block 70, the How diagram proceeds at
block 880.
HoWever, if from block 860, the external time is not less

than the internal time, then operation continues at block 880.
At block 880, the external timer is started and the internal
timer is stopped. The internal time is retained until it is saved
into the variable timeInBTM (at block 806) during the next
time that the How diagram of FIGS. 8a?8c is invoked.

25

30

From blocks 804, 850, and 880, the flow diagram termi
35

data from Participant A, for example, the BTM builds a
message at Participant B and sends it to Participant A.
Participant A’s BTM must respond to the message by
40

also handles messages to stop sending data and messages to

reprioritiZe transfers of data.
As an example, in the case of the BTM handling a request

for data transfer, a problem arises When the local computer
is much sloWer than the data provider. As data arrives, the

45

comparatively time-consuming process. Note that this case

is not covered by the How diagram of FIGS. 8a, 8b, and 8c,
50

HoWever, because this computer is someWhat sloW, and it

55

last day packet. HoWever, this approach lacks ef?ciency.
60

compared to the normal case, in Which no transmission delay
is required. Second, the netWork must carry a reply message

240 to inform a message sender When a receiver has not

cycles, as shoWn in FIG. 10.
FIG. 10 shoWs the steps taken by a BTM providing data
to another participant When it receives a back oif message.
The How diagram begins at block 901 and continues at block
912, at Which the backoif o?fset of the BTM is adjusted. In

one embodiment, the BTM is adjusted by a function g(x),
Wherein

x=500, if 3<x§3000

needlessly. (An alternative is to reply to every Nth message,

but the same problem exists, only slightly mitigated.)
The back-pressure approach, on the other hand, relies on
the communication services of the multipoint link manager

Note that it is important that the time that the BTM spends
receiving messages is considered time Within the BTM for
the purposes of the internal and external times. This alloWs
the measurement to be accurate, indicating all of the time
spend handling background transfers on a computer and
oif message, the keeper throttles back, just as if it had
detected its oWn foreground application requiring more

the use of acknoWledgement messages and back-pressure.
The former approach freeZes transfers on the data-provider
until all receivers have sent a reply indicating receipt of the

First, the data provider loses CPU cycles Waiting for a reply

predetermined threshold value, then operation also contin

throttling accordingly. When the keeper receives the back

receives data faster than it can process locally, the local
BTM races to catch up. This results in CPU starvation for the
application, and can potentially result in a fatal failure.

Common approaches for handling this problem include

and the internal timer is stopped.
From block 904, operation continues at block 905, at
Which the backolf o?‘set is compared With a predetermined
threshold value, for example, 500 milliseconds. If the back
oif o?‘set is larger than the predetermined threshold value,
the operation continues at block 906, at Which the BTM
sends the participant providing it With data a message to
reduce the data transmission rate. From the block 906,
operation continues at block 907, at Which the How diagram
terminates.
If at the block 905, the backolf o?‘set is not larger than the
ues at block 907, at Which the How diagram terminates.

BTM must save the data in the local copy of the BLOB, a

since this case arises in response to a message delivery.

This includes processing the data packet including BLOB
continues at block 904, at Which the external timer is started

The previous strategy, hoWever, is insuf?cient for con

providing the requested data and tracking the neW request.
Besides handling the request for providing data, the BTM

FIG. 9 shoWs a How diagram shoWing the steps taken by
the BTM When it receives a data packet. The How diagram
begins at block 901 and continues at block 902, at Which the
internal timer is started. Also at block 902, the external timer
is disabled. From the block 902, operation continues at block
903, at Which the BTM handles the message that it received.
information, Which may also include copying the BLOB
information into the BLOB structure. The How diagram

nates at the block 890.

trolling processor domination arising from handling
remotely-initiated messages. When Participant B requests

To resolve this, the BTM overloads the previously dis
cussed throttling mechanism to support receiver delays. On
receipt of a data packet, the participant Will check the
backolf o?fset for the participant receiving the data. If that
value is above an active threshold (currently 500 ms), then

65

x, otherWise
The How diagram terminates a block 914. In one

embodiment, the internal timer records the time spent Within
the BTM in adjusting the backolf o?‘set. HoWever, since the

