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METHOD AND SYSTEM FOR THE 
SECURED DISTRIBUTION OF MULTIMEDIA 

TITLES 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci? 
cation; matter printed in italics indicates the additions 
made by reissue. 

This is a continuation of application Ser. No. 08/354,700, 
?led Dec. 13, 1994, now abandoned. 

BACKGROUND OF THE INVENTION 

1. Technical Field 

The present invention generally relates to an improved 
data processing system, and in particular to a method and 
system for distributing multimedia programs. Still more 
particularly, the present invention relates to a method and 
system for checking for authorized multimedia programs 
and detecting unauthorized multimedia programs in a data 
processing system. 

2. Description of the Related Art 
Multimedia data processing systems present information 

in data to a user utilizing sound, graphics, animation, and 
text. Programs presenting data and information to a user in 
this form are also called multimedia titles. Typically, a 
software company develops and markets a software system 
for the production and presentation of multimedia titles. 
Such a software system is used in composing multimedia 
scripts for multimedia titles. Typically, the software system 
includes a set of authoring tools for producing multimedia 
titles by developers and a Run Time Environment (RTE) for 
presenting the multimedia titles to end users. Typically, the 
RTE is designed to execute on various computing platforms, 
which makes the authoring tools for the software system 
desirable to developers. Typically, developers pay a royalty 
to the software company for using the authoring tools to 
develop multimedia titles to run on the RTE. But some 
unscrupulous developers may produce unauthorized titles 
and avoid royalty payments in producing multimedia titles 
for use on the RTE. Therefore, it would be advantageous to 
have a method and system to allow authorized titles to 
execute on a data processing system and to detect attempted 
execution of unauthorized titles. 

SUMMARY OF THE INVENTION 

It is one object of the present invention to provide an 
improved data processing system. 

It is another object of the present invention to provide a 
method and system for distributing multimedia programs. 

It is yet another object of the present invention to provide 
a method and system for checking for authorized multimedia 
programs and detecting unauthorized multimedia programs 
in a data processing system. 

The present invention provides a method and system for 
detecting authorized multimedia programs within a data 
processing system. The present invention creates a valida 
tion structure for validating a multimedia program. The 
validation structure is embedded in the multimedia program 
and in response to an initiation of the multimedia program, 
a determination is made as to whether the multimedia 
program is an authorized multimedia program. The deter 
mination is made using the validation structure. 

In creating the validation structure, sections of the pro 
gram (hereinafter called data objects) are selected and a 
cryptographic hash value is created or calculated on each of 
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2 
the selected data objects. The cryptographic hash value and 
the location of the selected data object are stored as a data 
record within the validation structure. In addition, a signa 
ture is included or associated with the validation structure. 
The signature is calculated on the validation structure using 
a public key cryptographic algorithm in accordance with a 
preferred embodiment of the present invention. 

Determining whether a multimedia program is an autho 
rized multimedia program is accomplished by selecting a 
subset of the data objects within the multimedia program 
and validating the selected data objects using the validation 
structure stored in the multimedia program. This includes 
the steps of randomly selecting a portion of the data objects 
from among a de?ned set of data records listed in the 
validation structure, reading the selected data objects from 
the multimedia program using location information stored in 
the validation structure, and validating the selected data 
objects using validation information stored in the validation 
structure. For each selected data object, the location infor 
mation stored in the validation structure is accessed and used 
to read the selected data object from the multimedia pro 
gram. A cryptographic hash value is calculated on the 
selected data object and then compared for equality with a 
corresponding hash-value-of-reference stored in the valida 
tion structure The hash values must be equal for the selected 
data objects to be valid. In addition, the validation structure 
is itself validated through the use of the signature previously 
calculated on the validation structure, using a public key 
cryptographic algorithm, and stored with the validation 
structure. If the signature, validation structure, and subset of 
selected data objects are valid, the multimedia program is 
considered to be an authorized multimedia program. An 
authorized multimedia program is allowed to execute 
normally, otherwise, execution of the multimedia program 
may be prohibited or limited execution of the multimedia 
program may be allowed in response to a determination that 
the multimedia program is not an authorized program. 

The above as well as additional objectives, features, and 
advantages of the present invention will become apparent in 
the following detailed written description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The novel features believed characteristic of the invention 
are set forth in the appended claims. The invention itself, 
however, as well as a preferred mode of use, further objec 
tives and advantages thereof, will best be understood by 
reference to the following detailed description of an illus 
trative embodiment when read in conjunction with the 
accompanying drawings, wherein: 

FIG. 1 depicts a data processing system in the form of a 
personal computer in which the present invention can be 
employed; 

FIG. 2 is a block diagram of a personal computer system 
illustrating the various components of personal computer 
system in accordance with the present invention; 

FIG. 3 is a block diagram of a creation and distribution 
process for multimedia titles on CD-ROM depicted in 
accordance with a preferred embodiment of the present 
invention. 

FIG. 4 is a depiction of entries in a table of contents in 
accordance with a preferred embodiment of the present 
invention; 

FIG. 5 is a block diagram of a signature token generation 
module, depicted in accordance with a preferred embodi 
ment of the present invention; 

FIG. 6 is a block diagram of a signature token validation 
module depicted in accordance with a preferred embodiment 
of the present invention; 
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FIG. 7 is a ?owchart of a process for generating signature 
tokens in a signature token generation module depicted in 
accordance With a preferred embodiment of the present 
invention; and 

FIG. 8 is a ?owchart of a process for validating multi 
media titles in a validation program depicted in accordance 
With a preferred embodiment of the present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENT 

With reference noW to the ?gures and in particular With 
reference to FIG. 1, a data processing system, personal 
computer system 10 is depicted, in Which the present inven 
tion can be employed. As shoWn, personal computer system 
10 comprises a number of components, Which are intercon 
nected together. More particularly, a system unit 12 is 
coupled to and can drive an optional monitor 14 (such as a 
conventional video display). A system unit 12 also can be 
optionally coupled to input devices such as a PC keyboard 
16 or a mouse 18. Mouse 18 includes right and left buttons 
(not shoWn). The left button is generally employed as the 
main selector button and alternatively is referred to as the 
?rst mouse button or mouse button 1. The right button is 
typically employed to select auxiliary functions as explained 
later. The right mouse button is alternatively referred to as 
the second mouse button or mouse button 2. An optional 
output device, such as a printer 20, also can be connected to 
the system unit 12. Finally, system unit 12 may include one 
or more mass storage devices such as the diskette drive 22. 

As Will be described beloW, the system unit 12 responds 
to input devices, such as PC keyboard 16, the mouse 18, or 
local area netWorking interfaces. Additionally, input/output 
(I/O) devices, such as ?oppy diskette drive 22, display 14, 
printer 20, and local area netWork communication system 
are connected to system unit 12 in a manner Well knoWn. Of 
course, those skilled in the art are aWare that other conven 
tional components also can be connected to the system unit 
12 for interaction thereWith. In accordance With the present 
invention, personal computer system 10 includes a system 
processor that is interconnected to a random access memory 

(RAM), a ready only memory (ROM), and a plurality of I/O 
devices. 

In normal use, personal computer system 10 can be 
designed to give independent computing poWer to a small 
group of users as a server or a single user and is inexpen 
sively priced for purchase by individuals or small busi 
nesses. In operation, the system processor functions under 
an operating system, such as IBM’s OS/2 operating system 
or DOS. OS/2 is a registered trademark of International 
Business Machines Corporation. This type of operating 
system includes a Basic Input/Output System (BIOS) inter 
face betWeen the I/O devices and the operating system. 
BIOS, Which can be stored in a ROM on a motherboard or 
planar, includes diagnostic routines Which are contained in 
a poWer on self test section referred to as POST. 

Prior to relating the above structure to the present 
invention, a summary of the operation in general of personal 
computer system 10 may merit revieW. Referring to FIG. 2, 
there is shoWn a block diagram of personal computer system 
10 illustrating the various components of personal computer 
system 10 in accordance With the present invention. FIG. 2 
further illustrates components of planar 11 and the connec 
tion of planar 11 to I/O slots 46a—46d and other hardWare of 
personal computer system 10. Connected to planar 11 is the 
system central processing unit (CPU) 26 comprised of a 
microprocessor Which is connected by a high speed CPU 
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4 
local bus 24 through a bus controlled timing unit 38 to a 
memory control unit 50 Which is further connected to a 
volatile random access memory (RAM) 58. While any 
appropriate microprocessor can be used for CPU 26, one 
suitable microprocessor is the Pentium microprocessor, 
Which is sold by Intel Corporation. “Pentium” is a trademark 
of Intel Corporation. 

While the present invention is described hereinafter With 
particular reference to the system block diagram of FIG. 2, 
it is to be understood at the outset of the description Which 
folloWs, it is contemplated that the apparatus and methods in 
accordance With the present invention may be used With 
other hardWare con?gurations of the planar board. For 
example, the system processor could be an Intel 80286, 
80386, or 80486 microprocessor. These particular micropro 
cessors can operate in a real addressing mode or a protected 
addressing mode. Each mode provides an addressing 
scheme for accessing different areas of the microprocessor’s 
memory. 

Returning noW to FIG. 2, CPU local bus 24 (comprising 
data, address and control components) provides for the 
connection of CPU 26, an optional math coprocessor 27, a 
cache controller 28, and a cache memory 30. Also coupled 
on CPU local bus 24 is a buffer 32. Buffer 32 is itself 
connected to a sloWer speed (compared to the CPU local 
bus) system bus 34, also comprising address, data and 
control components. System bus 34 extends betWeen buffer 
32 and a further buffer 36. System bus 34 is further con 
nected to a bus control and timing unit 38 and a Direct 
Memory Access (DMA) unit 40. DMA unit 40 is comprised 
of a central arbitration unit 48 and a DMA controller 41. 
Buffer 36 provides an interface betWeen the system bus 34 
and an optional feature bus such as the Micro Channel bus 
44. “Micro Channel” is a registered trademark of Interna 
tional Business Machines Corporation. Connected to bus 44 
are a plurality of I/O slots 46a—46d for receiving Micro 
Channel adapter cards Which may be further connected to an 
I/O device or memory. In the depicted example, I/O slot 46c 
has a hard disk drive connected to it; I/O slot 46b has a 
CD-ROM drive connected to it; and I/O slot 46a has a ROM 
on an adapter card connected to it. Other devices, such as a 
modem may be connected to an I/O slot. An arbitration 
control bus 42 couples the DMA controller 41 and central 
arbitration unit 48 to I/O slots 46 and diskette adapter 82. 
Also connected to system bus 34 is a memory control unit 
50 Which is comprised of a memory controller 52, an address 
multiplexer 54, and a data buffer 56. Memory control unit 50 
is further connected to a random access memory as repre 
sented by RAM module 58. Memory controller 52 includes 
the logic for mapping addresses to and from CPU 26 to 
particular areas of RAM 58. While the personal computer 
system 10 is shoWn With a basic 1 megabyte RAM module 
in RAM 58, it is understood that additional memory can be 
interconnected as represented in FIG. 2 by the optional 
memory modules 60 through 64. 
A further buffer 66 is coupled betWeen system bus 34 and 

a planar I/ O bus 68. Planar I/O bus 68 includes address, data, 
and control components respectively. Coupled along planar 
bus 68 are a variety of I/O adapters and other peripheral 
components such as display adapter 70 (Which is used to 
drive an optional display 14 depicted in FIG. 1), a clock 72, 
nonvolatile RAM 74 (hereinafter referred to as “NVRAM”), 
a RS232 adapter 76, a parallel adapter 78, a plurality of 
timers 80, a diskette adapter 82, a PC keyboard/mouse 
controller 84, and a read only memory (ROM) 86. The ROM 
86 includes BIOS Which provides the user transparent 
communications betWeen many I/O devices. 
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Clock 72 is used for time of day calculations. NVRAM 74 
is used to store system con?guration data. That is, the 
NVRAM Will contain values Which describe the present 
con?guration of the system. For example, NVRAM 74 
contains information Which describe the capacity of a ?xed 
disk or diskette, the type of display, the amount of memory, 
etc. Of particular importance, NVRAM 74 Will contain data 
Which is used to describe the system console con?guration; 
i.e., Whether a PC keyboard is connected to the keyboard/ 
mouse controller 84, a display controller is available or the 
ASCII terminal is connected to RS232 adapter 76. 
Furthermore, these data are stored in NVRAM 74 Whenever 
a special con?guration program is executed. The purpose of 
the con?guration program is to store values characteriZing 
the con?guration of this system to NVRAM 76 Which are 
saved When poWer is removed from the system. 

Connected to keyboard/mouse controller 84 are ports A 
and B. These ports are used to connect a PC keyboard (as 
opposed to an ASCII terminal) and mouse to the PC system. 
Coupled to RS232 adapter unit 76 is an RS232 connector. 
An optional ASCII terminal can be coupled to the system 
through this connector. 

Speci?cally, personal computer system 10 may be imple 
mented utiliZing any suitable computer such as the IBM 
PS/2 computer or an IBM RISC SYSTEM/6000 computer, 
both products of International Business Machines 
Corporation, located in Armonk, NY. “RISC SYSTEM/ 
6000” is a trademark of International Business Machines 
Corporation and “PS/2” is a registered trademark of Inter 
national Business Machines Corporation. 

Distribution of multimedia programs or titles (hereinafter 
called “multimedia titles”) involves an application devel 
oper Who produces multimedia titles using an authoring tool 
and a Run Time Environment (RTE) provided by a multi 
media company and a user Who purchases multimedia titles 
for execution on a computer or computer platform executing 
the RTE. In accordance With a preferred embodiment of the 
present invention, checking for authoriZed multimedia titles 
and detecting unauthoriZed multimedia titles involves a 
scheme of digital signatures using a public key algorithm. A 
“public key” is a key made available to anyone Who Wants 
to encrypt information. In public key cryptography, public 
key algorithms are used in Which a public key is used for 
encryption and a private key is used for decryption. The 
basis for public key cryptography includes discrete 
logarithms, factoring, and the knapsack problem. Each 
authoriZed multimedia title includes an embedded digital 
signature token that can be veri?ed by the RTE before the 
multimedia title is permitted to execute on the data process 
ing system. 
TWo cryptographic subsystems are employed to facilitate 

the signature token generation and signature token veri?ca 
tion processes in accordance With a preferred embodiment of 
the present invention. One cryptographic subsystem enables 
the generation of signature tokens that, When embedded in 
authoriZed multimedia titles, Will permit these titles to be 
validated. Another cryptographic subsystem is employed to 
validate the signature tokens. In this manner authoriZed 
multimedia titles may be distinguished from unauthoriZed 
multimedia titles. 

With reference to FIG. 3, a block diagram of a creation 
and distribution process for multimedia titles on CD-ROM 
is depicted in accordance With a preferred embodiment of 
the present invention. Those skilled in the art Will recogniZe 
that the subject invention could be practiced in an imple 
mentation Wherein multimedia titles are distributed on 
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6 
media other than a CD ROM medium. A multimedia title is 
developed by a developer using authoring tool 300. The 
multimedia title is then processed using signature token 
generation model 302. This module generates a signature 
token for the multimedia title. The signature token is embed 
ded Within the multimedia title. Thereafter, the multimedia 
title With the signature token embedded Within it is sent back 
to the developer Who creates a master CD-ROM 304. 
Alternatively, the signature token and multimedia title are 
sent back to the developer, Whereupon the signature token is 
embedded into the multimedia title and a master CD-ROM 
304 is created by the developer. From master CD-ROM 304, 
CD-ROM 306 is produced containing the multimedia title 
and the embedded signature token. CD-ROM 306 may be 
placed Within data processing system 308, Which includes 
the RTE With the signature token validation module in 
accordance With a preferred embodiment of the present 
invention. When the title is to be executed Within data 
processing system 308, the RTE reads the signature token 
from the CD-ROM and validates the signature token and a 
selected portion of the data objects also read from the 
CD-ROM using the signature token validation module. 

Typically, a multimedia title takes about one hour to play 
and contains about 650 megabytes of data. As a result, it is 
inef?cient to validate a multimedia title by reading and 
checking each byte Within the title. In accordance With a 
preferred embodiment of the present invention, the multi 
media title is validated by checking a portion of the data 
contained therein. 
Random sampling of data to validate multimedia titles is 

employed in accordance With a preferred embodiment of the 
present invention. If the data locations to be sampled Were 
constant from one instance of validation to the next, then 
only a small portion of the multimedia title Would be 
checked. In such a situation, forged titles could be more 
easily constructed. But by randomly selecting data locations 
for sampling, the possibility of forged multimedia titles is 
greatly reduced. 

In addition, the presently claimed invention utiliZes data 
context sampling. A signi?cant improvement in the valida 
tion of multimedia titles may be achieved if the logical 
structure of the multimedia titles themselves is employed to 
identify key pieces of data to be validated. For example, a 
preferred checking strategy may be based on checking part 
or all of the data in the table of contents for each ?le in a 
multimedia title. A multimedia title consists of one or more 
?les, each containing its oWn table of contents. In many 
cases the multimedia title contains only one such ?le. When 
a ?le is opened, the table of contents is the ?rst item to be 
read. 
With reference noW to FIG. 4, a depiction of entries in a 

table of contents is illustrated in accordance With a preferred 
embodiment of the present invention. Table of contents 400 
includes entries 402—408. Each entry includes an object 
identi?er, a property identi?er, a type, and a location (offset 
and length). As a result, a particular entry indicates that at a 
particular offset on the disk, for this many bytes, a property 
With this ID belonging to an object With this ID of this type 
is located. Because the table of contents references data on 
the basis of an Object ID and a Property ID, the referenced 
data object is said to be referenced by an object-property 
(OP) pair and the data object is referred to as OP data. Of 
course, other formats and speci?cations for the table of 
contents may be utiliZed in accordance With a preferred 
embodiment of the present invention. The table of contents, 
regardless of its format, structure, and sematics, may be 
employed to effectively validate a multimedia title in accor 



US RE38,375 E 
7 

dance With a preferred embodiment of the present invention. 
Typically in multimedia titles, the table of contents is an 
example of a relatively short and easily identi?able piece of 
information that has an intrinsic dependency With most of 
the other parts of the multimedia title. The table of contents 
could take the form of a symbol table, a linkage map, and so 
forth, but is rigidly speci?ed and highly structured. 

Furthermore, for multimedia titles, the ?rst feW displayed 
screens typically contain the name of the title and its version. 
As a result, protecting these screens is desirable. Therefore, 
a checking strategy may include checking the ?rst feW 
screens of data displayed to a user so that a forged title, 
Whose name is for example “Demons for the Deep”, Would 
be forced to display the name of the title upon Which it is 
piggy-backing, say “Desert Wargames”. 

The present invention provides a method and system for 
validating multimedia titles by validating part or all of the 
table of contents and the ?rst feW displayed screens con 
taining the name of the title and its version for each 
multimedia ?le and validating a subset of the data objects in 
the multimedia title. These data objects are selected ran 
domly in accordance With a preferred embodiment of the 
present invention. But those skilled in the art Will recogniZe 
that the data objects could be selected using a preferred 
method Which is non-random, Without departing from the 
spirit of the present invention. 

With reference to FIG. 5, a diagram of a signature token 
is depicted in accordance With a preferred embodiment of 
the present invention. Signature token 500 is constructed by 
a signature token generation module (not shoWn in FIG. 5). 
The signature token is constructed step-by-step by making 
repeated service requests to the signature token generation 
module. Once created, signature token 500 is embedded in 
the multimedia title upon Which it Was generated. This 
signature token is validated by a signature token validation 
module in the RTE. In validation, the signature token is 
validated step-by-step by making repeated service requests 
to the signature token validation module. 

Signature token 500 includes a header 502 and data 
records 1 through n that correspond to data or data objects 
in the multimedia title that can be selected and validated. 
The data records 1 through n in the signature token are 
different from the data objects in the multimedia title, 
although there is a direct correspondence. In addition, sig 
nature token 500 includes digital signature 504, Which is 
employed to validate the header and the series of data 
records 1 through n in the signature token. Each data record 
Within signature token 500 includes location speci?c 
information, L, and a cryptographic hash value, H. Location 
speci?c information tells the signature token validation 
module the location or locations in the multimedia title of 
the data to be validated. The hash value is calculated on the 
speci?c multimedia data referenced by L. In accordance 
With a preferred embodiment of the present invention, the 
cryptographic hash value is calculated using a one-Way 
function. A one-Way function is one Where it is computa 
tionally infeasible to ?nd tWo different inputs X and Y, such 
that the cryptographic hash of X is equal to the crypto 
graphic hash of Y. The term “computationally infeasible” is 
one used in prior art to describe a mathematical procedure 
that cannot be performed in the practical sense because of 
the very large number of computational steps required. 
HoWever, the term is not precise in that there is no pre 
scribed number of computations above Which a computation 
is said to be computationally infeasible and beloW Which the 
computation is said to be computationally feasible. In 
general, a mathematical procedure is said to be computa 
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tionally infeasible if the cost or time to perform the neces 
sary computations is beyond reasonable human means, e.g., 
if all the computers in the World linked together couldn’t 
solve the problem in a billion billion billion years. 

Location speci?c information may be a combination of 
location speci?c information stored in signature token 500 
and location speci?c information derived algorithmically. 
The table of contents in a multimedia title is one example of 
location speci?c information that can be omitted from 
signature token 500. In other Words, signature token 500 
does not need to store an address or location of the table of 
contents because a simple procedure exists for alWays 
?nding the table of contents given a standard starting point. 
A portion of the data records 1 through n in signature 

token 500 Will reference data in one or more data objects in 
the multimedia title. The signature token generation module 
employs a process to select a subset of different data objects 
(referenced by the object-property pairs in the table of 
contents) from a multimedia title to be validated. This 
process Will be described in more detail beloW. It is desirable 
to have an element of randomness in this process although 
strictly speaking random in this process is not required. 
Once the subset of data objects in the multimedia title have 
been identi?ed, a subportion of the data in each data object 
is selected and the locations of these subportions of data 
(denoted L1, L2, . . . , Ln) are used by the signature token 
generation module to read the data associated With each 
subportion. The signature token generation module then 
issues a service request to the cryptographic subsystem to 
generate a cryptographic hash value Hi on each subportion 
of data referenced by location information Li. The crypto 
graphic hash value, Hi, is then stored in data record i 
together With the location information, Li. After the header 
and data records 1 through n have been created the signature 
token generation module issues a service request to the 
cryptographic subsystem to calculate a cryptographic hash 
value on the signature token, except for the digital signature. 
The signature token generation module then issues a service 
request to the cryptographic subsystem to calculate a digital 
signature on the signature token, using the cryptographic 
hash value calculated on the signature token and the private 
key of the multimedia company. The digital signature is then 
stored in the signature token. 
The signature token validation module Will randomly 

select and validate a subset of the data records in the 
signature token thus introducing an element of randomness 
into the validation process in accordance With a preferred 
embodiment of the present invention. Once the subset of 
data records has been randomly selected, the signature token 
validation module Will process each data record on a record 
by-record basis. The location speci?c information, L, in the 
data record is used to read the referenced data from the 
CD-ROM. A service request is then issued to the crypto 
graphic subsystem to generate a cryptographic hash value, 
H, on the referenced data. This calculated cryptographic 
hash value is then compared for equality With the reference 
cryptographic hash value, H, stored in the data record. If the 
cryptographic hash values are equal, the process then con 
tinues. OtherWise, processing may be halted With an indi 
cation that validation has failed. After each data record is 
processed, the signature token validation module issues a 
service request to the cryptographic system to cryptographi 
cally hash the signature token (except for the digital 
signature) that it previously read from the multimedia title. 
Then a service request is issued to the cryptographic sub 
system to validate the digital signature. In accordance With 
a preferred embodiment of the present invention, the digital 
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signature is encrypted With the public key of the multimedia 
company, stored in the signature token validation module. 
The encrypted value of the digital signature contains a 
hash-value-of-reference previously calculated on the valid 
signature token. The calculated hash value is then compared 
for equality With the so-obtained hash-value-of-reference. If 
the hash values are equal, then the signature token and 
digital signature are valid. OtherWise, the signature token 
and digital signature are not valid. Those skilled in the art 
Will recogniZe that the subject invention can be practiced 
using any digital signature method Without departing from 
the spirit of the invention. 

The digital signature also can be calculated on a crypto 
graphic hash value representing the root of a tree of cryp 
tographic hash values, e.g., a binary tree of cryptographic 
hash values as described in US. Pat. No. 4,309,569, 
“Method of Providing Digital Signatures”. By storing n-1 
additional intermediate cryptographic hash values in the 
signature token, m of the possible n data objects in the 
signature token can be validated using m*log2n hashing 
operations instead of n hashing operations, Which for small 
n may be more advantageous. A method of calculating the 
tree of cryptographic hash values is described in US. Pat. 
No. 4,309,569 and in US. Pat. No. 5,231,666, “Crypto 
graphic Method For Updating Financial Records”. 

With reference noW to FIG. 6, a block diagram of a 
signature token generation module and a signature token 
validation module is depicted in accordance With a preferred 
embodiment of the present invention. Signature token gen 
eration module 600 includes generation module 602 and 
cryptographic subsystem 604. Signature validation module 
606 includes a validation program 608 and a cryptographic 
subsystem 610. Generation program 602 in signature token 
generation module 600 selects data (including data in ran 
domly selected data objects) in the multimedia title to be 
validated. Generation program 602 reads data from the 
multimedia title and processes the data by issuing repeated 
service requests to cryptographic subsystem 604. These 
repeated service requests to process data are used to build a 
signature token. Similarly, validation program 608 in sig 
nature token validation module 606 randomly selects (for 
subsequent processing and validation) a subset of the data 
records in the signature token generated by signature token 
generation module 600. This data is read from the CDROM 
and is processed by issuing repeated service requests to 
cryptographic subsystem 610 to validate the signature token. 

Cryptographic subsystem 604 provides the folloWing 
cryptographic services to generation program 602: (1) ini 
tialiZe random number generator, (2) generate random 
number, (3) generate hash value, (4) generate digital 
signature, and (5) verify digital signature. A verify digital 
signature function is provided so that once a signature token 
is generated, generation program 602 can validate the sig 
nature token to insure that the signature token can be 
correctly processed by cryptographic subsystem 610 and 
signature token module 606. Such a veri?cation function 
provides a high integrity process in creating multimedia 
titles With embedded signature tokens. Cryptographic sub 
system 610 in signature token validation module 606 sup 
ports validation program 608 by providing the folloWing 
services: (1) initialiZe random number generator, (2) gener 
ate random number, (3) generate hash value, and (4) verify 
digital signature. The random number generation is 
employed to randomly select data records in the signature 
token to be validated. Algorithms and procedures for gen 
erating random numbers, generating hash values, and for 
generating and verifying digital signatures are Well knoW 
Within the prior art. 
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10 
The random number generator function can be imple 

mented using the pseudo random integer generator supplied 
in Appendix C of American Standard Institute (ANSI) 
Standard X9.17, “Financial Institution Key Management 
(Wholesale)” as speci?ed in AppendiX 3 of Federal Infor 
mation Processing Standard (FIPS) 186. 
The initialiZe random number generator function is a 

function that causes a secret seed value to be generated 
Within the random number generator or alternatively to be 
provided as an input to the random number generator. A 
simple method for initialiZing the random number generator 
is to employ a free-Wheeling counter in combination With a 
series of requests to a human Who interacts With the initialiZe 
random number generator function via a Workstation key 
board and display. The user is repeatedly prompted to enter 
a character at the keyboard. Each time the random number 
generator function gets control, it reads the free-Wheeling 
counter and this value is combined With a value stored in an 
accumulator. The ?nal accumulator value is taken as the 
secret seed value. Because of small differences in human 
response time, the value of the free-Wheeling counter is 
unpredictable, and therefore the resulting seed value Will be 
random. 

The generate hash function can be implemented using one 
of several algorithms, including the MDC-2 or MDC-4 
algorithms described in US. Pat. No. 4,908,861 entitled 
“Data Authentication Using Modi?cation Detection Codes 
Based on a Public One Way Encryption Function” or using 
the hashing algorithm in FIPS 180, “Secure Hash Standard.” 
The generate digital signature and verify digital signature 

functions can be implemented With the RSA public key 
algorithm using ISO Standard 9796 “Digital Signature 
Scheme Giving Message Recovery” or by using signature 
generation and signature veri?cation algorithms in FIPS 
186, “Digital Signature Standard.” 
Although the depicted embodiment employs a public key 

algorithm, Which is an asymmetric algorithm, the digital 
signature can be based on a symmetric algorithm such as the 
Data Encryption Standard (DES). 
With reference noW to FIG. 7, a ?oWchart of a process for 

generating signature tokens in a signature token generation 
module is depicted in accordance With a preferred embodi 
ment of the present invention. The process begins by receiv 
ing a multimedia title With the signature token (step 700). 
Thereafter, the process ?Xes variable N and M such that N 
is the maXimum number of data records to be created for the 
signature token that is to be produced, and M is the maXi 
mum record data length in bytes of each selected data object 
(step 702). For example, N=1,000 and M=1,000 are possible 
values for N and M. The process then locates and reads the 
table of contents or equivalent information contained in the 
multimedia title (step 704). This information is called “D1”. 
In accordance With a preferred embodiment of the present 
invention, a 128 bit MDC, designated MDC 1, is calculated 
on the data D1 (step 705). Using the table of contents as 
necessary, the ?rst logo screen is located and read from the 
multimedia title (step 706). The logo screen contains the 
name of the multimedia title and is designated “D2”. A 128 
bit MDC, designated MDC 2, is calculated on the data D2 
(step 707). 

Using the table of contents, the process then determines 
the number of multimedia object-property pairs, S, con 
tained in the multimedia title (step 708). An object-property 
is data pointed to by the object-property entry in a table of 
contents. S is calculated as S=S<1>+S<2>+ . . . +S<T>, 

Where S<i> denotes the number of properties associated 
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With multimedia object “i”, and “T” denotes the number of 
multimedia objects Within the multimedia title. The process 
then sets n=min (N,S), the minimum of N and S (step 710). 
Typically, S Will be much larger than N so that N=n Will 
generally hold true. The process then sets R=n—2 and X=1 
(step 712). Thereafter, an object-property pair is randomly 
selected from the multimedia title; the data corresponding to 
each object-property pair is located and read, and the 
locations(s) of the data are saved (step 714). “D3” denotes 
the information corresponding to the object-property pair (or 
the ?rst n bytes of information) in the randomly selected 
object-property, Which ever is less. L3 denotes the informa 
tion in the table of contents employed to locate and read the 
data corresponding to the randomly selected object-property 
pair. In effect, the process selects one of the S object 
property pairs (excluding the table of contents and the logo 
screen) and then at the neXt iteration randomly selects one of 
the S-1 remaining different object-property pairs With the 
previously selected object-property pair being eXcluded and 
so on and so forth. 

The process then calculates the MDC on the data or data 
object referenced by the selected object-property pair (step 
716). In accordance With a preferred embodiment of the 
present invention, a 128 bit MDC is calculated on the data 
associated With the object-property pair using the method 
described in US. Pat. No. 4,908,861 entitled “Data of 
Authentication Using Modi?cation Detection Codes Based 
on a Public One Way Encryption Function”. The MDC 
values calculated on values D3 through Dn are denoted 
MCD 3 through MCDn, respectively, as the process loops 
through (steps 714 and 716). The process determines 
Whether X=R (step 718). If X is not equal to R, the process 
sets X=X+1 (step 720) and returns to step 714. This con 
tinues until R=n—2 different object property pairs have been 
processed. 
When X=R, the process then proceeds to build a signature 

token, such as signature token 500 depicted in FIG. 5, 
consisting of a header, n data records, and a digital signature 
(step 722). The token type (e.g., “multimedia signature 
token”) and n (number of data records) is stored Within the 
header. In the ?rst data record, the data location and the hash 
value are set to the constant value “table of contents” and the 
calculated value of MCD 1, respectively. The term “table of 
contents” is stored in the data location sub-?eld in lieu of 
location information because the signature token validation 
module alWays knoWs the location of the table of contents in 
accordance With a preferred embodiment of the present 
invention. In the second data record in the signature token, 
the data location and hash value are set to the constant value 
“logo screen” and the calculated value of MDC2, respec 
tively. The term “logo screen” is stored in the data location 
sub-?eld in lieu of location information because the signa 
ture token validation module is able to calculate the location 
of the logo screen from the information found in the table of 
contents in accordance With a preferred embodiment of the 
present invention. The data locations and hash values in data 
records 3, 4, . . . , n are set to (L3, MDC3), (L4, 

MDC4), . . . , (Ln, MDCn), respectively. Note also that the 
hash values H1 through Hn in data records 1 though n of the 
signature token are equal to the MDC values: MDC1 
through MDCn, respectively. 

Furthermore, the signature token also includes space for 
a digital signature in accordance With a preferred embodi 
ment of the present invention. An RSA digital signature 
based on ISO Standard 9796 might typically require from 
512 to 2048 bits of storage space. A DSS digital signature 
based on FIPS 186 requires 320 bits of storage space. At step 
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722, the digital signature portion of the signature token is 
presently uninitialiZed. Thereafter, the process calculates a 
digital signature for the signature token With the multimedia 
company’s private key (step 724). More speci?cally, a 128 
bit MDC is calculated on the portion of the signature token 
consisting of the header and the n data records. This calcu 
lation may be performed using the process described in US. 
Pat. No. 4,908,861 entitled “Data Authentication Using 
Modi?cation Detection Codes Based on a Public One Way 
Encryption Function”. 

Thereafter, a digital signature is calculated on the MDC 
value using the private key of multimedia company in 
accordance With a preferred embodiment of the present 
invention. The digital signature could be calculated With an 
RSA private key in accordance With ISO standard 9796 or 
With a DSA private key in accordance With FIPS 186. Those 
skilled in the art Will recogniZe that private keys of different 
lengths can be employed to calculate the digital signature, 
and that digital signatures of different lengths can be stored 
in the signature token in accordance With a preferred 
embodiment of the present invention. Thereafter, the digital 
signature is stored in the signature token and the process 
terminates. 
With reference noW to FIG. 8, a ?oWchart of a process for 

validating multimedia titles in a validation program is 
depicted in accordance With a preferred embodiment of the 
present invention. This process is employed Within the 
signature token validation module 606 of FIG. 6. The 
process begins by receiving a multimedia title With the 
embedded signature token (step 800). The process then ?Xes 
variable R, Where R in this ?oWchart is the number of data 
records to be randomly authenticated (step 802). For 
eXample, R may be any value, such as 3, 4, 5, etc., but Will 
generally be a small value in order to minimiZe the required 
processing time. Thereafter, the process reads the embedded 
signature token (step 804). In accordance With a preferred 
embodiment of the present invention, the table of contents 
may be used to locate and read the embedded signature 
token. 
The process then locates and reads the table of contents or 

equivalent information contained in the multimedia title 
(step 806). This information is called “D1”. The process then 
calculates a 128 bit MDC on the table of contents, D1 (step 
808). This calculation may be performed in various Ways. 
For example, the process described in US. Pat. No. 4,908, 
861, entitled “Data Authentication Using Modi?cation 
Detection Codes Based on a Public One Way Encryption 
Function” may be used. The process then validates the MDC 
calculated on the table of contents against the MDC-of 
reference stored in the signature token (step 810). The 128 
bit MDC calculated in step 808 is compared With H1 in the 
?rst data record in the signature token. The process then 
determines Whether the tWo values are equal (step 812). If 
MDC is not equal to H1, the process then indicates that the 
title is invalid (step 814). In accordance With a preferred 
embodiment of the present invention, an invalid multimedia 
title so-detected by the signature token validation module 
causes an indicator or indication to be set, but does not halt 
processing. HoWever, the present invention could be prac 
ticed using an implementation Wherein the processing is 
halted as soon as an invalid condition is detected, Which 
Would not depart from the spirit of the present invention. 

If, hoWever, MDC is equal to H1, the process then locates 
and reads the ?rst logo screen that is displayed to a user in 
the multimedia title (step 816). The table of contents may be 
used to locate and read this logo screen. The logo screen 
contains the name of the multimedia title, and this informa 
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tion is called “D2”. Next, an MDC is calculated on the data 
comprising the logo screen (step 818). A 128 bit MDC is 
calculated in accordance With a preferred embodiment of the 
present invention. The process then validates the MDC 
calculated on the logo screen against the MDC stored in the 
signature token (step 820). The 128 bit MDC calculated in 
step 818 is compared With H2 in the second data record in 
the signature token. The process then determines Whether 
the tWo values are equal (step 822). If MDC is not equal to 
H2, the process then indicates that the title is invalid (step 
824). The process then sets Y=1 (step 826). 

The process also sets Y=1 if MDC is equal H2 (step 826). 
The process then randomly selects and reads one of the n-2 
remaining data records in the signature token (step 828). The 
data records are selected from data record 3 through data 
record n, inclusively. Each data record is associated With and 
refers to all or a portion of the data for a signal object 
property pair in the multimedia title. The process then reads 
the data OP1 associated With the object-property pair 
pointed to by the selected data record (step 820). The data 
location information in the data record is used to locate and 
read the data OP1 associated With the referenced object 
property pair in the multimedia title. 

Next, the process calculates a 128 bit MDC on the 
selected data OP1 (step 832). The process then validates the 
MDC calculated on the data OP1 against the corresponding 
MDC, or hash value H, stored in the data record read from 
the signature token (step 834). In step 834 the 128 bit MDC 
calculated in step 832 is compared With the corresponding 
MDC, or hash value H, recovered from the data record. If the 
calculated MDC and stored MDC are equal, control is 
passed to step 838. If the MDC values are not equal, the 
process indicates that the title is invalid (step 836) and 
control is passed to (step 838). The process determines 
Whether Y=R (step 838). If Y is not equal to R, the process 
sets Y=Y+1 (step 839) and returns to step 828. This con 
tinues until R data records have been randomly selected 
from among data records 3 through n in the signature token, 
and processed. When Y=R, the process then proceeds to 
validate the digital signature and signature token. Next, the 
process reads the digital signature in the signature token 
(step 840). 

Thereafter, the process accesses the multimedia compa 
ny’s public key, Which is stored as a ?xed constant in the 
signature token validation module (step 842). The process 
then validates the signature using the public key (step 844). 
A 128 bit MDC is calculated on the portion of the signature 
token consisting of the header and the n data records. When 
an RSA digital signature is employed, the original 128 bit 
hash value H is recovered from the RSA digital signature 
using the process described in ISO standard 9796 utiliZing 
the RSA public key. Thereafter, the 128 bit MDC calculated 
on the signature token including the header and the n data 
records are compared With the 128 bit hash value H. If these 
MDCs are equal, then the multimedia title is accepted as 
valid. OtherWise, the process indicates that the title is 
invalid. When a digital signature based on FIPS 186 is 
employed, the signature is validated by folloWing the steps 
outlined in FIPS 186, Which are different from those used to 
validate an RSA digital signature. 

The process then accepts the title or handles the title 
invalid condition (step 846). If the title is indicated as being 
invalid, several actions may be taken in accordance With a 
preferred embodiment of the present invention. For 
example, the multimedia title may be rejected, the multime 
dia title may be accepted, but the user is given a Warning 
screen; the multimedia may be accepted, but the user may be 
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required to start over. Of course, the signature may be 
validated before the table of contents, logo screen, and 
randomly selected data records are checked in accordance 
With a preferred embodiment of the present invention. 
Depending on the implementation other logical structures 
other than the table of contents or logo screen may or may 
not be checked. 
The processes depicted in FIGS. 3—8 may be implemented 

by those of ordinary skill in the art Within the data process 
ing system depicted in FIGS. 1 and 2. The processes of the 
present invention also may be implemented in a program 
storage device that is readable by a data processing system, 
Wherein the program storage device encodes data processing 
system executable instructions coding for the processes of 
the present invention. The program storage device may take 
various forms including, for example, but not limited to a 
hard disk drive, a ?oppy disk, an optical disk, a ROM, and 
an EPROM, Which are knoWn to those skilled in the art. The 
processes stored on a program storage device are dormant 
until activated by using the program storage device With the 
data processing system. For example, a hard drive contain 
ing data processing system executable instruction for the 
present invention may be connected to a data processing 
system; a ?oppy disk containing data processing system 
executable instructions for the present invention may be 
inserted into a ?oppy disk drive in the data processing 
system; or a ROM containing data processing system 
executable instructions for the present invention may be 
connected to the data processing system via a card or adapter 
connected to an I/O slot. 

While the invention has been particularly shoWn and 
described With reference to a preferred embodiment, it Will 
be understood by those skilled in the art that various changes 
in form and detail may be made therein Without departing 
from the spirit and scope of the invention. 
What is claimed is: 
1. A method in a data processing system for detecting 

unauthoriZed programs Within the data processing system, 
the method comprising: 

creating a validation structure for validating a program 
including program data, Wherein the structure includes 
data derived from data selected from [a portion] por 
tions of the program data including sections other than 
a lead-in section of the program data, Which is used to 
determine Whether the program is an unauthoriZed 
program; 

imbedding the validation structure in the program; and 
responsive to an initiation of the program, determining 

Whether the program is an authoriZed program using 
the validation structure. 

2. The method of claim 1, further comprising preventing 
execution of the program in response to a determination that 
the program is unauthoriZed. 

3. The method of claim 1, further comprising permitting 
limited execution of the program in response to a determi 
nation that the program is unauthoriZed. 

4. The method of claim 1, Where in the determining step 
comprises 

randomly selecting portions of the validation structure; 
and 

determining Whether the program is an unauthoriZed 
program using the randomly selected portions of the 
validation structure. 

5. The method of claim 1, Wherein the creating step 
comprises randomly selecting data from Within the program. 

6. The method of claim 5, Wherein the creating step 
comprises: 
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randomly selecting a plurality of sections from Within the 
program; 

creating a cryptographic hash value for each selected 
section from the plurality of randomly selected sections 
Within the program; and 

storing the cryptographic hash value and a location value 
for each selected section as a data record Within a 
validation structure, Wherein the location is a location 
of the selected section Within the program. 

7. The method of claim 6, Wherein the creating step 
further comprises: 

creating a signature for the validation structure, Wherein 
the signature is a cryptographic hash value calculated 
on the validation structure; and 

associating the signature With the validation structure. 
8. The method of claim 7, Wherein the associating step 

comprises placing the signature Within the validation struc 
ture. 

9. The method of claim 1, Wherein the determining step 
comprises: 

randomly selecting a number of data records from Within 
the validation structure; 

for each randomly data selected record, creating a cryp 
tographic hash value on the section in located indicated 
by the location value for the randomly selected data 
record; and 

comparing the created cryptographic hash value With the 
hash value Within the randomly selected data record. 

10. The method of claim 9, Wherein the determining step 
further comprises: 

creating a cryptographic hash value for the validation 
structure; and 

comparing the created cryptographic hash value With the 
signature. 

11. A data processing system for detecting unauthoriZed 
programs Within the data processing system, the data pro 
cessing system comprising: 

creation means for creating a validation structure for 
validating a program including program data, Wherein 
the structure includes data derived from data selected 
from [a portion] portions of the program data including 
sections other than a lead-in section of the program 
data, Wherein the structure may be used to determine 
Whether the program is an unauthoriZed program; 

imbedding means for imbedding the validation structure 
in the program; and 

determination means, responsive to an initiation of the 
program, for determining Whether the program is an 
unauthoriZed program. 

12. The data processing system of claim 11, further 
comprising means for preventing eXecution of the program 
in response to a determination that the program is unautho 
riZed. 

13. The data processing system of claim 11, further 
comprising means for permitting limited execution of the 
program in response to a determination that the program is 
unauthoriZed. 

14. The data processing system of claim 11, Wherein the 
determination means comprises 

random selection means for randomly selecting portion of 
the validation structure; and 

determination means for determining Whether the pro 
gram is an unauthoriZed program using the randomly 
selected portions of the validation structure. 

15. The data processing system of claim 11, Wherein the 
creation means comprises: 
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second random selection means for randomly selecting a 

plurality of sections from Within the program; 
second creation means for creating a cryptographic hash 

value for each selected section from the plurality of 
randomly selected sections Within the program; and 

storage means for storing the cryptographic hash value 
and a location value for each selected section as a data 
record Within a validation structure, Wherein the loca 
tion is a location of the selected section Within the 
program. 

16. The data processing system of claim 14, Wherein the 
creation means further comprises: 

third creation means for creating a signature for the 
validation structure, system is calculated on the cryp 
tographic hash value; and 

association means for associating the signature With the 
validation structure. 

17. The data processing system of claim 16, Wherein the 
association means comprises placement means for placing 
the signature Within the validation structure. 

18. The data processing system of claim 16, Wherein the 
determination means comprises: 
random selection means for randomly selecting a number 

of data records from Within the validation structure; 
creations means for creating a cryptographic hash value 

on the section in located indicated by the location value 
for the randomly selected data record for each ran 
domly data selected record; and 

comparison means for comparing the created crypto 
graphic hash value With the hash value Within the 
randomly selected data record. 

19. The data processing system of claim 18, Wherein the 
determination means further comprises: 

creation means for creating a cryptographic hash value for 
the validation structure; and 

validation means for the created cryptographic hash value 
With the signature. 

20. A method in a data processing system for creating a 
validation structure for use in validating a program, the 
method comprising: 

selecting a plurality of sections including sections other 
than a lead-in section from Within the program, each 
section Within the plurality of sections containing pro 
gram data; 

creating a cryptographic hash value for each selected 
section from the program data Within the plurality of 
selected sections Within the program; and 

storing the cryptographic hash value and a location for 
each selected section as a data record Within a valida 
tion structure, Wherein the location is a location of the 
selected section Within the program. 

21. The method of claim 20, Wherein the selecting step 
comprises randomly selecting a plurality of sections from 
Within the program. 

22. The method of claim 20, Wherein the creating step 
further comprises: 

creating a signature for the validation structure, and 
associating the signature With the validation structure. 
23. The method of claim 22, Wherein the associating step 

comprises placing the signature Within the validation struc 
ture. 

24. A data processing system for creating a validation 
structure for use in validating a program, the data processing 
system comprising: 
random selection means for randomly selecting a plurality 

of sections including sections other than a lead-in 
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section from Within the program, each selected section 
Within the plurality of randomly selected sections con 
taining program data; 

creation means for creating a cryptographic hash value for 
program data Within each selected section from Within 
the plurality of randomly selected sections Within the 
program; and 

storage means for storing the cryptographic hash value 
and a location value for each selected section as a data 
record Within a validation structure, Wherein the loca 
tion is a location of the selected section Within the 
program. 

25. The data processing system of claim 24, Wherein the 
creation means further comprises: 

second creation means for creating a signature for the 
validation structure, and 

association means for associating the signature With the 
validation structure. 

26. The data processing system of claim 25, Wherein the 
association means comprises placement means for placing 
the signature Within the validation structure. 

27. A method in a data processing system for validating a 
program, Wherein the program includes a validation struc 
ture having a plurality of data records, Wherein each data 
record Within the plurality of data records includes a cryp 
tographic hash value for program data Within a section 
selected from sections including sections other than a lead-in 
section of the program and a location value, Wherein the 
location value indicates a location of the selected section, the 
method comprising: 

randomly selecting a number of data records from Within 
the validation structure; 

creating a cryptographic hash value on program data 
Within the section in the location indicated by the 
location value for the randomly selected data record for 
each randomly selected data record; and 

comparing the created cryptographic hash value With the 
hash value Within the randomly selected data record. 

28. The data processing system of claim 27, Wherein the 
determination means further comprises: 

creating a cryptographic hash value for the validation 
structure; and 

validating the created cryptographic hash value With the 
signature. 

29. A data processing system for validating a program, 
Wherein the program includes a validation structure having 
a plurality of data records, Wherein each data record Within 
the plurality of data records includes a cryptographic hash 
value for program data Within a section selected from 
sections including sections other than a lead-in section of the 
program and a location value, Wherein the location value 
indicates a location of the selected section, the data process 
ing system comprising: 

random selection means for randomly selecting a number 
of data records from Within the validation structure; 

creation means for creating a cryptographic hash value on 
program data Within the section in the location indi 
cated by the location value for the randomly selected 
data record for each randomly selected data record; and 
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comparison means for comparing the created crypto 

graphic hash value With the hash value Within the 
randomly selected data record. 

30. The data processing system of claim 29, Wherein the 
determination means further comprises: 

creation means for creating a cryptographic hash value for 
the validation structure; and 

signature validation means for validating the created 
cryptographic hash value With the signature. 

31. Astorage device readable by a data processing system 
and encoding data processing system eXecutable instructions 
comprising: 

selections means for selecting a plurality of sections 
including sections other than a lead-in section from 
Within a program containing program data; 

creation means for creating a cryptographic hash value for 
program data Within each selected section from the 
plurality of selected sections Within the program; and 

storage means for storing the cryptographic hash value 
and a location value for each selected section as a data 
record Within a validation structure, Wherein the loca 
tion is a location of the selected section Within the 
program, Wherein the means are activated When the 
storage device is connected to and accessed by a data 
processing system. 

32. The storage device of claim 31, Wherein the storage 
device is a hard disk drive. 

33. The storage device of claim 31, Wherein the storage 
device is a ROM for use With a data processing system. 

34. The storage device of claim 31, Wherein the storage 
device is a ?oppy diskette. 

35. Astorage device readable by a data processing system 
and encoding data processing system eXecutable instructions 
for validating a program, Wherein the program includes a 
validation structure having a plurality of data records, 
Wherein each data record Within the plurality of data records 
includes a cryptographic hash value for program data Within 
a section selected from sections including sections other than 
a lead-in section of the program and a location value, 
Wherein the location value indicates a location of the section, 
the storage device comprising: 

creation means for creating a cryptographic hash value on 
program data Within the section in the location indi 
cated by the location value for the randomly selected 
data record for each randomly selected data record; and 

comparison means for comparing the created crypto 
graphic hash value With the hash value Within the 
randomly selected data record, Wherein the means are 
activated When the storage device is connected to and 
accessed by a data processing system. 

36. The storage device of claim 35, Wherein the storage 
device is a hard disk drive. 

37. The storage device of claim 35, Wherein the storage 
device is a ROM for use With a data processing system. 

38. The storage device of claim 35, Wherein the storage 
device is a ?oppy diskette. 


