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METHODS AND APPARATUS FOR USE IN A 
NETWORK OF THE ETHERNET TYPE, TO 
IMPROVE FAIRNESS BY CONTROLLING 
COLLISION BACKOFF TIMES AND USING 
STOPPED BACKOFF TIMING IN THE 
EVENT OF CHANNEL CAPTURE 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci? 
cation; matter printed in italics indicates the additions 
made by reissue. 

This application is a continuation in part of the US. 
patent application of Henry Sho-Che Yang, Kadangode K. 
Ramakrishnan, William R. Hawe, and Anthony Lauck, Ser. 
No. 08/085,866, ?led Jun. 30, 1993, entitled “Method And 
Apparatus For Use In A Network Of The Ethernet Type, To 
Improve Fairness By Controlling Collision Backoff Times In 
The Event Of Channel Capture”. 

BACKGROUND OF THE INVENTION 

This invention relates generally to local area networks 
(LANs) of the Ethernet type and, more particularly, to 
techniques for improving fairness of channel access in an 
Ethernet LAN. Ethernet is a commonly used name for a 
LAN that uses a network access protocol referred to as 
Carrier Sense Multiple Access with Collision Detection 
(CSMA/CD). The CSMA/CD protocol is de?ned in ANSI/ 
IEEE Std 802.3, published by the Institute of Electrical and 
Electronics Engineers, Inc., 345 East 45th Street, New York, 
NY. 10017, and referred to in this speci?cation as “the IEEE 
802.3 standard.” The standard is for a 10 Mbps (megabits/ 
sec) CSMA/CD channel, but it will be understood that the 
present invention may also be applicable to a 100 Mbps 
channel. 

Under the CSMA/CD rules for access to a network bus or 
cable, which will be referred to as the channel, any node or 
station wishing to transmit must ?rst “listen” to make sure 
that the channel is clear before beginning to transmit. All 
nodes on the network have equal priority of access and may 
begin transmitting as soon as the channel is clear and a 
required inter-packet delay of 9.6 ps (microseconds) has 
elapsed. However, if a ?rst node that has started transmitting 
detects a “collision” with a transmission from another node, 
the ?rst node continues transmitting for a short time to make 
sure that all nodes wishing to transmit will detect the 
collision. Every other node detecting the collision also 
continues to transmit for a short time. Then each node that 
has detected a collision terminates transmission of the 
packet or frame. The nodes involved in the collision wait for 
the required interpacket delay of 9.6 ps and then select 
random, and therefore usually different, delay times, 
referred to as backoff times, before trying transmission of 
the same packet again. 
More speci?cally, the IEEE 802.3 standard de?nes a 

collision backoff procedure referred to as “truncated binary 
exponential backoff.” When a transmission attempt has 
terminated due to a collision, it is retried by the transmitting 
node, after a selected backoff time, until either the trans 
mission is successful or a maximum number of attempts 
have been made and all have terminated due to collisions. 
The backoff time is selected by each node as an integral 
multiple of the “slot time,” which is the maximum round-trip 
propagation time for the network, i.e. the time to propagate 
a data packet from one end of the network to the other, and 
back. The slot time de?ned by the IEEE 802.3 standard is 
51.2 us. The number of slot times selected as the backoff 
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2 
time before the nth retransmission is chosen as a randomly 
distributed integer r in the range: 

Therefore, for the ?rst attempted retransmission the backoff 
time is selected as 0 or 1 slot times, for the second attempted 
retransmission the backoff time is selected as 0, 1, 2 or 3 slot 
times, for the third attempted retransmission the backoff 
time is selected as 0, 1, 2, 3, 4, 5, 6 or 7 slot times, and so 
forth. The maximum backoff time, for the tenth attempted 
retransmission may be up to 21O—1, or 1,023 slot times, i.e. 
52.4 ms. 
The IEEE 802.3 standard is designed to achieve optimal 

performance, in throughput, latency and fairness, when the 
number of nodes in the network is relatively large. When the 
number of active nodes, i.e. nodes having data packets to 
transmit, is small, e.g. two nodes, the IEEE 802.3 standard 
exhibits an undesirable effect referred to as the capture 
effect, in which one of the nodes may effectively capture the 
channel and transmit a succession of data packets in a 
back-to-back fashion for a relatively long period of time. 
The capture effect is best understood from a simple example. 

Suppose there are two active nodes, Aand B, in a network 
and they begin transmitting at approximately the same time, 
resulting in a ?rst collision. They each select backoff times 
of 0 or 1 slot time, in accordance with the standard backoff 
algorithm. Suppose further that node A selects Zero backoff 
time and node B selects one slot time as its backoff time. 
Obviously, node A will be able to successfully transmit on 
its ?rst attempt at retransmission. Node B will wait a full slot 
time before making its ?rst retransmission attempt, but by 
this time node A has started transmitting a second data 
packet, i.e. node A is transmitting successive packets back 
to-back, with only the required interpacket gap (IPG) sepa 
rating them. Node B experiences a second collision on its 
?rst data packet, but for node A it is still a “?rst” collision 
for trying to transmit a second data packet In accordance 
with the standard backoff algorithm, node Aselects a backoff 
of 0 or 1 slot time, but node B selects a backoff of 0, 1, 2 or 
3 slot times. Therefore, node B has only one chance in eight 
of winning access to the channel (if node B chooses 0 and 
node A chooses 1). Node A, however, has ?ve chances in 
eight of winning channel access. (Two of the eight possi 
bilities will result in another collision.) Clearly, it is more 
probable, actually ?ve times more probable, that node Awill 
retain access to the channel, as compared with node B. If the 
probable occurs, and node A transmits its second data 
packet,the situation becomes progressively more dif?cult for 
node B to transmit. If another collision occurs on node B’s 
next attempt to retransmit, this will be node B’s third 
attempt, but node A’s “?rst” again. Node A’s backoff is still 
0 or 1 slot time, but node B’s is selected from 0 through 7 
slot times. Node A is then thirteen times as likely to win 
access to the channel on the next attempted retransmission. 
For the nth attempt at retransmission by node B, node Awill 
be (2”—3) times more likely to win access to the channel. For 
the maximum value of n, i.e. 10, the unfairness factor 
between the two active nodes will be 21O—3, or 1,021. 

For network protocols that require a receiving node to 
acknowledge that it has received a packet, the situation is 
further aggravated by the need to transmit acknowledgment 
messages on the network. For example node A captures the 
channel and is sending successive packets to node B, node 
B may be unable to acknowledge even the ?rst received 
packet. Node Awill eventually have to give up the channel 
to allow acknowledgements to How back from node B, but 
this is an inefficient process and channel utilization goes 
down. 
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It will be appreciated from the foregoing that there is a 
need for improvement over the standard approach for select 
ing random backoff times in a network using the CSMA/CD 
protocol. Ideally, any improved technique should still com 
port with the objects of the IEEE 802.3 standard and should 
be compatible with nodes that use the standard without 
improvement. The present invention achieves these ends, as 
will become apparent from the following summary. 

One approach has been to assign special backoff times to 
a node based on the node’s recent transmission attempt 
history. These special backoff algorithms, however, some 
times have the undesirable effect of reducing channel 
throughput. 

SUMMARY OF THE INVENTION 

The present invention resides in a technique that modi?es 
the standard backoff approach in the event that a channel 
capture condition is detected. The basic method of the 
invention is for use in a node of a network employing a 
Carrier Sense Multiple Access with Collision Detection 
(CSMA/CD) protocol to control channel access. The method 
comprises the steps of sensing when a node has captured the 
channel by successfully transmitting a ?rst data packet and 
beginning to transmit a second data packet without relin 
quishing the channel to another node, then, after sensing 
capture of the channel, sensing a collision between the 
second packet transmission and a transmission by another 
node; after sensing a collision, selecting a backoff time to 
wait before attempting retransmission, wherein the backoff 
time before at least the ?rst retransmission attempt is 
selected to be actually or potentially longer than if the node 
had not captured the channel, and ?nally, potentially using 
a stopped backoff algorithm during the backoff period. The 
less aggressive backoff time selected for a node that has 
captured the channel gives a node that has not captured the 
channel at least one transmission opportunity that it would 
not otherwise have. 
A ?rst method of implementing the invention comprises 

the steps of sensing when a node has captured the channel, 
then, after sensing capture of the channel, sensing a collision 
between a second packet transmission and a transmission by 
a different node on the network, and, after sensing the 
collision, selecting a backoff time to wait before attempting 
retransmission, wherein the backoff time before at least the 
?rst retransmission attempt is selected to be actually or 
potentially longer than if the node had not captured the 
channel, then, monitoring the channel for activity from a 
different node on the network, operating a backoff timer 
when the channel is idle, halting the backoff timer during 
any period in which the channel is not idle, and ?nally, 
attempting retransmission when the backoff timer expires. 
A second method of implementing the invention com 

prises the steps of sensing when the node has captured the 
channel, then, after sensing capture of the channel, sensing 
a collision between a second packet transmission and a 
transmission by a different node on the network, after 
sensing the collision, selecting a backoff time to wait before 
attempting retransmission, wherein the backoff time before 
at least the ?rst retransmission attempt is selected to be 
actually or potentially longer than if the node had not 
captured the channel, then, determining if the node is 
waiting a ?rst backoff time for a ?rst retransmission attempt, 
and, in response to a determination that the node is waiting 
a ?rst backoff time, monitoring the channel for activity from 
a different node on the network, operating a backoff timer 
when the channel is idle, and halting the backoff timer 
during any period in which the channel is not idle, and, in 
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4 
response to a determination that the node is not waiting a 
?rst backoff time, operating the backoff timer, and ?nally, 
attempting retransmission when the backoff timer expires. 
The step of monitoring the channel for activity from a 

different node in either implementation further comprises 
recognizing when a different node is transmitting on the 
channel, recognizing when a collision is occurring on the 
channel, and recognizing when a different node is transmit 
ting or a collision is occurring on the channel. 
A node may use the invention for all packet transactions 

on a channel, or for selected packet transactions only. A 
selective implementation of the invention includes the addi 
tional steps of examining the contents of a data ?eld in a 
packet which requires retransmission in order to determine 
whether a special backoff algorithm should be used for the 
packet, and, in response to a determination that the special 
backoff algorithm should be used, selecting a backoff time to 
wait before attempting retransmission, wherein the backoff 
time before at least the ?rst retransmission attempt is 
selected to be actually or potentially longer than if the node 
had not captured the channel, and wherein the backoff time 
before a second retransmission attempt is selected to be 
actually or potentially shorter than if the node had not 
captured the channel, monitoring the channel for activity 
from a different node on the network, operating a backoff 
timer when the channel is idle, and halting the backoff timer 
during any period in which the channel is not idle, and, in 
response to a determination that the special backoff algo 
rithm should not be used, operating a backoff timer, and 
?nally, attempting retransmission when the backoff timer 
expires. 
The invention may also be de?ned in terms of an 

apparatus, comprising means for sensing when the node has 
captured the channel, means for, after sensing capture of the 
channel, sensing a collision between a second packet trans 
mission and a transmission by a different node on the 
network, means for, in response to sensing the collision, 
selecting a backoff time to wait before attempting 
retransmission, wherein the backoff time before at least the 
?rst retransmission attempt is selected to be actually or 
potentially longer than if the node had not captured the 
channel, means for monitoring the channel for activity from 
a different node on the network, a backoff timer, means for 
operating the backoff timer when the channel is idle, means 
for halting the backoff timer during any period in which the 
channel is not idle, and means for attempting retransmission 
when the backoff timer expires. Asecond apparatus embody 
ing the invention also includes means for determining if the 
node is waiting a ?rst backoff time for a ?rst retransmission 
attempt, means for, in response to a determination that the 
node is waiting a ?rst backoff time, monitoring the channel 
for activity from a different node on the network, operating 
a backoff timer when the channel is idle, and halting the 
backoff timer during any period in which the channel is not 
idle, means for, in response to a determination that the node 
is not waiting a ?rst backoff time, operating a backoff timer, 
and means for attempting retransmission when the backoff 
timer expires. 

It will be appreciated from the foregoing that the present 
invention represents a signi?cant advance in the ?eld of 
local area networks of the Ethernet or IEEE 802.3 type. The 
invention improves fairness of channel access in networks 
with small numbers of active nodes, since these con?gura 
tions are most prone to unfairness caused by channel cap 
ture. Other aspects and advantages of the invention will 
become apparent from the following more detailed 
description, taken in conjunction with the accompanying 
drawings. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagram showing the principles of collision 
detection in a CSMA/CD LAN; and 

FIG. 2 is a ?owchart showing the principles of a ?rst and 
preferred embodiment of the present invention; and 

FIG. 3 is a ?owchart showing the principles of a second 
embodiment of the present invention; 

FIG. 4 is a ?owchart showing the principles of a fourth 
embodiment of the present invention; and 

FIG. 5 is a diagram of the contents of a packet transmitted 
on a channel. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

As shown in the drawings for purposes of illustration, the 
present invention is concerned with an improved technique 
for randomly selecting backoff times in a LAN that uses a 
network access protocol referred to as Carrier Sense Mul 
tiple Access with Collision Detection (CSMA/CD). Under 
the CSMA/CD rules for access to a network channel, any 
node wishing to transmit must ?rst “listen” to make sure that 
the channel is idle before beginning to transmit. All nodes on 
the network have equal priority of access and may begin 
transmitting as soon as the channel is idle and a required 
interpacket delay has elapsed. 

FIG. 1 is a graphical diagram that is useful in visualiZing 
channel access concepts in a LAN of the Ethernet or IEEE 
802.3 standard type. The horiZontal axis of the diagram 
represents distance along the channel from a ?rst node S1 on 
the left-hand side to an nth node Sn on the right-hand side. 
The vertical axis represents time. The area designated Packet 
#1 represents the transmission of a data packet by node S1 
onto the channel. The vertical dimension of this area indi 
cates that the packet takes a certain time for S1 to transmit 
it. The downward slope of the area is consistent with the 
propagation delay associated with the packet as it is trans 
mitted along the channel. Thus node Sn receives the packet 
some time after it was transmitted. 

After transmitting Packet #1, node S1 waits for a required 
interpacket gap (IPG) time, which the standard de?nes as 9.6 
ps, and if no other channel activity is detected, begins 
transmitting another packet, as indicated by the area “Packet 
#2.” This is a back-to-back transmission of successive data 
packets, and thus far it has been assumed that there was no 
competition for access to the channel. 

The next portion of FIG. 1 shows the effect of practically 
simultaneous transmission attempts from nodes S1 and S”. 
Transmission of Packets #3 and #4 were both started after 
the transmitting nodes detected an idle channel. The packets 
collide in mid-channel, as indicated diagrammatically in 
FIG. 1, and an indication of the collision is provided to the 
transmitting nodes, and to all the other nodes, as indicated by 
the broken lines in the ?gure. It will be appreciated from the 
?gure that the time for node S1 to learn of the collision is the 
round-trip propagation time from the transmitting node to 
the collision point, and back. It will also be appreciated that 
the collision point may be almost at the other end of the 
channel, adjacent to node S”. Then the delay in learning of 
the collision would be the round-trip propagation time from 
one end of the channel to the other. This time is referred to 
as one slot time, and is de?ned by the IEEE 802.3 standard 
as a maximum of 51.2 us. 

In the event of a collision, each active node defers its next 
attempt to transmit by a random time that is an integral 
multiple r of the slot time. Speci?cally, for the nth attempt 
at retransmission r is chosen from the range: 
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0§r<2", where k=min (n, 10). 

Therefore, the backoff time is selected from the following 
ranges of times, depending on how many retransmission 
attempts have been made: 

Retransmission Backoff time in slot times 
attempt no. r 

n (selected at random from:) 

1 0,1 
2 0,1,2,3 
3 O,1,2,3,4,5,6,7 
4 0 through 15 
n 0 through (Zn-1) 

10 (maximum n) 0 through 1,023 

The standard backoff algorithm is designed to achieve 
optimal performance, in throughput, latency and fairness, 
when the number of nodes in the network is relatively large. 
When the number of active nodes, i.e. nodes having data 
packets to transmit, is small, e.g. two nodes, the IEEE 802.3 
standard exhibits an undesirable effect referred to as the 
capture effect, in which one of the nodes may effectively 
capture the channel and transmit a succession of data 
packets in a back-to-back fashion for a relatively long period 
of time. The capture effect arises because the range of 
backoff times increases exponentially with the number of 
retransmission attempts. If one of two active nodes loses 
channel access, the losing node has a progressively decreas 
ing probability of gaining access so long as the other node 
continues to transmit back-to-back packets. 

FIRST EXEMPLARY EMBODIMENT 

In accordance with the invention, when a node senses that 
it has captured the channel, after the next collision it selects 
a backoff time that is less aggressive (i.e. tends to be longer) 
than the backoff time designated by the standard backoff 
algorithm. This provides an increased opportunity for 
another node to gain access to the channel, and results in 
improved performance when there are only two active 
nodes, or in networks having a small number of nodes. 

The selection of backoff times for a node in the capture 
condition may be made in accordance with one of several 
different speci?c approaches. A common feature of the 
approaches is that each provides for a less aggressive (i.e. 
potentially or de?nitely longer) backoff time for the ?rst 
retransmission attempt by a node that has captured the 
channel. Three examples are provided below. 

EXAMPLE 1 

For n=1 (?rst retransmission attempt), a backoff of 2 slot 
times is always selected for a node that has captured the 
channel. For n=2 (second retransmission attempt), a backoff 
of 0 slot times is selected. For n>2, the standard backoff time 
of r slot times is selected, where r is in the range: 0§r<2k, 
where k=min (n, 10). Note that the average of ?rst two 
collision backoff times is one slot time, which is the same as 
the average for the ?rst two backoff times using the standard 
algorithm. 

EXAMPLE 2 

For n=1 (?rst retransmission attempt), a backoff of r slot 
times is selected for a node that has captured the channel, 
where r in this case is in the range 0§r<4. For n=2 (second 
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retransmission attempt), a backoff of r slot times is selected, 
Where r in this case is in the range 0§r<2. For n>2, the 
standard backoff time of r slot times is selected, Where r is 
in the range: 0§r<2k, and k=min (n, 10). Note that, as in 
Example 1, the average of ?rst tWo collision backoff times 
is the same as the average for the ?rst tWo backoff times 
using the standard algorithm. In fact the ?rst tWo backoff 
times are equivalent to those in the standard algorithm, but 
reversed in sequence. 

EXAMPLE 3 

For n=1 (?rst retransmission attempt), a backoff of 4 slot 
times is alWays selected for a node that has captured the 
channel. For n>1 (second or subsequent retransmission 
attempt), the standard backoff time of r slot times is selected, 
Where r is in the range: 

O§r<2", Where k=min (n, 10). 

In this example, the average of the ?st tWo backoff times is 
higher than the average for the standard algorithm. 
Basically, this approach provides for a relatively long back 
off as soon as the capture condition is detected, folloWed by 
an immediate return to the standard approach. 

The folloWing table compares the standard approach With 
those of the three examples of the present invention: 

Backoff Time (Slot times) 

Backoff technique n = 1 n = 2 n = 2 

IEEE Standard 0-1 O—3 O—7 
Example #1 2 0 O—7 
Example #2 O—3 O—1 O—7 
Example #3 4 O—3 O—7 

SECOND EXEMPLARY EMBODIMENT 

These improved backoff algorithms, hoWever, may 
exhibit undesirable characteristics resulting in loWer 
throughput on the channel in some circumstances. For 
example, under a Worst case load, Where tWo nodes have an 
in?nite number of packets to transmit, for every packet 
transmitted, there is a corresponding collision. This is char 
acteriZed as a 100% collision rate. A simple example Will 
demonstrate hoW this occurs. 

Suppose there are tWo active nodes, Aand B, in a netWork 
and node Ahas determined it has captured the channel. Node 
B begins to transmit, and a collision occurs. When a colli 
sion occurs, using the algorithm in Example 1, above, node 
AWill select backoff time of 2. Suppose further that node B, 
using the standard algorithm, selects a Zero backoff time. 
Obviously, node B Will be able to successfully transmit on 
its ?rst attempt at retransmission. After node B has success 
fully transmitted, both node A and node B Will again 
simultaneously transmit a packet because again, each node 
has an in?nite number packets to transmit. At this point, in 
accordance With the invention, node B Will determine it has 
captured the channel because it has successfully transmitted 
a packet and is noW transmitting another packet Without 
having received a packet or fragment of a packet since the 
successful transmission. Node A, on the other hand, Will 
clear any indication that it has captured the channel. With 
this second simultaneous transmission, a second collision 
Will occur. NoW node B, Which has captured the channel, 
Will select a backoff time of 2. According to the invention, 
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node A selects a backoff of Zero. Node A Will successfully 
transmit a packet upon its retransmission attempt, and the 
Whole cycle outlined in this example Will begin again. The 
tWo nodes Will take turns successfully transmitting a packet, 
but for each packet transmitted there Will be a collision. 

The addition of a stopped backoff algorithm alleviates this 
undesirable characteristic. Using a stopped backoff 
algorithm, a node delays its retransmission attempt depend 
ing on channel activity. The stopped backoff algorithm 
requires a node to stop its backoff timer When it detects that 
the channel is busy, eg when the receive carrier or collision 
signal is active. 

Stopped backoff algorithms have been used in LANs 
having a large number of nodes. The original motivation for 
stopped backoff algorithms arose because of the folloWing 
situation: a collision occurs involving n nodes. One of the 
nodes or even a different node, say node X, gains access to 
the netWork and initiates a long data transfer. During this 
long transfer, many or all the n nodes involved in the 
collision may complete their backoff Waiting period and 
attempt a retransmission immediately folloWing node X’s 
long transfer, leading to another multi-node collision. 
Stopped backoff algorithms reduce the occurrence of end 
of-transmission collisions by forcing the nodes on the net 
Work to Wait a random amount of time from the end of node 
X’s transmission before attempting a retransmission. 
One stopped backoff algorithm Was introduced by 

Madhay Marathe in a paper submitted to the IEEE entitled, 
“Design Analysis of a Local Area Network”, 1980. 
(Citation?) A second stopped backoff algorithm, used in 
IEEE 802.3 compliant products, Works as folloWs: While a 
node is in a backoff state folloWing a collision, it stops its 
backoff timer When it detects channel activity on its receive 
carrier or collision signal inputs. The running of the backoff 
timer is resumed When the channel becomes idle. 
The improved feature of the present invention may be 

implemented in different Ways. TWo methods are described, 
the ?rst of Which represents the preferred embodiment of the 
present invention. 

METHOD 1 

If a node has attempted a back-to-back transmit, and a 
collision has occurred, the node uses one of the special 
backoff algorithms described above in Examples 1, 2 or 3 to 
select a backoff time. Only after a ?rst collision and corre 
sponding ?rst retransmission attempt backoff time, the node 
it halts its backoff timer during any period in Which the 
channel is busy, eg when the node detects activity on its 
receive carrier or collision signal. The backoff timer is 
continued, Without being reset, When the channel becomes 
idle. For any collision after the ?rst collision, the node uses 
one of the special backoff algorithms Without a stopped 
backoff algorithm. 

METHOD 2 

If a node has attempted a back-to-back transmit, and 
collision has occurred, the node uses one of the special 
backoff algorithms described above in Examples 1, 2 or 3 to 
select a backoff time. For any collision and its corresponding 
retransmission attempt backoff time, the node halts its 
backoff timer during any period in Which the channel is busy, 
eg when the node detects activity on its receive carrier or 
collision signal. The backoff timer is continued, Without 
being reset, When the channel becomes idle. 

Turning noW to FIG. 2, there is shoWn the functions 
performed in a node implementing the Method 1 of the 
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present invention. The node continually monitors its opera 
tion to determine Whether it has captured the channel, and 
maintains a capture ?ag to record this status. In the presently 
preferred embodiment of the invention, channel capture is 
de?ned to have occurred When a node begins transmitting a 
data packet Without having received a packet, or a fragment 
of a packet, from the netWork since the node’s transmission 
of a prior packet. Under this de?nition, the subsequent 
packet transmission may occur immediately upon the expi 
ration of a required inter-packet gap (IPG) folloWing the 
transmission of the prior packet, or may occur at some later 
time folloWing transmission of the prior packet. When a 
node successfully transmits a packet, it retains memory of 
this event during a subsequent idle period. When the node 
starts a subsequent packet transmission Without an interven 
ing transmission by another node, the node is said to have 
captured the channel. This channel capture test is easy to 
implement and results in rapid and consistent application of 
the principle of the invention. 
An alternative approach to testing for channel capture is 

to require back-to-back transmissions by a node before the 
node is declared to have captured the channel. Therefore, 
channel capture Will be detected upon beginning transmis 
sion of a second packet immediately after transmitting a ?rst 
packet and Waiting for the required interpacket gap. 
Although this approach is satisfactory, it results in a delay in 
the application of the invention for a netWork With a larger 
number of nodes. When tWo nodes are competing for 
channel access, a number of collisions may be needed before 
one node gains access and is subsequently declared to have 
captured the channel. In the preferred approach to declaring 
channel capture, at any instant in time one of tWo active 
nodes on the network Will alWays be considered to have 
captured the channel, even though there may be intervening 
idle periods. Therefore, on the occurrence of a ?rst collision 
the node that has captured the channel immediately backs off 
less aggressively. 
As indicated in block 10, if this node currently does not 

have its capture ?ag set, a check is made (block 12) to 
determine if the node has captured the channel, i.e. Whether 
it is transmitting the second of tWo back-to-back packets. If 
so, the capture ?ag is set, as indicated in block 14. If the 
capture ?ag Was not set, a check is made to determine 
Whether this node has lost access to the channel, as indicated 
in block 16. If so, the capture ?ag is cleared, as indicated in 
block 18. 

FolloWing these steps to maintain the capture ?ag, if no 
collision is detected, processing in the node continues, and 
the capture ?ag maintenance steps discussed above Will be 
repeated continually. It Will be understood, of course, that 
other forms of processing take place in the node, but these 
have been omitted for clarity. 

If a collision is detected, as indicated in block 20, the 
capture ?ag is again checked, in block 22. If it is set, a 
special backoff time may be selected, depending on hoW 
many transmission attempts have been made. 

For the ?rst retransmission attempt (n=1) after a collision 
(and after detection of capture by this node), a less aggres 
sive backoff time is selected, as indicated in block 24. A less 
aggressive backoff time is one that is longer than the 
standard backoff period. 

Because this is the ?rst retransmission attempt, the 
stopped backoff algorithm is incorporated into the node’s 
backoff algorithm. First, as indicated by block 34, the node 
checks to see if the channel is busy. If the channel is not 
busy, the node begins to operate its backoff timer as shown 
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10 
in block 38. If the channel is busy, the node Will not start its 
backoff timer, as indicated in block 36, and Will continue to 
monitor the channel, as in block 34, until the channel is not 
busy, at Which point the node can start its backoff timer, as 
shoWn in block 38. While the node is operating its backoff 
timer, it checks Whether or not the timer has expired, as 
indicated in block 40. If the timer has not yet expired, the 
node continues to monitor the channel by branching along 
path 41, and halt its backoff timer at block 36 during any 
period in Which the channel becomes busy, as detected in 
block 34. 

If the node’s backoff timer has expired, the node may then 
attempt to retransmit, as shoWn in block 44. 

For the second retransmission attempt, another backoff 
time may be selected, as indicated in block 26. The backoff 
time for the second retransmission attempt is more 
aggressive, i.e. shorter, than the standard time. For third or 
later attempts at retransmission (n>2), the standard backoff 
time is selected, as indicated in block 28; i.e. a backoff time 
of from 0 through 7 slot times for n=3, 0 through 15 for n=4, 
and so forth. If the capture ?ag is not set, as determined in 
block 22, the standard backoff time is also selected. After 
selection of a backoff time, the node operates its backoff 
timer, as indicated in block 30. As shoWn in block 42, the 
node continually checks Whether the backoff timer has 
expired. When the backoff timer does expire, the node 
attempts to retransmit its packet as indicated in block 44. 

After attempting to retransmit, the next operation per 
formed depends on Whether or not a packet has been 
successfully transmitted. If the transmit operation for the 
packet is complete, as determined in block 32, processing 
continues With block 10. If the transmit operation for the 
packet is not complete, processing continues With block 22, 
to check the capture ?ag and choose an appropriate backoff 
time before the next retransmission attempt. 

Turning noW to FIG. 3, there is shoWn the functions 
performed in a node implementing Method 2 of the present 
invention. As indicated in block 10, if this node currently 
does not have its capture ?ag set, a check is made (block 12) 
to determine if the node has captured the channel, i.e. 
Whether it is transmitting the second of tWo back-to-back 
packets If so, the capture ?ag is set, as indicated in block 14. 
If the capture ?ag Was not set, a check is made to determine 
Whether this node has lost access to the channel, as indicated 
in block 16. If so, the capture ?ag is cleared, as indicated in 
block 18. 

FolloWing these steps to maintain the capture ?ag, if a 
collision is detected, as indicated in block 20, an appropriate 
backoff time is selected, to determine the time that must 
elapse before retransmission is initiated. If no collision is 
detected, processing in the node continues, and the capture 
?ag maintenance steps discussed above Will be repeated 
continually. It Will be understood, of course, that other forms 
of processing take place in the node, but these have been 
omitted for clarity. 
When a collision is detected (in block 20), the capture ?ag 

is again checked, in block 22. If it is set, a special backoff 
time may be selected, depending on hoW many transmission 
attempts have been made. For the ?rst retransmission 
attempt after a collision (and after detection of capture by 
this node), a less aggressive backoff time is selected, as 
indicated in block 24. A less aggressive backoff time is one 
that is longer than the standard backoff period. For the 
second retransmission attempt, another selected backoff 
time may be selected, as indicated in block 26. The backoff 
time for the second retransmission attempt is more 
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aggressive, i.e. shorter, than the standard time. For third or 
later attempts at retransmission (n>2), the standard backoff 
time is selected, as indicated in block 28; i.e. a backoff time 
of from 0 through 7 slot times for n=3, 0 through 15 for n=4, 
and so forth, as required by the standard backoff algorithm. 
If the capture ?ag is not set, as determined in block 22, the 
standard backoff time is also selected. 

After selection of a backoff time, the stopped backoff 
algorithm is incorporated into the node’s backoff algorithm. 
First, as indicated by block 34, the node checks to see if the 
channel is busy. If the channel is not busy, the node begins 
to operate its backoff timer as shown in block 38. If the 
channel is busy, the node will not start its backoff timer, as 
indicated in block 36, and will continue to monitor the 
channel at block 34 until the channel is not busy, at which 
point the node can start its backoff timer, at block 38. While 
the node is operating its backoff timer, it checks whether or 
not the timer has expired, as indicated in block 40. If the 
timer has not yet expired, the node continues to monitor the 
channel by branching along path 41 and halt its backoff 
timer at block 36 during any period in which the channel 
becomes busy, as detected at block 34. 

When the node’s backoff timer has expired, the node 
attempts to retransmit a data packet, as indicated in block 42. 
After attempting to retransmit, the next operation performed 
depends on whether or not a packet has been successfully 
transmitted. If the transmit operation for the packet is 
complete, as determined in block 32, processing continues 
with block 10. If the transmit operation for the packet is not 
complete, processing continues with block 22, to check the 
capture ?ag and choose an appropriate backoff time before 
the next retransmission attempt. 

After attempting to retransmit, the next operation per 
formed depends on whether or not a packet has been 
successfully transmitted. If the transmit operation for the 
packet is complete, as determined in block 32, processing 
continues with block 10. If the transmit operation for the 
packet is not complete, processing continues with block 22, 
to check the capture ?ag and choose an appropriate backoff 
time before the next retransmission attempt. 

This invention may be implemented so that a node 
performs the improved algorithms for all packet transactions 
on the channel, or for only selected packet transactions. For 
example, a node may be designed with a mode bit in a 
register. When the mode bit is “on”, the node will use the 
improved algorithms for all channel transactions. In the 
alternative, a node could be designed so that the node bases 
its decision on whether to use the improved algorithms 
depending on the contents of the packets themselves. All 
nodes have the capability of examining the contents of the 
packets they transmit or receive. All nodes contain network 
controller hardware which examines the contents of packets 
received or transmitted. To implement a selective version of 
this invention, a node could be programmed to recognize a 
particular bit pattern in a data ?eld contained in a packet, as 
shown in block 23 of FIG. 4. Refer to FIG. 5 for a 
representation of a packet containing a mode designation 
?eld. If the particular bit pattern is present in the mode data 
?eld, the node would use a special backoff algorithm to 
successfully complete transmission of that packet. 

The invention allows nodes in a CSMA/CD network to 
have improved performance when the network has only a 
small number of active nodes. The invention is becoming of 
increasing usefulness because there appears to be a trend 
toward LAN segments having fewer nodes, to provide more 
bandwidth to users. These smaller networks are more likely 
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to expose the capture effect, which results in performance 
degradation. The invention applies equally well to 100 Mbps 
CSMA/CD LANs and to 10 Mbps CSMA/CD LANs. 
Moreover, nodes implementing the invention interoperate 
without modi?cation with nodes using the IEEE 802.3 
standard for collision backoff. 

It will be appreciated from the foregoing that the present 
invention represents a signi?cant advance in the ?eld of 
CSMA/CD LANs. In particular, the invention provides for 
greatly improved fairness of access to a LAN channel when 
there is a small number of active nodes on the network From 
a user standpoint, improved fairness also improves overall 
message throughput and latency. It will also be appreciated 
that, although three speci?c embodiments of the invention 
have been described, various modi?cations may be made 
without departing from the spirit and scope of the invention. 
Accordingly, the invention should not be limited except as 
by the appended claims. 
We claim: 
1. For use in a ?rst node in a network having a plurality 

of nodes employing Carrier Sense Multiple Access with 
Collision Detection (CSMA/CD) protocol for channel 
access, a method for improving the fairness of access to a 
channel, comprising the steps of: 

sensing whether or not the ?rst node of the network has 
captured a channel; 

sensing a collision between a ?rst packet transmission by 
the ?rst node and a second packet transmission by a 
second node of the network; 

after sensing the collision, selecting a backoff time to wait 
before making each of a number of retransmission 
attempts of the [second] ?rst packet, [the selected 
backoff time between each said attempt and the imme 
diately preceding attempt conforming to a selected 
integral multiple r of a slot time, where r is a positive 
integer, and corresponding to the number of the retrans 
mission attempts made previously,] whereby, if the ?rst 
node has not captured the channel, the backoff time is 
selected from a prescribed range of backoff [time] 
times; 

if the ?rst node has [not] captured the channel, the backoff 
time [before making at least a ?rst of the retransmission 
of the attempts] is selected [to be r slot times longer 
than the prescribed backoff time] from a di?erent range 
of backo?r times including a longer backo?r time than 
those included in said prescribed range; 

monitoring the channel for activity from [the second 
node] other nodes on the network; 

operating a backoff timer to provide the selected backoff 
time when the channel is idle; 

halting the backoff timer during any period in which the 
channel is not idle; and 

attempting retransmission of the [second] ?rst packet 
when the backoff timer expires. 

2. For use in a ?rst node in a network having a plurality 
of nodes employing Carrier Sense Multiple Access with 
Collision Detection (CSMA/CD) protocol for channel 
access, a method for improving the fairness of access to a 
channel, comprising the steps of: 

sensing whether or not the ?rst node of the network has 
captured a channel; 

sensing a collision between a ?rst packet transmission by 
the ?rst node of the network and a second packet 
transmission by a second node of the network; 

after sensing the collision, selecting a backoff time to wait 
before making each of a number of retransmission 
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attempts of the [second] ?rst packet, [the selected 
backoff time between each said attempt and the imme 
diately preceding attempt conforming to a selected 
integral multiple r of a slot time, where r is a positive 
integer, and corresponding to the number of the retrans 
mission attempts made previously,] whereby, if the ?rst 
node has not captured the channel, the backoff time is 
selected from a prescribed range of backoff [time] 
times; 

if the ?rst node has [not] captured the channel, the backoff 
time [before making at least a ?rst retransmission of the 
attempts] is selected [to be r slot times longer than the 
prescribed backoff time] from a di?erent range of 
backo?r times including a longer backo?r time than those 
included in said prescribed range; 

determining if the [second] ?rst node is waiting a ?rst 
backoff time selected from said di?erent range for a 
?rst retransmission attempt; 

in response to a determination that the [second] ?rst node 
is waiting the ?rst backoff time, monitoring the channel 
for activity from the [?rst node] other nodes on the 
network, operating a backoff timer when the channel is 
idle, and halting the backoff timer during any period in 
which the channel is not idle; 

in response to a determination that the [second] ?rst node 
is not waiting the ?rst backoff time, operating the 
backoff timer; and attempting retransmission of the 
[second] ?rst packet when the backoff timer expires. 

3. The method in as in claim 1 or 2 wherein the step of 
monitoring the channel for activity from the [second node] 
other nodes further comprises recognizing when [the sec 
ond] another node is transmitting on the channel. 

4. The method in as in claim 1 or 2 wherein the step of 
monitoring the channel for activity from the [second node] 
other nodes further comprises recognizing when a collision 
is occurring on the channel. 

5. The method in as in claim 1 or 2 wherein the step of 
monitoring the channel for activity from the [second node] 
other nodes further comprises recognizing when [the ?rst] 
another node is transmitting or a collision is occurring on the 
channel. 

6. For use in a ?rst node in a network having a plurality 
of nodes employing Carrier Sense Multiple Access with 
Collision Detection (CSMA/CD) protocol for channel 
access, an apparatus for improving the fairness of access to 
a channel, comprising: 
means for sensing whether or not the ?rst node has 

captured a channel; 
means for sensing a collision between a ?rst packet 

transmission by the ?rst node and a second packet 
transmission by a second node on the network; 

means, in response to sensing the collision, for selecting 
a backoff time to wait before making each of a number 
of retransmission attempts of the [second] ?rst packet, 
[the selected backoff time between each said attempt 
and the immediately preceding attempt conforming to 
a selected integral multiple r of a slot time, where r is 
a positive integer, and corresponding to the number of 
the retransmission attempts made previously,] whereby, 
if the ?rst node has not captured the channel, the 
backoff time is selected from a prescribed range of 
backoff [time] times; 

if the ?rst node has [not] captured the channel, the backoff 
time [before making at least a ?rst of the retransmission 
of the attempts] is selected [to be r slot times longer 
than the prescribed backoff time] from a di?rerent range 
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of backo?r times including a longer backo?r time than 
those included in said prescribed range; 

means for monitoring the channel for activity from [the 
?rst node] other nodes of the network; 

a backoff timer to provide [a] the selected backoff time for 
retransmission of the [second] ?rst packet; 

means for operating the backoff timer when the channel is 
idle; 

means for halting the backoff timer during any period in 
which the channel is not idle; and 

means for attempting retransmission of the [second] ?rst 
packet when the backoff timer expires. 

7. For use in a ?rst node in a network having a plurality 
of nodes employing Carrier Sense Multiple Access with 
Collision Detection (CSMA/CD) protocol for channel 
access, an apparatus for improving the fairness of access to 
a channel, comprising: 
means for sensing whether or not the ?rst node has 

captured a channel; 
means for sensing a collision between a ?rst packet 

transmission by the ?rst node and a second packet 
transmission by a second node on the network; 

means, in response to sensing the collision, for selecting 
a backoff time to wait before making each of a number 
of retransmission attempts of the [second] ?rst packet, 
[the selected backoff time between each said attempt 
and the immediately preceding attempt conforming to 
a selected integral multiple r of a slot time, where r is 
a positive integer, and corresponding to the number of 
the retransmission attempts made previously,] whereby, 
if the ?rst node has not captured the channel, the 
backoff time is selected from a prescribed range of 
backoff [time] times; 

if the ?rst node has [not] captured the channel, the backoff 
time [before making at least a ?rst of the retransmission 
attempts] is selected [to be r slot times longer than the 
prescribed backoff time] from a di?erent range of 
backo?r times including a longer backo?r time than those 
included in said prescribed range; 

a backoff timer to provide [a] the selected backoff time for 
retransmission of the [second] ?rst packet; 

means for determining if the [second] ?rst node is waiting 
a ?rst backoff time selected from said di?erent range 
for a ?rst retransmission attempt of the [second] ?rst 
packet; 

means, in response to a determination that the [second] 
?rst node is waiting the ?rst backoff time, for moni 
toring the channel for activity from [the ?rst node] 
other nodes on the network, operating [a] the backoff 
timer when the channel is idle, and halting the backoff 
timer during any period in which the channel is not idle; 

means, in response to a determination that the [second] 
?rst node is not waiting the ?rst backoff time, for 
operating [a] the backoff timer; and 

means for attempting retransmission of the [second] ?rst 
packet when the backoff timer expires. 

8. The apparatus as in claim 6 or 7 wherein the means for 
monitoring the channel for activity from [second node] other 
nodes further comprises means for recognizing when [sec 
ond] another node is transmitting on the channel. 

9. The apparatus as in claim 6 or 7 wherein the means for 
monitoring the channel for activity from [second node] other 
nodes further comprises means for recognizing when a 
collision is occurring on the channel. 

10. The apparatus as in claim 6 or 7 wherein the means for 
monitoring the channel for activity from [the second node] 
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other nodes further comprises means for recognizing When 
[second] another node is transmitting or a collision is 
occurring on the channel. 

11. For use in a ?rst node in a netWork having a plurality 
of nodes employing Carrier Sense Multiple Access With 5 
Collision Detection (CSMA/CD) protocol for channel 
access, a method for improving the fairness of access to a 
channel, comprising the steps of: 

integral multiple r of a slot time, Where r is a positive 
integer, and corresponding to the number of the retrans 
mission attempts made previously,] Whereby, if the ?rst 
node has not captured the channel, the backoff time is 
a prescribed backoff time; 

if the ?rst node has [not] captured the channel, the backoff 
time before at least a ?rst of the retransmission attempts 
is selected to be [r slot times] longer than the prescribed 
backoff time, and Wherein the backoff time before a 
second retransmission attempt of the [second] ?rst 
packet [attempt] is selected to be [r slot times] shorter 
than the prescribed backoff time, monitoring the chan 

sensing Whether or not the ?rst node has captured a 
channel; 10 

sensing a collision betWeen a ?rst packet transmission by 
the ?rst node and a second packet transmission by a 
second node on the network; 

after sensing the collision, examining the contents of a 
data ?eld in [second] the ?rst packet [requiring retrans 
mission] to determine Whether a special backoff algo 
rithm should be used for [the second] retransmission of 
the ?rst packet; 

in response to a determination that the special backoff 
algorithm should be used, selecting a backoff time to 
Wait before making each of a number of retransmission 
attempts of the [second] ?rst packet, [the selected 
backoff time betWeen each said attempt and the imme 
diately preceding attempt conforming to a selected 
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nel for activity from [the second node] other nodes on 
the network, operating a backoff timer to provide the 
selected backo?r time When the channel is idle, and 
halting the backoff timer during any period in Which the 
channel is not idle; 

in response to a determination that the special backoff 
algorithm should not be used, operating a backoff timer 
to provide the prescribed backo?r time; and attempting 
retransmission of the [second] ?rst packet When the 
backoff timer expires. 

* * * * * 


