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[57] ABSTRACT 

A security system is disclosed which utilizes plural remote 
terminals for controlling access at plural locations through 
out a secured area or building. Each of these remote termi 
nals is capable of independent functioning, and includes a 
memory for storing plural independent identi?cation num 
bers which de?ne the personnel who will be granted access. 
These numbers stored in the terminal memories may be 
different from terminal to terminal, or may be uniform 
throughout the system, and may be the same as a list stored 
at a central processing location. Thus, access may be limited 
to the same group of individuals regardless of whether it is 
provided by a central memory list or a remote memory list. 
The remote memories provide total memory ?exibility, so 
that the deletion of identi?cation numbers from the list does 
not reduce the memory size. The memory, in addition to 
identi?cation numbers, stores data de?ning real time access 
limitations for each of the individuals who will be granted 
access, so that ?exibility in time of day access control is 
provided on a programmable basis. 

14 Claims, 3 Drawing Sheets 
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SELF-CONTAINED PROGRAMMABLE 
TERMINAL FOR SECURITY SYSTEMS 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue speci? 
cation; matter printed in italics indicates the additions 
made by reissue. 

BACKGROUND OF THE INVENTION 

This invention relates to security systems and, in the 
preferred embodiment, to magnetically encoded data card 
security systems in which access at a secured location is 
controlled by a comparison of data on a card inserted by 
personnel into the system with data stored in the system and 
de?ning those persons who shall be granted access. More 
particularly, this invention relates to a system in which, in 
addition to card data, keyboard data may be entered by 
persons wishing access, the keyboard data being a combi 
nation and permutation of the card data. In such a system, 
the present invention provides a substantially broader degree 
of ?exibility in system control than was previously avail 
able, since it permits independent programming of terminals 
at each of plural remote locations in a system where the 
remote terminals, under normal circumstances, operate in 
conjunction with a central processor to regulate access. 
Thus, with this system ?exibility, it is possible, even when 
communication is interrupted between the central processor 
and the remote terminals, to limit access at the remote 
terminals in accordance with either (a) the same identi?ca 
tion list as is stored in the main memory, (b) a more stringent 
list, or (c) a more liberal list, as the user desires. Such 
?exibility has not heretofore been available. Furthermore, 
the ability to program a memory list to de?ne who shall be 
provided access at each of the independent terminals, is 
accomplished in the present invention in a manner which 
permits identi?cation numbers to be added and deleted from 
the system without all’ecting the system’s memory capacity. 

Security systems utilizing remote terminals to limit access 
at individual remote locations have, in the past, utilized 
static magnetic card readers at these remote locations for 
controlling access through electrically operable devices, 
such as doors, turnstiles, printers, etc. Prior art systems have 
been devised in which the remote card readers communicate 
with a central data processor or operate as stand-alone units. 

The card or badge bearing encoded data used for control 
ling access is typically inserted into a slot of a reader which 
reads and decodes the data on the card. Advantageously, this 
data is encoded as a plurality of magnetically polarized spots 
in a sheet of magnetic material. Such encoded data normally 
includes an identi?cation number or numbers identifying the 
card holder. During use, this number encoded by the card is 
compared with a number or numbers stored in the central 
computer terminal in multi-terminal systems using central 
processors or at the remote locations in totally stand-alone 
systems, all to ascertain whether the individual inserting the 
card is entitled to access to a building, room, parking lot, or 
the like. 

In one prior art embodiment, the magnetically polarized 
spots are used to directly actuate a read relay or other 
moving switch mechanism located within the reader. In the 
state-of—the-art system, as is exempli?ed by US. Pat. No. 
3,686,479 entitled “Static Reader System For Magnetic 
Cards”, assigned to A-T-O, Inc., assignee of the present 
invention, electromagnetic solid state sensors are used. 
These sensors are disclosed and claimed in US. Pat. No. 
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3,717,749, also assigned to A-T-O, Inc. These patents are 
hereby incorporated in this disclosure by reference. Such 
systems have been found to be very reliable and are in use 
as access control systems in a number of different industries, 
universities, and government installations. 

Operation of such systems as a part of a security network 
employing a central processor is disclosed and claimed in 
US. Pat. No. 4,004,134, also assigned to A-T-O, Inc., and 
also incorporated herein by reference. This latter system 
incorporates a central processor which periodically and 
sequentially polls each of the remote terminals in the system. 
The remote terminals are able to transfer data to the central 
processor only on receipt of a polling pulse. At the central 
terminal, data read at the remote location from an inserted 
card is compared with a master list which includes those 
persons who shall be given access at that remote location. 
Such systems, in the past, have permitted a limited degree of 
remote terminal operation, even if some or all of the 
interconnecting lines between the remote terminal and the 
central processor have been interrupted. The systems, how‘ 
ever, generally require that a much simpler test be made of 
persons wishing entrance during such degraded mode opera 
tion, and thus the group of persons allowed access at such 
times is, of necessity, much larger than would normally be 
granted access. This is a distinct disadvantage in such 
systems, since it does not permit a controlled programmable 
access under all circumstances as is often required in 
secured locations. 
An improved system for providing degraded operation in 

such a central processor-oriented system is disclosed and 
claimed in patent application Ser. No. 830,002, ?led Sep. l, 
1977, entitled “Circuit For Controlling Automatic Off-Line 
Operation of An On-Line Card Reader”, assigned to A-T-O, 
Inc., the assignee of the present invention, and incorporated 
herein by reference. Even in that improved system, there is 
no substantial system ?exibility regarding the persons who 
will be granted access during degraded mode operation, and 
it is common in a system of that type to provide access 
during degraded mode operation to any person having a card 
coded for use within the overall security system, even if it 
is not coded for use at this particular remote location. 

The communication lines used in a security system of this 
type, where a central processor is utilized for controlling the 
operation of plural remote terminals, provide an even greater 
level of security if the communication lines are monitored to 
assure that they are not tampered with and that their integrity 
is not degraded. A system for accomplishing this purpose is 
disclosed and claimed in US. patent application Ser. No. 
827,994, ?led Aug. 26, 1977, and entitled “System For 
Monitoring Integrity of Communication Lines In Security 
Systems Having Remote Terminals”, this application being 
assigned to A-T-O, Inc., the assignee of the present invention 
and incorporated herein by reference. 

It has also been known in the prior art to include at the 
remote location a keyboard. Typically such keyboard sys 
tems require that persons wishing access, in addition to the 
insertion of a magnetically encoded data card, are required 
to enter keyboard data, typically a sequence of digits. These 
digits have typically comprised a particular permutation and 
combination of the data encoded on the employee’ s card, the 
particular permutation and combination often being different 
for different remote terminals. Some prior systems have used 
hardwired permutation and combination circuits which did 
not permit alteration after the system was installed. A more 
advanced keyboard system, which permits programming of 
the particular permutation and combination after installa 
tion, is disclosed and claimed in US. patent application Ser. 
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No. 830,004, ?led Sept. 1, 1977, entitled “Remotely Pro 
grammable Keyboard Sequence For A Security System”, 
assigned to A-T-O, Inc, the assignee of the present invention 
ahd incorporated herein by reference. 

While these systems disclosed in the prior art have 
provided a relatively ?exible, sophisticated security net 
work, certain persistent problems have remained unsolved. 
One of these problems involves the fact that systems utiliz 
ing a central processor invariably provide very broadly 
based access during degraded communication line opera— 
tion. In addition, the prior art systems in which remote 
terminals are used to store lists of identi?cation numbers for 
selective access have permitted changes in the access lists 
only at the expense of reduced memory size since, in the 
prior art, the elimination of an identi?cation number from a 
memory storage location has typically required the destruc 
tion of that memory location. 

In addition, those prior art systems which utilized real 
time clocks for limiting access through a particular terminal 
to dilferent personnel at different times of day, have been 
fairly limited in their ?exibility and typically required that a 
person be issued a new entrance card or badge if his time of 
entry was to be changed. Such systems, therefore, greatly 
reduced the ?exibility of real-time access control. In addi 
tion, such systems have not provided plural overlapping 
time zones so that various personnel could be provided 
access at ditferent times of day which were not mutually 
exclusive. 

SUMMARY OF THE INVENTION 

The present invention solves these persistent problems in 
the prior art and provides, through their solution, an 
extremely powerful and ?exible terminal system for secured 
access control. This system includes independent program 
mable identi?cation listings at each of the plural remote 
locations of those individuals who will be granted access at 
such locations. In addition, the system permits connection of 
a plurality of these remote terminals to a central processor 
which includes its own programmable memory listing of 
personnel who will be provided access at each of the remote 
locations. During normal operation, when a central proces 
sor is used, this central memory is used to provide access at 
each of the remote locations, since the use of a central 
processor permits a printer to be added to the system, which 
printer provides a record of personnel movement throughout 
the system on a continuous basis. The central processor 
system also permits programming of each of the remote 
units from a central location and thus makes the system 
easier to control and to operate. 

Nevertheless, any di?iculty in communication between 
the central processor and the remote terminals in this system 
will not degrade the system operation, since a complete list 
of personnel who will be provided access is stored in a 
programmable memory at the remote location. Thus, when 
faulty communication lines are detected, the system inter 
rogates its own memory for access control, and the person 
inserting a card at the remote terminal has no way of 
determining that the communication lines are impaired. 

Furthermore, the system of the present invention provides 
a ?exible, solid state programmable memory which is oper 
ated in a manner which maintains identi?cation numbers in 
numerical order within the memory. Such numerical order 
ing permits a binary search to be conducted so that an 
e?icient determination can be made to determine whether a 
particular number is stored in the memory. When a number 
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4 
is deleted from the memory, the remaining entries in the 
memory are shifted to close the data order so that no voids 
remain. Thus, the end of the memory can always be checked 
to determine whether there is room for additional identi? 
cation numbers. 

It will be appreciated, of course, that since the terminals 
of the present invention have the capability of such stand 
alone operation, they can be used in a totally stand-alone 
application where no central processor is provided. Even in 
such an application, these terminals permit total program 
ming ?exibility at each of the remote locations. It will be 
appreciated that, utilizing a terminal of this type, a mixed 
system, some terminals centrally controlled and some oper 
ated as stand-alone units, is permissible utilizing the same 
terminal throughout the system. In addition, it is possible to 
install a plurality of stand-alone terminals with the expec 
tation that, at a later date as system requirements increase. a 
central processor may be added to control the already 
installed stand-alone remote terminals. 

Whereas in the prior art systems which have time of day 
access control, a portion of a user’s identi?cation number 
typically included a time of day code, the present system 
utilizes such a time of day code only in combination with a 
user‘s identification number in memory. Thus, the user‘s 
card or badge does not itself de?ne a time of day, and access 
at diiferent remote locations may be provided using a single 
card at different times of day. In use, the present system 
responds to the insertion of a card by ?nding the user‘s 
identi?cation number in memory and accessing an associ 
ated plurality of bits which determine the times of day at 
which access will be provided. If this de?ned time of day 
conforms with the time of day as monitored by real time 
clocks within the system, access will be provided. The time 
of day may be changed by changing each of plural clocks 
within the clock system itself. In addition, the particular 
clocks used for controlling access for each individual are 
programmable within the memory. 

These and other advantages of the present invention are 
best understood through a reference to the drawings, in 
which: 

FIG. 1 is a schematic diagram of the overall system of the 
present invention showing the primary elements of a central 
processing unit and plural remote units; 

FIG. 2 is a more detailed schematic diagram showing the 
operation of the memory, memory control, and real-time 
sensor of the remote terminals of FIG. 1; 

FIG. 3 is a ?ow chart showing the operation of an 
insertion loop counter and its associated electronic elements, 
all of which are shown in FIG. 2; 

FIG. 4 is a ?ow chart showing the sequential operation of 
a deletion loop counter and its associated electronics, all as 
shown in FIG. 2; and 

FIG. 5 is a schematic block diagram illustration of a 
programmable microprocessor system utilizing a program as 
included in this application for accomplishing the same 
basic functions provided by the hardwired embodiment of 
FIGS. 1-4. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

Referring initially to FIG. 1, a central data processing unit 
11 is shown connected to a particular remote terminal 13 by 
a pair of polling and data lines 15,17 and a pair of data lines 
19 and 21. The polling lines 15 and 17, in a typical 
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application, are unidirectional lines which enable the central 
data processing unit 11 to sequentially interrogate and send 
data to a plurality of remote terminals 13, 23, 25, etc. to 
determine which of these remote terminals require servicing. 
It will be understood throughout the remainder of the 
speci?cation in this application that a large number of 
remote terminals may be connected to a single central 
processing unit 11 and that each of the remote terminals 23 
and 25 performs substantially the functions described below 
with reference to the remote terminal 13. 

It should be understood that the lines 15,17 are a line pair, 
the line 17, for example, providing a return for the line 15. 
Similarly, the line 21 provides a return for line 19. Polling 
signals and data which initiate at the central processor 11 are 
communicated to the remote terminal 13 on the line pair 
15,17. Similarly, data signals produced at the remote termi 
nal 13 are communicated to the central processor 11 on the 
line pair 19,21. It will be appreciated that words communi 
cated on the line pairs 15,17 and 19,21 are most advanta 
geously connected within the central and remote units 11,13 
to shift registers 27-33. Thus, data sequentially clocked 
from register 27 onto lines 15,17 may be self-clocked, as 
shown by line 35 into shift register 29. Similarly, data 
sequentially clocked from the shift register 33 may be 
self-clocked, as shown by the connection 37, into the shift 
register 31. 

Although the details of a line integrity monitoring system 
are not shown in FIG. 1 (in order to maintain the clarity of 
this disclosure), such a system is typically included in the 
communication system between the central processing unit 
11 and the remote terminal 13, and is shown in FIG. 1 as a 
?rst line integrity monitor 39 within the remote terminal 13 
interconnected between the shift registers 29 and 33, and a 
second line integrity monitor 41 in the central processing 
unit 11 interconnected between the shift register 31 and the 
shift register 27. The details of the line integrity monitoring 
circuits 39 and 41 are described in patent application Ser. 
No. 827,994, ?led Aug. 26, 1977, mentioned previously. For 
the purpose of the present application, it is su?icient to 
understand that the line integrity monitoring system 41 
causes the shift register 27 to sequentially poll the remote 
terminals 13,23,25, etc. by sending a polling signal on the 
lines 15 and 17. The remote terminals 13,23,25, etc., through 
the line integrity monitoring circuitry 39, respond to these 
polling signals by providing a calculated, predetermined 
response which is transmitted by way of the shift register 33 
and data lines 19 and 21 to the shift register 31. This data 
returned from the remote terminal and placed in a shift 
register 31 is compared by the line integrity monitoring 
circuit 41 to determine whether an appropriate response has 
been received from the remote terminal and to thus verify 
the integrity of the lines 15,17,19,21. It will be understood 
by those skilled in this art that the continued integrity of 
these data and communication lines is extremely important, 
since systems built in accordance with the present invention 
are used to limit personnel access and the line integrity 
monitoring circuit 39,41 can provide an alarm, for example, 
at the central processor 11, whenever an intruder (or other 
cause) has interfered with the communication line network. 

It is important to recognize at the outset of this disclosure 
that the remote terminal 13 is designed to operate as a 
stand-alone unit as well as a remote terminal for a central 
processor 11, and that it can therefore be utilized without the 
data communication lines 15 through 21, as described 
below. 
A card reader or sensor 43, located in the remote terminal 

13, substantially is described and claimed in US. Pat. Nos. 
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6 
3,686,479 and 3,717,749, is used to sense magnetically 
encoded data on a card or badge inserted into the card reader 
43. This data is transmitted, as by a line 45, to a buffer or 
storage register 47. In a typical system, the buffer 47 
provides storage for ?ve decimal digits, each of which can 
be any integer between zero and nine. The communication 
of these ?ve digits requires four binary digits each, so that 
the interconnecting line 45, as well as the buffer 47, must be 
a 20-bit wide device. Data from the card inserted into the 
card reader 43 and supplying the 20 bits of information is 
typically placed into the register In the system of the present 
invention, diis data will either be compared with data in a 
memory 49 (in the remote unit 13) to determine whether the 
?ve-digit identification number is present in the memory 49, 
or will be compared with data stored in the central processor 
11, if it is connected. A degraded mode sensor 42 is typically 
connected in series between the buffer 47 and the memory 
49 and is used to selectively send data from the buffer 47 via 
the shift register 33 to the central processor 11 or directly to 
the memory 49, depending upon the mode of operation of 
the terminal 13. If the terminal 13 is used as a stand-alone 
terminal, the degraded mode sensor 42 is bypassed so that 
the buffer 47 is linked directly to the memory system within 
the remote terminal. Alternatively, if the terminal 13 is used 
with a central processor, the degraded mode sensor 42 
normally transmits data from the buffer 47 to the central 
processor unit via shift register 33 but can be used when the 
communication lines are degraded to transfer data from the 
buffer 47 directly to the memory 49 within the remote 
terminal. The degraded mode sensor may be substantially as 
described and claimed in patent application Ser. No. 830, 
002, ?led Sept. l, 1977, and referenced above. 

If the memory 49 is being used, and stores an identi?ca 
tion number identical to that in buffer 47, it will store, in 
conjunction with the number, a time code. This time code 
will be supplied by a memory control circuit 63, associated 
with the memory 49, to a real'time sensor circuit 51 which 
provides real-time input for the remote terminal 13. If the 
real-time input from the circuit 51 corresponds with the time 
data from the memory 49, the real-time circuit 51 will enable 
a gate 53 to provide access at the remote location, as through 
a door access control circuit 54. 

In this system it is possible to provide, in addition to the 
memory 49, a secondary means for screening personnel for 
access. This mechanism includes a keyboard 55 attached to 
a bu?er 57 and a circuit 59, referred to in FIG. 1 as an IDEC 
circuit. The IDEC circuit 59 is described in detail in patent 
application Set. No. 830,004, ?led Sept. 1, l977 and referred 
to previously. For the purpose of the present application, it 
is su?icient to understand that the IDEC circuit 59 requires 
that the person requiring access at the door 54 must input a 
sequence of numbers at the keyboard 55. which is identical 
to a plurality of numbers read by the card reader 43, but 
altered in sequence. The IDEC circuit responds to the data 
from the buffer 47 as well as the data from the buffer 57 to 
assure that the proper digits in the proper sequence are input 
at the keyboard 55. An output from the IDEC circuit 59 on 
line 61 is required at the gate 53, along with the output from 
the time of day circuit 51, in order to provide access at the 
door 54. It should be noted that the IDEC system 59 within 
the terminal 13 may be used regardless of whether the 
memory 49 or the central processor 11 memory is used for 
identi?cation number comparisons. 

It will be understood by those skilled in the art that the 
buffer 47 does not communicate directly with the memory 
49, but rather is connected to a memory control 63 which 
accesses data to and from the memory and organizes the data 
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in memory. This memory control 63 is connected to the 
keyboard 55 for programming purposes, as shown by line 
65, which is connected in series with a supervisor’s access 
circuit 67. The supervisor’s access circuit 67 is connected to 
the buffer 47 and assures that, unless a supervisor’s card has 
been inserted in the card reader 4,3, the keyboard 55 cannot 
be used to change the identi?cation numbers or time zones 
stored in the memory 49. Thus, the keyboard 55 is connected 
to the IDEC circuit 59 at all times, but is connected to the 
memory control circuit 63 only when a supervisor’s card is 
used. The supervisor’s access module 67 is described and 
claimed in patent application Ser. No. 827,993, ?led Aug. 
26, 1977, and referred to above. Although not shown in 
detail in FIG. 1, it will be understood from the description 
in that application that the circuit 67 compares data from the 
buffer with a register to determine whether a supervisor’s 
card has been inserted at the card reader 43, and permits 
access to the write logic incorporated in the memory control 
63. 
As has been common in the prior art, the central processor 

11 may include a memory 69 and memory control 71 as well 
as a keyboard 73. Thus, the central processor, by monitoring 
data received from the remote unit 13 and placed in the shift 
register 31, may be used to grant or deny access through 
appropriate polling signals supplied from the memory 69 to 
the shift register 17. While the use, in general, of such a 
system at the central processor 11 forms a part of the present 
invention, the details are well known. Thus, the program 
ming of the memory 69 utilizing the keyboard 73 and control 
71 may be substantially identical to the programming 
described below for the memory 49 utilizing the memory 
control 63 and keyboard 55 at the remote unit. Furthermore, 
it should be understood that, using the techniques for pro 
gramming which are described below, and well known 
communication techniques, it is possible through the com 
munication lines 15—21 to interconnect the keyboard 73 with 
the memory control 63 in a standard fashion, so that the 
keyboard 73 may be used to program the memory 49 in one 
of the remote units 13. 

It will also be understood that it is common at the central 
processor 11 to include a printer 73, typically connected to 
the memory control 71, for making a permanent record of 
access authorizations and denials at each of the remote units 
13, so that the flow of personnel throughout the security 
system can be monitored. 

Referring to FIG. 2, the details of the memory 49, the 
memory control 63 as well as the real-time sensor and its 
connections to the gate 53 and door access control 55, will 
be described. 

The memory 49 is shown schematically in FIG. 2 to 
include ?ve columns of card identi?cation data digits and a 
single column of time code digits. The memory 49 stores in 
numerical sequence the ?ve-digit identi?cation numbers 
corresponding to the cards or badges of those personnel who 
are to be granted access at this remote terminal. Following 
each such identi?cation number is a time code between 1 
and 8 delineating the times of day when that particular 
individual is to be granted access. This time of day control 
will be understood in more detail through the description 
which follows. 
The memory 49 is a read and write memory, or RAM 

memory, as is commonly used in digital circuits and is 
accessed by means of an address butfer 77 which forms a 
part of the memory control 63. A data buffer 79 is directly 
connected to the memory 49 and is used to access data from 
the memory 49 in accordance with the address 77. In the 
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8 
simplest utilization of the memory 49, data from the card 
reader buffer 47 is supplied on a line 81 to a comparator 83 
which is also supplied with data from the data buffer 79. The 
comparator 83 is designed to provide a signal on a plus line 
85 whenever the number accessed from the card reader 
bu?'er 47 is smaller than the data from bulfer 79, to provide 
a signal on a 5 minus line 87 whenever the data from the 
buffer 47 is larger than the data from the buffer 79 and to 
supply a signal on a zero line 89 when the data from the card 
reader buffer 47 is identical to the card identi?cation data 
read from the data buffer 79. It will be understood that, since 
the time code data is not available from the buffer 47, only 
the card identi?cation number portion, that is, the most 
significant ?ve digits, from the memory 49 is compared in 
the comparator 83. If the identi?cation number from the 
buffer 47 is identical to the identi?cation number accessed 
from the memory 49, indicating that the identi?cation num 
ber from the card is present in the memory 49, a gate 93 is 
enabled to transfer the last four binary bits, conducted from 
the data buffer 79 on line 91, to the real-time sensor 51. This 
line 91 carries the decimal digit 1 through 8 which identi?es 
the time code when access is to be permitted for this 
particular individual. The signal on line 89 enables the gate 
indicating that the user’s identi?cation number is stored in 
memory. 

It can be seen that the signal on line 89 is used to enable 
the gate 93 to access the time code data to the real-time 
sensor 51. Except on rare coincidences, the line 89 will not 
provide a signal, however, until a search for this identi?ca 
tion number has been completed. 
A search is accomplished as follows. In all cases, the 

address bu?'er 77 is initially accessed to the center location 
of the memory 49. This is accomplished by a shift register 
95 which includes nine bit positions, eight of which are ?lled 
by consecutive zeroes and one of which 5 is ?lled by a one. 
The binary 1 is in the most-signi?cant bit position at the 
beginning of any data search. Thus, the binary number 
l,0,0,0,0,0,0,0,0 is accessed on a line 97 from the shift 
register 95 and ORed in a gate 99 with a temporary address 
bu?'er 101 which, at the beginning of the search, stores the 
nine-digit binary number 0,0,0,0,0,0,0,0,0. This address is 
supplied to the address buffer 77 and selects the center 
position in the memory 49. In response to this accessing, the 
data buffer 79 is supplied with the center word in the 
memory 49, and 5 this word is automatically compared with 
the identi?cation number from the card data buffer 47. If the 
identi?cation number, accessed at this central point from the 
memory 49, is smaller than the card identi?cation number 
from the buffer 47, a signal will be produced on line 85 
which will enable a gate 103 to supply the data from the 
address butfer 77 to the temporary address buffer 101. The 
temporary address buffer 101 in this instance will contain the 
word l,0,0,0,0,0,0,0,0, designating the center location in 
memory 49. The signal on line 85 is also supplied through 
an OR gate 105 to a delay 107 which in turn clocks the shift 
register 95. 
The shift register 95 is made recirculating by the connec 

tion 108, and the 1 in the most-signi?cant bit position is thus 
clocked to the second mosbsigni?cant bit position. If, on the 
other hand, the number accessed at the central location in the 
memory 49 is larger than the identi?cation number from the 
buffer 47, a signal will be produced on line 87 which will 
recirculate (using gate 105 and delay 107) by one bit the 
shift register 95, but will not enable the gate 103. The 
number in the address buffer 77 will thus not be supplied to 
the temporary address buiTer 101. 

This searching routine continues so that each time that the 
comparator 83 produces a plus or minus output signal on line 
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85 or 87, the binary number in the shift register 95 is 
circulated by one count. The circulated number in this 
register 95 is ORed with the temporary address bu?’er 101, 
to change the address buffer 77 and thus address a new 
location in the memory. At the same time, the temporary 
address buffer is supplied with the additional digit from the 
shift register 95 only if the output from the comparator 83 
indicates that the data is at a higher address location in the 
memory 49. Thus, the search continues, one bit at a time, in 
a normal binary search fashion. At each step, the next 
most-signi?cant bit of the address buifer 77 is made a one if 
the data is at a higher address in the memory 49. Alterna 
tively, the next most~signi?cant bit of the address buffer 77 
is made a zero if the data is at a lower address in the memory 
49. This selective addressing is accomplished by either 
enabling or not enabling, respectively, the gate 103. Ulti 
mately, this search process will locate the position in 
memory 49 at which the data from the buffer 47 should be 
stored, and if such data is stored in the memory 49, the data 
buffer 79 will store the same card identi?cation number as 
is accessed on line 81, so that a zero signal will be produced 
on line 89 to gate the time code to the real-time sensor 51. 
Alternatively, if the search is completed, so that a binary one 
exists in the least-signi?cant bit position of the shift register 
97, this bit will be shifted on the last signal from the delay 
107 to the most-signi?cant bit position. As the one digit is 
thus shifted by the line 108, it is coupled by line 109 to 
temporarily disable a gate 111 which temporarily prohibits 
signals from the OR gate 105 from again actuating the shift 
register 95, and the search is thus terminated. This same 
signal on line 109 is used to clear the temporary address 
buffer 101. 

If the search terminates without a zero signal being 
provided on line 89 from the comparator 83, no signals are 
produced which will enable the gate 93, and access will not 
be permitted to the card holder. Obviously, at any time 
during the search that a zero signal is produced, the search 
stops, since no signal is supplied to the OR gate 105, and 
access is immediately permitted if the time of day code 
compares favorably with the real time, as will be explained 
in more detail below. 

The remainder of the circuitry associated with the 
memory control circuit 63 is utilized primarily for program 
ming the memory 49 to add or delete identi?cation numbers 
from the memory 49 or to search the memory 49 for 
programming purposes, so that the system user may provide 
access at this remote location for only selected personnel. As 
previously explained, a supervisor’s card is utilized to 
provide program access, and this access supplies keyboard 
data from the program access control circuit 67 to a buffer 
113, shown in FIG. 2. In a number of cases, the programmer 
will utilize the keyboard to place an identi?cation number in 
the bu?‘er 113, followed by a code indicating the operation 
to be conducted. Thus, for example, the programmer may 
place an identi?cation number in the buffer 113 and utilize 
an additional keystroke to indicate that this identi?cation 
number is to be inserted into the memory, so that an 
additional employee will be granted access. Alternatively, 
the additional keystroke may be used to delete this number 
from memory or simply to search the memory for this 
member. In some cases, only a single keystroke is used, as, 
for example, when the programmer wishes to simply incre 
ment or decrement the memory address register 77. 

Whenever signals are present on line 67 indicating that 
program access control has been granted, a line 115 coupled 
to line 67 enables a display 117, the ?rst ?ve digits of which, 
that is, the identi?cation number digits of which, are pro 
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vided by the buffer 113. The last digit, reserved for the time 
code digit from the memory 49, is supplied by the line 91 to 
the display 117. Thus, the programmer can see the identi 
?cation number that the keys into the buffer 113, but his last 
keystroke which indicates the operation he wishes to per 
form, will not operate the display 117. Rather, the last 
keystroke will begin a search or other operation which will 
result in dam being placed in the data buffer 79. Ultimately, 
the last digit of the display 117 will indicate the results of the 
search or other step by displaying the last digit from the data 
bu?’er 79. 
The identi?cation number from the buffer 113 is coupled 

by a line 119 to the comparator 83, while the least-signi?cant 
bit is coupled by a line 121 to a plurality of comparators. If 
the least-signi?cant keystroke identi?es a memory address 
incrementing step, data identical to the keystroke is supplied 
by a buffer 123 so that a comparator 125 supplies a signal on 
line 127 to an adder 129 which adds unity from a register 
131 to the current value of the address buffer 77, as supplied 
on line 133, and supplies the sum back to the address buffer 
77 on line 135. Thus, each time that this keystroke is entered, 
the address in register 77 is incremented by one location, as 
required by the programmer. In a similar fashion, a decre 
menting keystroke will compare favorably in a comparator 
137 with data from a bu?’er 139 to provide a signal on Mine 
141 to add a minus one in a buffer 143 to the value in the 
address buffer 77, as accessed on line 145, so that an adder 
147 provides on line 149 a decremented address, permitting 
the programmer to decrement the memory location address 
in register 77 for programming purposes. 

If the programmer utilizes a keystroke which requires a 
search of the memory 69, after ?rst introducing an identi 
?cation number into the buffer 113, a search routine will be 
implemented which will search the memory 49 to determine 
whether the identi?cation number in the buffer 113 exists in 
the memory 49 and, if so, during what time zones that 
individual is allowed access. This is accomplished by ?rst 
comparing the keystroke data with a search keystroke indi 
cation in a bu?er 151, that a comparator 153 provides a 
signal on line 155 to enable a gate 157 which supplies the 
identi?cation number from the butter 113 to the comparator 
83. The comparator 83 then initiates a search routine in a 
binary fashion, as previously described, to ultimately pro 
vide on lines 91 the decimal digit indicating the time access 
code for this particular identi?cation number, which time 
access code will be displayed on the display 117 along with 
the identi?cation number which was searched. If the iden 
ti?cation number is not in the memory 49, a zero output 
signal on line 89 will not be produced by the comparator 83, 
and the gate 93 will not be enabled. Thus, no display will 
appear in the least-signi?cant bit position of the display 117. 
Alternatively, the system could be designed to provide a zero 
in the least-signi?cant bit position of the display 117 if the 
searched identi?cation number is not present in the memory 
49. 

If, as the least-signi?cant bit after the insertion of an 
identi?cation number in the bu?‘er 113, the programmer 
depresses a key which provides an instruction to insert this 
identi?cation number as a new or additional identi?cation 
number in the memory 49, a comparator 159 will provide an 
output signal because of identity between the keystroke data 
and data from a bu?er 161, the signal being provided from 
the comparator 159 on line 163 to initiate the operation of a 
counter 165. This operation is initiated by placing the pulse 
on the clocking input 167 of the counter 165 so that the 
counter counts to its ?rst position, placing an output signal 
on a 1 count line 169. When a signal is present on line 169, 
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a comparator 171 compares a delimiter register 173 with a 
register 175 which stores a count equivalent to the last 
storage location in the memory 49. The delimiter register 
173, as will be understood through the following descrip 
tion, is‘continuously updated so that it stores a number equal 
to the number of words stored in the memory 49. When the 
number in the delimiter register 173 is equal to the number 
stored in the register 175, this is an indication that the 
memory 49 is full and the comparator 171 will produce a 
signal on line 177 to energize a front panel display 179 
indicating to the programmer that the memory is full, and 
that no additional identi?cation numbers should be inserted 
without ?rst deleting some identi?cation numbers. Further 
more, the full memory indication is not connected to clock 
the counter 165, so the insert routine will not continue. 

If the memory 49 is not full, the comparator 171 will 
produce a signal on line 181 indicating that the registers 173 
and 175 did not store equal numbers. This signal on line 181 
is used for clocking the counter 165 to its second count 
position, producing a signal on line 183. The programmer 
will have been told that, prior to an insert operation, a search 
operation should be conducted using the comparator 153 so 
that, at the time the insert operation is conducted, the address 
butfer 77 will be addressing the memory 49 at a location 
immediately preceding or immediately following the loca 
tion where the new identi?cation number should be inserted. 
At the end of the search routine, the comparator 83 will 
provide a plus signal on line 85 if the new data word should 
immediately precede the present location of the address 
buffer 77 or a minus signal if it should immediately follow 
this word. During the insert routine, the output lines of the 
comparator 83 are checked at the second clock position by 
ANDing the line 183 in gates 185 and 187 with the minus 
line 87 and plus line 85, respectively, from the comparator 
83. If the minus line 87 contains a logic signal, the AND gate 
185 produces an output signal on line 189 to again clock the 
counter 165 to produce an output signal on its 3-count line 
191. If, on the other hand, the plus line 85 is at a positive 
level, the AND gate 187 will provide a signal on line 193 to 
a bu?’er 195 enabling that bulfer 195 to input on a plurality 
of lines 197 to the counter 165 a 6-count, so that the counter 
165 will jump from its 2-count position to its 6—count 
position. This latter step is necessary so that if the new data 
word is to be stored at the next data position in memory 49 
(a plus signal on line 85), a routine will be implemented 
which skips a data position in the memory 49. If, on the other 
hand, the present data position where the address buffer 77 
presently points is not to be skipped (since the new data 
word is to go at this present position), the next series of steps 
between count 2 and count 6 of the counter 165 are used for 
removing and temporarily storing the presently addressed 
word from the memory 49, as will be seen from a description 
of these steps. 
When the signal on line 189 clocks the counter 165 to its 

three count, the signal on line 191 enables a gate 194 so that 
data from the data buffer 79 is accessed in parallel to a 
temporary storage buffer 196. This step is used to save the 
identi?cation number in the current memory location. It will 
be seen as this description follows that the current memory 
location is stored in the next lower memory location, while 
the word from that lower position is, in turn, stored in the 
next succeeding lower position. Thus, when a new word is 
placed in memory 49, the counter 165 is used to sequence a 
repeating routine which shifts the remaining data in the 
memory 49 toward the bottom of the memory 49 by one 
step, making room at the proper location in numerical order 
for the newly added data word. 
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Once the current identi?cation number has been stored in 

the temporary register 196, a delay 198 connected to the line 
191 is used to clock the counter 165 to its 4-count position. 
This 4-count position provides a signal on line 201 which 
enables a gate 203 connecting the butter 113 to write logic 
205 associated with the memory 49. Thus, at count 4, the 
data previously stored in the current memory location is 
automatically erased and the new identi?cation number is 
written in this storage location. A delay circuit 207 con 
nected to the line 201 is used to again clock the counter 165 
at the completion of this writing operation so that the counter 
produces a 5-count output on line 211 which accesses the 
data word from the temporary buffer 196 into the buifer 113, 
erasing the number previously stored in the buffer 113, by 
enabling a gate 213 interconnecting these buffers. This 
places the number previously stored in the memory 49 
(which was removed to make room for the new word) into 
the bulTer 113, so that, on the next circulation of the counter 
165, it can be written into the next successive location in the 
memory 49. 
A delay 215 connected to line 211 clocks the counter 165 

after the data has been accessed into the buffer 113 and the 
counter 165 then provides a 6-count output on line 217 
which is connected to line 127 to increment the addressed 
location in the memory 49 as previously described. The line 
217 is additionally connected through a delay 219 to clock 
the counter 165 to its seventh and ?nal output position. It 
will be recognized that, at the sixth count position, the signal 
on line 217 incremented the memory 49 location so that the 
next successive memory word is being accessed. This 
memory word should be larger than the word currently in the 
buifer 113, unless we have reached the end of the data in the 
memory 49, in which case the new word would be 0,0,0,0 
and thus smaller than the word stored presently in the buffer 
113. Thus, the signals on lines 85 and 87 can be utilized to 
determine whether the insert routine should stop. The signal 
on line 221, indicating count 7, is ANDed with the signal on 
line 85 in AND gate 223 and with the signal on line 87 in 
AND gate 225. If the AND gate 223 produces an output 
signal, this signal is connected to an incrementing circuit 
227 which is, in turn, connected to increment the delimiting 
register 173 adding one count to this register. If, on the other 
hand, the memory transfer operation has not been com 
pleted, the output signal from gate 225 will be used, through 
a delay 229, to clock the counter 165 back to its 3-count 
position by utilizing a 3-count register 231 to place a count 
of three in the counter 165. Thus, the sequence continuously 
loops through counts 3 through 7 until each of the words in 
the memory 49 has been shifted down one count, and the 
delimiter register 173 has been incremented. This entire 
insert routine is shown in the ?ow chart of FIG. 3. It can be 
seen from that low chart that each element of memory data 
is shifted toward the end of the memory by one position to 
make room for the new element. The delimiter is then 
incremented and the process comes to a stop. 

A similar process is generated by a keyboard keystroke 
which provides on line 121 a delete signal which compares 
favorably with a delete word stored in a buffer 233. This 
sequence is shown in the flow chart of FIG. 4 and can be 
followed there as well as in the schematic diagram of FIG. 
2. Signals from the comparator 238 connected to the buffer 
233 indicate that a keystroke demanding a darn element 
deletion from the memory 49 has been made. This signal on 
line 237 is used to provide the initial input to a counter 245 
used to sequence the deletion process. During the data 
deletion process, it is desired to delete the element of data 
located during a search operation and to shift all of the 
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remaining data within the memory 49 to close the gap. Thus, 
the remaining data in the memory 49 must be moved up in 
the memory by one data position, and the delimiter 173 must 
be decremented by one count. 

This is accomplished by utilizing the signal on 237 to 
initially increment the address buffer 77 by providing a 
signal on line 127. A delay 239 is used to assure that this 
incrementing has been accomplished, and then provides a 
signal on line 241 to enable a buffer 243 storing a 2-count 
to input this 2-count into the counter 245 used for sequenc 
ing the deletion process. In response to the 2-count from the 
buffer 243, the counter 245 provides a 2-count output on line 
247 which reads the data word at the incremented location 
into the temporary bulfer 196 by enabling gate 194. In 
addition, through a delay 249, the signal 247 increments the 
counter 245 at its clocking input 251. The counter 245 then 
provides a 3-c0unt output on line 253 which is connected to 
line 141 to decrement the address in the bulfer 77. Line 253 
is additionally connected through a delay 255 to clock the 
counter 245 to a 4-count position producing a signal on line 
257. This signal is used to enable gates 213 and 203 to 
access the data from the temporary bul‘fer 195 to the write 
logic 205. This logic 205 then writes the word in the 
temporary bulfer 195 into the memory location addressed by 
the buffer 77 in the memory 49. The signal on line 257, in 
addition, provides a delayed output from a delay circuit 259 
to clock the counter 245 to its S-count position which 
provides a signal on line 261. Line 261 is connected to the 
line 127 to increment the address buffer 77. This signal is 
also delayed in a delay circuit 263 to provide an additional 
clocking input to the counter 245. In response to this 
additional clocking input, the counter 245 provide a 1 output 
on line 267 which is connected to line 127 to increment the 
address bu?’er 77 a second time, and is additionally ANDed 
in gates 269 and 271 with the plus signal 85 and minus 
signal 87. If a minus signal 87 is present, the end of search 
has been reached and the delimiter register is decremented 
by decrementer 272. If a plus signal is present, the gate 269 
provides, through a delay 273, a clocking input to the 
counter 245 to repeat the data shifting process on the next 
data word. It can thus be seen that the counter 245 is used 
to sequence a repeating cycle of steps which are used as a 
looping function to shift all of the data words in the memory 
one step toward the beginning of the memory in order to 
close the gap in the memory which results from deleting a 
data word therefrom. The ?ow chart of FIG. 4 diagrams this 
process utilizing element numbers from the schematic of 
FIG, 2. 
When, in the course of a searching operation, an identi 

?cation number is located, it was explained previously that 
the data buffer 79 provides, through gate a 4-bit output 
indicating the time of day when access is to be provided for 
the person having this identi?cation number. This number is 
accessed by the real-time sensor 51 which, as shown in FIG. 
2, includes three separate clocks, 301, 303, and 305, each of 
which can provide the closure of switch in response to a 
particular time of day setting. Thus, for example, the clock 
301 may be set to provide a switch closure from 8:00 A.M. 
to 5:00 P.M., the clock 303 from 5:00 RM. to midnight, and 
the clock 305 from midnight to 8:00 A.M. These three clock 
switches are accessed to a comparator 307 which is, in turn, 
provided with signals from the gate 93. If the signals from 
gate 93 conform to the switch closures from the clocks 301 
through 305, access is permitted by placing a signal from the 
comparator 307 on line 309 to gate 53. In a typical arrange 
ment, the comparator 307 will provide an output signal on 
line 309 if any one of the clock 301~305 is providing a 
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switch closure and the signal from gate 93 has a l-bit on the 
corresponding line indicating that this employee is to be 
provided access at the time of day indicated by this switch 
closure. It can be seen that by setting the clocks 301—305 and 
by giving a particular employee access at combinations of 
times from 1, 2, or 3 of these clocks, total ?exibility in 
timing control can be achieved. Furthermore, by providing 
a time code on the fourth line from the gate 93, the 
comparator 307 can be made to provide an output signal on 
line 309 at any time of day, irrespective of the condition of 
the clocks 301 through 305, so that, for example, supervi 
sory personnel can be granted access at all times. 

Referring once again to FIG. 1, it bears repeating that the 
remote terminal 13 of the present invention will operate 
utilizing its own memory 49 and memory control 63 in the 
manner described. Alternatively, this same remote unit can 
be utilized by accessing data directly from the buifer 47 
through the degraded mode sensor 42, shown in FIG. 1, and 
comparable so that described in patent application Ser. No. 
830,002, ?led Sept. 1, 1977, and referenced above. This 
degraded mode sensor 42 will limit access at this remote 
terminal in accordance with data stored in the memory 69 in 
the main processing unit 11 until such time as the commu 
nication lines are degraded. At that time, the memory 49 and 
its memory control 63 will be utilized for limiting access. It 
can be seen, therefore, that the terminal 13 of the present 
invention can be used either as a stand-alone terminal by 
bypassing the degraded mode sensor 42, or may be used as 
a remote terminal with a central processor system 11, 
utilizing the degraded mode sensor 42 to impose stand-alone 
operation only if data lines are degraded. 
The present invention permits the same data to be stored 

in the memory 69 and the memory 49 so that, even during 
degraded mode operation, although one of the printer 75 
may be lost (so that personnel ?ow data is no longer 
available), nevertheless the same limited number of person 
nel may be granted access at this remote location, so that 
security is not degraded. 
The preceding embodiment described in reference to 

FIGS. 1 through 4 is illustrative of a hardwired circuit for 
performing the functions of the present invention. In the 
preferred embodiment, the functions of the remote units 13 
are performed by a microprocessor, as illustrated in FIG. 5. 
This microprocessor includes a central processing unit 401, 
such as a Motorola 6800, which is connected with a memory 
unit 403, such as an AMI Model SF101. In addition, a 
scratch pad memory 405 can provided, such as a Motorola 
6810. The central processing unit 401 is also connected to a 
read only memory 407 in a typical fashion to store the 
control steps for the central processing unit. 
As is typical, the central processing unit 401 interfaces 

with a communication interface unit, such as a Motorola 
6850, 409, for communicating with the central processor 11, 
and may interfere, in addition, with the card sensor 43 and 
real-time sensor 51, similar to those shown in FIG. 1. A 
peripheral interface adapter 411, such as a Motorola 6820, is 
used to connect the central processing unit 401 to the door 
access control 54, such as a door strike. The keyboard 55 of 
FIG. 1 may also be connected to the central processing unit 
401 through the main data and control bus 413. 

It will be recognized by those skilled in the art that the 
data processing unit, shown in FIG. 5, is typical of many 
other sirrrilar data processing units. What makes this pro 
cessing unit unique is a program stored in the read-only 
memory 407 for controlling the operation of the central 
processing unit 401. This program, written for the Motorola 
6800, is as follows: 
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; ROUTINE IS CALLEIJ. 
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; 
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22% XREG" BLOCK ‘4 
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859% NIXPTR: BLOCK 2 

OOQC MUX'PTR t BLOCK 2 ; POINTS TC ‘PIGIT TO BF 

DISPLAYED 

B9411.‘ MUXTMP: BLOCK 1 



Re. 35,336 
23 24 

; FPROM AND 1/0 AIIFFSSES 

@QBZ FPROV = $82 

BBEé SCNTAB = $54 50011 ADDE TABLE 

i 

3€£4 BUEA = $A4 §PIA COII ADDRESSES 

0035 CSRA = FUFA+1 

@QAE EUEB = PUFA+2 §PIA RELAYS 

EBA? CSRB = BUFA+3 

; 

ZQAB ACSTAT = $®®A5 ;ACIA STATUS PORT 

@QAQ ECDATA = ACSTAT+1 FACIA I/O PORT 

; 

22E? ROkZ = $®EE9 §KEYBOAHD SWITCH ECW 

; LIP SWITCH ADDRESSES 

B203 ASECT $Q€C3 

0263 S.XXX: BLOCK 1 §EXTBRNAL SENSOR SWITCHES 

b?Cé 5.00MB: BLOCK 1 PPERMUTATION 6 COMBINATION 

EQFS S.EYS: BLOCK 1 §EYSTFV CODE 

ZBC? 5.35 = * ;AS/DOI TIMER COUNT 

QZCt S.VTD: BLOCK 1 FVTD TIMER CCUNT 
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n 

1 

} CMCIS MEMORY ASSIC-PWET'JTS 

USECT 

SUM: BLOCK 2 §CHECK€UM OF REST OF CP’OS 

FOX : BLOCK 3 .1 II; 0? PERSON AILOX‘JET‘ TC 

EDIT MEMORY 

ENUPTR : BLOCK 2 ;FIRST BYTE AFTER VALID 

MEMORY 

CMOS BLOCK 3*‘: HELLO‘N EIVE ENTRIES 

ENI'l = ; F IRST AII-R NOT IN CP’CIS 

BLOCK 3 ;ANI ONE ("ORE 

TNT/2 = 

PSECT 

; 

, KLUIJGEY IINKS '"C BOEEGECUNI FODL’LE 

5 

ETC BLOCK 3 

C} “N EICCK 3 

ELANK: BLOCK Z 

EIYON : BLOCK 3 

EUEOUT = BEAM; 

i RESET AND IN'I'EBPIUET VECTC-Ei 
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; BIT NASKS , ETC . 

~: :1: :1: >;: :1: =1: :1: :1: :',= :;::{< :1: 

; THESE SYMBOLS J1EE USED TO REFER TO BIT 5 IN 

F 

3** FIRST OPTION BY ‘IE 

3 OPEN HOUSE P‘C‘DE ZOéZ (LOP = 

§ALAHN SHUNT 2229 C .35 

222E O.BIG = iZE ; IP15? GE CMOS MEMORY 

(M522 0 .TZ = $02 ; T IME ZONE INPUTS 

@2'21 O . IBEX = $231 ; ‘H; ARE AN IDEK READER 

;** NOW FOR TEE‘ SECOND IJYT ‘ CF OPTIONS L11 

294% O 

A) N O 

; HCE'J FOE ‘IE2 PLELAY FITS 

F) S (D Q 711 L) O I! m 'T) S) 

224E F. .IIUE = $4.43 ; LURESS REI A‘! 

OOZZ R .135 = $22- ;EULRM SHUNT 

3 FTIZRAN ...ERAN 
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; now FOR THE EXTiPNAL SwICCPFS 

; (THESE ARE BITS mITEIn 1H5 moan 5.xxx} 

;x.rP1Es = i2€ ;WTEIES SWITCH INPUTS 

X.FOX = :21 :STOHE NEXT CARD AS F0) 

;X.TZ = $72 IZIVE CLOCK INPUTS 

X.AS = $52 §SF3NT REQUEST PUSEBUTTCN 

SWITCH 

, 

; 

; DELAY TIMES 

. 

; THE COUNTER/TIVERS IN THE FOREGHOUNI EGUTINE 

; ARE BLOCKED ONCE EVERY 5.53 

; MILLISECONBS (zzz TIMES A SECOND}. 

; EACH COUNTER 1s A TWZ PYTE COUNTER, ANT 

; ES INCEEHLNTEI cu EACH 8101K TICK 

; TIMEOUT OCCFRS WHEN COUNTER OVERFIGWS 

; TO ZERO. 

, 

; 

T.5$NS = ‘f6 :sw VILLISECONDS 

T.Z1S = -322 ;1 SECOND 

T.u3s = -92@ ;3 SECONDS 

T.1GS = -:2@@ ;1@ SECONDS 

T.3®S = - —9QZZ :3; SECONDS 
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BACK 

THIS IS ‘I’FE CONTPCL'LI NS PEC'GRAP’ FOP ‘THE 

BACKGRCUND TASK S . OF THE EXECUTION 

1‘ ME OF THE PEICC'FIFSDPI IS 

EOU'I INE CHECK INC S'IA'I'U F E ITS 

AND WAITING T0 BEGI N ONE OF SEVERAL 

FOIIOW'ING BACKGROUND TASKS . 

TASKS ARE INITIATET FROM THIS ROUTINE: 

1 . INITIATE FESPONSE TO CONS-OLE INQUIRY 

OR COMMAND . 

5 . CHEUQ FGE WASTE}. 

COMMANDS 




























































































































