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[57] ABSTRACT 
An automatic authentication apparatus utilizing a ran 
dom code generator to provide a challenge signal for 
transmission to a remote station. The challenge code 
also being converted to a response code at the sending 
station and stored therein. The receiving station gener 
ating a response signal to the challenge signal and trans 
mitting the response signal to the sending station. The 
sending station comparing the two response signals to 
determine that communications with a friendly station 
has been established. 

7 Claims, 2 Drawing Sheets 

A statutory invention registration is not a patent. It has 
the defensive attributes of a patent but does not have the 
enforceable attributes of a patent. No article or advertise 
ment or the like may use the term patent, or any term 
suggestive of a patent, when referring to a statutory in 
vention registration. For more speci?c information on the 
rights associated with a statutory invention registration 
see 35 U.S.C. 157. 
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AUTOMATIC AUTHENTICATION FOR VOICE 
TRANSMISSIONS 

STATEMENT OF GOVERNMENT INTEREST 

The invention described herein may be manufactured 
and used by or for the Government for governmental 
purposes without the payment of any royalty thereon. 

BACKGROUND OF THE INVENTION 

The present invention relates broadly to voice trans 
mission systems and in particular to an automatic au 
thentication apparatus for a voice transmission system. 

It has been shown by the experience gained in Viet 
Nam and earlier that intrusions into voice communica 
tions circuits by unfriendly parties was largely success 
ful because of the inability or unwillingness of our 
troops to use authentication procedures to identify the 
caller on those voice circuits. 
The process of authentication is used to assure a re 

ceiver station that the calling party is providing legiti 
mate information or orders. If two stations, A and B are 
involved in a communication net, the sequence of 
events is as follows: Station A calls Station B to transmit 
an order. Station B cannot immediately identify the 
caller or the calling station A by any means that is inde 
pendent of the content of the communication. There 
fore, station B requests that station A provide a prear 
ranged response to a challenge that he gives. For exam 
ple, station A calls station B. Station B, unsure of the 
identity of the caller requests “Authenticate Delta Fox 
trot” knowing that a particular response should be 
made. Station A responds with “I authenticate Golf 
Hotel” which is the correct response, and is recognized 
by station B, and the communication is then started. If 
any other response is given, station B refuses to conduct 
communications. 
The present invention solves the problem of intrusion 

into military communications by enemy forces. The 
bogus use of call signs of our stations by enemy troops 
is well known. Only another identi?cation means will 
improve the credibility of the station identi?cation. This 
intrusion can be prevented by the conventionally per 
formed authentication procedures when used. How 
ever, battle?eld experience has shown that the conven 
tional authentication procedures now used require the 
radio operator (communicator) to carry paper lists of 
challenge/ response letters or words. If lost or captured, 
these lists may be used by enemy operators to intrude on 
the communication. In order that the physical size of 
the documents be small enough to carry, the contents 
would have to be kept few in number. To circumvent 
the need for large lists, the use of the code is varied 
periodically by changing a “key”. With the conven 
tional authentication procedures, the communicator 
must: a, have the lists readily available; b, remember the 
key for each use of the list; and c, be able to search 

' through the list to ?nd the proper challenge/response 
combination. In the dark this would require available 
light, which in itself could be fatal. 

Since the unit described herein would be fully self 
contained and semiautomatic in its use; no paper lists 
would be required, and operation would be performed 
by the press of a button on the communication set. The 
key could also be changed rapidly, even during the 
course of a conversation, and thus prevent the use of 
recorded intrusion. 
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2 
This invention is one in which a small unit is attached 

to each of the transceivers in use. Only two connections 
are made to the transceiver, an input in parallel with the 
microphone circuit and an output from the audio output 
circuit. Instead of the operators being required to carry 
and read prepared authentication books or sheets, the 
unit would generate a set of audio tones in digital form _ 
which would be transmitted, received and decoded. 
The responding station unit would generate the 
“correct” response set of tones which are transmitted to 
the ?rst station. The ?rst station unit then decodes the 
received response and compares it with the expected 
response. If the response matches the expected response 
then an indication is given that the calling station is 
truly friendly. 
The method of generating these codes and their ap 

propriate responses is proposed to be changeable by 
means of manually entered “keys” which may be easily 
changed periodically to prevent intrusion by enemies 
who may have “broken” the key and might have cap 
tured an authentication unit. Therefore, it may be seen 
that the present invention encompasses the concept of a 
semiautomatic authentication unit which could be at 
tached to voice transceivers to provide an easily used, 
reasonably rapid and intrusion-resistant authentication 
capability. 

SUMMARY OF THE INVENTION 

The present invention utilizes a random code genera 
tor unit at the sending radio station to generate a set of 
audio tones in digital form which form a part of the 
transmission to the receiving radio station. The digital 
code is entered into a memory unit at the sending radio 
station. The digital code portion of the transmission is 
decoded at the receiving radio station. The receiving 
radio station generates the correct digital code response 
which is converted to a set of tones that are transmitted 
to the ?rst sending ratio station. The authentication 
process is accomplished by decoding the received re 
sponse and comparing it with the expected response to 
the transmitted code which is also stored in memory 
unit at the sending radio station. Once it has been estab 
lished that the proper response has been received, the 
communications between stations will commence. 

It is one object of the present invention, therefore, to 
provide an improved automatic authentication appara 
tus for voice transmission. 

It is another object of the invention to provide an 
improved automatic authentication apparatus wherein 
rapid semiautomatic introduction of digital authentica 
tion signals are introduced rapidly and semiautomati 
cally into voice communication circuits. 

It is still another object of this invention to provide an 
improved automatic authentication apparatus wherein 
the operator may rapidly change the key to the authen 
tication code by manual entry into the encoding/decod 
ing device. 

It is yet another object of this invention to provide an 
improved automatic authentication apparatus wherein 
existing communication channels may be utilized with 
out any modi?cation of equipment related to these 
channels. 

It is a further object of this invention to provide an 
improved automatic authentication apparatus wherein 
the changing of the authentication codes on a rapid 
basis, reduces or eliminates the use of captured equip 
ment by enemy forces. 
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It is an even further object of this invention to pro 
vide an improved automatic authentication apparatus 
which is suitable for non-voice bauded but unencrypted 
signal channels. 

It is yet a further object of this invention to provide 
an improved automatic authentication apparatus 
wherein the received digital authentication signal is 
automatically compared with the expected, correct 
response. 

It is a still further object of this invention to provide 
an improved automatic authentication apparatus 
wherein the digital authentication code that is gener 
ated by the initiating station is truly random and thus 
any unauthorized potential intruder has no way to pre 
dict the original transmission of his response. 

It is still a further object of this invention to provide 
an improved automatic authentication apparatus 
wherein the authentication process will be independent 
of transmission mode, whether radio, telephone line, or 
voice quality circuits using ?breoptic transmission lines. 
These and other advantages, objects and features of 

the invention will become more apparent after consider 
ing the following description taken in conjunction with 
the illustrative embodiment in the accompanying draw 
mgs. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of the code generating 
portion of the automatic authentication apparatus at the 
sending station; 
FIG. 2 is a block diagram of the response generating 

portion of the automatic authentication apparatus at the 
receiving station; 
FIG. 3 is a block diagram of the code authentication 

unit at the sending station; 
FIG. 4 is a block diagram of a complete automatic 

authentication apparatus for two stations; and 
FIGS. 5 and 6 are graphical representations of a typi 

cal challenge and response signal that may be utilized 
by the present apparatus. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

Referring now to FIG. 1, there is shown a block 
diagram of the sending station’s code generating portion 
of the automatic authentication apparatus. The random 
code generator unit 10 is utilized to generate a random 
code by the radio operator at station A. The random 
code is simultaneously applied to digital to tone genera 
tor unit 12 and response generator unit 14. The audio 
signal output from the digital to tone generator unit 12 
is applied to a transmitter unit (not shown) for transmis 
sion. The response generator unit 14 receives the output 
signal from the key entry and memory unit 16. The 
output from the response generator unit 14 is applied to 
the response memory unit 15. 
The code generating portion of the automatic authen 

tication apparatus operates in the following manner. 
The operator of the radio at station A by means of a 
control input to the random code generator unit 10 
starts the ?rst mode of the authentication process, 
which is called the challenge mode, by the generation of 
a random binary code of suitable format. An example of 
a suitable code format may be a code that is similar to 
the Baudot code with a start or synchronizing pulse of 
appreciably greater duration than the remaining pulses. 
The remainder of the succeeding pulses will be of 
shorter duration than the ?rst, and will all be of equal 
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4 
duration as shown in FIG. 5. The number of pulses and 
the rate of pulses to be generated may be optimized with 
respect to the communications bandwidth available, the 
time available for the authentication process, and the 
conditions of interference likely on the channel. The 
binary code thus generated is then fed to the digital to 
tone converter unit 12 which converts the binary digital 
pulses to corresponding audio frequency tones, e.g., the 
binary l or “mark” signal would generate an audio 
frequency tone whereas the binary 0 or “space” would 
cause a different frequency audio tone to be generated. 
While discrete component digital to tone generators are 
well known in the art, there are integrated digital to 
tone generators available within the present state of the 
art. Thus, the two tones which are generated in the 
digital to tone converter unit 12 are then applied to the 
audio input circuit of a communications transceiver (not 
shown) in parallel with the microphone to be transmit 
ted therefrom. 
The output of the random code generator unit 10 

which is fed to the digital to tone converter unit 12 is 
also simultaneously fed as one input to the response 
generator unit 14 along with the output of the key entry 
and memory unit 16. The key entry and memory unit 16 
is used in the following manner. The operator of station 
A by means of a keypad, manually enters a set of digits 
(called the key) which is then stored in the memory 
portion of the key entry and memory unit 16. The key 
which is entered and stored in the key entry and mem 
ory unit 16 remains there until it is changed by the entry 
of another key. It is this key which determines the spe 
ci?c format of the output of the response generator unit 
14. The two inputs to the response generator unit 14, 
one from the random code generator unit 10 and one 
from the key memory unit 16, are combined in response 
generator unit 14 by one of the conventional encryption 
techniques to provide an output which is different from 
the input from the random code generator unit 10 and 
cannot be readily “inverted” i.e., the input and key 
cannot easily be determined by analysis of a set of ran 
dom code challenges and the response to them. This 
prevents a potential enemy from discovering the means 
to generate acceptable responses to the authentication 
challenges. The output of the response generator unit 14 
is stored in the response memory unit 15 for later use in 
the authentication process (mode 4). 
Turning now to FIG. 2, there is shown a block dia 

gram of the response generating portion of the auto 
matic authentication apparatus. The audio signal output 
from station A is received at station B and is applied to 
the tone to digital converter unit 18. The digital code 
signal from the tone to digital converter unit 18 is ap 
plied to the response generator unit 20. The output 
signal from the response generator unit 20 is applied to 
the response memory unit 22. The key entry and mem 
ory unit 30 provide input signal to the response genera 
tor unit 20. The response signal from the response mem 
ory unit 22 is applied to the digital to tone converter 
unit 24 for conversion to an audio signal. The audio 
signal from the digital to tone converter unit 24 is ap 
plied to the transmitter unit (not shown) for transmis 
sion to station A. 
The response portion of the automatic authentication 

apparatus at station B operates in the following manner. 
The authentication apparatus at station B is con?gured 
for mode 2 to receive the challenge signal which was 
generated and transmitted by station A. The receiver 
(not shown) at station B receives the challenge signal, 
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generates the proper response, and retains the response 
in memory until station B is ready to transmit. This 
challenge reception mode is explained as follows. The 
audio signal from the communication receiver (not 
shown) is fed to the input of the tone to digital con 
verter unit 18. The audio signal contains the challenge 
tones which were generated during the challenge mode 
at station A. The tone to digital converter unit 18 ac 
cepts the mark and space tones and converts them to 
digital binary signals by any suitable conventional 
means which are well known and available within the 
state of the art. There is shown in FIG. 6 a graphical 
representation of the digital response signal which is 
generated at station B. The ?rst (start) pulse by virtue of 
its length and polarity is recognized as the synchroniz 
ing pulse. The remaining pulses are then recognized as 
data pulses through the use of suitable and appropriate 
conventional timing circuitry. The pulses thus deter 
mined are then fed to the response generator unit 20, 
together with the output of the key entry and memory 
unit 30, the operation of both units having been de 
scribed earlier. The key stored in the memory unit 30 at 
station B must be identical to that stored in the key 
memory unit 16 at station A. This key when processed 
with the received challenge code by the response gener 
ator unit 20 will generate a response signal at station B 
that is identical to the response signal which was gener 
ated at station A and stored in that response memory 
unit 15. The response signal thus generated at station B 
is stored in the response memory unit 22 in preparation 
for the next authentication mode, the response mode. 

Still referring to FIG. 2, the response mode, (mode 3) 
is started after the transmitter (not shown) has been 
turned on at station B and the receiver is on at station A. 
The radio operator at station B initiates, through con 
trol circuitry, the transfer of the response code which 
was retained in the response memory unit 22 to the 
digital to tone converter unit 24. The audio tones which 
represent the response code are then transmitted by 
means of the audio input circuitry of the transmitter as 
described earlier under the challenge mode. 

Referring now to FIG. 3, the last step of the authenti 
cation process (mode 4) is therein shown and described. 
The operator at station A places his equipment in the 
receive condition. The received tones are fed from the 
receiver audio output to the input of the tone to digital 
converter unit 32. The output of the tone to digital 
converter unit 32 at station A is now a replica of the 
code stored in the response memory unit 22 of station B. 
If the authentication process has been correctly con 
ducted the response code which was generated initially 
by station A in the ?rst mode and stored at station A 
and the response signal which was generated and trans 
mitted by station B are identical. The remaining step is 
then to compare the two codes in the comparator unit 
34 to con?rm that the two response signals are identical. 
The result of this comparison is fed to the indicator/dis 
play unit 36 which noti?es the operator that the correct 
response was received. The operator then may conduct 
the communications with station B. 
Now referring to FIG. 4, there is shown a complete 

automatic authentication apparatus that would be uti 
lized by each station in a communications net. The units 
of the system are the same as those that have been 
shown and described with respect to FIGS. 1 through 
3. However, a number of switches S1 through S3 have 
been utilized to provide dual utility and versatility to 
units that are used in more than one circuit con?gura 
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6 
tion. The automatic authentication apparatus comprises 
a random code generator unit 10 connected by means of 
switch position one of switch S1 to the digital to tone 
converter unit 12. The key generator entry unit 16 is 
connected directly to the response generator unit 14. 
The random code generator unit 10 is connected by 
means of switch position one of switch S2 to the re 
sponse generator unit 14. The response generator unit 
14 is directly connected to the response memory unit 15. 
The tone to digital converter unit 32 is connected by 
means of switch position 1 of switch S4 to switch posi 
tion 2 of switch S2 which is connected to the response 
generator unit 14. The tone to digital converter unit 32 
is connected by means of switch position three of 
switch S4 to the comparator unit 34. The response 
memory unit 15 is connected by means of switch posi 
tion 2 of switch S3 through switch position two of 
switch S1 to the digital to tone converter unit 12 and 
also by means of switch position three of switch S3 to 
the comparator unit 34. It should be clear from the 
drawing that switch positions on the switch units S1 
through S4 are mutually exclusive. The comparator 
unit 34 is directly connected to the display/indicator 
unit 36. All of the previously described elements of the 
authentication system embodiment are shown with ap 
propriate switching so that the various components may 
be used as appropriate for each of the operational 
modes. Each transceiver would be equipped with the 
full compliment as shown. The switching is shown 
schematically while the control functions are omitted 
for clarity. Such control functions while a part of this 
invention are not critical in design and may be accom 
plished in a number of conventional ways, depending 
on the construction of the unit. 
Although the invention has been described with ref 

erence to a particular embodiment, it will be understood 
to those skilled in the art that the invention is capable of 
a variety of alternative embodiments within the spirit 
and scope of the appended claims. 
What is claimed is: 
1. An automatic authentication apparatus comprising 

in combination: 
means for generating a random code, said random 
code generating means generating a plurality of 
random codes, said random code generating means 
randomly providing one random code of said plu 
rality of random codes as a code output signal, 

means for generating signals receiving said code out 
put signal from said random code generating 
means, said signal generating means converting 
said code output signal to an audio code signal, said 
audio code signal to be transmitted to a remote 
station, 

a response generating means receiving said code out 
put signal from said random code generating 
means, said response generating means providing a 
code response signal in response to said code out 
put signal, 

a memory means receiving said code response signal 
from said response generating means, said memory 
means storing said code response signal, 

a signal converting means to receive a challenge re 
sponse signal from said remote station that is being 
challenged by said audio code signal, said signal 
converting means converting said challenge re 
sponse signal to a response answer signal, and, 

means for comparing signals receiving said code re 
sponse signal from said memory means and receiv 
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ing said response answer signal from said signal 
converting means, said comparing means compar 
ing said code response signal with said response 
answer signal, said signal comparing means provid 
ing an authentication signal when said code re 
sponse signal and said response answer signal are 

' identical. 

2. An automatic authentication apparatus as de 
scribed in claim 1 further including a display/indicate 
means to receive said authentication signal from said 
comparing means, said display/indicator means provid 
ing a visual display that a correct response has been 
received. 

3. An automatic authentication apparatus as de 
scribed in claim 1 wherein said code output signal com 
prises a digital code. 
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8 
4. An automatic authentication apparatus as de 

scribed in claim 1 wherein said signal generating means 
comprises a digital to tone generating means. 

5. An automatic authentication apparatus as de 
scribed in claim 1 wherein said signal converting means 
comprises a tone to digital converting means. 

6. An automatic authentication apparatus as de 
scribed in claim 3 wherein said digital code comprises a 
Baudot code. 

7. An automatic authentication apparatus as de 
scribed in claim 1 wherein said code response signal is 
generated as a result of said response generating means 
which comprises a key entry means, and a means to 
combine the random code and the key to provide a 
controlled response. 
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