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communicating systems. The protocols may be used in 
secure physical access, logical access and/or transportation 
applications, among other implementations. The system 
authenticates a mobile device such as a smart card and/or 
mobile phone equipped With a secure element presented to 
one or more host terminals and establishes shared secure 

messaging keys to protect communications betWeen the 
device and terminal. Secure messaging provides an end-to 
end protected path of digital documents or transactions 
through the interface. The protocols provide that the device 
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from a trusted host. The terminal may be a contactless reader 
at a door for controlling physical access, a desktop, laptop or 
kiosk for controlling logical access, and/or an access point 
for obtaining an encrypted digital ticket from an authenti 
cated mobile device used for transit applications. 
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OPEN PROTOCOL FOR AUTHENTICATION 
AND KEY ESTABLISHMENT WITH PRIVACY 

RELATED APPLICATIONS 

This application claims priority to: US. Provisional App. 
No. 61/349,396 ?led May 28, 2010; US. Provisional App. 
No. 61/261,634 ?led Nov. 16, 2009; US. Provisional App. 
No. 61/256,192 ?led Oct. 29, 2009; and US. Provisional 
App. No. 61/224,379 ?led Jul. 9, 2009, all of Which are 
incorporated herein by reference. 

TECHNICAL FIELD 

This application is related to the ?eld of secure communi 
cations and, more particularly, to cryptographic key manage 
ment and the establishment of a protected communication 
channel betWeen entities. 

BACKGROUND OF THE INVENTION 

Secure communications technology, such as GlobalPlat 
form secure channel, IpSec, SSL/TLs etc., is available to 
alloW tWo communicating systems equipped With crypto 
graphic modules to exchange information With con?dential 
ity and integrity. These methods rely generally on a ?rst 
shared secret key establishment step and a second key deri 
vation step Whereby session keys are derived from the shared 
secret. 

In the case of secure contact or contactless transactions 

betWeen a personal device equipped With a secure Integrated 
Circuit Chip (ICC), such as a smart card or a mobile phone, 
and an access point, such as a contactless or Near Field 

Communication (NFC) door reader, sensitive identi?cation 
information or secrets may be exchanged. HoWever, 
increased security in protecting the access and exchange of 
the con?dential information often results in reduced 
performance/increased user Wait times. Traditionally, for 
contactless solutions With rapid transactions, performance 
has been favored over security. Such systems offer no pro 
tection or Weak protection for the credential data that is com 
municated. A suitable comprise betWeen performance and 
security is required. 

In an open domain or multi-domain environment, the 
communicating systems may be mutually authenticated, be 
equipped With totally independent PKI key pairs that are 
either generated at the time of the transaction or generated or 
imported in advance. The public keys may be certi?ed With 
independent but mutually trusted authorities so the commu 
nicating systems hosting the private key can be authenti 
cated. Using Zero, one or more key pairs on each side, a 
shared secret establishment process ?rst derives a shared 
secret from a public key infrastructure (PKI) key agreement 
method such as Dif?e-Heilman and/or Elliptic Curve Dif?e 
Heilman (ECDH). A key transport method, such as RSA key 
transport, may also be used. PKI key agreement techniques 
are varied and extensively described, for example, in IpSec/ 
IKE (Internet Key Exchange), the National Institute of Stan 
dards and Technology (NIST) Special Publication 800-56A 
entitled “Recommendation for Pair-Wise Key Establishment 
Schemes Using Discrete Logarithm Cryptography” by 
Elaine Barker et al. (revised, March 2007), Which is incorpo 
rated herein by reference, and/or NIST Special Publication 
800-56B “Recommendation for Pair-Wise Key Establish 
ment Schemes Using Integer Factorization Cryptography” 
by Elaine Barker et al. (August 2009), Which is incorporated 
herein by reference. The session keys used to protect the 
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2 
transported data are generally derived from the resulting 
shared secret as a second step, Which includes a key deriva 
tion and a mutual authentication step. An example of session 
key derivation function is provided in NIST SP 800-56A 
and/or NIST SP 800-108, “Recommendation for Key Deri 
vation Using Pseudorandom Functions,” Which is incorpo 
rated herein by reference. 
A concern of such key establishment techniques is that the 

time for executing the cryptography of the ?rst key estab 
lishment step inside the ICC of a personal security device 
With loW computing poWer is prohibitive. This prevents the 
deployment of such technology With the desired key length 
or security protection level. Another concern is that the key 
establishment step involves sending multiple requests and 
response pairs to the ICC. These multiple requests may add 
overhead and latency to the transaction, particularly With 
remote systems. Also With multiple requests, the ICC 
includes additional functionality and resources to maintain 
the intermediate states betWeen requests. In addition, in 
many instances, it may be desirable to e?iciently authenti 
cate a user/device Without identifying the user/device to an 
entity that is not part of the transaction. 

Accordingly, it Would be desirable to provide a system 
that facilitates the Widespread and e?icient use of PKI key 
agreement techniques, and/or other similar key establish 
ment techniques, in a Way that still provides for appropriate 
security, limits the number of requests and responses and 
including the ability to authenticate Without identifying a 
transaction participant to non-participants. 

SUMMARY OF THE INVENTION 

According to the system described herein, a method for 
authenticating a device includes generating authentication 
information at a host. A request may be sent to authenticate a 
device to the host, Wherein the request includes at least a 
portion of the authentication information. A response to the 
request may be received at the host in Which the response 
includes encrypted information and an anonymous identi?er 
of the device that does not provide readable identi?cation 
information to an entity other than the host. The device may 
be authenticated using the encrypted information and the 
anonymous identi?er. The method may receiving only one 
response With the encrypted information and the anonymous 
identi?er. The anonymous identi?er and/or the encrypted 
information may be a one-time use identi?er of the device. 
The request sent from the host to the device may be unen 
crypted. A portion of the encrypted information in the 
response may be encrypted using a portion of the authentica 
tion information. The encrypted information sent from the 
device to the host may be decipherable by only the host. 
Each of the host and the device may use a shared secret 
Which may be one of: established by the device before send 
ing back the response to the request to the host and estab 
lished in advance before sending authentication information 
from the host. A portion of the encrypted information in the 
response may be encrypted using a key derived from the 
shared secret. The method may further include retrieving 
stored information corresponding to the authenticating of the 
device that is stored on at least one of: the device and the 
host. The method may further include deactivating the host, 
Wherein reactivation of the host is performed using an 
administrator device. The device may include at least one of: 
a smart card and a mobile phone having a secure element. 
The host may be an access point of an access controlled 
system and, upon presentation of the device at the access 
point, the access point authenticates the device and estab 
lishes a shared secret With the device to obtain an access 
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credential, and wherein the access point relies on the access 
control system to validate the access credential for authori 
Zation and granting access. 

According further to the system described herein, a non 
transitory computer readable medium stores computer soft 
Ware for authenticating a device. The computer softWare 
may include executable code that generates authentication 
information at a host. Executable code may be provided that 
sends a request to authenticate a device to the host, Wherein 
the request includes at least a portion of the authentication 
information. Executable code may be provided that receives 
a response to the request from the device, Wherein the 
response includes encrypted information and an anonymous 
identi?er of the device that does not provide readable identi 
?cation information to an entity other than the. Executable 
code may be provided that authenticates the device using the 
encrypted information and the anonymous identi?er. The 
anonymous identi?er and/or the encrypted information may 
be a one-time use identi?er of the device. The request sent 
from the host to the device may be unencrypted. A portion of 
the encrypted information in the response may be encrypted 
using a portion of the authentication information. Each of 
the host and the device may use a shared secret Which may 
be one of: established by the device before sending back the 
response to the request to the host and established in advance 
before sending authentication information from the host. A 
portion of the encrypted information in the response may be 
encrypted using a key derived from the shared secret. 
Executable code may be provided that deciphers the 
encrypted information and processes the anonymous identi 
?er. Executable code may be provided that retrieves stored 
information corresponding to the authenticating of the 
device that is stored on the host. The host may be an access 
point of an access controlled system and upon presentation 
of the device at the access point, the access point may 
authenticate the device and establish a shared secret With the 
device to obtain an access credential, and the access point 
may rely on the access control system to validate the access 
credential for authoriZation and granting access. 

According further to the system described herein, a 
method for authenticating a device includes receiving, at the 
device, a request to authenticate the device. The method fur 
ther includes generating a response to the request. The 
method further includes sending the response to a host, 
Where the response includes encrypted information and an 
anonymous identi?er of the device that does not provide 
readable identi?cation information to an entity other than the 
host, and Where the response authenticates the device to the 
host. The anonymous identi?er and/or the encrypted infor 
mation may be a one-time use identi?er of the device. The 
device may generate the encrypted information using infor 
mation provided in the request and/ or a key derived from a 
shared secret of the device and the host. The method may 
further include authenticating the host at the device. The 
method may further include retrieving stored information 
corresponding to the authenticating of the host that is stored 
on the device. The host may be an access point of an access 
controlled system and the device may request access to an 
access controlled terminal. 

According further to the system described herein, a non 
transitory computer readable medium stores computer soft 
Ware for authenticating a device. The computer softWare 
may include executable code that receives a request to 
authenticate a device. Executable code may be provided that 
generates a response to the request. Executable code may be 
provided that sends the response to the host Wherein the 
response includes encrypted information and an anonymous 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
identi?er of the device that does not provide readable identi 
?cation information to an entity other than the host and in 
Which the response authenticates the device to the host. The 
anonymous identi?er and/ or the encrypted information may 
be a one-time use identi?er of the device. The encrypted 
information may be generated using at least one of: informa 
tion provided in the request and a key derived from a shared 
secret of the device and the host. Executable code may be 
provided that authenticates the host to the device. Execut 
able code may be provided that retrieves stored information 
corresponding to the authenticating of the host that is stored 
on the device. The host may be an access point of an access 
controlled system and upon presentation of the device at the 
access point, the access point may authenticate the device 
and establish a shared secret With the device to obtain an 
access credential, and the access point may rely on the 
access control system to validate the access credential for 
authoriZation and granting access. 

According further to the system described herein, a sys 
tem for authenticating a device includes a host and a device 
that authenticates to the host. The host may include a non 
transitory computer readable medium that includes: execut 
able code that generates authentication information at the 
host; executable code that sends a request to authenticate the 
device, Where the request includes at least a portion of the 
authentication information; executable code that receives a 
response to the request from the device, Where the response 
includes encrypted information and an anonymous identi?er 
of the device that does not provide readable identi?cation 
information to an entity other than the host; and executable 
code that authenticates the device using the encrypted infor 
mation and the anonymous identi?er. The device may 
include a non-transitory computer readable that includes: 
executable code that receives the request; executable code 
that generates the response; and executable code that sends 
the response to the host, Where the response authenticates 
the device to the host. The host may include a client applica 
tion and a secure access module. The device may include at 
least one of: a smart card and a mobile phone including a 
secure element. The request sent from the host to the device 
may be unencrypted, and a portion of the encrypted informa 
tion in the response may be encrypted using the portion of 
the authentication information. Each of the host and the 
device may use a shared secret Which may be one of: estab 
lished by the device before sending back the response to the 
request to the host and established in advance before sending 
authentication information from the host. A portion of the 
encrypted information in the response may be encrypted 
using a key derived from the shared secret. The host may be 
an access point of an access controlled system and upon 
presentation of the device at the access point, the access 
point may authenticate the device and establish a shared 
secret With the device to obtain an access credential, and the 
access point may rely on the access control system to vali 
date the access credential for authoriZation and granting 
access. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Embodiments of the system described herein are 
explained With reference to the several ?gures of the 
draWings, Which are brie?y described as folloWs. 

FIG. 1 is a schematic illustration of an OPACITY system 
according to an embodiment of the system described herein. 

FIG. 2 is a schematic illustration shoWing use cases of 
OPACITY according to various embodiments of the system 
described herein. 
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FIGS. 3A and 3B are schematic illustrations showing use 
of the OPACITY protocol in connection With key manage 
ment techniques according embodiments of the system 
described herein. 

FIG. 4 is a schematic illustration showing the command 
How of the OPACITY protocol according to an embodiment 
of the system described herein. 

FIG. 5 is a schematic illustration shoWing use of the 
OPACITY protocol according to an embodiment of the sys 
tem described herein for securely transferring an ID creden 
tial. 

FIG. 6 is a schematic illustration shoWing use of the 
OPACITY protocol according to an embodiment of the sys 
tem described herein for secure messaging. 

FIG. 7 is a schematic illustration shoWing use of the 
OPACITY protocol in connection With persistent binding 
betWeen the host SAM and the ICC. 

FIG. 8 is a schematic illustration shoWing use of the 
OPACITY protocol in connection With scalable persistent 
binding according to an embodiment of the system described 
herein. 

FIG. 9 is a schematic illustration shoWing use of the 
OPACITY protocol in connection With cross-domain 
authentication according to an embodiment of the system 
described herein. 

FIG. 10 is a schematic illustration shoWing use of the 
OPACITY protocol in connection With anti-theft techniques 
including SAM activation and deactivation according to an 
embodiment of the system described herein. 

FIG. 11 is a How diagram shoWing processing of the client 
application under the OPACITY protocol for OPACITY-ES 
mode according to an embodiment of the system described 
herein. 

FIG. 12A is a How diagram shoWing processing of the 
SAM under the OPACITY protocol for OPACITY-ES mode 
according to an embodiment of the system described herein. 

FIG. 12B is a How diagram shoWing more detailed pro 
cessing of the SAM according to an embodiment of the sys 
tem described herein. 

FIG. 13A is a How diagram shoWing processing of the 
ICC under the OPACITY protocol for OPACITY-ES mode 
according to an embodiment of the system described herein. 

FIG. 13B is a How diagram shoWing more detailed pro 
cessing of the ICC according to an embodiment of the sys 
tem described herein. 

DETAILED DESCRIPTION OF VARIOUS 
EMBODIMENTS 

The system described herein provides an open protocol 
for access control identi?cation and ticketing With privacy 
(hereinafter “OPACITY”) and is generally applicable for 
uses involving authentication and key establishment With 
privacy. According to various embodiments, OPACITY may 
provide a suite of authentication and key agreement proto 
cols for contact or contactless interfaces that can secure 

physical access, logical access, transportation applications 
and/or implement other applications requiring secure com 
munications. 

FIG. 1 is a schematic illustration shoWing an overvieW of 
an OPACITY system 100 according to an embodiment of the 
system described herein. A host 10 that may be a terminal 
and/or seWer With protected access may include a client 
application 20 and a secure application module (SAM) 30. 
Although discussed principally herein in connection With 
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6 
use of a SAM, the system described herein may also operate 
in connection With devices using a trusted platform module 
(TPM), hardWare security module (HSM) and/or other type 
of cryptographic module, such as a softWare module, or a 
module embedded in a CPU. Furthermore, although the cli 
ent application 20 is shoWn and discussed principally herein 
as a separate component With separate functionality from the 
SAM 30, in other embodiments, the client application 20 
may be incorporated into the SAM 30. 
An ICC 40, such provided on a smart card, mobile phone 

and/or other personal device, communicates With the SAM 
30 via a contact or contactless interface 1. Operation of the 
protocols of the OPACITY system 100 provide secure con 
tact or contactless communication betWeen the ICC 40 and 
the SAM 30. For example, use of the system described 
herein may provide full protection from attacks including 
skimming, snif?ng and man-in-the middle attacks and may 
provide forWard secrecy, as further discussed elseWhere 
herein. An OPACITY protocol according to the system 
described herein may advantageously use a single command 
for robust transactions and full privacy in the response. Note 
that the host may be a computing system such as a terminal 
or remote server, and/or any other unit or collection of units 
capable of establishing a logical communication channel 
With the device (e.g., the ICC 40) as discussed herein. 
The OPACITY system 100 may include a protocol suite 

including protocols for operations of the SAM 30, ICC 40 
and/or client application 20 that may operate in compliance 
With NIST cryptographic mandates, including NIST SP 800 
56A or 800-56B (as noted above and Which is incorporated 
herein by reference), NIST SP 800-57 Part 1, entitled “Rec 
ommendation for Key Management” by Elaine Barker et al. 
(revised, March 2007), Which is incorporated herein by 
reference, and Federal Information Processing Standards 
(FIPS) 140-2, entitled “Security Requirements for Crypto 
graphic Modules,” May 25, 2001, With change notice 12-03 
2002, Which is incorporated herein by reference. The proto 
col suite may further include the ability to ful?ll NSA 
recommendations on the choice of cryptography (SUITE 
B). It should be noted that other appropriate standards may 
also be utiliZed in connection With the system described 
herein, as Would be understood by one or ordinary skill in 
the art. 

The OPACITY system 100, and protocols therefor as fur 
ther discussed elseWhere herein, may offer multiple advan 
tages in security, fast and robust operation, and integration. 
In connection With security, the system 100 may prevent 
identity leaks and privacy protection may be maximum, 
including that both Personally Identi?able Information and 
Unique Identi?ers cannot be accessed by unauthoriZed par 
ties. The system 100 may provide forWard secrecy, including 
that previously transmitted secrets cannot be revealed in the 
clear even if the static host or ICC authentication key has 
been compromised. The system 100 may provide mutual 
authentication in Which host authentication to the card is 
either implicit or explicit. In implicit mode, only the host 
With a trusted private key can decrypt the card output, so the 
card receives assurance that only an authentic and authoriZed 
host can use the card output. In explicit mode the host 
applies secure messaging on card commands, so the card 
receives assurance that an authentic and authoriZed host has 
effectively received the card output. The system 100 may 
support full secure messaging for application data or key 
exchange. The system 100 may be robust to Man-In-The 
Middle attacks With proof of possession of both private and 
derived session keys. The system 100 may provide protec 
tion against theft With activation control mechanisms. The 
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system may provide key revocation support With a con?g 
urable trusted public key list. 

In connection With fast and robust operation, the system 
100 may have Zero or reduced overhead and in Which there is 
one short command and one short response. The system 100 
may be robust to poWer off in any situation and have the 
capability to resume. Extremely fast and scalable session 
key establishment may be provided When the protocol is 
executed a second time betWeen a card and a host. 

In connection With integration, integration speci?cations 
for both the SAM 30 and ICC 40 interfaces may be provided 
for the system described herein. From the client application 
perspective, the integration may be simple With the use of a 
single ICC command With a SAM-generated public key and 
identi?cation data. An ICC response is directly forWarded to 
the host SAM 30 for processing. The SAM 30 returns 
authenticated ICC credentials. Session keys (e. g., symmetric 
session keys) are established on both sides. The system 100 
may provide simple PKI key management and limited infra 
structure implementation costs. 

FIG. 2 is a schematic illustration shoWing use cases of the 
OPACITY system 100 according to various embodiments of 
the system described herein. The system described herein 
may provide a compact ?exible secure and fast authentica 
tion protocol With secure messaging capability. It may cover 
many types of cases requiring mutual authentication or 
secure messaging. It may also extend the use of knoWn pro 
tocols by offering additional protection mechanisms that 
reduce or prevent risks of usage in contactless or unprotected 
environments. 

The protocol suites of the OPACITY system 100 may 
provide authentication, such as PM authentication, of a ICC 
of a smart card and/or mobile phone With a secure element 
40' that may be presented to one or more hosts 10' . The hosts 
10' may include one or more hosts that are part of and/or 
otherWise incorporated into a door or door controller for 
controlling physical access and into desktops, laptops and/or 
kiosks for controlling logical access. Use of secure messag 
ing provides an end-to-end protected path for document or 
transaction decryption and signatures using the secure ele 
ment or smart card. The end-to-end secure messaging may 
provide for the transport of PIN or biometrics or physical 
access control system (PACS) credentials via contactless 
communication. The system described herein may also be 
used in connection With PM-based authentication and ticket 
ing for transit applications. The system described herein may 
further be used to provide end-to-end post issuance manage 
ment of the smart card or secure element in a contact or 
contactless environment. 

In various embodiments, the protocol suite of the system 
described herein may include modes of different strengths 
that may be applied to various use cases or eco-systems (see 
FIG. 2). A ?rst mode of the OPACITY protocol may be an 
OPACITY Forward Secrecy mode (OPACITY-ES) that may 
be optimiZed for contact or contactless authentication trans 
actions such as for access to sensitive facilities but also When 
it is necessary that the identity of the cardholder never be 
compromised. An external third-party Without privilege 
should not be able to associate the identity of the card holder 
to a transaction made With the card. Under the OPACITY-ES 
mode, the protocol of the system described herein also pro 
tects end-to-end sensitive information that may be trans 
ported to or from the card and Which remains valuable after 
the transaction or the session is completed. For instances in 
key management use cases, information communicated may 
remain critical and need to be protected for a long period of 
time. 
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A second mode of the OPACITY protocol may include an 

OPACITY Zero Key Management (ZKM) mode (OPACITY 
ZKM) that may be a lightWeight option best suited to protect 
contact or contactless communications When terminals are 
not capable of supporting a security module, operating 
secrets and the corresponding key life cycle management, 
such as in legacy Physical Access Control or Logical Access 
Control deployment infrastructures. The OPACITY ZKM 
mode may have similar security properties as the ActivIden 
tity SMA (secure messaging anonymous) protocol suite. For 
further discussion of the standards for supporting Zero key 
management mode, reference is made to the standard ISO 
24727-3 “EC Key Agreement With ICC Authentication, 
Appendix A-l” Which is incorporated herein by reference. 

FIGS. 3A and 3B are schematic illustrations shoWing use 
of the OPACITY protocol in connection With key manage 
ment techniques according embodiments of the system 
described herein. 

FIG. 3A is a schematic illustration 50 shoWing use of the 
OPACITY protocol in connection With the forWard secrecy 
(FS) mode according to an embodiment of the system 
described herein. OPACITY key management may be 
advantageously simple and regular. Each OPACITY-enabled 
crypto module of the ICC 40 and SAM 30 may include a 
private authorization key 31, 41, such as a single persistent 
Elliptic Curve (BC) private key, and a corresponding Card 
Veri?able Certi?cate (CVC) 32, 42. Each SAM 30 or ICC 40 
may also include a list of root public keys for each domain. 
The SAM 30 may include a list of root public keys 33 (Da, 
Db, Dc) of ICC domains for verifyng ICC CVCs. The ICC 
40 may include a list of root public keys 43 (Dx, Dy, DZ) of 
SAM domains for verifying SAM CVCs. These keys are 
used for validating the CVCs of other OPACITY devices 
Willing to communicate. 
The OPACITY-ES mode provides for operation With 

advantageous privacy, authentication and forWard secrecy 
features. The OPACITY protocol may not divulge any iden 
ti?er that may be associated to a particular ICC or card 
holder during an OPACITY session and does not divulge any 
data that alloWs the correlation of tWo protocol executions 
With the same ICC during the OPACITY session. In an 
embodiment, the OPACITY protocol may explicitly authen 
ticate the ICC 40 to the host using FIPS-approved BC-based 
authentication protocols described in NIST SP 800-56A. 
The ICC 40 may deliver the CVC 42 to the host 10/ SAM 30, 
Which alloWs the host 10 to verify the binding betWeen the 
ICC identi?er and the ICC BC private key 41. The ICC 
identi?er may be chosen to be the same value registered in 
the access control system (for instance, GUID or FSC-N). 
The OPACITY protocol may either implicitly or explicitly 
authenticate the host to the ICC, for example, using FIPS 
approved BC-based authentication protocols described in 
NIST SP 800-56A. Implicit authentication means that the 
ICC validates the CVC but does not expect a response from 
the host shoWing that the host actually oWns the private key 
corresponding to that CVC. HoWever, only an authentic host 
Will be able to decipher the ICC response. Explicit authenti 
cation means that the ICC actually receives at least an addi 
tional command from the ho st that proves to the ICC that the 
host oWning the private key is present. Forward secrecy pro 
vides assurance that the encrypted data that is transferred 
cannot be decrypted after the communication has ended and 
the session keys and the ephemeral EC key pairs are ZeroiZed 
(destroyed). This mode is particularly useful When OPAC 
ITY is used for secure messaging (SM) encryption. 
Speci?cally, With forWard secrecy, the SM session keys can 
not be reproduced even if both the original persistent key 
















