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[57] ABSTRACT 

In one aspect of the present invention, an integrated authen 
tication center is provided that may be used in an exemplary 
integrated Wireless telecommunications system (14). The 
integrated authentication center includes an application 
process, such as a call processing application (54), that 
includes a plurality of software objects such as a home 
location register (44) and an authentication center (42). The 
home location register (44) is implemented in one of the 
plurality of software objects of the application process and 
initiates the generation of an authentication set, such as 
authentication triplets. The authentication center (42) is also 
implemented in one of the plurality of softWare objects of 
the application process and generates the authentication set 
in response to the home location register (44). 

37 Claims, 4 Drawing Sheets 

A statutory invention registration is not a patent. It has 
the defensive attributes of a patent but does not have the 
enforceable attributes of a patent. No article or adver 
tisement or the like may use the term patent, or any term 
suggestive of a patent, When referring to a statutory 
invention registration. For more speci?c information on 
the rights associated With a statutory invention registra 
tion see 35 U.S.C. 157. 
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1 
INTEGRATED AUTHENTICATION CENTER 
AND METHOD FOR AUTHENTICATION IN 
A WIRELESS TELECOMMUNICATIONS 

NETWORK 

CLAIM OF PRIORITY 

This application claims priority from US. provisional 
patent application Ser. No. 60/060,107, entitled Cellular 
Communication System by Anthony G. Fletcher and Scott 
D. Hoffpauir as inventors, and ?led on Sep. 26, 1997. 

TECHNICAL FIELD OF THE INVENTION 

This invention relates in general to the ?eld of telecom 
munications and more particularly to an integrated authen 
tication center and method for authentication in a Wireless 
telecommunications netWork. 

BACKGROUND OF THE INVENTION 

Wireless telecommunications systems utiliZe any of a 
variety of technologies and standards such as, for example, 
Global System for Mobile Communications (GSM); Code 
Division Multiple Access (CDMA); Time Division Multiple 
Access (TDMA); Frequency Division Multiple Access 
(FDMA); Personal Communications Service (PCS); and 
Advanced Mobile Phone Service (AMPS). Wireless tele 
communications systems, both digital and analog, are com 
posed of several distinct pieces of equipment and processors 
that are interconnected, each to carry out dedicated func 
tions. The costs and complexity associated With the 
manufacture, maintenance and interface of such distinct 
equipment are relatively high. 

The difficulties associated With interfacing distinct equip 
ment can be illustrated With a GSM Wireless telecommuni 
cations system. GSM has become the standard digital cel 
lular phone service throughout Europe, Japan, Australia and 
elseWhere and is de?ned in speci?cations provided by the 
European Telecommunications Standards Institute (ETSI). 
The GSM speci?cations de?ne discrete functionalities that 
carry out dedicated functions. These discrete functionalities 
have been implemented using discrete equipment that must 
be interfaced. 
GSM Wireless telecommunications systems may be sepa 

rated into various subsections such as, among others, a 
NetWork Subsystem (NSS), a Base Station Subsystem (BSS) 
and an Operations and Maintenance Center (OMC). These 
subsections include such components as (a) a Base Station 
Controller (BSC); (b) a Base Transceiver Station (BTS); (c) 
a Mobile SWitching Center (MSC); (d) a Visitor Location 
Register (VLR); (e) a Home Location Register (HLR); an 
Authentication Center (AuC); (g) an Operations and Main 
tenance Center-Radio (OMC-R); and (h) an Operations and 
Maintenance Center-SWitching (OMC-S). The implementa 
tion of these components as discrete equipment and proces 
sors is cumbersome, complex and expensive. 

For example, the functionality of the AuC and HLR are 
often implemented using separate equipment and proces 
sors. This signi?cantly increases overall system costs and 
interface complexity. Maintenance and operational expenses 
are also increased because of the need to maintain separate 
equipment. 

Although the integration of discrete functionalities may 
solve many of the complexities and expenses associated 
With the implementation of discrete, dedicated equipment 
and processors, additional problems are presented. One such 
problem surrounds processor capacity and loading. 
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2 
For example, in a GSM Wireless telecommunications 

system, a subscriber unit is generally authenticated each 
time the subscriber unit requests service. Authentication 
involves the generation of three values, referred to as 
“triplets,” using the AuC. The triplets include a Random 
Number (RAND), a Signed Response (SRES) and a Cipher 
ing Key Authentication uses a previously stored and 
encrypted Authentication Key that is unique for each 
subscriber, and the RAND as inputs to complex algorithms 
to generate both SRES and Kc. The complex algorithms are 
mathematically intensive and require extensive processor 
poWer and capability. As a result, authentication can be 
unacceptably lengthy, even When using dedicated 
equipment, such as a dedicated authentication center, to 
perform such functions. The situation becomes even more 
problematic as various Wireless telecommunications system 
functionality is integrated into the same equipment that is 
controlled by the same processor. This further loads the 
processor and exacerbates the authentication problem out 
lined above. 

SUMMARY OF THE INVENTION 

From the foregoing it may be appreciated that a need has 
arisen for an integrated authentication center and method for 
authentication in a Wireless telecommunications netWork 
that alloWs authentication to be performed in a timely 
manner Without undue delay to a subscriber. The present 
invention alloWs for triplets to be calculated, on-demand, 
While providing all of the advantages of integration. This 
signi?cantly reduces overall system costs and improves 
overall system performance. In accordance With the present 
invention, there is provided an integrated authentication 
center and method for authentication in a Wireless telecom 
munications netWork that substantially eliminate and reduce 
the disadvantages and problems associated With authenti 
cating a subscriber. 

According to an aspect of the present invention, an 
integrated authentication center for use in a Wireless tele 
communications netWork is provided that includes an appli 
cation process, a home location register and an authentica 
tion center. The application process includes a plurality of 
softWare objects and the home location register and the 
authentication center are implemented in one of the plurality 
of softWare objects of the application process. The authen 
tication center generates an authentication set in response to 
the home location register. 

According to another aspect of the present invention, a 
Wireless telecommunications sWitch having an integrated 
authentication center is provided that includes a mobile 
sWitching center, a base station controller, an application 
process, a home location register and an authentication 
center. The application process includes a plurality of soft 
Ware objects and the mobile sWitching center, the base 
station controller, the home location register and the authen 
tication center are implemented in one of the plurality of 
softWare objects of the application process. The authentica 
tion center generates an authentication set in response to the 
home location register. 

According to yet another aspect of the present invention, 
a method for authentication in a Wireless telecommunica 
tions netWork is provided that includes the steps of receiving 
a request from a subscriber for service and requesting 
approval from a home location register to provide service to 
the subscriber. The method further includes the steps of 
initiating the generation of an authentication set by an 
authentication center using a procedure, Where the home 
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location register and the authentication center are integrated 
in one or more software objects of an application process, 
and generating and communicating the authentication set to 
the subscriber. 

The present invention provides a multitude of technical 
advantages. One technical advantage of the present inven 
tion includes the capability to integrate an authentication 
center and a home location register Within an application 
process While performing authentication in a timely manner 
Without any undue delay to a subscriber. This reduces 
overall system costs and increases overall system reliability 
because of the reduced hardWare and equipment require 
ments. This also reduces maintenance costs because of the 
elimination of the need to maintain and update separate 
hardWare and data. The integration of the authentication 
center and the home location register Within an application 
process also provides the signi?cant technical advantages of 
reduced softWare development costs and increased perfor 
mance such that authentication sets do not have to be 
pregenerated. The use of the application process to integrate 
the authentication center and the home location register 
results in reduced softWare development requirements and 
reduces the amount of communication that is needed 
betWeen the authentication center and the home location 
register Which signi?cantly reduces processor loading and 
the time required to generate authentication sets. 

Another technical advantage of the present invention 
includes the elimination of the need to pregenerate authen 
tication sets, such as triplets, for each subscriber. This 
reduces overall system costs by eliminating the need to 
provide larger storage devices, such as larger hard disk 
drives and larger random-access memory, to store the mul 
tiple authentication sets for each subscriber and reduces the 
overall potential for subscriber fraud by eliminating the 
existence of the stored pregenerated authentication sets. The 
elimination of the requirement to pregenerate triplets also 
reduces the load on the processor and alloWs the processor 
to perform other tasks more timely. Further, the elimination 
of the requirement to pregenerate triplets reduces the overall 
complexity of the softWare and thus, reduces overall costs. 

Yet another technical advantage of the present invention 
includes, in one embodiment, the ability to store all subsci 
ber data and authentication data in one database, such as an 
HLR database. This alloWs a neW subscriber to be set up by 
storing subscriber information in one database using one 
step as opposed to multiple steps. This also reduces overall 
system complexity. Other technical advantages are readily 
apparent to one skilled in the art from the folloWing ?gures, 
description, and claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present inven 
tion and the advantages thereof, reference is noW made to 
the folloWing brief description, taken in connection With the 
accompanying draWings and detailed description of one 
embodiment of the present invention, Wherein like reference 
numerals represent like parts, in Which: 

FIG. 1 is a block diagram illustrating the integration of a 
traditional Wireless telecommunications system into an 
exemplary integrated Wireless telecommunications system; 

FIG. 2 is a block diagram illustrating functional blocks of 
the exemplary integrated Wireless telecommunications sys 
tem in more detail; 

FIG. 3 is a block diagram illustrating exemplary softWare 
application processes, that include one or more softWare 
objects, of the integrated Wireless telecommunications sys 
tem; 

1O 

15 

25 

35 

45 

55 

65 

4 
FIG. 4 is a block diagram illustrating an exemplary home 

location register softWare object and authentication center 
softWare object of an application process of the integrated 
Wireless telecommunications system; and 

FIG. 5 is a ?oWchart illustrating an exemplary method for 
authentication using the authentication center softWare 
object of the application process of the integrated Wireless 
telecommunications system. 

DETAILED DESCRIPTION OF THE 
INVENTION 

FIG. 1 is a block diagram 10 illustrating the integration of 
a traditional Wireless telecommunications system 12 into an 
exemplary integrated Wireless telecommunications system 
14. The traditional Wireless telecommunications system 12 
and the integrated Wireless telecommunications system 14 
are illustrated as Global System for Mobile Communications 
(GSM) Wireless telecommunications systems. HoWever, it 
should be understood at the outset that the present invention, 
although illustrated herein using a GSM Wireless telecom 
munications system, is in no Way limited to GSM Wireless 
telecommunications systems and may be implemented in a 
variety of Wireless telecommunications systems using any of 
a variety of technologies and technical standards. For 
example, and Without limitation, the present invention may 
be implemented in Wireless telecommunications systems 
implementing the folloWing technologies and technical stan 
dards: Code Division Multiple Access (CDMA); Time Divi 
sion Multiple Access (TDMA); Frequency Division Mul 
tiple Access (FDMA); and Personal Communications 
Service (PCS). 
The traditional Wireless telecommunications system 12 

and the integrated Wireless telecommunications system 14 
are shoWn coupled to a Public Land Mobile NetWork 
(PLMN) 16 and a Public SWitched Telephone NetWork 
(PSTN) 18 for the exchange of information, including, for 
example, both voice and data. Of course, although PLMN 16 
and PSTN 18 are public netWorks, the traditional Wireless 
telecommunications system 12 and the integrated Wireless 
telecommunications system 14 may also interface With 
private netWorks. 

The traditional Wireless telecommunications system 12 
and the integrated Wireless telecommunications system 14 
preferably include one or more Base Transceiver Stations 
(BTS) 20 for communication through a common air inter 
face or radio interface to a subscriber unit 22. The informa 
tion exchanged through the common air interface or radio 
interface is provided as a digital signal in digital Wireless 
telecommunications systems and as an analog signal in 
analog Wireless telecommunications systems. This exchange 
of information may be encrypted to enhance privacy and 
security. 

Each of the BTSs 20 generally include an antenna for 
exchanging radio signals With the subscriber unit 22 and a 
transceiver for exchanging information betWeen the antenna 
and the Wireless telecommunications sWitch, Which is 
described more fully beloW. The BTSs 20 are normally 
housed in cabinets together With the antennas. The cabinets 
often contain an air-conditioning unit, heating unit, electrical 
supply, telephone hook-up and a back-up battery supply. 
The remaining subsystems of the traditional Wireless 

telecommunications system 12 and the integrated Wireless 
telecommunications system 14 may be referred to as a 
Wireless telecommunications sWitch. Many of the compo 
nents or sub-systems of the traditional Wireless telecommu 
nications system 12 have been integrated to provide the 
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novel solution illustrated by the integrated Wireless telecom 
munications system 14. This integration may be best under 
stood by ?rst describing the various sub-systems of the 
traditional Wireless telecommunications system 12 and then 
the integrated Wireless telecommunications system 14. 

The traditional Wireless telecommunications system 12 
includes, in addition to one or more of the BTSs 20 and 
subscriber units 22, a Wireless telecommunications sWitch 
that may generally be de?ned to include the remaining 
components. For example, in a GSM Wireless telecommu 
nications system, these components may include a Base 
Station Controller (BSC) 32, a Mobile SWitching Center 
(MSC) 24, a Visitor Location Register (VLR) 26, a Home 
Location Register (HLR) 28, an Authentication Center 
(AuC) 30, an Operations and Maintenance Center - SWitch 
ing (OMC-S) 34, and an Operations and Maintenance Cen 
ter - Radio (OMC-R) 36. With the exception of the MSC 24 
and the VLR 26, each of these components or sub-systems 
of the Wireless telecommunications sWitch is generally 
implemented as a separate piece of equipment, often from 
different manufacturers, that must be separately maintained 
and interfaced. As mentioned above, this is expensive, 
cumbersome and suffers from various disadvantages. 

The BSC 32 is provided betWeen the one or more BTSs 
20 and the MSC 24 and provides control to the one or more 
BTSs 20. The BSC 32 is implemented as a stand-alone 
computer that manages the radio resources for the one or 
more BTSs 20 including radio-channel setup, frequency 
hopping and handovers. The BSC 32 tracks the various radio 
channels used by the one or more BTSs 20 and the sub 
scribers that are using each radio channel. The BSC 32 
allocates and releases the radio channels and regulates the 
transmit poWer level of the antennas of the one or more 
BTSs 20. As the subscriber unit 22 moves closer to an 
antenna, the BSC 32 loWers the transmitter poWer level, and 
as the subscriber unit 22 moves aWay from the antenna, the 
BSC 32 raises the transmitter poWer level. 

In a GSM Wireless telecommunications system, the BSC 
32 can support and control multiple BTSs 20 through a 
proprietary link referred to as an Abis link. Information is 
generally exchanged betWeen the one or more BTSs 20 and 
the BSC 32 at sixteen kbps. The LAPD protocol may be used 
for signaling. The proprietary Abis link normally requires 
the BSC 32 and the one or more BTSs 20 to be provided by 
the same manufacturer. This can substantially increase over 
all system costs. The BSC 32 may be implemented as a 
sWitch With signi?cant computational capability. The BSC 
32 may also include a Transcoder/Rate Adapter Unit 
(TRAU) that performs system dependent coding, such as 
GSM-speci?c speech encoding and decoding, and rate adap 
tation. 

The BSC 32 also interfaces and exchanges information 
With the MSC 24 through a link de?ned in the GSM 
speci?cations and referred to as the “A” interface. Signaling 
information, normally using the Signaling System 7 (SS7) 
protocol, is exchanged betWeen the BSC 32 and the MSC 24. 
Voice and data are also exchanged at sixty-four kbps. The 
BSC 32 may use the TRAU to convert the voice and data 
betWeen sixteen kbps and sixty-four kbps. 

The OMC-R 36 is a stand-alone sub-system that inter 
faces With the BSC 32. The OMC-R 36 manages and 
monitors the functions and operations of the BSC 32 and the 
one or more BTSs 20. The OMC-R 36 includes a user 

interface and is provided as a stand-alone Workstation. 
Generally, the OMC-R 36 Will be manufactured by the same 
company that manufactures the BSC 32 and the BTSs 20 
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6 
that it manages and monitors. The OMC-S 34 is a separate 
stand-alone Workstation that Will be described more fully 
beloW. 

The MSC 24 functions as a sWitch to connect calls from 
sender to receiver, to collect the details of calls made, and to 
supervise the operation of the remainder of the sWitch. As 
mentioned above, the MSC 24 is in contact With its mobile 
subscribers through the BSC 32. The MSC 24 interfaces 
With the BSC 32 through the A interface so that information, 
including signaling information, may be exchanged. The 
MSC 24, although not explicitly shoWn in FIG. 1, also 
interfaces With external netWorks such as the PLMN 16 and 
the PSTN 18 so that mobile subscribers, such as subscriber 
unit 22, can communicate With others outside of the tradi 
tional Wireless telecommunications system 12. The MSC 24 
can control or interface With multiple BSCs 32. In many 
sWitches, the MSC 24 and the VLR 26 are integrated in the 
same sub-system. 
The combination of the MSC 24, the VLR 26, the HLR 28 

and the AuC 30 function to provide mobility management to 
the Wireless telecommunications sWitch. The VLR 26 pro 
vides a database containing information on all active sub 
scriber units of the traditional Wireless telecommunications 
system 12, including roaming subscriber units. An active 
subscriber unit is one that has requested access to the 
traditional Wireless telecommunications system 12. The 
database of the VLR 26 provides a temporary subscriber 
record for each active subscriber unit being served by the 
MSC 24. 
The VLR 26 is operated as part of the signaling netWork 

and receives information to generate this temporary sub 
scriber record from the home HLR of each active subscriber 
unit. For example, the HLR 28 is the home HLR to the 
subscriber unit 22, Whereas the home HLR of a roaming 
subscriber unit using the traditional Wireless telecommuni 
cations system 12 Would provide information to the VLR 26 
through the signaling netWork provided, for example, 
through the PLMN 16 for the duration in Which the sub 
scriber unit 22 is in the service area of VLR 26. Information 
in the VLR 26 is generally retained for a set period of time, 
hence the reference to a temporary database, and includes 
such information as the subscriber’s International Mobile 
Subscriber Identity Number (IMSI), information about the 
subscriber’s services and features. The home HLR of a 
roaming subscriber unit is provided With the address of the 
traditional Wireless telecommunications system 12 so that 
incoming calls to the roaming subscriber unit can be prop 
erly directed. The VLR 26 also Works With the MSC 24 and 
other components to initiate and perform authentication 
functions to ensure that subscriber units attempting to access 
the traditional Wireless telecommunications system 12 are 
authentic. The VLR 26 may also assists With recording the 
location of a local subscriber unit and communicates With 
the MSC 24 and other sub-systems using signaling infor 
mation such as SS7 Mobile Application Part (MAP) mes 
sages. 
The HLR 28 is the central depository for all information 

required to alloW a customer to access and use the Wireless 
telecommunications sWitch, such as a GSM sWitch. The 
information stored in the HLR 28 may be referred to as a 
subscriber database. The HLR 28 may not store information 
such as the customer’s name or home address, that type of 
information is often stored in a billing or accounting system 
and could be stored in the OMC-S 34. The HLR 28 is an 
intelligent database used to store subscriber related 
information, such as features and services, and the location 
information needed to provide Wireless telecommunications 
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services. The subscriber information stored in HLR 28 is 
only for those subscribers that use the traditional Wireless 
telecommunications system 12 as their home system. When 
these subscribers are roaming and using other Wireless 
telecommunications systems, the HLR 28 provides pertinent 
information to the VLR of the visited system. The HLR 28 
is operated as part of the signaling netWork. Information and 
data requests from/to the HLR 28 are provided using the 
signaling netWork, such as SS7 MAP messages. 

The AuC 30 interfaces With HLR 28 and is used to 
authenticate a subscriber unit. Authentication is the process 
Whereby a subscriber unit that requests access to a Wireless 
telecommunications system, including roaming subscriber 
units, must prove it is not a fraud or counterfeit. The AuC 30 
operates as part of the signaling netWork and stores infor 
mation used in the authentication process for subscribers to 
the traditional Wireless telecommunications system 12. A 
home AuC, not the AuC 30, is used in the authentication 
process by roaming subscriber units seeking access to the 
traditional Wireless telecommunications system 12. This 
home AuC Will generally be associated With the roaming 
subscriber units home Wireless telecommunications system. 
The AuC 30 is de?ned by Interim Standard (IS-41) Rev. C 
as a stand-alone netWork element. 

Authentication may be accomplished in a number of 
different Ways, some more secure than others. GSM Wireless 
telecommunications systems are generally considered very 
secure While many others are not. In some non-GSM 
systems, secret keys are exchanged betWeen the system and 
the subscriber unit through the radio interface during authen 
tication. These systems are generally considered less secure 
because of the increased possibility of intercepting and 
deciphering the secret keys. 

In a GSM Wireless telecommunications system, the AuC 
30 includes complex mathematical algorithms used in the 
authentication process and a database to store an Authenti 
cation Key corresponding to each of the subscriber 
units of the traditional Wireless telecommunications system 
12, but not including roaming subscriber units. The Ki may 
be encrypted. The home AuC of each of the roaming 
subscriber units stores a corresponding Ki, Which also may 
be encrypted. The complex mathematical algorithms may 
include an A-3 algorithm and an A-8 algorithm as outlined 
by the GSM speci?cations and as determined by each 
Wireless telecommunications system operator. Each of the 
subscriber units 22, including roaming subscriber units, 
include a memory, such as a Subscriber Identity Module 
(SIM) provided as either a “smartcard” or a module, that 
stores a corresponding Ki,A-3 algorithm and A-8 algorithm. 
Once again, the Ki may be encrypted. 

The operation of the AuC 30 can best be illustrated after 
describing the authentication process. The folloWing pro 
vides a general description of the authentication process in 
a GSM Wireless telecommunications system. First, the sub 
scriber unit 22 requests access to the traditional Wireless 
telecommunications system 12 and sends its IMSI to the 
traditional Wireless telecommunications system 12. Next, 
the MSC 24 asks the VLR 26 if it has a record for the 
subscriber unit 22. If no, the VLR 26 sets up a record by 
querying the home HLR of the subscriber unit 22 using the 
signaling netWork. This Will preferably be performed using 
SS7 MAP messages. If the subscriber unit 22 is a roaming 
subscriber unit then its home HLR Will be queried so that a 
record can be generated in the VLR 26, otherWise, the HLR 
28 Will be requested to provide information to the VLR 26. 

Once a record for the subscriber unit 22 is established in 
the VLR 26, each time the subscriber unit 22 seeks to access 
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the traditional Wireless telecommunications system 12, the 
VLR 26 asks the home HLR to initiate the generation of 
authentication triplets in the home AuC for the subscriber 
unit 22. Assuming that the home HLR is the HLR 28, the 
VLR 26 asks the HLR 28 to provide authentication triplets 
for the subscriber unit 22. The HLR 28 then requests the 
authentication triplets from the AuC 30. The AuC 30 can 
then provide either previously generated and stored authen 
tication triplets or it can generate them When requested. The 
AuC 30 generates the authentication triplets by generating a 
Random Number (RAND), decrypting the Ki, if it Was 
previously encrypted, associated With the subscriber unit 22 
and using RAND and the Ki as inputs to the A-3 algorithm 
and the A-8 algorithm. The A-3 algorithm at the AuC 30 
generates a netWork generated Signed Response (SRES) as 
an output, and the A-8 algorithm at the AuC 30 generates a 
netWork generated Ciphering (Kc) as an output. The netWork 
generated Kc is used later to encrypt the information pro 
vided over the air or radio interface. The combination of the 
RAND, the netWork generated SRES, and the netWork 
generated Kc are referred to as the authentication triplets. 
Because these mathematical algorithms are very processor 
intensive, the generation of the netWork generated SRES and 
Kc may be time consuming. Thus, the AuC 30 may have to 
pregenerate and store several sets of authentication triplets 
for each of its subscribers so that these triplets are readily 
available When needed to authenticate one of its subscriber 
units. As can be seen, the storage and, hence, availability of 
pregenerated authentication triplets potentially reduces 
overall system security and increases overall system com 
plexity. It should also be mentioned that the interface 
betWeen the HLR 28 and the AuC 30 is often different from 
one vendor to another. This introduces compatibility issues 
and further increases overall system complexity. 
The A-3 algorithm and the A-8 algorithm may be referred 

to as one-Way or trap-door functions because Ki cannot be 
easily determined even if several pairs of RAND and 
outputs, such as SRES or Kc, are knoWn. Thus, Ki is never 
sent through the signaling netWork and is only stored in the 
AuC 30 in an encrypted state. This, along With the fact that 
each system operator may implement different versions of 
the A-3 algorithm and the A-8 algorithm, drastically reduces 
the possibility of fraud in a GSM Wireless telecommunica 
tions system. The GSM speci?cations have de?ned the siZe 
of RAND to be 128 bits long and the siZe of SRES to be 32 
bits long. 

Next, the authentication triplets, including the RAND, the 
netWork generated SRES, and the netWork generated Kc, are 
provided to the VLR 26 via SS7 MAP messages. The RAND 
is then provided to the SIM of subscriber unit 22. The SIM 
of subscriber unit 22 generates a corresponding subscriber 
generated SRES and a subscriber generated Kc using RAND 
and the locally provided Ki, A-3 algorithm and A-8 algo 
rithm. The subscriber generated SRES is then provided back 
to the VLR 26 for comparison With the netWork generated 
SRES. If these values are the same, the subscriber unit 22 is 
authenticated, otherWise, it is not. 
The AuC 30 also assists With encryption of the informa 

tion exchanged betWeen the subscriber unit 22 and the ETS 
20 over the air or radio interface. As mentioned above, the 
netWork generated Kc, i.e., the Kc generated at the AuC 30, 
and the subscriber generated Kc, i.e., the Kc generated at the 
subscriber unit 22, are used later to encrypt the information 
provided over the air or radio interface. This increases 
privacy and security and eliminates eavesdropping. 

The OMC-S 34 is another dedicated sub-system designed 
to manage and monitor the Wireless telcommunications 
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switch that includes the MSC 24, the VLR 26, the HLR 28 
and the AuC 30. The dedicated OMC-S 34 and the dedicated 
OMC-R 36 are identi?ed in the GSM speci?cations. The 
OMC-S 34 receives event alarms and system status/ 
operational information that is critical to the operation of the 
traditional wireless telecommunications system 12. These 
alarms and system status/operational information may be 
logged for future analysis if needed. The OMC-S 34 may 
also be used to control, start and shut down certain equip 
ment. Just as with the OMC-R 36, the OMC-S 34 will also 
generally be manufactured by the same company that manu 
factures the wireless telecommunications switch that it man 
ages and monitors. In addition to its network operations and 
maintenance functions, the OMC-S 34 may also interface 
with a subscription management system. 

The subscription management system may access and 
modify subscriber information stored in the subscriber data 
base of the HLR 28. For example, the subscription manage 
ment system may be used to update the subscriber informa 
tion stored in the HLR 28, to add new subscribers including 
a Ki in the database of the AuC 30, to modify an existing 
subscriber’s pro?le and to change the services and features 
available to the subscriber. The subscription management 
system may also receive and store operational statistics 
related to call processing that may then be used for account 
ing and billing. 

Referring now to the exemplary integrated wireless tele 
communications system 14, many of the components or 
sub-systems of the traditional wireless telecommunications 
system 12 have been integrated to provide the novel solution 
illustrated by the integrated wireless telecommunications 
system 14. Generally, the functionality of the BSC 32, the 
MSC 24, the VLR 26, the HLR 28 and the AuC 30 of the 
traditional wireless telecommunications system 12 has been 
integrated in the integrated wireless telecommunications 
system 14 as a call processor 40 and a resource assembly 60. 
The call processor 40 provides the overall switching and 
subscriber control to the integrated wireless telecommuni 
cations system 14 using signaling information and sub 
scriber information. Similarly, the functionality of the 
OMC-S 34 and the OMC-R 36 has been generally integrated 
into a Network Management System-Server (NMS-S) 70 
and a Network Management System-Client (NMS-C) 90. In 
one embodiment, the call processor 40, the resource assem 
bly 60, the NMS-S 70, and the NMS-C 90 communicate 
through a Local Area Network (LAN) such as an Ethernet 
LAN. The integrated wireless telecommunications system 
14 is described more fully below and in connection with 
FIG. 2 where a more detailed implementation of the exem 
plary integrated wireless telecommunications system 14 is 
presented. 

The resource assembly 60 provides the physical connec 
tions with the one or more BTSs 20, the PLMN 16 and the 
PSTN 18 so that voice, data and signaling information may 
be exchanged. The resource assembly 60 may include any 
number of redundant circuit modules and controllers such as 
an interface module, a switching module, a telephony sup 
port module and a signal processing module. The intercon 
nections with the one or more BTSs 20, the PLMN 16 and 
the PSTN 18 may be provided through the interface module, 
such as a quad span module, so that information may be 
exchanged through a telecommunications link or span such 
as, for example, an E-1 or T-1. The switching module may 
include a switching matrix to connect calls from sender to 
receiver and bus arbitration circuitry to arbitrate a control 
bus and a high speed bus, such as a Pulse Code Modulation 
(PCM) bus, of the resource assembly 60. The high speed bus 
can carry both voice and data. 
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The telephony support module of the resource assembly 

60 may generate all needed tones such as trunk tones for 
trunk signaling and busy tones that may be provided on the 
high speed bus as needed. The telephony support module 
may also generate or store pre-recorded messages for play 
back as needed. Finally, the signal processing module may 
include one or more digital signal processors (DSPs) and 
associated software to perform echo cancellation when 
needed and to serve as a TRAU as described previously with 
respect to the BSC 32. Each of those modules of the resource 
assembly 60 preferably include software. Although the 
functionality of the resource assembly 60 has been described 
with respect to various modules, it should be understood that 
the functionality could be achieved using virtually any 
combination of software and hardware, with our without 
modules. 
The call processor 40 uses signaling information and 

subscriber information to provide the overall switching 
control and subscriber control to the functionality provided 
by the resource assembly 60. In an exemplary embodiment, 
the call processor 40 may be implemented using a dedicated 
computer, such as a personal computer motherboard using 
an Intel Pentium microprocessor, and various software pro 
cesses or applications that include software objects. The call 
processor 40 may also operate under the control of an 
operating system capable of processing real-time data such 
as, for example, the QNX operating system, the 
MICROSOFT WINDOWS NT operating system, or the like. 
The call processor 40, which is illustrated in more detail in 
FIG. 2, includes an application process that comprises an 
Authentication Center Object (AuC) 42, a Home Location 
Register Object (HLR) 44, a Visitor Location Register 
Object (VLR) 46, a Mobile Switching Center Object (MSC) 
48, and a Base Station Controller Object (BSC) 50. The 
dashed line between the HLR 44 and the AuC 42 is provided 
to signify that the HLR 44 and the AuC 42, although 
preferably integrated as one software object with the AuC 42 
embedded within the HLR 44, may also be implemented as 
separate software objects that are integrated into the same 
application process or executable ?le. The AuC 42 and the 
HLR 44 may serve multiple telecommunications switches in 
addition to the one provided in the integrated wireless 
telecommunications system 14. These software objects pro 
vide related control functionality to the dedicated, and often 
separate, systems previously described for the traditional 
wireless telecommunications system 12. 

Each of the software objects of the call processor 40 will 
generally contain procedures, sometimes referred to as 
methods in object-oriented programming terminology, and 
data, sometimes referred to as variables or data elements. 
The software objects communicate with one another using a 
message. A message is provided from a sender software 
object to a receiver software object and includes the name of 
the receiver software object and the name of the procedure 
or method to be executed by the receiver software object. 
The message may also include a parameter for use by a 
procedure. 

The call processor 40 may communicate with the resource 
assembly 60 and the NMS-S 70 through the Ethernet LAN. 
In an exemplary embodiment, the call processor 40 com 
municates with the NMS-S 70 using an Object Request 
Broker (ORB) such as the Common Object Request Broker 
Architecture (CORBA) developed by the Object Manage 
ment Group (OMG). This provides standard object-oriented 
interfaces between external applications and platforms to 
provide interoperability of object-oriented software systems 
residing on disparate platforms. In an exemplary 
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embodiment, the call processor 40 communicates With the 
resource assembly 60 using Sockets so that Transmission 
Control Protocol / Internet Protocol (TCP/IP), or the like, 
can be used for exchanging information. 

The AuC 42, Which preferably is implemented in the same 
softWare object as the HLR 44 but may be implemented in 
a softWare object separate from the HLR 44, includes a 
procedure to generate an authentication set or authentication 
triplets in response to the subscriber unit 22 requesting 
access to the integrated Wireless telecommunications system 
14. This request is generally received at the HLR 44 from the 
VLR 46 Which in turn requests the AuC 42 to generate the 
authentication set for this subscriber unit 22. The request 
may come in the form of a message that requests the 
execution of a procedure in the AuC 42 and a parameter that 
includes the Ki of the subscriber unit 22 being authenticated. 
The AuC 42 preferably includes an A-3 algorithm and an 
A-8 algorithm. The A-3 algorithm and the A-8 algorithm 
may be provided as one or more procedures of the AuC 42. 
Further, the A-3 algorithm and the A-8 algorithm may be 
implemented as separate algorithms or as a combined algo 
rithm. Still further, multiple versions of the A-3 and A-8 
algorithms may be provided such that the HLR 44 also sends 
over the appropriate algorithm version for the subscriber so 
that authentication can be properly performed. 

In other embodiments, the AuC 42 also includes a data 
base of Kis for each subscriber unit that uses the integrated 
Wirelesstelecommunications system 14. The database of Kis 
may or may not be encrypted. In such a case, the AuC 42 
does not need to have a Ki provided by the HLR 44 because 
the AuC 42 can retrieve a corresponding Ki based on the 
IMSI provided by the HLR 44. It should also be noted that 
multiple versions of both the A-3 algorithm and the A-8 
algorithm may be provided at the AuC 42. In such a case, 
information must be provided or retained that indicates 
Which version of each algorithm is used by each subscriber. 

In one embodiment, the AuC 42 generates a RAND and 
uses the RAND along With the subscriber’s Ki as inputs to 
the A-3 algorithm to generate a netWork generated SRES 
and as inputs to the A-8 algorithm to generate a netWork 
generated Kc. The RAND, the netWork generated SRES and 
the netWork generated Kc are then provided to the request 
ing VLR, the VLR 46 in this case, so that the RAND can be 
sent to the subscriber unit 22 to complete the authentication. 
The subscriber unit 22 then generates a corresponding 
subscriber authentication set or triplets including a sub 
scriber generated SRES. Any portion of the subscriber 
authentication set or triplets, such as the subscriber gener 
ated SRES and the subscriber generated Kc, may be referred 
to as subscriber authentication information. If the subscriber 
unit 22 is able to successfully generate and transmit back a 
subscriber generated SRES corresponding to the netWork 
generated SRES, the subscriber unit 22 Will be authenticated 
by the VLR 46. The communication betWeen the VLR 46, 
the HLR 44 and the AuC 42 Will generally be provided via 
SS7 MAP messages. 

The HLR 44 and the VLR 46 perform the same general 
functions previously described for the HLR 28 and the VLR 
26. The HLR 44 and the VLR 46 include databases With 
subscriber information. The MSC 48 and the BSC 50 also 
perform the same general functions previously described for 
the MSC 24 and the BSC 32 With a feW noted exceptions. 
The MSC 48 controls the sWitching of calls, collects the 
details of calls made, and supervises the operation of the 
remainder of the sWitch. The MSC 48 is in contact With its 
mobile subscribers through the BSC 50 and the resource 
assembly 60. The interface betWeen the MSC 48 and the 
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BSC 50 can still be maintained as an type A interface as 
de?ned by the GSM speci?cations. The MSC 48 controls a 
sWitching matrix of the resource assembly 60, such as the 
sWitching matrix of a sWitching module. It should also be 
mentioned that, just as With the VLR 26 and the MSC 24, the 
VLR 46 and the MSC 48 may be integrated. Thus, the VLR 
46 and the MSC 48 may be implemented in the same 
softWare object but preferably are implemented as separate 
softWare objects. 
The BSC 50 is implemented as a softWare object to 

manage the radio resources for the one or more BTSs 20, 
including radio-channel setup, frequency hopping and 
handovers, through the resource assembly 60. The BSC 50 
preferably does not include a TRAU like the BSC 32. As 
mentioned above, the TRAU may be provided in the 
resource assembly 60. 
The NMS-S 70 and the NMS-C 90 communicate With one 

another through the Ethernet LAN using CORBA, Which is 
platform independent. The NMS-C 90, in one embodiment, 
may be implemented using a personal computer provided 
local or remotely to the NMS-S 70 and operating under the 
control of an operating system such as, for example, 
MICROSOFT WINDOWS 95, MICROSOFT WINDOWS 
NT CLIENT, and the like. If the NMS-C 90 is provided 
remotely, a modem, not shoWn in FIG. 1, Will generally be 
provided to enable communication With the NMS-S 70. The 
NMS-C 70, in one embodiment, may be implemented using 
a dedicated computer, such as a personal computer mother 
board using an Intel Pentium microprocessor, similar to the 
call processor 40. The NMS-S 70 preferably operates under 
the control of an operating system such as MICROSOFT 
WINDOWS NT SERVER and the like. 

The NMS-S 70 and the NMS-C 90 include softWare 
processes or applications that include softWare objects used 
to perform the operations and maintenance previously per 
formed by dedicated and distinct systems such as the 
OMC-S 34 and the OMC-R 36. This includes such functions 
as managing and monitoring the operations of the BSC 50 
and the one or more BTSs 20, the MSC 48, the VLR 46, the 
HLR 44 and the AuC 42. The NMS-S 70 may receive and 
log event alarms and system status/performance informa 
tion. This information may be vieWed, as desired, by the 
NMS-C 90. The NMS-S 70 and the NMS-C 90 may also 
provide subscription management so that subscriber infor 
mation may be accessed and modi?ed as desired. This, of 
course, does not include a subscriber’s decrypted Ki Which 
should remain con?dential, even from operations personnel. 
Subscription management may also alloW subscription 
information provided in the HLR 44 and the AuC 42 to be 
updated. Further, the subscription management of the 
NMS-S 70 and the NMS-C 90 may also provide call 
processing information that may then be used for the 
accounting and billing functions needed for the integrated 
Wireless telecommunications system 14. 

In an exemplary embodiment, the NMS-S 70 may be 
enabled With Web server softWare such as NETSCAPE 

COMMUNICATOR, MICROSOFT WINDOWS NT, and 
the like While the NMS-C 90 may be enabled With Web 
broWser softWare such as NETSCAPE NAVIGATOR, 
MICROSOFT EXPLORER, and the like. In such a case, the 
NMS-90 can access the NMS-70 through the Internet or 
through an intranet using a familiar graphical user interface. 
This provides signi?cant ?exibility When monitoring and 
operating the integrated Wireless telecommunications sys 
tem 14 and decreases the training time needed to train 
operations personnel. The NMS-S 70 and the NMS-C 90 
also provide the signi?cant advantage of alloWing all data 
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entry to be performed at one location, i.e., the NMS-C 90. 
This is in contrast to other systems Where data must be 
entered, sometimes the same data, in multiple systems. In 
addition to the additional labor and time needed to enter 
data, the opportunity is present for the same data to be 
entered differently in different systems. In such a case, 
unpredictable results occur. 

FIG. 2 is block diagram illustrating functional blocks of 
the exemplary integrated Wireless telecommunications sys 
tem 14 in more detail. The exemplary integrated Wireless 
telecommunications system 14 is designed to be compatible 
With the GSM speci?cations and includes the call processor 
40, the NMS-S 70, the NMS-C 90, a hub 92 and the resource 
assembly 60. The PLMN 16, the PSTN 18, and the one or 
more BTSs 20, including the one or more subscriber units 
22, are provided in communication With the resource assem 
bly 60. The call processor 40, in one embodiment, includes 
a call processing application 54, a signaling application 56, 
a system controller application 94 and a resource manager 
application 58. Each of these applications preferably include 
at least one computer softWare object. It should be men 
tioned that these various computer softWare objects may be 
developed using virtually any computer programming lan 
guage but Will preferably be developed using a computer 
programming language designed for object-oriented pro 
gramming such as C++, Virtual C++, JAVA and the like. 

The system controller application 94 is responsible for 
ensuring that the call processor 40 is operating properly by 
periodically testing the other applications of the call pro 
cessor 40. A successful test of an application of the call 
processor 40 may comprise, for example, observing a pre 
determined response from the application after sending a 
predetermined message to the application. This may be 
referred to as “pinging.” 

The signaling application 56 provides the logic needed to 
provide signaling functionality to the integrated Wireless 
telecommunications sWitch 14. The signaling functionality 
is preferably provided as SS7 signaling to provide SS7 
connectivity to the PLMN 16 and the PSTN 18. The 
signaling application 56 is responsible for performing vari 
ous functions and providing user interfaces associated With 
the various parts and protocols that are included Within SS7 
signals. SS7 signals provide a transport mechanism for 
exchanging MAP messages and out-of-band signaling infor 
mation With other sWitches. SS7 signals include several 
parts, each having a distinct protocol. Speci?cally, SS7 
signals include: (a) a loWer layer Message Transfer Part 
(MTP), Which apply to basic routing of signaling messages 
betWeen signaling points, (b) a Signaling Connection Con 
trol Part (SCCP) and a Transaction Capabilities Application 
Part (TCAP), Which apply to additional routing and man 
agement functions for the transfer of messages and for 
database queries and (c) Telephone User Part (TUP) and 
Integrated Services User Part (ISUP), Which apply generally 
to setting up, coordinating and taking doWn trunk calls. The 
signaling application 56 is in communication With the 
resource manager application 58 and a Mobile Application 
Part Object (MAP) 52 and the MSC 48 of the call processing 
application 54. 
The resource manager application 58 serves as the 

“bridge” or “conduit” betWeen the call processor 40 and the 
resource assembly 60. The resource manager application 58 
manages and allocates the resources of the resource assem 
bly 60 With respect to the call processor 40 and enables 
different applications of the call processor 40 to interface 
With resources of the resource assembly 60. Preferably, the 
resource manager application 58 also provides an interface 
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to resources of the resource assembly 60 for the signaling 
application 56 as Well as other elements, such as the system 
controller application 94 and various elements of the NMS-S 

The resource manager application 58 is preferably imple 
mented in softWare using object-oriented programming, and 
achieves the management and allocation of resources by 
employing ORB technology, such as CORBA. In accor 
dance With an exemplary embodiment, the resource manager 
application 58 provides a proxy object for each object or 
application outside the resource manager application 58 
Which may seek to interface With the resource manager 
application 58. Similarly, each such object or application is 
provided With a counterpart proxy object. An interface is 
de?ned betWeen each proxy object of the resource manager 
application 58 and the object or application to Which it 
corresponds, as Well as betWeen each counterpart proxy 
object and the resource manager application 58. An interface 
can be de?ned (such as by using Interface De?nition Lan 
guage or IDL) to establish acceptable messages and 
responses that can be exchanged over the de?ned interface. 
When a particular object or application desires to interface 
With a resource of the resource assembly 60, a message is 
sent from that object or application to the counterpart proxy 
object of that element or application. That counterpart proxy 
object then, in turn, forWards the request to the resource 
manager application 58 in conformance With the de?ned 
interface. Similarly, When the resource manager application 
58 desires to interface With a particular object or application 
(for example, the call processing application 46) With 
respect to a resource of the resource assembly 60, a message 
is sent to the proxy object of the resource manager appli 
cation 58 corresponding to the particular object or applica 
tion. That proxy object then, in turn, forWards the request to 
the particular object or application in conformance With the 
de?ned interface. 
The call processing application 54 includes various soft 

Ware objects, all of Which have been previously introduced 
and described in relation to FIG. 1 With the exception of the 
MAP 52. Once again the BSC 50 is responsible for man 
agement of the BTSs 20 and their radio interfaces With 
subscriber units 22, including the allocation and release of 
radio channels associated With a given radio interface and 
management of handovers from one BTS 20 to another BTS 
20. The BSC 50 manages the one or more BTSs 20 and their 
radio interfaces through the allocation, release and handover 
of radio transmission channels. The BSC 50 may carry out 
various procedures that relate to call connection tasks. For 
example, the BSC 50 may be responsible for system infor 
mation broadcasting, subscriber paging, immediate traf?c 
channel assignment, subsequent traf?c channel assignment, 
call handover, radio connection and release, connection 
failure detection and reporting, and poWer capability indi 
cation reporting. The BSC 50 may also be responsible for 
management of both the Abis link and the A interface. In an 
exemplary embodiment, the BSC 50 controls a TRAU 
provided in a signal processing module 68 of the resource 
assembly 60 through the resource manager application 58. 
The MSC 48 and the VLR 46 may be integrated together 

or separately, as indicated by the dashed line in FIG. 2. The 
MSC 48 controls the sWitching of calls, collects the details 
of calls made, and supervises the operation of the remainder 
of the sWitch. The MSC 48 is primarily responsible for 
mobility management, call control and trunking, such as 
coordinating the setting-up and termination of calls to and 
from the subscriber units 22. Additionally, MSC 48 provides 
all of the functionality needed to handle the mobility of the 
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one or more subscriber units 22 through location updating, 
handover and call delivery. 

The MSC 48 is in contact With the subscriber units 22 
through the A type interface With the BSC 50, the resource 
manager application 58 and the resource assembly 60. The 
A interface provides the link for managing terrestrial trunks, 
and also provides the MSC 48 With transport of messages to 
the subscriber units 22. The Base Station Subsystem Man 
agement Application Part (BSSMAP) protocol may be 
employed to transmit connection-related messages and pag 
ing messages betWeen the MSC 48 and BSC 50. The MSC 
48 controls a sWitching matrix of a sWitching module 64 of 
the resource assembly 60. For example, the MSC 48 is 
operable to process a service request from the subscriber 
unit 22, and route a corresponding call to a designated 
destination such as the PLMN 16, the PSTN 18 or to another 
one of the subscriber units 22. Similarly, the MSC 48 is 
operable to process a service request from a remote sub 
scriber through, for example, the PLMN 16, or the PSTN 18 
and route a corresponding call to a designated one of the 
subscriber units 22. 

The VLR 46, the HLR 44 and the AuC 42 function as 
previously described in detail With respect to FIG. 1 except 
that the MAP 52 is expressly provided to alloW the VLR 46 
and the HLR 48 to exchange MAP messages. Once again, 
the dashed line betWeen the HLR 44 and the AuC 42 is 
provided to signify that the HLR 44 and the AuC 42, 
although preferably integrated as one softWare object With 
the AuC 42 embedded Within the HLR 44, may also be 
implemented as separate softWare objects that are integrated 
into the same application process or executable ?le. The 
application process or executable ?le is provided in FIG. 2 
as the call processing application 54. The VLR 46 provides 
a database containing information on all active subscriber 
units of the exemplary integrated Wireless telecommunica 
tions system 14, including roaming subscriber units. When 
ever an active subscriber unit such as the subscriber unit 22 
requests service, an authentication must be performed. The 
authentication Will include the subscriber units home AuC, 
Which, in this case, is the AuC 42. 

The MAP 52 Works With the signaling application 56 
When it receives a request from the VLR 46 to send a MAP 
message, such as a request to perform an authentication, to 
the HLR 44. The MAP 52 is the logical link betWeen the 
VLR 46 and the HLR 44 and provides the dialogues through 
Which they communicate With each other and With other 
elements and objects. The MAP 52 provides a protocol 
based on the services provided by the signaling application 
56 for non-call related signaling (speci?cally, TCAP) for use 
by other elements and objects. The speci?c nature of the 
protocol provided by the MAP 52 is dependent on the 
identity of such elements, Which is sometimes referred to as 
the MAP protocol interface. For example, messages betWeen 
the VLR 46 and an external HLR utiliZe one MAP protocol 
interface While messages betWeen the VLR 46 and an 
external VLR utiliZe another MAP protocol interface. 
Authentication sets or triplets may be provided from the 
HLR 44 to the VLR 46 using the MAP 52. 

The NMS-S 70, in an exemplary embodiment, includes 
several elements for con?guring and managing elements of 
the call processor 40 and the various resources of the 
resource assembly 60. Speci?cally, the NMS-S 70 includes 
a con?guration management element 72, a fault manage 
ment element 74, a performance management element 76, an 
accounting management element 78, a security management 
element 80, and a system management element 82. These 
elements provide operations, administration, maintenance 
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and provisioning related services, and preferably include 
one or more logical servers or softWare objects. These 
elements of the NMS-S 70 may be implemented as softWare 
objects using object-oriented technology. These elements or 
objects may be accessed using the NMS-C 90, Which serves 
as a client to the NMS-S 70. 

The con?guration management element 72 includes one 
or more objects to provide services necessary to administer 
the con?gurable attributes of the main functional elements 
associated With the call processing application 54, the 
resource manager application 58 and the signaling applica 
tion 56. For example, the con?guration management ele 
ment 72 may be used to modify subscriber databases of the 
call processing application 54, as Well as to con?gure of 
speci?c elements or objects of the call processing applica 
tion 54, such as the BSC 50 and the MSC 48. In one 
embodiment, the NMS-C 90 provides a con?guration 
Graphical User Interface (GUI) that identi?es the various 
applications and or objects of the call processor 40 to alloW 
an operator to con?gure the corresponding functional com 
ponents of the call processing application 54, the resource 
manager application 58 and the signaling application 56 
using the objects or servers of the NMS-S 70. The fault 
management element 74 provides for the detection, logging 
and reporting of alarms, errors, and selected events from the 
call processor application 54 and the resource assembly 60. 
The performance management element 74 provides for the 
periodic collection and analysis of system performance and 
traffic information from the resource assembly 60 and the 
call processing application 54. 
The accounting management element 78 attends to the 

creation and storage of billing records for calls originated or 
terminated to the subscriber unit 22, as Well as calls for 
Warded to or from the subscriber unit 22. Such billing 
records are in the form of a call data record and may be 
presented or generated as desired. The security management 
element 80 provides for discriminatory access to operation, 
administration and maintenance operations based on the 
given operator of the NMS-S 70, Which is provided through 
the NMS-C 90. Various security levels are de?ned that 
determine the operations that are available to a given opera 
tor. In one embodiment in Which the NMS-S 70 utiliZes 
MICROSOFT WINDOWS NT SERVER as its operating 
system and the NMS-C 90 utiliZes MICROSOFT WIN 
DOWS NT CLIENT as its operating system, the security 
functions provided by these operating systems may be used 
to implement the functions of the security management 
element 80. Finally, the system management element 82 
supports the start-up and recovery functions of the integrated 
Wireless telecommunications system 14. The system man 
agement element 82 is operable to initiate tests to assess the 
operation of various elements, objects and resources, and to 
cause the reset of such elements and resources in the event 
of incorrect operation. 
The resource assembly 60 provides the physical connec 

tions With the one or more BTSs 20, the PLMN 16 and the 
PSTN 18 so that voice, data and signaling information may 
be exchanged and is controlled and monitored by the call 
processor 54 and the NMS-S 70. The resource assembly 60 
may include any number of redundant circuit modules, 
control busses and high speed busses. For example, in 
addition to the sWitching module 64 and the signal process 
ing module 68, Which have already been introduced, the 
resource assembly 60 includes an interface module 62 and a 
telephony support module 66. In an exemplary embodiment, 
the signal processing module 68, the interface module 62 
and the telephony support module 66 interface through one 
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or more of the switching modules 64. Control information is 
provided to these modules by the switching module 64 over 
a control bus, While data or information is provided to these 
modules by the sWitching module 64 over a high speed bus. 

The sWitching module 64 may be implemented in 
softWare, hardWare or a suitable combination of softWare 
and hardWare. The sWitching module 64 preferably performs 
sWitching operations, clock operations, and local commu 
nications betWeen resources of the resource assembly 60 of 
the integrated Wireless telecommunications system 14. 
These operations may be performed using pulse code modu 
lation sWitching and data transfer techniques, Link Access 
Protocol on the D Channel (LAP-D) communications and 
Ethernet interface communications. 

A sWitch preferably resides Within the sWitching module 
64 to perform the sWitching functions and operations. The 
sWitch may be a timeslot sWitch having a memory timeslot 
matrix to make required timeslot cross-connections Within 
the integrated Wireless telecommunications system 14. The 
sWitch functions to set up and tear doWn both simplex and 
duplex connections betWeen tWo speci?ed channels, Which 
may represent a call or other useful connections. For 
example, the sWitch may cause a channel (provided by, for 
example, the BTS 20 or the PSTN 18) to connect to a call 
progress tone or a voice announcement. Further, the sWitch 
may also set up system de?ned connections upon poWer up 
and reset as Well as connections for the testing of timeslots 
When not in use. Timeslots are preferably provided to the 
timeslot sWitch via the high speed bus. 

The sWitching module 64 may also, for example, include 
suitable digital data processing devices, a processor, random 
access memory and other devices. Preferably, each sWitch 
ing module 64 runs a suitable operating system, and includes 
one or more pulse code modulation bus interfaces, one or 
more High Level Data Link Controller (HDLC) control bus 
interfaces, one or more Ethernet interfaces, and an arbitra 
tion bus interface to other sWitching modules 64. 

The telephony support module 66 may be implemented in 
softWare, hardWare or a suitable combination of softWare 
and hardWare. The telephony support module 66 may, for 
example, provide tone generation, digit transceiver 
functions, and digitiZed announcements. The telephony sup 
port module 66 may also provide call setup functions, such 
as digit collection and out-pulsing, and call completion 
functions, such as digitiZed announcement generation and 
call supervisory tone generation. The telephony support 
module 66 may, for example, include suitable telecommu 
nications data processing equipment, such as a processor, 
random access memory, one or more redundant High Level 
Data Link Controller bus interfaces, one or more pulse code 
modulation buses, and an arbitration bus for establishing an 
active telephony support module 66 status. Preferably, a 
single telephony support module 66 provides all required 
telephony support functionality for the integrated Wireless 
telecommunications system 14, and the one or more addi 
tional telephony support modules 66 are used to provide 
redundancy in the event of component or module failure. 

The interface module 62 is an interface device that is used 
to interface a suitable number of telecommunications lines 
that carry data in a predetermined format, such as an E1 data 
format, With the integrated Wireless telecommunications 
system 14. The one or more interface modules 62 provide 
the physical interface With other equipment, the PSTN 18, 
the PLMN 16 and the one or more BTSs 20. The interface 
module 62 also supports in-band trunk signaling for DSO 
data channels that are con?gured for channel associated 
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signaling, and transmit data to and receive data from the 
signal processing module 68. The interface module 62 may 
be implemented in softWare, hardWare or a suitable combi 
nation of softWare and hardWare. For example, the interface 
module 62 may include suitable data processing equipment, 
such as a processor, random access memory, four E1 ports, 
redundant High Level Data Link Controller bus interfaces, 
and pulse code modulation bus interfaces. 
The signal processing module 68 is preferably used to 

provide an interface betWeen the call processor 40 and the 
signaling system. For example, signaling data may be 
received from a data transmission channel from the PSTN 
18, and may be sWitched to another data transmission 
channel, such as an E1 telecommunications channel, from an 
interface module 62 to a signal processing module 68 by a 
sWitching module 64. A signal processing module 68 is also 
preferably employed to perform transcoding and rate adap 
tion functions, such as converting from a Wireless system 
speech encoding format to a pulse code modulation data 
format as Well as other functions, such as echo cancellation 
functions. For example, signal processing module 68 may be 
employed by the integrated Wireless telecommunications 
system 14 to convert data from the GSM data format to 
another format, such as the pulse code modulation data 
format. 
One or more digital signal processors (DSPs) are prefer 

ably provided Within the signal processing module 68. A 
multi-channel TRAU is preferably implemented in a DSP. 
That is, one or more DSPs preferably incorporate functions 
associated With the TRAU. Such DSPs preferably include 
multiple input and output buffers for storing multiple chan 
nel audio data, and perform rate adaption through an 
interrupt-driven routine that places the appropriate channel 
data onto both the near-end and far-end transmission lines at 
the appropriate data rate. With the implementation of rate 
adaption, such DSPs also have further processing poWer 
available to perform encoding and decoding of the incoming 
audio data. In addition to functions associated With the 
TRAU, an echo-cancellation capability may be advanta 
geously provided by the DSPs by utiliZing the already robust 
voice activity detection bits produced in transcoding a 
signal. 
An E1 or T1 transmission line providing a 16,000 bits per 

second signal, Which may carry four traffic channels, may be 
coupled to an interface module 62. That signal may, in turn, 
be connected to a DSP of the sWitching module 64 over the 
high speed bus. A DSP is further connected to a 64,000 bits 
per second transmission line also capable of carrying, for 
example, four traf?c channels. The 64,000 bits per second 
transmission line can be, for example, a 64,000 bits per 
second PCM line. These lines are functionally 
bi-directional; each transmission line is connected to both an 
input and output of the DSP. The DSP may be further 
connected via an address bus, a data bus, and a control bus 
to at least one random access memory and at least one read 
only memory device, in a conventional manner. The DSP 
used in this exemplary embodiment can be, for example, an 
Analog Devices 2106x digital signal processor chip. 

The signal processing module 68 may be implemented in 
softWare, hardWare or a suitable combination of softWare 
and hardWare. In addition to one or more DSPs, the signal 
processing module 68 may include suitable data processing 
equipment, such as a processor, random access memory, 
four daughter board module ports, redundant High Level 
Data Link Controller bus interfaces, pulse code modulation 
matrix bus interfaces and other signal processing application 
hardWare. 
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In operation, a subscriber unit 22 may attempt to place a 
call using the exemplary Wireless telecommunications sys 
tem 14 by the following procedures. Signaling data and 
other call control data is received from the BTS 20 in an E1 
data format at the interface module 62. That data is then 
sWitched through the sWitching module 64 to the telephony 
support module 66, Which performs call setup functions. The 
call processor 40 receives the signaling data, and determines 
the call destination. Depending upon the call destination, the 
call processor 40 sends signaling and call control data to the 
PSTN 18, another telecommunications system, or a BTS 20 
serviced by the integrated Wireless telecommunications sys 
tem 14. If a telecommunications channel cannot be 
established, a busy signal, a no ansWer message, or another 
appropriate response is generated by the telephony support 
module 66, and the call attempt is terminated. If a telecom 
munications channel can be established, the call processor 
40 con?gures the sWitching module 64, the telephony sup 
port module 66, the interface module 62, and the signal 
processing module 68 to process the call data. A similar 
process is also used to handle incoming telecommunications 
channels from, for example, PSTN 18 or other telecommu 
nications sWitches, or to de-allocate elements of the inte 
grated Wireless telecommunications system 14 after a call is 
completed. 

The call processor 54, the resource assembly 60 and the 
NMS-S 70 may communicate With one another through the 
hub 92. Preferably, the hub 92 is provided as an Ethernet hub 
so that information may be exchanged betWeen the various 
elements and objects as needed. The NMS-S 70 and the 
NMS-C 90 preferably communicate With one another 
through a hub, not expressly shoWn in FIG. 2, such as an 
Ethernet hub, using CORBA. HoWever, the NMS-C 90 may 
be located locally or remotely With respect to the NMS-S 70. 
When located remotely, a modem or other communication 
device may be employed to alloW communication betWeen 
the NMS-S 70 and the NMS-C 90. It should also be noted 
that more than one NMS-C 90 may access and communicate 
With the NMS-S 70, and, in other embodiments, the NMS-C 
90 may access and communicate With more than one NMS-S 
70. 

Once again, While the exemplary integrated Wireless 
telecommunications system 14 of FIG. 2 Was designed as a 
GSM system, it should be appreciated and understood that 
the present invention should not be construed to be so 
limited. Rather, the present invention is equally applicable to 
use With technologies and applications other than GSM, 
including, among others, PCS, CDMA and TDMA technolo 
gies. 

FIG. 3 is a block diagram illustrating exemplary softWare 
application processes, that include one or more softWare 
objects, of the integrated Wireless telecommunications sys 
tem 14 according to the teachings of the present invention. 
More speci?cally, FIG. 3 illustrates various softWare objects 
of the NMS-C 90, the NMS-S 70, and the call processor 40. 
The connection betWeen the call processor 40 and the 
resource assembly 60 is also illustrated. 
As discussed above in connection With FIG. 2, the 

resource assembly 60 preferably includes a sWitching mod 
ule 64, a telephony support module 66, a signal processing 
module 68 and an interface module 62. Each of these 
modules preferably include softWare and communicate With 
the resource manager application 58 of the call processor 40. 
These modules preferably include speci?c resources that can 
be employed and controlled by the call processor 40. 
Alternatively, speci?c resources may be distributed amongst 
the various modules of the resource assembly 60. It should 
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therefore be recogniZed and appreciated that the allocation 
of resources Within the resource assembly 60 is not pertinent 
to the scope of the present invention. 
The softWare architecture of the exemplary integrated 

Wireless telecommunications system 14 is preferably based 
on object oriented softWare engineering technology, and the 
use of managed objects provided Within the NMS-C 90 and 
the NMS-S 70 as illustrated in FIG. 3. SoftWare objects are 
used to model and support the various functional, hardWare, 
and interface components and sub-components associated 
With the integrated Wireless telecommunications system 14. 
Such softWare may also model the functional procedures 
performed by physical components. Managed objects such 
as, for example, subscribers and trunk groups may be 
created, modi?ed and deleted by an operator. 
The NMS-S 70 includes a variety of softWare objects that 

may be logically grouped by function. Generally, the 
NMS-C 90 provides corresponding softWare objects that 
may provide a GUI interface to an operator. The correspond 
ing softWare objects of the NMS-C 90 alloW an operator to 
retrieve and display information from the corresponding 
objects of the NMS-S 70 and, in some cases, alloW an 
operator to control these corresponding objects. The various 
softWare objects of the NMS-S 70 may be grouped into the 
functional areas of con?guration management, fault 
management, performance management, accounting 
management, security management and system manage 
ment. All of these functional areas correspond to a softWare 
object of the NMS-C 90 except for the security management 
element 80 Which, preferably, Will have very restricted 
access. The security management element 80 is preferably 
responsible for validating operator log-in information and 
restricting access to certain operations based on the opera 
tor’s access class. This functionality may be provided by the 
operating system softWare of the NMS-S 70. 
The functional areas of the NMS-S 70, as previously 

discussed in connection With FIG. 2, may be referred to as 
elements, While the corresponding softWare objects of the 
NMS-C 90 may be referred to as objects. The folloWing 
elements have corresponding softWare objects of the 
NMS-C 90: the con?guration management element 72, the 
fault management element 74, the performance management 
element 76, accounting management element 78 and the 
system management element 82. The con?guration manage 
ment element 72 includes an HLR/AuC object 128, a VLR 
object 130, a MAP object 132, a signaling object 134 (such 
as an SS7 object), an MSC object 136, a resource manager 
object 138 and a BSC object 140. The corresponding soft 
Ware objects of the NMS-C 90 include an HLR/AuC object 
108, a VLR object 110, a MAP object 112, a signaling object 
114 (such as an SS7 object) , an MSC object 116, a resource 
manager object 118 and a BSC object 120. As mentioned 
previously, all of the objects of the NMS-C 90 generally 
provide GUI interfaces for an operator to monitor and 
con?gure the corresponding object in the NMS-S 70, such as 
maintaining subscriber data. Each of the objects of the 
NMS-S 70 corresponds With the associated application or 
object provided in the call processing application 54, the 
signaling application 56 and the resource manager applica 
tion 58 as illustrated. The function of all of these applica 
tions and objects of the call processor 40 is provided above 
in connection With FIGS. 1 and 2. 
With respect to the con?guration management element 

72, an operator can make changes to re?ect the addition or 
removal of hardWare components or modi?cations to their 
operational parameters, changes to re?ect the addition or 
removal of subscribers and to subscriber service pro?les, 
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and modify translation tables of the MSC 48. Changes made 
by an operator are sent to the corresponding object of the 
NMS-S 70 Which, in turn, updates a local data base, noti?es 
all peer elements of the call processing application 54 of 
those changes, and reports the completion status of the 
change request to the operator. 

The system management element 82, in the exemplary 
embodiment of FIG. 3, is provided as its oWn object that 
corresponds With the system management object 106 of the 
NMS-C 90 and the system controller application 94 of the 
call processor 40. This alloWs an operator to access and 
display information generated by the system controller 
application 94. The system management element 82 also 
supports the start-up and recovery functions of the entire 
system. Preferably, it is responsible for the sequential, 
automatic start-up of other objects of the NMS-S 70 by 
reading system start-up ?les and periodically polling such 
elements to verify their operational status and automatically 
restarting failed elements. The system management element 
82 periodically requests that functional elements and objects 
of the integrated Wireless telecommunications system 14 
update their stored con?guration ?les to support system 
recovery. This ensures the availability of start-up ?les that 
Will alloW the system processors to restart at a knoWn 
con?guration state folloWing a shutdoWn or reset. The 
system management object 106 of the NMS-C 90 provides 
an operator With a list of elements or objects residing in the 
integrated Wireless telecommunications system 14, and the 
status of such elements or objects. The operator is also 
provided With the ability to start, stop or query the status of 
individual elements or objects. 

The accounting management element 78 and a corre 
sponding accounting management object 104 provide billing 
records, in the form of call data records, that are reported 
from the accounting management element 78 to an EFR 
server object 124, Which, in turn, stores the records on a 
database associated With the NMS-S 70. The performance 
management element 76 polls the call processing application 
54 for function-speci?c performance measurements, and 
generates reports based on those measurements. The reports 
are sent and stored by the EFR server object 124. A 
corresponding performance management object 102 pro 
vides an interface for the operator for these functions of the 
performance management element 76. 

The fault management element 74 concerns alarms and 
fault-related events. These are routed from the EFR server 
object 124 to the NMS-C 90 for display and to a log server 
object 126 for storage and later processing. The NMS-C 90 
provides a ?ltering and reporting mechanism through a fault 
monitor object 100 that alloWs an operator to tailor alarm, 
event, and state change reporting to meet speci?c needs. The 
fault monitor object 100 may include a broWser interface 
that alloWs one or more operators to access current alarm, 
event, alarm and state change information. The fault monitor 
object 100 interfaces With the fault management server 
object 122 of the NMS-S 70 and provides a consistent vieW 
of netWork alarm conditions. Real-time noti?cations are 
forWarded to the fault monitor object 100 from the EFR 
server object 124. An operator has the ability to ?lter these 
noti?cations (messages) based on their type and severity 
level. 

The EFR server object 124 provides common services 
that support various elements and objects of the NMS-C 90. 
The EFR server object 124 receives real-time event 
noti?cations, such as alarms, test results and billing records, 
generated by the call processor 40, the resource assembly 60 
and other elements of the NMS-S 70. The EFR server object 
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124 is operable to ?lter them, and then route them to desired 
destinations Within the integrated Wireless telecommunica 
tions system 14. 
The log server object 126 is responsible for logging 

functions. As such, it receives various alarm, event, and state 
change noti?cations from the EFR server object 124 and 
stores the information to a database that may be accessed by 
the NMS-C 90. 

FIG. 4 is a block diagram illustrating an exemplary HLR 
44 and AuC 42 of the integrated Wireless telecommunica 
tions system 14. The HLR 44 and the AuC 42, although 
preferably integrated as one softWare object With the AuC 42 
embedded Within the HLR 44, may also be implemented as 
separate softWare objects that are integrated into the same 
application process or executable ?le such as the call pro 
cessing application 54. 
The HLR 44 includes a subscriber database 160 and a 

plurality of procedures such as a ?rst procedure 162 and an 
Nth procedure 164. As previously mentioned, the subscriber 
database 160 includes any of a variety of subscriber infor 
mation. For example, the subscriber information may 
include IMSIs, services and features, and Kis. The plurality 
of procedures, such as the ?rst procedure 162 and the Nth 
procedure 164, Will include a procedure to initiate the 
generation of an authentication set or authentication triplets 
in the AuC 42. 
The AuC 42 is preferably embedded Within the HLR 44 

and may include its oWn procedures, such as a procedure 
174, or use the procedures of HLR 44 Which Would receive 
the request from the procedure of the HLR 44 to generate the 
authentication set in the AuC 42. This request to execute, for 
example, the procedure 174, may be provided in the form of 
a message that identi?es the softWare object, i.e., AuC 42, 
the procedure 174 and parameters such as the subscriber’s 
Ki. Although the HLR 44 and the AuC 42 of FIG. 4 are 
illustrated as objects that communicate using procedure 
calls, the present invention is not so limited. The present 
invention includes virtually any type of inter-object or 
intra-object communication mechanism. 

In response to receiving the request from the HLR 44, the 
AuC 42 begins a process of generating the authentication set 
or the authentication triplets. The AuC 42 includes a random 
number generator 168, an A-3 algorithm 170 and an A-8 
algorithm 172. The random number generator 168 may be 
implemented as a stand-alone procedure or as part of another 
procedure of either AuC 42 or HLR 44. The random number 
generator 168 generates a RAND that is used as an input to 
both the A-3 algorithm and the A-8 algorithm. The subscrib 
er’s Ki also serves as an input to both the A-3 algorithm 170 
and the A-8 algorithm 172. The A-3 algorithm 170 generates 
a netWork generated SRES, While the A-8 algorithm gener 
ates a netWork generated Kc. The authentication set or the 
authentication triplet, Which includes the RAND, and the 
netWork generated SRES and Kc, may be provided to VLR 
46, not shoWn in FIG. 4, so that the authentication procedure 
may proceed. In this manner, a subscriber unit may be 
authenticated Without ever having to transmit, and hence 
potentially compromise, the value of Ki. 

In alternative embodiments, the AuC 42 may include a Ki 
database that provides the Ki for various subscribers. In this 
case, the HLR 44 sends the subscriber’s id, such as the 
subscriber’s IMSI, so that the subscriber’s Ki can be 
retrieved from the Ki database. HoWever, it is advantageous 
to include the Ki information as part of the subscriber 
database 160 of the HLR 44 because of reduced softWare 
complexity and because of advantages gained by storing all 



H1,918 
23 

subscriber information in one database. Preferably, the Ki 
information, either at the AuC 42 or the HLR 44, is 
encrypted as stored and thus Would have to be decrypted 
before being used as an input to the A-3 and the A-8 
algorithms. 

In still another alternative embodiment, multiple 
algorithms, such as multiple versions of the A-3 algorithm 
and multiple versions of the A-8 algorithm, may be provided 
at the AuC 42. In such a case, subscriber information is 
provided from the subscriber database 160 to the AuC 42 
that indicates Which version of each algorithm is used by 
each subscriber unit 22 so that the correct versions Would be 
used to correspond With the versions used in the subscriber 
unit 22. 

FIG. 5 is a flow chart illustrating an exemplary method for 
authentication using the AuC 42 of the call processing 
application 54, Which may also be referred to as an appli 
cation process, of the integrated Wireless telecommunica 
tions system 14. The method begins at step 180 and proceeds 
to step 182 Where a subscriber unit requests service from a 
Wireless telecommunications netWork. The Wireless tele 
communications netWork receives the request for service, 
and, at step 184, the Wireless telecommunications netWork 
requests approval from the home HLR of the requesting 
subscriber unit. The VLR of the Wireless telecommunica 
tions system that the subscriber unit is presently using Will, 
generally, request information from the home HLR of the 
subscriber unit. At step 186, the home HLR requests gen 
eration of an authentication set from the home AuC. For 
example, assuming the home HLR is the HLR 44 of the 
integrated Wireless telecommunications system 14, the HLR 
44 initiates the generation of an authentication set using the 
AuC 42. 

In one embodiment, the AuC 42 and the HLR 44 are 
implemented as one softWare object including one or more 
procedures or methods. In such a case, the authentication set 
is generated by initiating one of the procedures of the 
combined HLR\AuC. In another embodiment, the AuC 42 
and the HLR 44 are implemented as tWo separate softWare 
objects included as part of the call processing application 54. 
In such as case, the HLR 44 sends a message to the AuC 42, 
including the IMSI of the requesting subscriber unit, so that 
a procedure is executed at the AuC 42 to generate the 
authentication set. This may be generated as discussed above 
and as illustrated in FIG. 4. 

At step 188, the authentication set is generated by the AuC 
42 and, at step 190, a subset of the authentication set is 
communicated to the subscriber unit. The subset, in an 
exemplary embodiment, Will include the value RAND. At 
step 192, the subscriber unit, using its SIM, Will generate a 
corresponding subscriber generated SRES and Kc. This Will 
preferably be accomplished locally at the subscriber unit 
using a stored Ki and the received RAND as inputs to the 
A-3 algorithm and the A-8 algorithm. Of course, the Ki is 
preferably inaccessible to the user and may be encrypted. 
After generating the subscriber authentication information, 
including preferably the subscriber generated SRES, infor 
mation is ready to be sent back to the system that sent the 
subset of the authentication set, normally the VLR of the 
Wireless telecommunications netWork from Which service 
Was requested. 

At step 194 subscriber authentication information, nor 
mally the subscriber generated SRES, is communicated back 
to the Wireless telecommunications system. At step 196, the 
subscriber information provided back to the Wireless tele 
communications system is compared to the authentication 
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set previously generated by the AuC 42. In an exemplary 
embodiment, this involves comparing the subscriber gener 
ated SRES to the netWork generated SRES at the VLR. If 
these values are equivalent, the subscriber unit is authenti 
cated. OtherWise, the subscriber unit is not provided access 
to the Wireless telecommunications system. The method 
ends at step 198. 

Thus, it is apparent that there has been provided, in 
accordance With the present invention, an integrated authen 
tication center and method for authentication in a Wireless 
telecommunications netWork that satis?es the advantages set 
forth above. Although the present invention has been 
described in detail, it should be understood that various 
changes, substitutions and alterations can be made herein 
Without departing from the scope of the present invention. 
For example, the functionality of the various components of 
a Wireless telecommunications netWork illustrated herein 
may be distributed, arranged, combined or integrated in 
virtually any manner, depending on the particular type of 
netWork and implementation. As another example, the direct 
connections or communications illustrated herein could be 
altered by one skilled in the art such that tWo components or 
subsystems are merely coupled to one another through an 
intermediate component or components Without being 
directly connected While still achieving the desired results 
demonstrated by the present invention. For example, the 
modules of the resource assembly 60 may be provided in an 
number of arrangements and functionalities Without depart 
ing from the present invention. Similarly, the number and 
type of algorithms used in the authentication process may be 
varied and changed Without departing from the scope of the 
present invention. Furthermore, although the present inven 
tion has been primarily illustrated and described With respect 
to a GSM Wireless telecommunications netWork, it should 
be understood that the present invention is not limited to a 
GSM Wireless telecommunications netWork. In fact, the 
present invention could be used With virtually any Wireless 
telecommunications netWork, Whether currently in existence 
or developed in the future, operating at virtually any fre 
quency and using virtually any technology. Other examples 
of changes, substitutions, and alterations are readily ascer 
tainable by one skilled in the art and could be made Without 
departing from the spirit and scope of the present invention 
as de?ned by the folloWing claims. 
What is claimed is: 
1. An integrated authentication center for use in a Wireless 

telecommunications netWork comprising: 
an application process comprised of a plurality of soft 

Ware objects; 
a home location register implemented in one or more of 

the plurality of softWare objects of the application 
process and operable to initiate the generation of an 
authentication set; and 

an authentication center implemented in one or more of 
the plurality of softWare objects of the application 
process and operable to generate the authentication set 
in response to the home location register. 

2. The integrated authentication center of claim 1, 
Wherein the home location register and the authentication 
center are implemented in the same one of the plurality of 
softWare objects of the application process. 

3. The integrated authentication center of claim 2, 
Wherein the home location register initiates the generation of 
the authentication set by invoking a procedure in the authen 
tication center. 

4. The integrated authentication center of claim 1, 
Wherein the authentication set includes a random number 
and a netWork signed response. 



H1,918 
25 

5. The integrated authentication center of claim 1, 
Wherein the authentication center stores a unique Ki for each 
associated subscriber. 

6. The integrated authentication center of claim 5, 
Wherein the authentication center generates a random num 
ber and uses the random number and the Ki as inputs to an 
A-3 algorithm to generate a signed response. 

7. The integrated authentication center of claim 5, 
Wherein the authentication center generates a random num 
ber and uses the random number and the Ki as inputs to an 
A-8 algorithm to generate a Kc. 

8. The integrated authentication center of claim 1, 
Wherein the home location register softWare object initiates 
the generation of the authentication set by invoking a 
procedure in the authentication center softWare object. 

9. The integrated authentication center of claim 1, 
Wherein the home location register is further operable to 
store Mobile Subscriber Integrated Services Digital Net 
Work information and International Mobile Subscriber Iden 
tity information. 

10. The integrated authentication center of claim 1, 
Wherein the application process is implemented as part of a 
call processor of a Wireless telecommunications sWitch. 

11. The integrated authentication center of claim 1, 
Wherein the integrated authentication center is implemented 
as part of a Global System for Mobile Communications 
netWork. 

12. The integrated authentication center of claim 1, 
Wherein the integrated authentication center is implemented 
as part of a Wireless telecommunications netWork that 
includes Code Division Multiple Access technology. 

13. The integrated authentication center of claim 1, 
Wherein the integrated authentication center is implemented 
as part of a Wireless telecommunications netWork that 
includes Time Division Multiple Access technology. 

14. A Wireless telecommunications sWitch having an 
integrated authentication center, the Wireless telecommuni 
cations sWitch comprising: 

an application process comprised of a plurality of soft 
Ware objects; 

a mobile sWitching center implemented in one of the 
plurality of softWare objects of the application process 
and operable to control the sWitching of calls; 

a base station controller implemented in one of the 
plurality of softWare objects of the application process 
and operable to manage the radio resources for one or 
more base station transceivers; 

a home location register implemented in one of the 
plurality of softWare objects of the application process 
and operable to initiate the generation of an authenti 
cation set; and 

an authentication center implemented in one of the plu 
rality of softWare objects of the application process and 
operable to generate the authentication set in response 
to the home location register. 

15. The Wireless telecommunications sWitch of claim 14, 
further comprising: 

a visitor location register implemented in one of the 
plurality of softWare objects of the application process 
and operable to store information on local subscriber 
units. 

16. The Wireless telecommunications sWitch of claim 15, 
Wherein the mobile sWitching center and the visitor location 
register are implemented in the same softWare object of the 
application process. 

17. Amethod for authentication in a Wireless telecommu 
nications netWork comprising the steps of: 
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receiving a request from a subscriber for service; 
requesting approval from a home location register to 

provide service to the subscriber; 
initiating the generation of an authentication set by an 

authentication center using a procedure, Wherein the 
home location register and the authentication center are 
integrated in one or more softWare objects of an appli 
cation process; 

generating the authentication set; and 
communicating a subset of the authentication set to the 

subscriber. 
18. The method of claim 17, further comprising the steps 

of: 
generating subscriber authentication information at the 

subscriber in response to the communicating a subset of 
the authentication set step; 

communicating the subscriber authentication information 
to the Wireless telecommunications netWork; and 

comparing the subscriber authentication information to 
information provided in the authentication set. 

19. The method of claim 18, Wherein the authentication 
set includes a random number and a netWork signed 
response, and the subset of the authentication set includes 
the random number. 

20. The method of claim 19, Wherein the generating 
subscriber authentication information step includes using 
the random number as an input to an A-3 algorithm to 
generate a subscriber signed response as an output. 

21. The method of claim 20, Wherein the comparing the 
subscriber authentication information step includes deter 
mining if the subscriber signed response is equivalent to the 
netWork signed response. 

22. The method of claim 18, Wherein the authentication 
set includes a random number, a netWork generated signed 
response and a netWork generated Kc, and the subset of the 
authentication set includes the random number. 

23. The method of claim 22, Wherein the authentication 
center and the subscriber store a Ki value, and Wherein the 
generating the authentication step and the generating sub 
scriber authentication information step includes using the 
random number and the Ki value as inputs to an A-3 
algorithm to generate the netWork generated signed response 
and a subscriber generated signed response as an output, and 
using the random number and the Ki value as inputs to an 
A-8 algorithm to generate the netWork generated Kc and a 
subscriber generated Kc as an output. 

24. The method of claim 23, Wherein the comparing the 
subscriber authentication information step includes deter 
mining if the subscriber signed response is equivalent to the 
netWork signed response. 

25. The method of claim 17, Wherein the generating the 
authentication set step includes generating a random 
number, a netWork generated signed response and a netWork 
generated Kc. 

26. The method of claim 17, Wherein the authentication 
center and the subscriber store a Ki value. 

27. The method of claim 17, Wherein the Wireless tele 
communications netWork is a Global System for Mobile 
Communications netWork. 

28. The method of claim 17, Wherein the authentication 
set includes a signed response and a random number gen 
erated by the authentication center. 

29. The method of claim 17, Wherein the initiating the 
generation of an authentication set step includes using the 
home location register softWare object to invoke the proce 
dure provided in the authentication center softWare object to 
generate the authentication set. 
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30. The method of claim 17, wherein the authentication 
center software object is embedded in the same software 
object as the home location register. 

31. The method of claim 17, wherein the initiating the 
generation of an authentication set step includes sending the 
subscriber’s Ki to the authentication center. 

32. The method of claim 17, wherein the initiating the 
generation of an authentication set step includes sending an 
algorithm version number to the authentication center. 

33. The method of claim 17, wherein the authentication 
center is operable to store multiple algorithm versions. 

34. The method of claim 17, wherein the authentication 
center and the home location register communicate using 
inter-object communications. 
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35. The method of claim 17, wherein the authentication 

center and the home location register communicate using 
intra-object communications. 

36. The method of claim 17, wherein the authentication 
center and the home location register are implemented as 

software objects and the authentication center is embedded 

in the home location center object. 

37. The method of claim 17, wherein a unique Ki for each 
associated subscriber is stored in a database of the home 

location register. 


