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PROVIDING LOW-LATENCY ERROR 
CORRECTING CODE CAPABILITY FOR 

MEMORY 

CROSS REFERENCE TO RELATED 
APPLICATION 

This disclosure claims the bene?t of the priority under 35 
U.S.C. §119(e) of US. Provisional Application No. 61/563, 
368, ?led on Nov. 23, 2011, titled “Method of Low Latency 
ECC for Non-ECC DDR Interface Con?guration,” and US. 
Provisional Application No. 61/623,864, ?led on Apr. 13, 
2012, titled “Method of Low Latency ECC for Non-ECC 
DDR Interface Con?guration,” the disclosures of which are 
hereby incorporated by reference in their entirety. 

FIELD OF USE 

The present disclosure relates to error correcting code 
(ECC) capability for memory. 

BACKGROUND 

A memory device, such as dynamic random-access 
memory (DRAM), can include memory cells. Each memory 
cell can typically store one bit of information by holding or 
not holding a charge in, for example, a capacitor. The pres 
ence or absence of a charge indicates, for example, logic 1 
when a charge is stored, and logic 0 when no charge is stored. 
Electrical disturbance, such as interference from noise or 
radiation, can change the contents of one or more memory 
cells or interfere with the circuitry used to read and write data 
to the memory cells. Furthermore, memory devices are being 
designed to operate at increasingly higher throughput rates 
and lower power consumption, which can lead to increasingly 
higher bit error rates. A bit error can cause corruption of data, 
security vulnerabilities, or a system crash. 

Error correcting code (ECC) can be used to detect and 
correct bit errors. ECC encodes data by generating ECC data, 
e.g., redundancy bits or parity bits, that are stored along with 
the data in a memory device. For example, 8 parity bits can be 
generated for 32 bits of data or 64 bits of data. An ECC that 
generates 8 bits of parity for 32 bits of data can usually detect 
two bit errors and correct one bit error in the 32 bits of data. 
Similarly, an ECC that generates 8 parity bits for 64 bits of 
data can usually detect two bit errors and correct one bit error 
in the 64 bits of data. 

Typically, an ECC memory device is used in a system to 
provide ECC capability. An ECC memory device can include 
an extra memory chip that is designated for storing ECC 
information. An ECC memory device can also include an 
interface that can provide simultaneous access to a data word 
and its corresponding ECC information. For example, an 
ECC memory device that can provide 8-bit parity for each 
32-bit data word may include a 40-bit wide interface to access 
a 32-bit data word. Similarly, an ECC memory device that can 
provide 8-bit parity for each 64-bit data word may include a 
72-bit wide interface to access a 64-bit data word. 

Traditional ECC memory devices typically apply ECC 
protection to a data word by providing 8-bit parity for the data 
word. For example, a 40-bit ECC memory device supports 
8-bit parity for a 32-bit data word, which provides 1-bit error 
correction and 2-bit error detection. When a complete 32-bit 
data word is to be written to the ECC memory, the ECC 
memory device can write the 32-bit data word and 8-bit parity 
to the ECC memory directly. When a partial 32-bit data word 
is to be written to the ECC memory, the ECC memory device 
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2 
may need to perform read-modify-write (RMW) to write the 
partial 32-bit data word and 8-bit parity to the ECC memory. 

For RMW, the ECC memory device reads a 40-bit ECC 
code word (32-bit data word and 8-bit parity) corresponding 
to the partial 32-bit data word from the ECC memory and uses 
an ECC to perform error detection, correction, or both on the 
32-bit data word read from the ECC memory. The partial 
32-bit data word that is to be written to the ECC memory is 
then merged into the 32-bit data word read from the ECC 
memory to generate a new 32-bit data word. The ECC 
memory device generates a new 8-bit parity for the new 32-bit 
data word and writes the new ECC code word to the ECC 
memory. 

However, RMW may signi?cantly impact the performance 
of a memory device by decreasing data throughput and 
increasing access latency. To write a partial 32-bit or 64-bit 
data word to an ECC memory, the ECC memory device needs 
to perform a read operation and a write operation. This may 
decrease the rate at which data can be written to the memory 
device and increase the amount of time needed to write data to 
the memory device. 

Additionally, a consumer may choose to use a system that 
does not support an ECC memory device, but may still desire 
ECC capability. A system that supports an ECC memory 
device may be associated with higher costs than a system that 
does not support an ECC memory device. For example, sys 
tem components, such as motherboards, chipsets, and proces 
sors, that support ECC memory devices may be more expen 
sive than system components that do not support ECC 
memory devices. Even when a system supports an ECC 
memory device, a consumer may choose to use a non-ECC 

memory device, but still desire ECC capability. An ECC 
memory device may be more expensive than a non-ECC 
memory device because of the extra memory chip and wider 
interface provided by the ECC memory device to implement 
ECC functionality. 

SUMMARY 

The present disclosure describes systems and techniques 
relating to ECC capability for memory. In general, in one 
aspect, the disclosure describes a controller that is con?gured 
to receive a memory access command that includes an 
address and a length associated with data that is to be trans 
ferred to or from the memory device, determine that the 
address is associated with a region of the memory device for 
storing error correcting code (ECC) protected data, generate 
a new address from the address included in the memory 
access command and a new length from the length included in 
the memory access command to account for data bytes and 
ECC bytes being interleaved throughout the region of the 
memory device, and transfer one or more bytes of data and 
one or more bytes of ECC information to or from locations of 
the memory device speci?ed by the new address and the new 
length, the one or more bytes of the data and the one or more 
bytes of the ECC information being interleaved. 
The described systems and techniques can be implemented 

in electronic circuitry, computer hardware, ?rmware, soft 
ware, or in combinations of them, such as the structural means 
disclosed in this speci?cation and structural equivalents 
thereof. This can include at least one computer-readable 
medium embodying a program operable to cause one or more 
data processing apparatus to perform operations described. 
Thus, program implementations can be realized from a dis 
closed method, system, or apparatus, and apparatus imple 
mentations can be realized from a disclosed system, com 
puter-readable medium, or method. Similarly, method 
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implementations can be realized from a disclosed system, 
computer-readable medium, or apparatus, and system imple 
mentations can be realized from a disclosed method, com 

puter-readable medium, or apparatus. 
Details of one or more implementations are set forth in the 

accompanying drawings and the description below. Other 
features, obj ects, and advantages may be apparent from the 
description and drawings, and from the claims. 

DESCRIPTION OF DRAWINGS 

FIG. 1 is a block diagram showing an example of a system 
in which an ECC controller may be utilized to provide Low 
Latency ECC (LL-ECC) capability for a memory. 

FIG. 2 shows an example of a memory having an LL-ECC 
region that stores data that are processed using LL-ECC. 

FIG. 3 shows an example of a memory having an LL-ECC 
region de?ned by an LL-ECC region start address and an 
LL-ECC region size. 

FIG. 4 is a ?owchart showing examples of operations per 
formed by an ECC controller to read data from a memory. 

FIG. 5 shows examples of data formats of data and ECC 
information that is read from a memory at different stages of 
LL-ECC processing. 

FIG. 6 is a ?owchart showing examples of operations per 
formed by an ECC controller to write data to a memory. 

FIG. 7 shows examples of data formats of the data and ECC 
information that is to be written to a memory at different 
stages of LL-ECC processing. 

FIG. 8 shows other examples of data formats of the data 
and ECC information that is to be written to a memory at 
different stages of LL-ECC processing. 

DETAILED DESCRIPTION 

Various implementations of the present disclosure are dis 
cussed below in the context of Low-Latency ECC (LL-ECC) 
capability for a memory device. The systems and techniques 
described in this disclosure are generally applicable to any 
memory device for which it is desirable to provide Low 
Latency ECC capability. While speci?c implementations of 
memory and memory controllers are illustrated and 
described, many other memory and memory controller imple 
mentations may exist that include components different than 
those illustrated and described below. 

FIG. 1 is a block diagram showing an example of a system 
100 that includes a memory controller 101 in which an ECC 
controller 102 may be utilized to provide Low-Latency ECC 
(LL-ECC) capability for a memory 103. The memory con 
troller 101 may include multiple system ports 104a, 1041) and 
1040, an arbiter 105, and a command scheduler 106. The 
system ports 104 may connect the memory controller 101 to 
other components of the system 100, such as a central pro 
cessing unit (CPU) 110, a graphics processor 111, and a direct 
memory access (DMA) controller 112. The arbiter 105 may 
perform arbitration of memory access requests from the sys 
tem ports 104. The command scheduler 106 may schedule 
memory access requests from the ECC controller 102 based 
on various factors, such as memory bank status, access pri 
ority, and access type (e. g., read or write). 

The memory controller 101 includes a memory interface 
107 that connects the memory controller 101 to the memory 
103. The memory 103 may include any memory device for 
which it is desirable to provide LL-ECC capability. In some 
implementations, the memory 103 may include a volatile 
memory, such as random-access memory (RAM), including a 
dynamic random-access memory (DRAM), a static random 
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4 
access memory (SRAM), a double data rate random-access 
memory (DDR RAM), or other similar devices. In some 
implementations, the memory 103 may include a non-volatile 
memory, such as a ?ash memory, a hard disk, a ?oppy disk, a 
magnetic tape, or other persistent storage devices. The 
memory 103 may include one or more memory devices, 
chips, or modules. Moreover, the memory controller 101 and 
the memory 103 can be included in an integrated circuit 
device, such as a system on chip (SoC) device. 
The ECC controller 102 provides LL-ECC capability for 

the memory 103. Providing LL-ECC capability for a non 
ECC memory may reduce the cost typically associated with a 
system having traditional ECC capability because a non-ECC 
memory is typically less expensive and uses less power than 
an ECC memory. A non-ECC memory is an integrated circuit 
device without ECC circuitry built into the device, whereas an 
ECC memory is an integrated circuit device with ECC cir 
cuitry built into the device. ECC circuitry built into an ECC 
memory may include an ECC controller, an additional 
memory chip, and a wider interface. Even though an ECC 
memory may include an additional memory chip and a wider 
interface, a non-ECC memory and an ECC memory can pro 
vide the same data throughput. 
LL-ECC capability may be provided for an ECC memory 

device that includes ECC circuitry built into the device, for 
example, a 40-bit or a 72-bit interface. The LL-ECC capabil 
ity may be provided in addition to or as an alternative to the 
traditional ECC capabilities provided by the ECC memory 
device. Providing LL-ECC capability for an ECC memory 
may improve the performance of the ECC memory with 
respect to data protected by LL-ECC compared to the tradi 
tional ECC used by the ECC memory. For example, read 
modify-write (RMW) operations can be avoided when using 
LL-ECC to protect data written to the ECC memory. The ECC 
controller 102 can write a 2-byte ECC code word (l-byte data 
and corresponding l-byte ECC information) to the ECC 
memory directly. To write a 2-byte ECC code word to the 
ECC memory, the ECC controller 102 can use a data mask, or 
write strobe, to indicate that two bytes of a data word corre 
sponding to the 2-byte ECC code word are to be updated and 
the other two bytes of the data word are not to be updated. 

In contrast, to write a byte of data to an ECC memory using 
traditional ECC, the ECC memory device may need to per 
form RMW operations to update a 40-bit ECC code word 
(4 -byte data word and 1 -byte parity) with the byte of data. The 
ECC memory device reads the 40-bit ECC code word that 
includes the 4-byte data word and l-byte parity correspond 
ing to the byte of data that is to be written from the ECC 
memory and uses an ECC to perform error detection, correc 
tion, or both on the 4-byte data word read from the ECC 
memory. The byte of data that is to be written to the ECC 
memory is then merged into the 4-byte data word read from 
the ECC memory to generate a new 4-byte data word. The 
ECC memory device generates a new l-byte parity for the 
new 4-byte data word and writes the new ECC code word to 
the ECC memory. Applying LL-ECC protection to the data 
written to the ECC memory may thus increase the data 
throughput and decrease the access latency as compared to 
the traditional ECC used by the ECC memory because RMW 
operations can be avoided when writing a partial data word to 
the memory. 

Furthermore, LL-ECC provides stronger ECC protection 
and shorter access latency than ECC performed on larger 
blocks of data, as provided by traditional ECC memory 
devices. For LL-ECC, the ECC controller 102 generates a 
l-byte parity for each byte of data, which can provide each 
byte of data with l-bit error correction and 2-bit error detec 
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tion. In contrast, a 40-bit ECC memory supports 8-bit 
(l-byte) parity for a 32-bit (4-byte) data word, which typi 
cally provides the 4-byte data word with 1 -bit error correction 
and 2-bit error detection. Thus, LL-ECC may be suitable for 
memory accesses with random addresses and low latency 
access requirements, such as instruction fetch. LL-ECC may 
be suitable for protecting critical system data for which strong 
ECC protection is desirable. 

The ECC controller 102 may use any suitable ECC to 
perform LL-ECC, such as enhanced Hamming code or Bose 
Chaudhuri-Hocquenghem (BCH) code. Using enhanced 
Hamming code to protect data may provide each byte of data 
with 1-bit error correction and 2-bit error detection. Using 
BCH code to protect data may provide each byte of data with 
2-bit error correction. 

FIG. 2 shows an example of a memory 203 having an 
LL-ECC region 210 that stores data that are processed using 
LL-ECC. The memory 203, as shown in FIG. 2, is a 32-bit 
memory having a capacity of 16 megabytes (MB). The 
memory 203 may include the LL-ECC region 210 and bypass 
region 211. A region may be a contiguous range of physical 
memory addresses. A region can be divided into individual 
bits or larger aggregate data units such as bytes. 

The LL-ECC region 210 may be de?ned as the region from 
0 MB to 4 MB with a total size of 4 MB. The LL-ECC region 
210 stores data processed using LL-ECC and corresponding 
ECC information. Two megabytes of the LL-ECC region is 
used to store the data, and two megabytes of the LL-ECC 
region is used to store the ECC information. In some imple 
mentations, a data byte and its corresponding ECC byte are 
stored in adjacent byte locations. For example, as shown in 
FIG. 2, data byte LDO is stored adj acent to its parity byte LPO. 
An ECC controller can write a 2-byte ECC code word, for 
example, ECC code word with data byte LDO and parity byte 
LPO, to the memory 203 directly without performing RMW 
operations because one data byte corresponds to one ECC 
byte. Writing the 2-byte ECC code word to the memory 203 
directly provides low latency ECC as compared to the tradi 
tional ECC used by an ECC memory. 

The ECC byte may include any number of ECC bits 
depending on, for example, the ECC used to perform LL 
ECC. For example, performing LL-ECC using enhanced 
Hamming code generates a 5-bit ECC data (e.g., a 4-bit 
Hamming check and 1-bit overall parity). In this implemen 
tation, LL-ECC provides 1-bit error correction capability. As 
another example, performing LL-ECC using BCH code gen 
erates a 8-bit ECC data, which uses a full ECC byte. In this 
implementation, LL-ECC provides 2-bit error correction 
capability. 

Other components in the system may access half of the 
address space in the LL-ECC region 210. The components 
may access data in the LL-ECC region 210 using addresses of 
locations in the memory 203 from 0 MB to 2 MB. In some 
implementations, any memory access specifying an address 
in the LL-ECC region 210 from 2 MB to 4 MB is illegal. An 
illegal access may cause an error ?ag to be set, an error 
interrupt to be generated, or an error log to be created. 
When an ECC controller receives an access request with an 

address specifying a valid location of data in the LL-ECC 
region 210, the ECC controller may translate the received 
address to an address of the actual location of the data in the 
LL-ECC region 210. The address of the actual location of the 
data may be different than the received address because ECC 
bytes are interleaved with the data bytes for storage in the 
LL-ECC region 210. Data bytes and ECC bytes are inter 
leaved for storage in the LL-ECC region 210 so that the ECC 
controller can access a data byte and its corresponding ECC 
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6 
byte by reading a single data word from the memory. In 
contrast, to access a data byte and its corresponding ECC byte 
in a traditional ECC memory that stores the data byte and the 
ECC byte in separate regions of the memory, an ECC con 
troller may need to read two data words, e. g., one data word 
that includes the data byte and one data word that includes the 
ECC byte. Because the ECC controller reads a single data 
word from memory to access an ECC code word that includes 
a data byte and an ECC byte, LL-ECC can provide low 
latency access to ECC code words in the memory. 
The bypass region 211 may be de?ned as the region from 4 

MB to 16 MB with a total size of 12 MB. The bypass region 
211 stores data that are not protected by ECC. All addresses in 
the bypass region 211 may be accessible to other components 
of the system. 

FIG. 3 shows an example of a memory 303 having an 
LL-ECC region 310 de?ned by an LL-ECC region start 
address and an LL-ECC region size. The LL-ECC region start 
address may be any address in the memory space of memory 
303. The rest of the memory 303 may be de?ned as one or 
more bypass regions 311a and 3111). 

Although FIGS. 2 and 3 show a memory with two different 
regions with one LL-ECC region, a memory may include any 
number of different regions. Each region may be indepen 
dently con?gured as an LL-ECC region or a non-LL-ECC 
region. A memory may thus include any number of separate 
LL-ECC regions. 

FIG. 4 is a ?owchart showing examples of operations 400 
performed by an ECC controller to read data from a memory. 
At 402, the ECC controller receives a command from a sys 
tem component to read data from a memory. The command 
includes an address of a location of the memory associated 
with the data and a length of the data. 

At 404, the ECC controller determines whether the com 
mand is associated with data stored in an LL-ECC region of 
the memory. The ECC controller may use the address 
included in the command to determine whether the command 
is associated with data stored in the LL-ECC region. If the 
address speci?es a location in a region de?ned by the LL 
ECC start address and the LL-ECC region size, the command 
is associated with data stored in the LL-ECC region. If the 
address does not specify a location in the region de?ned by 
the LL-ECC start address and the LL-ECC region size, the 
command is not associated with data stored in the LL-ECC 
region. 

If the ECC controller determines that the command is not 
associated with data stored in the LL-ECC region at 404, the 
ECC controller sends the received command to the memory at 
406. At 408, the ECC controller receives data from the 
memory. At 410, the ECC controller sends the data to the 
system component. 

If the ECC controller determines that the command is 
associated with data stored in the LL-ECC region at 404, the 
ECC controller generates a new command based on the com 
mand received from the system component at 412. To gener 
ate the new command, the ECC controller translates the 
address included in the received command to an address of an 
actual location in the LL-ECC region where the data is stored. 
The ECC controller translates the address included in the 
received command based on the one-to-one relationship 
between the number of data bytes and the number of parity 
bytes. The address of the actual location may be calculated as 
follows: actual address:2><(received address—LL-ECC start 
address)+LL-ECC start address. 
The ECC controller translates the length included in the 

received command to a length that speci?es the length of the 
data and its corresponding ECC information. The ECC con 
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troller translates the length included in the received command 
based on the one-to-one relationship between the number of 
data bytes and the number of parity bytes. The length of the 
data and its corresponding ECC information may be calcu 
lated as follows: actual length:2><received length. The ECC 
controller generates a new command with the actual address 
and the actual length associated with the data. 
At 414, the ECC controller sends the new command to the 

memory. At 416, the ECC controller receives data and ECC 
information from the memory. At 418, the ECC controller 
processes the data using LL-ECC and the ECC information to 
perform error detection, correction, or both on the data. At 
420, the ECC controller sends the processed data to the sys 
tem component. 

FIG. 5 shows examples of data formats of the data and ECC 
information that is read from the memory at different stages 
of LL-ECC processing. The data 501 received from the 
memory includes two 4-byte data words 502 and 503. A data 
word is the largest unit of data that can be transferred to and 
from the memory in a single operation. 

The ECC byte P0 is stored adjacent to its corresponding 
data byte D0. The ECC byte P1 is stored adjacent to its 
corresponding data byte D1. The ECC byte P2 is stored adja 
cent to its corresponding data byte D2. The ECC byte P3 is 
stored adjacent to its corresponding data byte D3. The data 
bytes D0, D1, D2, D3 and the ECC bytes P0, P1, P2, P3 are 
interleaved in the received data 501. 

The ECC controller processes the received data 501 by 
performing error detection, correction, or both on the data 
bytes using LL-ECC. The ECC controller performs error 
detection, correction, or both on each data byte D0, D1, D2, 
D3 using its corresponding ECC byte P0, P1, P2, P3 to gen 
erate processed data 504. The processed data 504 includes a 
corrected data byte D0', D1', D2', D3' for each data byte D0, 
D1, D2, D3 and corresponding ECC bytes P0, P1, P2, P3. If 
a received data byte does not have any bit errors, the corrected 
data byte may be the same as the received data byte. The ECC 
controller sends the corrected data 505 that includes the cor 
rected data bytes D0', D1', D2', D3' to the system component 
that requested the data. 

FIG. 6 is a ?owchart showing examples of operations 600 
performed by an ECC controller to write data to a memory. At 
602, the ECC controller receives a command from a system 
component to write data to a memory. The command includes 
an address of a location of the memory associated with the 
data and a length of the data. 

At 604, the ECC controller determines whether the com 
mand is associated with data that is to be stored in an LL-ECC 
region of the memory. The ECC controller may use the 
address included in the command to determine whether the 
command is associated with data that is to be stored in the 
LL-ECC region. If the address speci?es a location in a region 
de?ned by the LL-ECC start address and the LL-ECC region 
size, the command is associated with data that is to be stored 
in the LL-ECC region. If the address does not specify a 
location in the region de?ned by the LL-ECC start address 
and the LL-ECC region size, the command is not associated 
with data that is to be stored in the LL-ECC region. 

If the ECC controller determines that the command is not 
associated with data that is to be stored in the LL-ECC region 
at 604, the ECC controller sends the received command and 
the data that is to be stored in the memory to the memory at 
606. 

If the ECC controller determines that the command is 
associated with data that is to be stored in the LL-ECC region 
at 604, the ECC controller generates a new command based 
on the command received from the system component at 608. 
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8 
To generate the new command, the ECC controller translates 
the address included in the received command to an address 
of an actual location in the LL-ECC region where the data is 
to be stored. The address of the actual location may be cal 
culated as follows: actual address:2><(received address—LL 
ECC start address)+LL-ECC start address. The ECC control 
ler translates the length included in the received command to 
a length that speci?es the length of the data and its corre 
sponding ECC information. The length of the data and its 
corresponding ECC information may be calculated as fol 
lows: actual length:2><received length. The ECC controller 
generates a new command with the actual address and the 
actual length associated with the data. 
The ECC controller processes the data to be stored to the 

memory using LL-ECC. At 610, to process the data using 
LL-ECC, the ECC controller generates an ECC byte for each 
byte of data. At 612, the ECC controller interleaves the data 
bytes and the ECC bytes such that an ECC byte is stored 
adjacent to its corresponding data byte. The ECC controller 
formats the interleaved data and ECC bytes into one or more 
ECC code words to be written to the memory. Each ECC code 
word includes a data byte and an ECC byte. 

At 614, the ECC controller generates a data mask, or write 
strobe, for writing the data bytes and the ECC bytes to the 
memory. The ECC controller may generate a data mask when 
one or more ECC code words form a portion of a data word, 
for example, a portion of a 4-byte or 8-byte data word, that is 
to be written to the memory. The data mask allows a partial 
data word to be written to the memory without overwriting 
the whole data word. A data mask indicates which bytes of the 
data word are valid for writing to the memory. The bytes of the 
data word that are valid for writing to the memory include the 
bytes of data and the bytes of ECC information. 

For example, when one ECC code word that includes one 
data byte and one ECC byte is to be written to a 32-bit 
memory (corresponding to a data word of 4-bytes), the ECC 
controller may generate a 4-byte data mask. The 4-byte data 
mask indicates that two bytes corresponding to the data byte 
and the ECC byte in the 4-byte data word are valid for writing 
to the memory and that the other two bytes in the 4-byte data 
word does not need to be updated in the memory when writing 
the one ECC code word to the memory. 
At 616, the ECC controller sends the new command, the 

interleaved data and ECC bytes, and the data mask to the 
memory for storing of the data and ECC information to the 
memory. When the memory receives the new command, the 
data to be written, and the data mask, the memory writes the 
data to the locations in the memory speci?ed by the address 
and the length included in the new command. The memory 
uses the data mask to update the data words of the memory 
corresponding to the address and the length with the data 
bytes and ECC bytes. 

FIG. 7 shows examples of data formats of the data and ECC 
information that is to be written to the memory at different 
stages of LL-ECC processing. The data 701 received from the 
system component includes data bytes D0, D1, D2, D3. The 
ECC controller may generate a data mask 702 with mask bits 
M0, M1, M2, M3 for each data byte D0, D1, D2, D3. The data 
mask 702 indicates which bytes in the data 701 are valid for 
writing to the memory. The data mask 702 may be a low active 
mask, where a logic 1 masks the corresponding byte and a 
logic 0 writes the corresponding byte. 
The ECC controller processes the received data 701 using 

LL-ECC to generate ECC data 703. The ECC controller 
applies LL-ECC to each data byte D0, D1, D2, D3 to generate 
a corresponding ECC byte P0, P1, P2, P3 for each data byte 
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D0, D1, D2, D3. The ECC data 703 includes ECC bytes P0, 
P1, P2, P3 corresponding to data bytes D0, D1, D2, D3. 

The ECC controller interleaves the received data 701 and 
the ECC data 703 to generate the write data 704. In the write 
data 704, the ECC byte P0 is placed adjacent to its corre 
sponding data byte D0. The ECC byte P1 is placed adjacent to 
its corresponding data byte D1. The ECC byte P2 is placed 
adjacent to its corresponding data byte D2. The ECC byte P3 
is placed adjacent to its corresponding data byte D3. 

The ECC controller may generate a write mask 705. To 
generate the write mask 705, the ECC controller may dupli 
cate each mask bit M0, M1, M2, M3 of the data mask 702 and 
interleave each duplicate bit into the data mask 702. The write 
mask 705 indicates which data bytes and ECC bytes in the 
write data 704 are valid for writing to the memory. The ECC 
controller sends the write data 704 and the write mask 705 to 
the memory for storing in the LL-ECC region of the memory. 

Although FIGS. 2, 5, and 7 show an ECC byte being stored 
adjacent to its corresponding data byte, an ECC byte may be 
stored at any byte location in the same 4-byte data word as its 
corresponding data byte. For example, FIG. 8 shows other 
examples of data formats of the data and ECC information 
that is to be written to the memory at different stages of 
LL-ECC processing. In FIG. 8, a write data 804 is formatted 
such that the data bytes are placed in the ?rst two bytes of the 
data word and the ECC bytes are placed in the last two bytes 
of the data word. The ECC controller may generate a write 
mask 805 corresponding to the write data 804. 
A few implementations have been described in detail 

above, and various modi?cations are possible. The disclosed 
subject matter, including the functional operations described 
in this speci?cation, can be implemented in electronic cir 
cuitry, computer hardware, ?rmware, software, or in combi 
nations of them, such as the structural means disclosed in this 
speci?cation and structural equivalents thereof, including 
system on chip (SoC) implementations. 

While this speci?cation contains many speci?cs, these 
should not be construed as limitations on the scope of what 

may be claimed, but rather as descriptions of features that 
may be speci?c to particular embodiments. Certain features 
that are described in this speci?cation in the context of sepa 
rate implementations can also be implemented in combina 
tion in a single implementation. Conversely, various features 
that are described in the context of a single implementation 
can also be implemented in multiple implementations sepa 
rately or in any suitable subcombination. Moreover, although 
features may be described above as acting in certain combi 
nations and even initially claimed as such, one or more fea 
tures from a claimed combination can in some cases be 

excised from the combination, and the claimed combination 
may be directed to a subcombination or variation of a sub 
combination. 

Similarly, while operations are depicted in the drawings in 
a particular order, this should not be understood as requiring 
that such operations be performed in the particular order 
shown or in sequential order, or that all illustrated operations 
be performed, to achieve desirable results. In certain circum 
stances, multitasking and parallel processing may be advan 
tageous. Moreover, the separation of various system compo 
nents in the implementations described above should not be 
understood as requiring such separation in all implementa 
tions. 

Other implementations fall within the scope of the follow 
ing claims. For example, in some implementations, the 
described systems and techniques may be applicable to a 
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10 
traditional ECC memory device to provide ECC capability 
that is stronger than the ECC capability provided by the ECC 
memory device. 
What is claimed is: 
1. An apparatus, comprising: 
a memory interface con?gured to communicate with a 
memory device; 

a controller coupled to the memory interface, the controller 
con?gured to: 
receive a memory access command that includes an 

address and a length associated with data that is to be 
transferred to or from the memory device; and 

transfer one or more bytes of data and one or more bytes 
of error correcting code (ECC) information to or from 
locations of the memory device associated with the 
address and the length, the one or more bytes of the 
data and the one or more bytes of the ECC information 
being interleaved. 

2. The apparatus of claim 1, wherein the controller is fur 
ther con?gured to: 

determine that the address is associated with a region of the 
memory device for storing ECC protected data; 

generate a new address from the address included in the 
memory access command and a new length from the 
length included in the memory access command to 
account for data bytes and ECC bytes being interleaved 
within the region of the memory device; and 

transfer the one or more bytes of data and the one or more 
bytes of ECC information to or from locations of the 
memory device speci?ed by the new address and the new 
length. 

3. The apparatus of claim 2, wherein the controller con?g 
ured to generate the new address and the new length com 
prises the controller further con?gured to generate the new 
address and the new length based on a start address of the 
region of the memory device for storing ECC protected data. 

4. The apparatus of claim 1, wherein the memory access 
command is a data read command, and the controller is fur 
ther con?gured to perform error detection or correction on 
each byte of the one or more bytes of data using a byte of the 
one or more bytes of ECC information that is stored adjacent 
to the byte of data. 

5. The apparatus of claim 1, wherein the memory access 
command is a data write command, and the controller is 
further con?gured to: 

generate a byte of the one or more bytes of ECC informa 
tion for each byte of the one or more bytes of data; and 

interleave the one or more bytes of ECC information and 
the one or more bytes of data. 

6. The apparatus of claim 4, wherein the one or more bytes 
of data and the one or more bytes of ECC information form a 
portion of a data word, and the controller is further con?gured 
to generate a data mask for writing the one or more bytes of 
data and the one or more bytes of ECC information to the 
memory device, the data mask indicating which bytes of the 
data word include the one or more bytes of data and the one or 
more bytes of ECC information. 

7. The apparatus of claim 1, wherein the controller is fur 
ther con?gured to: 

de?ne the region of the memory device for storing ECC 
protected data; and 

de?ne one or more regions of the memory device for stor 
ing data that is not ECC protected. 

8. The apparatus of claim 1, wherein the memory interface 
con?gured to communicate with the memory device com 
prises the memory interface further con?gured to communi 
cate with a non-ECC memory device. 
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9. A system, comprising: 
a memory device; and 
a controller con?gured to: 

receive a memory access command that includes an 

address and a length associated with data that is to be 
transferred to or from the memory device; 

determine that the address is associated with a region of 
the memory device for storing error correcting code 
(ECC) protected data; 

generate a new address from the address included in the 
memory access command and a new length from the 
length included in the memory access command to 
account for data bytes and ECC bytes being inter 
leaved within the region of the memory device; and 

transfer one or more bytes of data and one or more bytes 

of ECC information to or from locations of the 
memory device speci?ed by the new address and the 
new length, the one or more bytes of the data and the 
one or more bytes of the ECC information being inter 
leaved. 

10. The system of claim 9, wherein the controller con?g 
ured to generate the new address and the new length com 
prises the controller further con?gured to generate the new 
address and the new length based on a start address of the 
region of the memory device for storing ECC protected data. 

11. The system of claim 9, wherein the memory access 
command is a data read command, and the controller is fur 
ther con?gured to perform error detection or correction on 
each byte of the one or more bytes of data using a byte of the 
one or more bytes of ECC information that is stored adjacent 
to the byte of data. 

12. The system of claim 9, wherein the memory access 
command is a data write command, and the controller is 
further con?gured to: 

generate a byte of the one or more bytes of ECC informa 
tion for each byte of the one or more bytes of data; and 

interleave the one or more bytes of ECC information and 
the one or more bytes of data. 

13. The system of claim 12, wherein the one or more bytes 
of data and the one or more bytes of ECC information form a 
portion of a data word, and the controller is further con?gured 
to generate a data mask for writing the one or more bytes of 
data and the one or more bytes of ECC information to the 
memory device, the data mask indicating which bytes of the 
data word include the one or more bytes of data and the one or 
more bytes of ECC information. 

14. The system of claim 9, wherein the controller is further 
con?gured to: 

de?ne the region of the memory device for storing ECC 
protected data; and 

de?ne one or more regions of the memory device for stor 
ing data that is not ECC protected. 

15. The system of claim 9, wherein the memory device 
comprises a non-ECC memory device. 
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16. A method, comprising: 
receiving a memory access command that includes an 

address and a length associated with data that is to be 
transferred to or from the memory device; and 

transferring one or more bytes of data and one or more 
bytes of error correcting code (ECC) information to or 
from locations of the memory device associated with the 
address and the length, the one or more bytes of the data 
and the one or more bytes of the ECC information being 
interleaved. 

17. The method of claim 16, further comprising: 
determining that the address is associated with a region of 

the memory device for storing ECC protected data; 
generating a new address from the address included in the 
memory access command and a new length from the 
length included in the memory access command to 
account for data bytes and ECC bytes being interleaved 
within the region of the memory device; and 

transferring the one or more bytes of data and the one or 
more bytes of ECC information to or from locations of 
the memory device speci?ed by the new address and the 
new length. 

18. The method of claim 17, wherein generating the new 
address and the new length comprises generating the new 
address and the new length based on a start address of the 
region of the memory device for storing ECC protected data. 

19. The method of claim 16, wherein the memory access 
command is a data read command, and the method further 
comprises performing error detection or correction on each 
byte of the one or more bytes of data using a byte of the one 
or more bytes of ECC information that is stored adjacent to 
the byte of data. 

20. The method of claim 16, wherein the memory access 
command is a data write command, and the method further 
comprises: 

generating a byte of the one or more bytes of ECC infor 
mation for each byte of the one or more bytes of data; 
and 

interleaving the one or more bytes of ECC information and 
the one or more bytes of data. 

21. The method of claim 19, wherein the one or more bytes 
of data and the one or more bytes of ECC information form a 
portion of a data word, and the method further comprises 
generating a data mask for writing the one or more bytes of 
data and the one or more bytes of ECC information to the 
memory device, the data mask indicating which bytes of the 
data word include the one or more bytes of data and the one or 
more bytes of ECC information. 

22. The method of claim 16, further comprising: 
de?ning the region of the memory device for storing ECC 

protected data; and 
de?ning one or more regions of the memory device for 

storing data that is not ECC protected. 
23. The method of claim 16, wherein the memory device 

comprises a non-ECC memory device. 

* * * * * 


