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METHOD, COMPUTER PROGRAM 
PRODUCT AND ELECTRONIC DEVICE FOR 

HYPER-LOCAL GEO-TARGETING 

FIELD 

Embodiments of the invention relate, generally, to geo 
targeting and, in particular, to hyper-local IP targeting based 
on validated, user-provided geographic information. 

BACKGROUND 

The Internet consists of a netWork of interconnected com 
puter netWorks. Each of these computers has an Internet Pro 
tocol (IP) address that is comprised of a series of four num 
bers (or octets) separated by periods or dots, Wherein each of 
these four numbers is an 8-bit integer Which collectively 
represent the unique address of the computer Within the Inter 
net. The Internet is a packet sWitching netWork Whereby a 
data ?le routed over the Internet to some destination is broken 
doWn into a number of packets that are separately transmitted 
to the destination. Each packet contains, inter alia, some 
portion of the data ?le and the IP address of the destination. 

The IP address of a destination is useful in routing packets 
to the correct destination, but it is not very people friendly. In 
particular, a group of four 8-bit numbers by themselves do not 
reveal or suggest anything about the destination, and most 
people Would likely ?nd it dif?cult to remember the IP 
addresses of a destination. As a result of this shortcoming in 
just using IP addresses, domain names Were created. 

Domain names consist of tWo or more parts, frequently 

Words, separated by periods. Since the Words, numbers, or 
other symbols forming a domain name often indicate or at 
least suggest the identity of a destination and are more easily 
remembered than the IP address, domain names have become 
the standard Way of entering an address. 

After a domain name has been entered, a domain name 
server (DNS) resolves the domain name into a speci?c IP 
address. Thus, for example, When someone sur?ng the Inter 
net enters into a broWser program a particular domain name 
for a Web site, the broWser ?rst queries the DNS to arrive at the 
proper IP address. 

While the IP address Works Well to deliver packets to the 
correct address on the Internet, IP addresses do not convey 
any useful information about the geographic address of the 
destination. Furthermore, the domain names do not even nec 
essarily indicate any geographic location, though sometimes 
they may suggest, correctly or incorrectly, such a location. 

Systems have been developed that enable entities, such as 
advertising netWorks, Web publishers, search engines, social 
netWorks, e-tailers, and/ or the like, Who ?nd it useful to knoW 
a user’s geographic location, to derive the user’s location 
from his/her IP address. These entities may then use this 
information for a variety of applications including, for 
example, delivering geo-targeted advertisements, localiZing 
online storefronts, controlling the distribution of online con 
tent or goods, and/or the like. An example of such a system is 
that described in US. Pat. No. 6,757,740, entitled “Systems 
and Methods for Determining Collecting and Using Geo 
graphic Locations of Internet Users” (“the ’740 patent”), 
Which is commonly assigned to the assignee of the present 
application, and Which is incorporated herein by reference in 
its entirety. The techniques of the ’740 patent are discussed in 
more detail beloW. 
As marketers and other entities continue to embrace the 

value that IP intelligence (i.e., geographic information 
derived from IP addresses) brings to online endeavors, hoW 
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2 
ever, they are also demanding more granularity. In particular, 
While country-level location information may have been suf 
?cient before, greater depth and accuracy of location infor 
mation is gradually becoming more and more desired in order 
to enable companies to build a true one-to-one relationship 
With a groWing online audience. 

This desire for more granular and accurate geographic 
location information associated With users is countered, hoW 
ever, by the privacy concerns of those users Who may not Want 
their name and address linked to their IP address and subse 
quently used, for example, for advertising purposes. In fact, 
communication of such user- speci?c information may violate 
various privacy laWs in place in different countries. 
A need, therefore, exists for a technique for obtaining more 

speci?c geographic information associated With an IP address 
Without violating any privacy issues. 

BRIEF SUMMARY 

In general, embodiments of the present invention provide 
an improvement by, among other things, providing a method, 
computer program product, system and electronic device for 
providing hyper-local (e.g., Zip code level) geo-targeting 
based on validated, user-provided geographic information, 
Wherein the user’s anonymity may be maintained. In particu 
lar, according to one embodiment, anonymous, user-supplied 
geographic information may be collected in association With 
a truncated IP address (e.g., the ?rst three octets of a complete 
IP address). Since a complete IP address is not used, the 
user-supplied geographic information cannot be linked to a 
speci?c user. Instead, the information supplied could apply to 
any one of 255 different users having the same truncated IP 
address. As a result, according to embodiments of the present 
invention, a user’s anonymity may be maintained. 
Once collected, the user-supplied information may be vali 

dated using geographic data previously derived from one or 
more complete IP addresses corresponding to the received 
truncated IP address (e.g., IP addresses having the same ?rst 
three octets). In one embodiment, this geographic data may, 
for example, have been derived using a system that maps the 
routing infrastructure of the Internet in order to determine 
Where endpoints on the Internet are located. 
The derived geographic data, While useful, may not be as 

speci?c as the user-supplied geographic information. For 
example, the derived geographic data may only indicate a city 
or state associated With the IP address, While the user-sup 
plied geographic information may include a postal or Zip 
code. As a result, once the user-supplied geographic informa 
tion has been validated, according to embodiments of the 
present invention, this validated, user-supplied geographic 
information may be used to provide more granular and accu 
rate geo-targeting, all the While maintaining the privacy of the 
individual users. 

In accordance With one aspect, a method is provided of 
hyper-local geo-targeting based on validated, user-provided 
geographic information, Wherein the user’s anonymity may 
be maintained. In one embodiment, the method may include: 
(1) receiving, by a computer over a netWork, a truncated IP 
address associated With a user; (2) receiving, by the computer, 
user-supplied geographic information associated With the 
truncated IP address; (3) retrieving, by the computer from a 
database, geographic data derived from one or more complete 
IP addresses corresponding to the truncated IP address; and 
(4) validating, by the computer, the user- supplied geographic 
information based at least in part on the derived geographic 
data, Wherein, once validated, the user-supplied geographic 
information can be used to provide geo-targeted information. 
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According to another aspect, an electronic device is pro 
vided for hyper-local geo-targeting based on validated, user 
provided geographic information. In one embodiment, the 
electronic device may include a processor con?gured to: (1) 
receive a truncated IP address associated With a user; (2) 
receive user-supplied geographic information associated 
With the truncated IP address; (3) retrieve, from a database, 
geographic data derived from one or more complete IP 
addresses corresponding to the truncated IP address; and (4) 
validate the user-supplied geographic information based at 
least in part on the derived geographic data, Wherein, once 
validated, the user-supplied geographic information can be 
used to provide geo-targeted information. 

In accordance With yet another aspect, a computer program 
product is provided for hyper-local geo-targeting based on 
validated, user-provided geographic information. The com 
puter program product contains at least one computer-read 
able storage medium having computer-readable program 
code portions stored therein. The computer-readable program 
code portions of one embodiment may include: (1) a ?rst 
executable portion for receiving a truncated IP address asso 
ciated With a user; (2) a second executable portion for receiv 
ing user-supplied geographic information associated With the 
truncated IP address; (3) a third executable portion for retriev 
ing, from a database, geographic data derived from one or 
more complete IP addresses corresponding to the truncated IP 
address; and (4) a fourth executable portion for validating the 
user-supplied geographic information based at least in part on 
the derived geographic data, Wherein, once validated, the 
user-supplied geographic information can be used to provide 
geo-targeted information. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWING(S) 

Having thus described embodiments of the invention in 
general terms, reference Will noW be made to the accompa 
nying draWings, Which are not necessarily draWn to scale, and 
Wherein: 

FIG. 1 is a block diagram of one type of system that Would 
bene?t from embodiments of the present invention; 

FIG. 2 is a schematic block diagram of an entity capable of 
operating as a Geo-Intelligence server in accordance With 
embodiments of the present invention; 

FIG. 3 is a How chart illustrating the process of providing 
hyper-local geo-targeting based on validated, user-supplied 
geographic information in accordance With embodiments of 
the present invention; and 

FIG. 4 is a How chart illustrating the process of deriving 
geographic data from an IP address in accordance With 
embodiments of the present invention. 

DETAILED DESCRIPTION 

Embodiments of the present invention noW Will be 
described more fully hereinafter With reference to the accom 
panying draWings, in Which some, but not all embodiments of 
the inventions are shoWn. Indeed, embodiments of the inven 
tion may be embodied in many different forms and should not 
be construed as limited to the embodiments set forth herein; 
rather, these embodiments are provided so that this disclosure 
Will satisfy applicable legal requirements. Like numbers refer 
to like elements throughout. 
Overall System and Mobile Device 

Referring to FIG. 1, an illustration of one type of system 
that may bene?t from embodiments of the present invention is 
provided. As shoWn in FIG. 1, the system may include one or 
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4 
more user devices 10 (e.g., personal computers (PC’s), lap 
tops, personal digital assistants (PDA’s), etc.) in communi 
cation With a netWork server 30 over a communication net 

Work 20 (e.g., Wired or Wireless personal area netWork (PAN), 
local area netWork (LAN), Wide area netWork (WAN), etc.) 
for the purpose of conducting an online transaction in asso 
ciation With Which the user provides some geographic infor 
mation (e.g., city, state, Zip code, etc.). For example, a user 
may use his or her computer 10 to purchase an item on 
eBay®, Wherein the user’s address is transmitted to a server 
30 associated With eBay for the purpose of account veri?ca 
tion, payment and/ or shipping. 
The system may further include a geo-intelligence server 

40, and corresponding database 45, in communication With 
the netWork server 30 over the same or different communica 

tions netWork 20. In one embodiment, as discussed in more 
detail beloW With regard to FIG. 3, the geo-intelligence server 
40 may be con?gured to receive the user-supplied geographic 
information along With a truncated IP address associated With 
the user (e.g., the ?rst three octets of a complete IP address) 
from the netWork server 30, validate the user-supplied geo 
graphic information using geographic data previously 
derived from IP addresses corresponding to the truncated IP 
address received, and then use the user-supplied geographic 
information for subsequent geo-targeting. 

Referring noW to FIG. 2, a block diagram of an entity 
capable of operating as a geo-intelligence server 40 is shoWn 
in accordance With one embodiment of the present invention. 
The entity capable of operating as a geo-intelligence server 40 
includes various means for performing one or more functions 

in accordance With embodiments of the present invention, 
including those more particularly shoWn and described 
herein. It should be understood, hoWever, that one or more of 
the entities may include alternative means for performing one 
or more like functions, Without departing from the spirit and 
scope of the present invention. As shoWn, the entity capable of 
operating as a geo-intelligence server 40 can generally 
include means, such as a processor 210 for performing or 
controlling the various functions of the entity. 

In particular, the processor 210 may be con?gured to per 
form the processes discussed in more detail beloW With regard 
to FIG. 3. For example, according to one embodiment the 
processor 210 may be con?gured to receive a truncated IP 
address along With user-supplied geographic information 
associated With a user. The processor 210 may further be 
con?gured to retrieve geographic data derived from one or 
more complete IP addresses corresponding to the truncated IP 
address received, and to use the derived geographic data to 
validate the user-supplied geographic information. Once vali 
dated, the processor 210 may further be con?gured to store 
the user-supplied geographic information in the database 45 
in association With the complete IP addresses for Which the 
user-supplied geographic information has been validated 
(i.e., in replacement of the derived geographic data previously 
associated With those IP addresses). The processor 210 may 
subsequently use the user-supplied geographic information to 
provide geo-targeted information in response to requests 
received in association With those complete IP addresses. 

In one embodiment, the processor is in communication 
With or includes memory 220, such as volatile and/or non 
volatile memory that stores content, data or the like. For 
example, the memory 220 may store content transmitted 
from, and/or received by, the entity. Also for example, the 
memory 220 may store softWare applications, instructions or 
the like for the processor to perform steps associated With 
operation of the entity in accordance With embodiments of the 
present invention. In particular, the memory 220 may store 
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software applications, instructions or the like for the proces 
sor to perform the operations described above and below With 
regard to FIG. 3 for providing hyper-local geo-targeting 
based on validated, user-supplied geographic information. 

For example, according to one embodiment, the memory 
120 may store one or more modules for instructing the pro 
cessor 210 to perform the operations including, for example, 
a user-information module, a derived-information module, a 
validation module, and a geo-targeting module. In one 
embodiment, the user-information module may be con?g 
ured to instruct the processor 210 to receive the truncated IP 
address (e.g., 24.2.53.X) and user-supplied geographic infor 
mation (e.g., Zip code 30307) associated With a user. The 
derived-information module may be con?gured to then 
instruct the processor 210 to retrieve geographic data derived 
from one or more complete IP addresses corresponding to the 
truncated IP address received (e.g., 24.2.53.0-l00, 
24.2.53.2l0, etc.). In one embodiment, the derived-informa 
tion module may further be con?gured to instruct the proces 
sor 210 to derive geographic data from one or more complete 
IP addresses, for example, in a manner described beloW 
involving mapping the routing infrastructure of the Internet. 
Once the derived geographic data has been retrieved, the 

validation module may be con?gured to instruct the processor 
210 to use the derived geographic data to validate the user 
supplied geographic information. Finally, the geo-targeting 
module may be con?gured to instruct the processor 210 to 
store the validated user-supplied geographic information in 
the database 45 in association With the complete IP addresses 
for Which the user-supplied geographic information has been 
validated, and then use the user-supplied geographic infor 
mation to provide geo-targeted information in response to 
requests received in association With those complete IP 
addresses. 

In addition to the memory 220, the processor 210 can also 
be connected to at least one interface or other means for 

displaying, transmitting and/ or receiving data, content or the 
like. In this regard, the interface(s) can include at least one 
communication interface 230 or other means for transmitting 
and/or receiving data, content or the like, as Well as at least 
one user interface that can include a display 240 and/or a user 

input interface 250. The user input interface, in turn, can 
comprise any of a number of devices alloWing the entity to 
receive data from a user, such as a keypad, a touch display, a 
joystick or other input device. 

While the foregoing description refers to a geo-intelligence 
“server,” as one of ordinary skill in the art Will recogniZe in 
light of this disclosure, embodiments of the present invention 
are not limited to a server-client architecture. Instead, the 
geo-intelligence “server” may comprise any electronic device 
capable of performing the functionality described herein. 
Similarly, as one of ordinary skill in the art Will recogniZe in 
light of this disclosure, the functionality described herein as 
being performed by the geo-intelligence server may be per 
formed by a single, or multiple electronic devices or entities 
operating alone or in association With one another. 
Method of Providing Hyper-Local Geo-Targeting 

Referring noW to FIG. 3, the operations are illustrated that 
may be taken in order to provide hyper-local (e.g., Zip code 
level) geo-targeting based on validated, user-supplied geo 
graphic information, Wherein the user’s anonymity may be 
maintained. As shoWn, the process may begin at Blocks 301 
and 302 When the geo-intelligence server 40 (e.g., a proces 
sor, or similar computing device, associated With the server 
and executing, for example, the user-information module) 
receives a truncated IP address and user-supplied geographic 
information associated With a user. 
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6 
In one embodiment, the truncated IP address and user 

supplied geographic information may be received, for 
example, from a netWork server 30, or similar device, asso 
ciated With any company or entity that conducts online trans 
actions With a user Whereby the user provides some location 
information. For example, a company, such as eBay®, 
Yahoo®, AOL®, and/or the like, may receive address or 
location information from a user for the purpose of establish 
ing or verifying an account, billing for products or services 
purchased, providing delivery information for a product pur 
chased, and/or the like. The address or location information 
may include, for example, the user’s street address, city, state 
and/or Zip code (e.g., 664 N. Highland Avenue NE; Atlanta, 
Ga. 30307). According to embodiments of the present inven 
tion, the company may, thereafter, transmit the user-supplied 
geographic information, along With a truncated IP address 
associated With the user, to the geo-intelligence server 40. 

In one embodiment, the truncated IP address may include 
the ?rst three octets of a complete IP address associated With 
the user, Wherein the complete IP address has four octets. To 
illustrate, an example of a truncated IP address may be 
24.2.53.X, Where the complete IP addresses that correspond 
to that truncated IP address include any IP address having the 
same ?rst three octets (i.e., IP addresses 242.530 to 
24.2.53.255). Because the truncated IP address could corre 
spond to any one of 255 different IP addresses having the 
same ?rst three octets and, therefore, any one of up to 255 
different users, a user cannot be speci?cally identi?ed by the 
truncated IP address. As a result, by transmitting only a trun 
cated IP address (as opposed to the complete IP address 
associated With the user), embodiments of the present inven 
tion maintain the user’s anonymity and avoid any privacy 
issues associated With transmitting user-speci?c information. 
Once the truncated IP address and user-supplied geo 

graphic information have been received, according to one 
embodiment, the geo-intelligence server 40 (e. g., a processor, 
or similar computing device, associated With the server and 
executing, for example, the derived-information module) 
may, at Block 303, access a database 45 to retrieve geographic 
data that has been derived from one or more complete IP 
addresses corresponding to the received truncated IP address. 
In other Words, the geo-intelligence server 40 may retrieve 
any geographic data derived from a complete IP address 
having the same ?rst three octets as the received truncated IP 
address. Continuing With the example above, upon receipt of 
the truncated IP address 24.2.53.X, the geo-intelligence 
server 40 may access the database 45 to retrieve any geo 
graphic data that has been derived from any one or more of the 
complete IP addresses ranging from 24.2.53 .0 to 24.2.53.255. 

According to one embodiment, the geographic data may 
have been derived from the complete IP address in a manner 
similar to that described in US. Pat. No. 6,757,740, entitled 
“Systems and Methods for Determining Collecting and Using 
Geographic Locations of Internet Users” (“the ’740 patent”). 
In general, according to one of the methods described in the 
’740 patent, the geo-intelligence server may use various Inter 
net route tools to aid in discovering the likely placement of a 
neWly discovered Internet host (i.e., a target host correspond 
ing to an IP address). These tools may include, for example, 
programs such as nslookup, ping, traceroute, and Whois. 

In particular, according to one embodiment, the folloWing 
process, Which is also shoWn in FIG. 4, may be used in order 
to derive geographic data from a complete IP address associ 
ated With a target host. First, the geo-intelligence server may 
receive a neW IP address, for Which geographic data is 
desired. (Block 401). Upon receipt, the IP address and, in one 
embodiment, a domain name associated With the IP address 
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may be veri?ed using, for example, nslookup. (Block 402). 
As one of ordinary skill in the art Will recognize in light of this 
disclosure, in order to verify an IP address and/or domain 
name, nslookup converts IP addresses to domain names, and 
vice versa, using the Domain Name Server (DNS) lookup 
system. 
Once veri?ed, the geo-intelligence server may, at Block 

403, determine Whether the target host is online and opera 
tional by sending a request to the target host using, for 
example, ping. If it is determined that the target host is not 
online, according to one embodiment, the process may con 
tinue to check until the host is online and operational. Once 
online and operational, the geo-intelligence server may, at 
Block 404, determine the oWnership of the domain name 
and/or IP address associated With the target host. In one 
embodiment, this may be done using, for example, Whois. In 
particular, according to one embodiment, Whois may query 
one or more servers on the Internet to obtain registration 

information, including a geographic address, for the domain 
name and/ or a block of IP addresses including the target host 
IP address. While the geographic address included in the 
registration information may not necessarily be the location 
of the IP address, this information may be useful for smaller 
organizations Whose IP blocks are often geographically in 
one location (i.e., small Whois block, discussed beloW). 

The geo-intelligence server may then, at Block 405, deter 
mine the route taken to reach the target host. In particular, 
according to one embodiment, the geo-intelligence server 
may use traceroute, Which may provide the IP address and 
domain name for each ho st encountered from the source host 
to the target host, Wherein the source host corresponds to the 
geo-intelligence server. 
Once each of the intermediate hosts has been identi?ed (at 

Block 405), the geo-intelligence server may, at Block 406, 
determine the geographic location associated With each of 
those intermediate hosts, as Well as the con?dence level (e.g., 
betWeen 0 and 100) assigned to that geographic location. This 
may involve, for example, accessing a database to retrieve 
previously derived geographic data and con?dence informa 
tion associated With the intermediate host. If, hoWever, the 
geographic location of an intermediate host is unknown, the 
location may be derived, and a con?dence level assigned, 
using, for example, the technique described beloW With 
regard to Block 407. 

Once the geographic location of each intermediate host has 
been determined, the geo-intelligence server may, at Block 
407, determine the location of the target host and assign a 
con?dence level to that determination based at least in part on 
the locations of the intermediate hosts and the con?dence 
level associated With those locations. All neW hosts (interme 
diate and target) and their corresponding geographic data 
may then be added to the database. In particular, in one 
embodiment, once the geographic data has been derived from 
a complete IP address, or range of complete IP addresses, the 
geographic data may be stored in the database 45 in associa 
tion With the corresponding IP address(es). For example, the 
database may store an entry that links “Atlanta” to the IP 
addresses ranging from 242.530 to 24.253.100, along With 
another entry that links “San Francisco” to the IP addresses 
ranging from 24.2.53 . 1 01 to 24.2.53 .255. It is the information 
in these entries (i.e., “Atlanta” and “San Francisco”) that the 
geo-intelligence server 40 may retrieve at Block 303 in 
response to receiving the truncated IP address 24.2.53.X. 

According to embodiments described herein, in order to 
derive the geographic data from a received IP address, in 
addition to using the geographic location of the intermediate 
hosts in the route associated With the target host, a combina 
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8 
tion of several different factors may be used to determine the 
geographic location of the target, as Well as to assign a con 
?dence level to that geographic location. For example, 
according to one embodiment, the Whois registration infor 
mation (i.e., the address information provided by the domain 
name/IP address registrant) may be used to help determine the 
geographic location, though the con?dence level associated 
With the determined location may be relatively loW (e.g., 35). 
Alternatively, or in addition, mapping information provided 
by an Internet Service Provider (ISP) in association With an IP 
address may further be used. 

In one embodiment, the geographic information associated 
With neighboring IP addresses may likeWise be used. For 
example, if the database 45 includes geographic information 
for IP addresses immediately before and/or after the complete 
IP address, it may be assumed that the IP address has the 
same, or similar, geographic location. 

In addition, the geo-intelligence server 40 may take advan 
tage of common naming conventions in order to make rea 
sonable guesses as to the geographic locations of the hosts. 
For example, any host that contains “sanjose” in the ?rst part 
of its domain name is probably located in San Jose, Calif. or 
connected to a system that is in San Jose, Calif. In one 
embodiment, the database 45 may have lookup tables that list 
geographic locations, such as city, county, regional, state, 
and/or the like, With corresponding variations of the names. 
For example, the database 45 may have multiple listings for 
San Francisco, Calif. including, for example, “SanFran 
cisco,” “SanFran,” “Sfrancisco,” and/or the like. The geo 
intelligence server 40 may access the database to retrieve any 
geographic location information associated With at least part 
of the domain name and use this to make a guess as to the 

geographic location of the target host. 

As an example, a sample search to determine the geo 
graphic location of the domain name “digitalenvoy.net” Will 
noW be described. First, the geo-intelligence server 40 may 
receive the domain name “digitalenvoy.net” associated With 
the target host (Block 401) and perform a DNS lookup on the 
name (Block 402). In response, the command nslookup may 
return the folloWing to the geo-intelligence server 40: 

nslookup digitalenvoy.net 
Name: digitalenvoy.net 
Address: 209.153.199.15 

The geo-intelligence server 40 may then, at Block 403, 
perform a ping on the target ho st machine, Which may tell the 
geo-intelligence server 40 if the target host is on-line and 
operational. In this example, the ping may return the folloW 
ing to the geo-intelligence server 40, indicating that the target 
host is online and operational: 

ping —c 1 digitalenvoy.net 
PING digitalenvoy.net (209.153.199.15): 56 data bytes 
64 bytes from 209.153.199.15: icmpiseq=0 ttl=241 time=120.4 ms 
——— digitalenvoy.net ping statistics ——— 

1 packets transmitted, 1 packets received, 0% packet loss 
round-trip min/avg/max = 120.4/120.4/120.4 ms 

Continuing With FIG. 4, the geo-intelligence server 40 may 
then execute a Whois on “digitalenvoy.net” to determine oWn 

ership of the domain name. (Block 404). In this example, the 
Whois may inform the geo-intelligence server 40 that the 
registrant is in Georgia. 
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> whois digitalenvoy.net 
Registrant: 
Some One (DIGITALENVOY-DOM) 

1234 Address Street 
ATLANTA, GA 33333 
US 
Domain Name: DIGITALENVOYNET 
Administrative Contact: 

One, Some (SO0000) some@one.net 
+1404 555 5555 

Technical Contact, Zone Contact: 
myDNS Support (MS311-ORG) support@MYDNS.COM 
+1 (206) 374.2143 

Billing Contact: 
One, Some (SO0000) some@one.net 
+1404 555 5555 

Record last updated on 14-Apr-99. 
Record created on 14-Apr-99. 
Database last updated on 22-Apr-99 11:06:22 EDT. 
Domain servers in listed order: 
NS 1 .MYDOMAIN.COM 
NS2.MYDOMAIN.COM 
NS3.MYDOMAIN.COM 
NS4.MYDOMAIN.COM 

209.153.1992 
209.153.1993 
209.153.1994 
209.153.1995 

The geo-intelligence server 40 may then execute a tracer 
oute on the target host to determine the route taken to reach 
the target host. (Block 405). In this example, the traceroute on 
“digitalenvoy.net” may return the following to the geo-intel 
ligence server 40: 

> traceroute digitalenvoy.net 

traceroute to digitalenvoy.net (209.153.199.15), 30 hops max, 40 
byte packets 

1 130.207.47.1 (130.207.47.1) 6.269 ms 2.287 ms 4.027 ms 
2 gateway1-rtr.gatech.edu (130.207.2441) 1.703 ms 1.672 ms 

1.928 ms 

3 f1-0.atlanta2-cr99.bbnplanet.net (192.221.26.2) 3.296 ms 
3.051 ms 2.910 ms 

4 f1-0.atlanta2-br2.bbnplanet.net (4.0.2.90) 3.000 ms 
3.617 ms 3.632 ms 

5 s4-0-0.atlanta1-br2.bbnplanet.net (4.0.1.149) 4.076 ms 
s8-1-0.atlanta1-br2.bbnplanet.net (4.0.2.157) 4.761 ms 4.740 ms 

6 h5-1-0.paloalto-br2.bbnplanetnet (4.0.3.142) 72.385 ms 
71.635 ms 69.482 ms 

7 p2-0.paloalto-nbr2.bbnplanet.net (4.0.2.197) 82.580 ms 
83.476 ms 82.987 ms 

8 p4-0.sanjose1-nbr1.bbnplanetnet (4.0.1.2) 79.299 ms 
78.139 ms 80.416 ms 

9 p1-0-0.sanjose1-br2.bbnplanet.net (4.0.1.82) 78.918 ms 
78.406 ms 79.217 ms 

10 NSanjose-core0.nap.net (207.112.242.253) 80.031 ms 
78.506 ms 122.622 ms 

11 NSeattle1-core0.nap.net (207.112.247.138) 115.104 ms 
112.868 ms 114.678 ms 

12 sea-atm0.starcom-accesspointnet (207.112.243.254) 
112.639 ms 327.223 ms 173.847 ms 

13 van-atm10.10.starcom.net (209.153.195.49) 118.899 ms 
116.603 ms 114.036 ms 

14 hume.worldway.net (209.153.199.15) 118.098 ms * 114.571 ms 

The geo-intelligence server 40 may, at Block 406, deter 
mine the geographic locations of each of the intermediate 
hosts in the determined route, as well as a con?dence level 
associated with each of those geographic locations. As dis 
cussed above, in one embodiment, this may involve accessing 
the database 45 to retrieve the previously derived geographic 
location information for each intermediate host. Using this 
information, as well as other factors (e.g., the whois registra 
tion information, naming conventions, etc.), the geo-intelli 
gence server 40 may, at Block 407, determine the geographic 
location of the target host, and a con?dence level associated 
therewith. The following provides an example of the geo 

20 

30 

35 

40 

45 

50 

55 

60 

65 

10 
graphic information and con?dence level for the intermediate 
and target hosts according to this example: 

Host machine located in 
Atlanta, GA 
Atlanta, GA - con?dence 100 

130.207.47.1 (130.207.47.1) 

gateway1-rtr.gatech.edu 
(130.207.244. 1) 
f1-0.atlanta2-cr99.bbnplanet.net 
(192.221.262) 
f1-0.atlanta2-br2.bbnplanet.net 

Atlanta, GA - con?dence 100 

Atlanta, GA - con?dence 95 

(4.0.2.90) 
s4-0-0.atlanta1-br2.bbnplanet.net Atlanta, GA - con?dence 80 

(4.0.1.149) 
h5-1-0.paloalto-br2.bbnplanetnet Palo Alto, CA - con?dence 85 

(4.0.3.142) 
p2-0.paloalto-nbr2.bbnplanetnet Palo Alto, CA - con?dence 90 

(4.0.2.197) 
p4-0.sanjose1-nbr1.bbnplanetnet San Jose, CA - con?dence 85 

(4.0.1.2) 
p1-0-0.sanjose1-br2.bbnplanet.net San Jose, CA - con?dence 100 

(4.0.1.82) 
NSanjose-core0.nap.net San Jose, CA - con?dence 90 

(207.112.242.253) 
NSeattle1-core0.nap.net 
(207.112.247.13 8) 
sea-atm0.starcom-accesspointnet 
(207.112.243.254) 
van-atm10.10.starcom.net 

(209.153.195.49) 
hume.worldway.net 
(209.153.199.15) 

Seattle, WA - con?dence 95 

Seattle, WS - con?dence 95 

Vancouver, British Columbia 
Canada - con?dence 100 

Vancouver, British Columbia 
Canada 

Returning to FIG. 3, once geographic data derived from 
one or more complete IP addresses corresponding to the 
received truncated IP address (e.g., in the manner described 
above) have been retrieved from the database 45, the geo 
intelligence server 40 (e.g., a processor, or similar computing 
device, associated with the server and executing, for example, 
the validation module) may, at Block 304, use the derived 
geographic data to determine whether the user- supplied geo 
graphic information is valid. 

In one embodiment, the user-supplied geographic inforrna 
tion may be considered valid if it is the same or equivalent to 
the geographic data derived from at least one complete IP 
address corresponding to the truncated IP address, wherein 
the user-supplied geographic information may be considered 
the same or equivalent to the derived geographic data if both 
identify or correspond to the same, or substantially the same, 
geographic location. For example, if, as in the example above, 
the user-supplied geographic information associated with the 
truncated IP address 24.2.53.X included the Zip code 30307, 
and the geographic data derived from the IP address range 
24.2.53.0-24.2.53.100 was Atlanta, then, according to one 
embodiment, the user-supplied geographic information (i.e., 
30307) would be considered valid for the IP address range 
24.2.53.0-24.2.53.100, since 30307 is a Zip code in Atlanta. 
As one of ordinary skill in the art will recognize in light of this 
disclosure, the user-supplied geographic information may be 
valid for any number and combination of IP addresses within 
the range of IP addresses corresponding to the truncated IP 
address. 

According to one embodiment, a number of different rules 
may be applied in order to determine whether the user-sup 
plied geographic information is valid. For example, the valid 
ity of the user-supplied geographic information may depend 
upon the number of complete IP addresses for which the 
derived geographic data is the same or equivalent to the 
user-supplied geographic information (e.g., if >25 complete 
IP addresses with the same or equivalent derived geographic 
data, then valid). Alternatively, or in addition, validity may 
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depend upon the number of consistent user-supplied geo 
graphic information received for the same truncated IP 
address (e.g., if >25 user’s provide same city or Zip code for 
same truncated IP address, then valid), the reliability of the 
sources of the user-supplied geographic information, and/or 
the age of the user-supplied geographic information (e.g., if 
>1 year old, then invalid). 
As one of ordinary skill in the art will recogniZe in light of 

this disclosure, the foregoing provides only a few examples of 
rules that may be applied in order to determine whether user 
supplied geographic information is valid based on geographic 
data derived from corresponding IP addresses. Other similar 
rules may likewise be used in combination with or instead of 
the rules provided herein. The foregoing is, therefore, pro 
vided for exemplary purposes only and should not be taken in 
any way as limiting embodiments of the present invention to 
the examples provided. 

If it is determined, at Block 304, that the user-supplied 
geographic information is not valid for any IP address that 
corresponds to the truncated IP address received, then the 
process ends. (Block 305). If, on the other hand, it is deter 
mined that the user-supplied geographic information is valid 
for at least one complete IP address, then the geo-intelligence 
server 40 (e.g., a processor, or similar computing device, 
associated with the server) may, at Block 306, update the 
database 45 by replacing the geographic data derived from 
that at least one complete IP address with the user-supplied 
geographic information. Continuing with the example above, 
the database 45 may be updated to replace the geographic data 
derived from IP address range 24.2.53.0-24.2.53.100 (i.e., 
Atlanta) with the more speci?c user-supplied geographic 
information (i.e., Zip code 30307). 

In one embodiment, there may be certain instances where 
the derived geographic data may be considered more reliable 
and/or accurate than the user-supplied geographic informa 
tion, despite the user-supplied geographic information having 
been validated. For example, if the derived geographic data is 
based on the geographic address, including a Zip code, pro 
vided by a company having registered a small range of IP 
addresses (e.g., <255) (i.e., a small whois range), the geo 
graphic address provided may be assumed to be valid for that 
range of IP addresses, since it is likely that the company only 
has one o?ice corresponding to the geographic address pro 
vided. Because the geographic address is assumed valid, and 
is likely as speci?c as the user-supplied geographic informa 
tion, it may be unnecessary to replace the geographic address 
with the user-supplied geographic information. This is in 
contrast to a company that registers a large range of IP 
addresses (e.g., >255) using the same geographic address. 
Because the company likely has multiple different o?ices at 
multiple different locations, the geographic address provided 
cannot be assumed to correspond to each of the registered IP 
addresses. Accordingly, the validated user-supplied geo 
graphic information may be used in this instance. 

According to embodiments described herein, a similar 
decision not to replace the derived geographic data with the 
validated user- supplied geographic information may be made 
if, for example, the derived geographic data has been con 
?rmed by a person and/ or is based on automated modem calls 
into an Internet Service Provider (ISP) pop, wherein it is 
determined what IP’s are allocated to the pop. 

Other instances in which the user-supplied geographic 
information may not be used may include, for example, when 
a satellite connection has been used by the user (since the 
user-supplied geographic information is likely inaccurate), 
when the derived geographic data includes multiple best 
guest cities and/or host match cities in the range of IP 
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12 
addresses corresponding to the truncated IP address (i.e., 
using a point higher up in a trace route to determine user 
location when there is no other information closer to the end 
user), and/ or when the user-supplied geographic information 
identi?es a city (e.g., Atlanta), and the derived geographic 
data identi?es a suburb of that city (e.g., Dunwoody) (since 
the suburb is likely more accurate). 

According to one embodiment, the validated, user-sup 
plied information, which, in one embodiment, may be more 
speci?c than the derived geographic data, may thereafter be 
used to provide hyper-local geo -targeting information. In par 
ticular, in one embodiment, the geo-intelligence server 40 
(e.g., processor, or similar computing means, associated with 
the server and executing a geo-targeting module) may, at 
Block 307, receive a request for geographic information asso 
ciated with a complete IP address for which the user-supplied 
geographic information has been validated and saved in the 
database 45 (e.g., 24.2.53.74). In one embodiment, the 
request may be received from a web server associated with a 
web site being accessed by a user, wherein the web server 
wishes to provide geo-targeted content (e.g., advertisements). 

In response, the geo-intelligence server 40 (e. g., processor, 
or similar computing means, associated with the server and 
executing a geo -targeting module) may, at Block 3 08, provide 
the user-supplied geographic information stored in the data 
base 45, such that this information may be used to provide 
geo-targeted information to the user. For example, as noted 
above, the geographic location information may be used, for 
example, by advertising networks, web publishers, search 
engines, social networks, e-tailers, and/or the like, who may 
use this information for a variety of applications including, 
for example, delivering geo-targeted advertisements, localiZ 
ing online storefronts, controlling the distribution of online 
content or goods, and/ or the like 

CONCLUSION 

As described above, embodiments of the present invention 
provide a method and system for providing hyper-local (e. g., 
Zip code level) geo-targeting based on validated, user-sup 
plied geographic information, wherein the user’s anonymity 
may be maintained. 
As described above and as will be appreciated by one 

skilled in the art, embodiments of the present invention may 
be con?gured as a method or device. Accordingly, embodi 
ments of the present invention may be comprised of various 
means including entirely of hardware, entirely of software, or 
any combination of software and hardware. Furthermore, 
embodiments of the present invention may take the form of a 
computer program product on a computer-readable storage 
medium having computer-readable program instructions 
(e.g., computer software) embodied in the storage medium. 
Any suitable computer-readable storage medium may be uti 
liZed including hard disks, CD-ROMs, optical storage 
devices, or magnetic storage devices. 
Embodiments of the present invention have been described 

above with reference to block diagrams and ?owchart illus 
trations of methods, apparatuses (i.e., systems) and computer 
program products. It will be understood that each block of the 
block diagrams and ?owchart illustrations, and combinations 
of blocks in the block diagrams and ?owchart illustrations, 
respectively, can be implemented by various means including 
computer program instructions. These computer program 
instructions may be loaded onto a general purpose computer, 
special purpose computer, or other programmable data pro 
cessing apparatus, such as processor 210 discussed above 
with reference to FIG. 2, to produce a machine, such that the 
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instructions which execute on the computer or other pro gram 
mable data processing apparatus create a means for imple 
menting the functions speci?ed in the ?owchart block or 
blocks. 

These computer program instructions may also be stored in 
a computer-readable memory that can direct a computer or 
other programmable data processing apparatus (e.g., proces 
sor 210 ofFlG. 2) to function in a particular manner, such that 
the instructions stored in the computer-readable memory pro 
duce an article of manufacture including computer-readable 
instructions for implementing the function speci?ed in the 
?owchart block or blocks. The computer program instruc 
tions may also be loaded onto a computer or other program 
mable data processing apparatus to cause a series of opera 
tional steps to be performed on the computer or other 
programmable apparatus to produce a computer-imple 
mented process such that the instructions that execute on the 
computer or other programmable apparatus provide steps for 
implementing the functions speci?ed in the ?owchart block 
or blocks. 

Accordingly, blocks of the block diagrams and ?owchart 
illustrations support combinations of means for performing 
the speci?ed functions, combinations of steps for performing 
the speci?ed functions and program instruction means for 
performing the speci?ed functions. It will also be understood 
that each block of the block diagrams and ?owchart illustra 
tions, and combinations of blocks in the block diagrams and 
?owchart illustrations, can be implemented by special pur 
pose hardware-based computer systems that perform the 
speci?ed functions or steps, or combinations of special pur 
pose hardware and computer instructions. 
Many modi?cations and other embodiments of the inven 

tions set forth herein will come to mind to one skilled in the art 
to which these embodiments of the invention pertain having 
the bene?t of the teachings presented in the foregoing 
descriptions and the associated drawings. Therefore, it is to be 
understood that the embodiments of the invention are not to 
be limited to the speci?c embodiments disclosed and that 
modi?cations and other embodiments are intended to be 
included within the scope of the appended claims. Moreover, 
although the foregoing descriptions and the associated draw 
ings describe exemplary embodiments in the context of cer 
tain exemplary combinations of elements and/or functions, it 
should be appreciated that different combinations of elements 
and/ or functions may be provided by alternative embodi 
ments without departing from the scope of the appended 
claims. In this regard, for example, different combinations of 
elements and/ or functions than those explicitly described 
above are also contemplated as may be set forth in some of the 
appended claims. Although speci?c terms are employed 
herein, they are used in a generic and descriptive sense only 
and not for purposes of limitation. 

That which is claimed: 
1. A method comprising: 
receiving, by a computer over a network, a truncated inter 

net protocol (IP) address associated with a user device 
related to a speci?c user; 

receiving, by the computer, user-supplied geographic 
information associated with the truncated IP address, the 
user-supplied geographic information not being linked 
to the speci?c user; 

retrieving, by the computer from a database, geographic 
data derived from one or more complete IP addresses 
corresponding to the truncated IP address; 

validating, by the computer, the user-supplied geographic 
information based at least in part on the geographic data, 
the validating comprising determining if the user-sup 
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14 
plied geographic information is the same or equivalent 
to the derived geographic data associated with at least 
one of the one or more complete IP addresses corre 

sponding to the truncated IP address, wherein in 
response to the user-supplied geographic information 
being validated, the user-supplied geographic informa 
tion permits providing geo-targeted information. 

2. The method of claim 1, wherein a complete IP address 
comprises four octets, and the truncated IP address comprises 
the ?rst three octets of the complete IP address. 

3. The method of claim 2, wherein the one or more com 

plete IP addresses corresponding to the truncated IP address 
comprise one or more complete IP addresses having the same 
?rst three octets as the truncated IP address. 

4. The method of claim 1, wherein the user-supplied geo 
graphic information comprises one or more of street address, 
a Zip code, a city, or a state associated with the speci?c user. 

5. The method of claim 1 further comprising: 
deriving geographic data from one or more complete IP 

addresses corresponding to the truncated IP address; and 
storing the derived geographic data in the database in asso 

ciation with the one or more complete IP addresses. 
6. The method of claim 5, wherein deriving geographic 

data from the one or more complete IP addresses further 
comprises: 

identifying, for respective complete IP addresses, one or 
more intermediate hosts between a source host and a 

target host associated with the complete IP address; 
determining a geographic location associated with respec 

tive intermediate hosts; and 
determining a geographic location of the target host based 

at least in part on the geographic location of respective 
intermediate hosts. 

7. The method of claim 1, wherein the user-supplied geo 
graphic information is the same or equivalent to the derived 
geographic data when the user-supplied geographic informa 
tion and the derived geographic data correspond to the same 
or equivalent geographic location. 

8. The method of claim 1, further comprising: 
identifying at least one complete IP address of the one or 
more complete IP addresses for which the derived geo 
graphic data is the same or equivalent to the user-sup 
plied geographic information. 

9. The method of claim 8 further comprising: 
replacing the derived geographic data stored in the data 

base in association with the at least one identi?ed com 
plete IP address with the user-supplied geographic infor 
mation. 

10. The method of claim 9 further comprising: 
receiving, from a web server, a request for geographic 

information associated with a speci?c IP address of the 
at least one complete IP addresses; and 

transmitting, to the web server, the user-supplied geo 
graphic information, that permits the web server to pro 
vide geo-targeted information to a user device associ 
ated with the speci?c IP address. 

11. The method of claim 1, wherein the determining step 
comprises applying a rule in order to determine the number of 
complete IP addresses of the one or more IP addresses having 
derived geographic data that is the same or equivalent to the 
user-supplied geographic information. 

12. A computer program product comprising at least one 
computer-readable non-transitory storage medium having 
computer-readable program code portions stored therein, 
said computer-readable program code portions comprising: 
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a ?rst executable portion for receiving a truncated internet 
protocol (IP) address associated With a user device 
related to a user; 

a second executable portion for receiving user-supplied 
geographic information associated With the truncated IP 
address, the user-supplied geographic information not 
being linked to the speci?c user; 

a third executable portion for retrieving, from a database, 
geographic data derived from one or more complete IP 
addresses corresponding to the truncated IP address; 

a fourth executable portion for validating the user-supplied 
geographic information based at least in part on the 
derived geographic data, the fourth executable portion 
being con?gured to determine Whether the user- supplied 
geographic information is the same or equivalent to the 
derived geographic data associated With at least one of 
the one or more complete IP addresses corresponding to 
the truncated IP address, Wherein in response to the 
user-supplied geographic information being validated, 
the user-supplied geographic information permits pro 
viding geo-targeted information. 

13. The computer program product of claim 12, Wherein a 
complete IP address comprises four octets, and the truncated 
IP address comprises the ?rst three octets of the complete IP 
address. 

14. The computer program product of claim 13, Wherein 
the one or more complete IP addresses corresponding to the 
truncated IP address comprise one or more complete IP 
addresses having the same ?rst three octets as the truncated IP 
address. 

15. The computer program product of claim 12, Wherein 
the user-supplied geographic information comprises a Zip 
code associated With the user. 

16. The computer program product of claim 12, Wherein 
the computer-readable program code portions further com 
prise: 

a ?fth executable portion for deriving geographic data from 
one or more complete IP addresses corresponding to the 
truncated IP address; and 

a sixth executable portion for storing the derived geo 
graphic data in the database in association With the cor 
responding complete IP addresses. 

17. The computer program product of claim 16, Wherein 
the ?fth executable portion is con?gured to: 
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identify, for respective complete IP addresses, one or more 

intermediate hosts betWeen a source host and a target 
host associated With the complete IP address; 

determine a geographic location associated With respective 
intermediate hosts; and 

determine a geographic location of the target host based at 
least in part on the geographic location of respective 
intermediate hosts. 

18. The computer program product of claim 12, Wherein 
the user-supplied geographic information is the same or 
equivalent to the derived geographic data When the user 
supplied geographic information and the derived geographic 
data correspond to the same or equivalent geographic loca 
tion. 

19. The computer program product of claim 12, Wherein 
the computer-readable program code portions further com 
prise: 

a ?fth executable portion for identifying one or more of the 
complete IP addresses for Which the derived geographic 
data is the same or equivalent to the user-supplied geo 
graphic information. 

20. The computer program product of claim 19, Wherein 
the computer-readable program code portions further com 
prise: 

a sixth executable portion for replacing the derived geo 
graphic data stored in the database in association With 
the one or more identi?ed complete IP addresses With 
the user-supplied geographic information. 

21. An electronic device comprising: 
a processor con?gured to: 

receive a truncated IP address associated With a user 

device related to a user; 
receive user-supplied geographic information associ 

ated With the truncated IP address, the user-supplied 
geographic information not being linked to the spe 
ci?c user; 

retrieve, from a database, geographic data derived from 
one or more complete IP addresses corresponding to 
the truncated IP address; 

validate the user- supplied geographic information based 
at least in part on the derived geographic data, 
Wherein, once validated, the user-supplied geo 
graphic information permits providing geo-targeted 
information. 


