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(57) ABSTRACT 
A system and method are provided for authentication. A ?rst 
request for a transaction is received from a communications 
device, the ?rst request comprising collation information of a 
customer to be authenticated and a price of a product or 
service to be purchased by the customer. An authentication 
level is set based on the price. A second request is transmitted 
to a mobile communications device of the customer. Authen 
tication information is received from the mobile communica 
tions device, the authentication information comprising iden 
ti?cation information of the customer. The authentication 
information is transmitted to the communications device. 
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MODIFIABLE AUTHENTICATION LEVELS 
IN AUTHENTICATION SYSTEMS FOR 

TRANSACTIONS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is a Divisional ofU.S. application Ser. No. 
10/070,221 ?led on Aug. 19, 2002 by Takatori et al., which is 
a US. National Phase of PCT application PCT/JP01/05597, 
?led Jun. 28, 2001, which claims priority to JP Application 
No. 2000-193957, ?led Jun. 28, 2000, which are all incorpo 
rated by reference herein in their entireties. 

FIELD OF TECHNOLOGY 

The present invention relates to a host computer, a mobile 
communication device, a program and a storage medium for 
the use in an authentication system for supplying various 
kinds of goods and services. 

PRIOR ART 

At present, the supply of various kinds of products, includ 
ing services, via communications lines, such as the supply of 
Internet contents and transactions at Internet Malls, is rapidly 
spreading, and the terminals used therein range widely from 
the personal computer to mobile communication devices, to 
various kinds of home appliances. That is, it is quite likely that 
in future, the majority of electronic equipment, service 
devices, and other equipment will be provided with a function 
to purchase for-fee products via communications lines. 

Moreover, with increasing popularity of ?nancial services 
such as credit cards and the like, and there are increasingly 
diverse billing formats, and increased convenience for the 
consumer. These ?nancial services are expected to be com 
bined with mobile communication devices, such as mobile 
phones, to provide even greater levels of convenience, while, 
on the other hand, however, problems such as debit card 
forgery and theft have arisen. 

The situation described above further increases the impor 
tance of authenticating customers who have purchased prod 
ucts. Nevertheless, convenience will suffer if complicated 
operations for authentication are required every time the 
equipment is used. 

The present invention was invented in view of the above 
background and it is an object thereof is to provide an authen 
tication system and a ho st computer, a mobile communication 
device, a program and a storage medium for the aforemen 
tioned system capable of achieving appropriate authenticat 
ing processing while guaranteeing the maximum conve 
nience for the user, when various kinds of products and 
services are provided. 

DISCLOSURE OF THE INVENTION 

In order to achieve the above described object, a host com 
puter as set forth in the present invention is characterized in 
that it comprises: 

a ?rst receiving means for receiving, from a service device, 
collation information that requests authentication of the party 
in question; 

a second transmitting means for transmitting request infor 
mation that requests information regarding the authentication 
to a mobile communication device in response to reception of 
collation information by said ?rst receiving means; 
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2 
a second storage means for storing information regarding 

the authentication of a plurality of persons; 

a second receiving means for receiving information regard 
ing authentication from aforementioned mobile communica 
tion device; 

a comparing means for comparing information regarding 
the authentication received by said second receiving means 
with information regarding authentication stored in afore 
mentioned second storage means; and 

a ?rst transmitting means for transmitting authentication 
information that authenticates a party in question according 
to comparison results from said comparing means to the 
aforementioned service device. 

Furthermore, the aforementioned information regarding 
the authentication is characterized in that it is ID information 
of a user or personal attributes of a user. 

Furthermore, the aforementioned ?rst receiving means is 
characterized in that it receives information regarding the 
services provided by the service device, and further com 
prises an authentication selecting means for selecting an 
authentication level according to the information regarding 
said services. 

Furthermore, the aforementioned authentication selecting 
means compares the past service provision history with ser 
vices to be provided at present and selects the authentication 
level based on a result of that comparison. 

Furthermore, the aforementioned authentication selecting 
means is characterized in that it selects an authentication level 
based on at least any one of cost of service, service provision 
region, service provision frequency and a total sum of money 
for service provided. 

Furthermore, in order to achieve the aforementioned 
object, the mobile communication device as set forth in the 
present invention is characterized in that it comprises: 

a third receiving means for receiving, from the host com 
puter, request information that requests information regard 
ing authentication; 

a ?rst storage means for storing information regarding 
authentication; and 

a third transmitting means for transmitting information 
regarding authentication, stored in said ?rst storage means, to 
the aforementioned host computer, in response to the recep 
tion of request information by the aforementioned third 
receiving means. 

Furthermore, it is characterized in that it has a fourth trans 
mitting means for transmitting information regarding authen 
tication to the service device. 

Furthermore, the aforementioned third transmitting means 
is characterized in that it selectively transmits, to the afore 
mentioned host computer, the type of information regarding 
authentication requested by the aforementioned request 
information. 

Furthermore, the function of the mobile communication 
device as set forth in the present invention can be also 
achieved by causing a computer to execute a program, and 
such a program can be loaded on a recording medium that can 
be read by a computer. 

A method of authenticating by using the host computer and 
the mobile communication device as set forth in the present 
invention (hereinafter termed “the authentication method as 
set forth in the present invention”) is based on both the com 
munications between the ?rst communication terminal built 
into the service device and the host computer, and the com 
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munications between the host computer and the mobile com 
munication device (the second communication terminal). 
Higher reliability of authentication can be achieved thereby. 
In this way, when various kinds of products and services are 
provided, appropriate authentication processing can be 
achieved while guaranteeing maximum convenience for the 
customer. 

Furthermore, in the authentication method as set forth in 
the present invention, in the communication between the host 
computer and the mobile communication device (the second 
communication terminal), the user may be asked for his ID 
information (identi?cation information) or information 
regarding the personal attributes of the user, and authentica 
tion may be performed based on the response thereto. 

Furthermore, in the service device as set forth in the present 
invention, a card reader for reading the information from the 
storage medium whereon the user’s ID information is stored 
is further provided, and the service device can read the ID 
information of the storage medium, and the authentication 
method as set forth in the present invention is such that the 
?rst communication terminal transmits the ID information 
read by the card reader to the host computer, and the host 
computer noti?es the mobile communication device (the sec 
ond communication terminal) of the ID information based on 
this information and con?rms the response of the mobile 
communication device (the second communication terminal) 
thereto. In this way, convenience and reliability can be 
increased, while using a conventional storage medium is 
used. 

Furthermore, in the authentication method as set forth in 
the present invention, and in addition, in the communication 
between the host computer and the mobile communication 
device (the second communication terminal), the identi?able 
communication information between the ?rst communica 
tion terminal and the mobile communication device (the sec 
ond communication terminal) is noti?ed to the mobile com 
munication device, and this information is con?rmed by 
compari son with the information necessary for authenticating 
a communication history, a control transfer history, or the like 
and the authentication is performed based on the con?rmation 
result thereof. This enables a further increase in the reliability 
of authentication. 

Furthermore, in the authentication method as set forth in 
the present invention, a plurality of authentication levels, and 
a control transfer permission condition relating to each 
authentication level, are stored in advance in the second stor 
age means of the host computer or the third storage means of 
the service device so that an authentication level can be 
selected according to the object of the authentication when 
the user desires the authentication of the party in question. 
That is, the authentication level can be selected by comparing 
the past service provision history with the services to be 
provided at present. 

Furthermore, in the authentication method as set forth in 
the present invention, when the object of the authentication is 
to purchase products, the products are compared with the 
price for the products and the past product purchase history, 
and the authentication level is selected based on the result of 
the comparison. Increased convenience can be achieved 
thereby. 

Furthermore, in the present invention, the host computer 
may automatically analyze trends in product purchasing by 
the user and compare the analysis result with said products. 

Furthermore, in the authentication method as set forth in 
the present invention, when the object of the authentication is 
to purchase a product, the authentication level can be selected 
based on at least any one of cost of service, service provision 
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4 
region, service provision frequency and a total sum of money 
for the service provided. Increased convenience can be 
achieved thereby. 

Furthermore, in the present invention, the service device 
may be equipment capable of providing a product to the user 
and may provide the product after con?rming a billing pro 
cess for the user after the authentication of the person in 
question. 

Furthermore, in the authentication method set forth in the 
present invention, the ?rst communication terminal and the 
host computer are connected by a mobile communication 
line, and the host computer and the mobile communication 
device (the second communication terminal) are connected 
by the mobile communication line. The degree of freedom in 
the installation location, etc. of the ?rst communication ter 
minal is increased thereby. 

Furthermore, in the authentication method set forth in the 
present invention, the ?rst communication terminal and the 
host computer are connected by a ?xed line, and the host 
computer and the mobile communication device (the second 
communication terminal) are connected by a mobile commu 
nication line. The communication reliability of the ?rst com 
munication terminal is increased thereby. 

Furthermore, in the authentication method as set forth in 
the present invention, when a line condition is not good 
between the mobile communication device (the second com 
munication terminal) and the ho st computer, communication 
that should be performed between the mobile communication 
device (the second communication terminal) and the host 
computer is executed between the ?rst communication termi 
nal and the host computer. Line problems can be handled 
easily thereby. 
The descriptions in the speci?cation and/or the drawings of 

Japanese Patent Application 2000-1 93957, which is the foun 
dation for the priority of the present patent application, are 
incorporated [by reference] into the present speci?cation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating the structure of a ?rst 
embodiment of an authentication system as set forth in the 

present invention; 
FIG. 2 is a block diagram illustrating the structure of a 

second embodiment of an authentication system as set forth 
in the present invention; 

FIG. 3 is a block diagram illustrating the structure of a third 
embodiment of an authentication system as set forth in the 

present invention; 
FIG. 4 is a block diagram illustrating the structure of a 

fourth embodiment of an authentication system as set forth in 
the present invention; 

FIG. 5 is a diagram illustrating modi?ed examples of the 
structures of the ?rst and second communication terminals in 
the authentication system of FIG. 3; 

FIG. 6 is a ?ow chart illustrating the overall ?ow in an 
authentication system as set forth in the present invention; 
and 

FIG. 7 is a ?ow chart illustrating the ?ow of adjustment of 
the authentication level in an authentication system as set 
forth in the present invention. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

Next, embodiments of authentication systems constituted 
using a host computer, a mobile communication device, a 
program, and a recording medium as set forth in the present 
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invention (hereinafter termed “the authentication system as 
set forth in the present invention”) will be described based on 
the drawings. 

FIG. 1 illustrates a structure of a ?rst embodiment of an 

authentication system as set forth in the present invention, 
illustrating an authentication system having a card reader 
system (CRS) for reading a storage medium (CC) for storing 
user ID information, such as a credit card. A card reader (CR) 
is connected to the card reader system CRS (service device), 
and the ?rst communication terminal (PD1) (in this case, for 
mobile communication) of a built-in type (embedded type) is 
incorporated into the card reader system CRS, and the user 
(customer) can communicate with a host computer (HC) of an 
authentication control company (BS) through the ?rst com 
munication terminal PD1. The authentication control com 
pany BS is, for example, a communication service company, 
and performs the authentication control for a plurality of 
product supplier companies (SP1 to SP3) (and while three 
companies are shown in the drawing, the [actual] number is 
discretionary) according to product purchasing statuses in the 
card reader system CRS (service device). The product sup 
plier companies SP1 to SP3 include not only service provid 
ing companies that provide services such as credit services, 
cash services, and the like, but also product supplier compa 
nies that provide various products, as shown in Table 1, via the 
Internet and, additionally, include ?nancial institutions, secu 
rities companies, real estate companies, mass communica 
tion-related companies such as satellite broadcasting, cable 
television, newspapers, radio broadcasting, publishing and 
the like, and so forth. 

Here, for convenience, processing devices of the product 
supplier companies SP1 to SP3 are also designated as SP1 to 
SP3. These processing devices SP1 to SP3 are connected to a 
host computer HC of the authentication control company BS 
via a public communication line or dedicated line. 

TABLE 1 

Examples of Provided Products 
Provided Products 

Internet Contents Product information, corporate 
information and other information 
provision services 
Music distribution services 
Book distribution services 
Game distribution services 
Services for providing image 
information such as photographs, 
paintings and the like 
Various kinds of products, monetary 
notes 

Internet mall, shopping channel 

Finance Internet banking 
Securities Brokerage of securities trading 
Real estate Brokerage of real estate trading 
Mass Communication Satellite broadcasting, cable television 

Newspapers, publication 
Radio 

The host computer HC comprises: a ?rst receiving means 
for receiving the collation information for requesting an 
authentication of the person in question from the service 
device; a second transmitting means for transmitting request 
information for requesting information regarding authentica 
tion to a mobile communication device (PD2) (the second 
communication terminal; in this case, a portable telephone) in 
response to the reception of the collation information by the 
?rst receiving means; a second storage means (MEM2) for 
storing the information regarding the authentication of a plu 
rality of persons; a second receiving means for receiving 
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6 
information regarding authentication from the mobile com 
munication device (the second communication terminal); the 
comparison means for comparing information regarding 
authentication received by the second receiving means with 
information regarding authentication stored in the second 
storage means MEM2; and a ?rst transmitting means for 
transmitting authentication information for authenticating 
the person in question to the service device according to the 
result of comparison by the comparison means. 

Furthermore, the mobile communication device (the sec 
ond communication terminal) PD2 comprises: a third receiv 
ing means for receiving the request information for request 
ing information regarding authentication from the host 
computer HC; a ?rst storage means (MEMl) for storing infor 
mation regarding authentication; and a third transmitting 
means for transmitting information regarding authentication 
stored in the ?rst storage means MEMl to the host computer 
HC in response to the reception of request information by the 
third receiving means. 
An authentication method using a host computer HC and a 

mobile communication device (the second communication 
terminal) PD2 will be described next. 

First, collation information for requesting the authentica 
tion of the party in question is transmitted from a ?rst com 
munication terminal PD1 of the service device (card reader 
system) CRS to a host computer HC. 
When the host computer HC receives collation informa 

tion, for requesting the authentication of the party in question, 
from the ?rst communication terminal PD1 through a ?rst 
receiving means, [this host computer HC] transmits request 
information, for requesting information regarding authenti 
cation, to a mobile communication device (a second commu 
nication terminal) PD2 through a second transmitting means 
in response to the reception of the collation information by the 
?rst transmitting means. 
When the mobile communication device (the second com 

munication terminal) PD2 receives request information, for 
requesting information regarding authentication from the 
host computer HC, through a third receiving means, [the 
mobile communication device (the second communication 
terminal) PD2] transmits information regarding authentica 
tion, which is stored in the ?rst storage means MEMl, to the 
host computer HC through the third transmitting means in 
response to the reception of request information by the third 
receiving means. 
When the host computer HC receives the information 

regarding authentication from the mobile communication 
device (the second communication terminal) PD2 through the 
second receiving means, [the host computer HC] compares 
the information regarding authentication received by the sec 
ond receiving means with information regarding authentica 
tion stored in second storage means MEM2 through the use of 
comparing means, and transmits authentication information 
for authenticating the party in question to the ?rst communi 
cation terminal PD1 of the service device (card reader sys 
tem) CRS, through the ?rst transmitting means, according to 
the query result. 

While conventionally a signature by the user has been 
required when executing an authentication procedure as to 
whether or not the use of a storage medium CC is legal, in the 
present embodiment, in order to reduce the load on the user 
and to speed up authentication processing, when the use of the 
CC storage medium is communicated as the collation infor 
mation to the host computer HC from the card reader system 
CRS, the host computer HC of the authentication control 
company BS communicates with the second communication 
terminal PD2 (mobile communication device, portable tele 
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phone) owned by the user and requests information regarding 
authentication (sends request information). 

The second communication terminal PD2 is provided with 
the storage means MEMl for storing the user ID information, 
and, in response to the request from the ho st computer HC, the 
user ID information (information regarding authentication) is 
read from the ?rst storage means MEMl and sent back to the 
host computer HC. When the host computer HC receives the 
user ID information from PD2, [the host computer HC] com 
pares the ID information with information regarding authen 
tication stored in second storage means MEM2 through the 
use of comparing means. If the use of the storage medium CC 
is legal, the authentication of the party in question is estab 
lished and the reliability of the authentication can be 
increased thereby. 

Conversely, the host computer HC accumulates in 
advance, in the second storing means MEM2, information 
regarding the personal attributes of the user, and asks a ques 
tion regarding the personal attributes of the user to the second 
communication terminal PD2. The host computer HC can 
con?rm that the use of the storage medium CC by the user is 
legal when the user operates the second communication ter 
minal PD2 to answer the question to the host computer HC 
and 

the answer (information regarding the personal attributes) 
is correct. Furthermore, the second communication terminal 
PD2 can also transmit information selectively, to the host 
computer HC, regarding the type of the authentication 
requested by request information from the host computer HC. 

To a user skilled in operating the second communication 
terminal (portable telephone) PD2, an authentication process 
using the second communication terminal PD2 is extremely 
simple when compared to the inputting of the signature. Fur 
thermore, the con?rmation of the second communication ter 
minal PD2 in addition to the ID information of the storage 
medium CC can increase the reliability of the authentication 
remarkably. 
When the authentication of the party in question is com 

pleted in the host computer HC, the authentication informa 
tion is transmitted to the ?rst communication terminal PDl 
from the host computer HC. The noti?cation of this authen 
tication is performed by transmitting a speci?c authentication 
code or the like. 

Furthermore, the mobile communication device (the sec 
ond communication terminal) PD2 comprises a fourth trans 
mitting means for transmitting information regarding authen 
tication to the service device and the convenience and 
reliability of authentication can be increased even more 
through the addition, to the conditions of the authentication, 
of communication between the ?rst communication terminal 
PDl and the second communication terminal PD2. For 
example, the user ID information and other information are 
transmitted from the second communication terminal PD2 to 
the ?rst communication terminal PDl, and the ?rst commu 
nication terminal PDl transmits, to the host computer HC, 
this information, which was sent from the second communi 
cation terminal PD2, together with the ID information of the 
storage medium CC. The host computer HC is provided with 
second storage means MEM2, where this second storage 
means MEM2 stores a correspondence relationship (any 
information regarding the communication history or the con 
trol transfer history the individual user using the card reader 
system CRS) between the user ID information and the second 
communication terminal PD2 of the user, and, based on this 
correspondence relationship, the host computer HC transmits 
the ID information of the aforementioned storage medium 
CC and information regarding the correspondence relation 
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8 
ship to the second communication terminal PD2. The second 
communication terminal PD2 compares this information 
transmitted from the host computer HC with the communi 
cation history, the control transfer history were the like stored, 
in the ?rst storage portion MEMl of the second communica 
tion terminal PD2, and, if there is a match, a reply to that 
effect is returned to the host computer HC. 
As described above, in the present embodiments, various 

types of authentication procedures can be used, by determin 
ing a reference for selecting the authentication procedure 
according to the purpose of the authentication, to achieve 
optimal convenience and reliability. For example, when the 
purpose of the authentication is to purchase a product, the 
authentication level can be set by the price thereof as shown in 
Table 2, and the authentication procedure for this can be set as 
shown by Table 3. 

TABLE 2 

Examples of the authentication levels 

Authentication Level 1 

The price of the product is equal to or less than a ?rst speci?c 
value. The ?rst speci?c value is, for example, ¥5,000. 
Authentication Level 2 

The price of the product is more than the ?rst speci?c value and 
is equal to or less than a second speci?c value. The second 
speci?c value is, for example, ¥10,000. 
Authentication Level 3 

The price of the product is more than the second speci?c value. 

TABLE 3 

Examples of control transfer permissions 

Authentication Level 1 

It is unconditionally authenticated. However, con?rmation after 
the fact is made regarding the second communication terminal. 
Authentication Level 2 

Authentication control company BS makes a prior con?rmation 
regarding the second communication terminal PD2 about product 
purchases. 
Authentication Level 3 

Authentication control company BS makes a prior con?rmation 
regarding the ?rst communication terminal PDl and the second 
communication terminal PD2 about product purchases. 

That is, when the price of the product is equal to or less than 
the ?rst speci?c value, there is unconditional authentication 
as authentication level 1. However, a prior con?rmation is 
executed to the second communication terminal PD2. When 
the price of the product is more than the ?rst speci?c value and 
is equal to or less than the second speci?c value, the authen 
tication control company BS makes a prior con?rmation 
about the purchase of the product regarding the second com 
munication terminal PD2, as authentication level 2. When the 
price of the product is more than the second speci?c value, the 
authentication control company BS makes a prior con?rma 
tion about the purchase of the product regarding the ?rst 
communication terminal PDl and the second communication 
terminal PD2, as authentication level 3. 
The ?rst receiving means of the host computer HC is pro 

vided with authentication selecting means for receiving infor 
mation regarding the services provided from the service 
device and selecting the authentication level according to this 
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information regarding the services, enabling the authentica 
tion procedure to be changed according to the authentication 
level. That is, the host computer HC stores the authentication 
levels and the authentication procedures in the second storage 
means MEM2, and when collation information for requesting 
the authentication of the party in question and information 
regarding the services are received from the ?rst communi 
cation terminal PDl through the ?rst receiving means, the 
host computer HC selects the query level according to infor 
mation regarding the services, referencing the second storage 
means MEM2, through the use of the authentication selection 
means. After that, in order to perform the authentication pro 
cedure based on the authentication level, either request infor 
mation for requesting information regarding authentication is 
sent to the mobile communication device (the second com 
munication terminal) through the second transmitting means 
for a prior con?rmation, or a con?rmation is performed after 
the fact. In the case of the prior con?rmation, authentication 
information for authenticating the party in question according 
to the comparison result is sent to the ?rst communication 
terminal PDl of the service device (card reader system) CRS 
through the ?rst transmitting means. 
When the authentication by the host computer HC is not 

necessary, such as in the process for authentication level 1, 
storing the authentication levels and the authentication pro 
cedure in the third storage means MEM3 of the ?rst commu 
nication terminal PDl in advance, enables the ?rst commu 
nication terminal PDl, that is, the card reader system CRS 
(service device), to provide the product to the user without 
waiting for the reception of an authentication code from the 
host computer HC, if it is con?rmed that the price of the 
product is equal to or less than the ?rst speci?c value. How 
ever, a con?rmation after the fact is a made regarding the 
second communication terminal and, after the fact, the prod 
uct supplying company SP is noti?ed to that effect via the host 
computer HC. 

FIG. 2 illustrates a second embodiment, wherein the ?rst 
communication terminal T1 of a ?xed line is used in place of 
the ?rst communication terminal PDl (for mobile communi 
cation) of the ?rst embodiment. The ?rst communication 
terminal T1 is built into the card reader system CRS (service 
device). The other constituent components are identical to 
those of the ?rst embodiment, so descriptions thereof will be 
omitted. The aforementioned structure enables the applica 
tion of the authentication system of the present invention, 
even in cases where the status of the mobile communication 
line in the location of installation of the service device is not 
good. 
When the ?rst communication terminal T1 of the ?xed line 

is used, the authentication procedure by the communication 
between the second communication terminal PD2 and the 
host computer HC can be also executed by the communica 
tionbetween the ?rst communication terminal T1 and the host 
computer HC. This is effective when the line status of the 
second communication terminal is bad. 

FIG. 3 illustrates a third embodiment for authentication in 
a television TV (service device) that can connect to the Inter 
net. A ?rst communication terminal PDl (in this case, for the 
mobile communication) of a built-in type (embedded type) is 
built into the television TV, where the television TV can 
communicate with the authentication control company BS 
via the ?rst communication terminal PDl. 

The owner or the manager of the service device TV can 
access a variety of product supplier companies by a speci?c 
authentication procedure using the ?rst communication ter 
minal PDl, and the use of the video display functions and 
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distribution functions of the television reduces limitations on 
the products that can be traded, remarkably invigorating eco 
nomic activities. 

Furthermore, if the use of television TV by a large number 
of unspeci?ed customers is enabled, a broad range of custom 
ers’ needs can be handled, thus invigorating economic activi 
ties even further. However, in this case, it is necessary to 
perform billing appropriately for customers who used the 
television TV (service device), and there is a concern that the 
authentication and the billing procedure of the individual 
customers may become complicated. 

Additionally, in the present embodiment, when the charges 
for the purchase of products are to be borne by individual 
customers, a “control transfer mode” can be set up wherein 
control regarding charges is transferred to the customer’s 
side. When the “control transfer mode” is set up, a plurality of 
customers perform payment processes after they have been 
authenticated, making it impossible for the owner or the man 
ager of the service device to be charged. 
The customer (not shown) calls a ?rst communication ter 

minal PDl (used by a plurality of customers) from a second 
communication terminal PD2 (a mobile communication 
device, in this case, a portable telephone) owned by the cus 
tomer, and inputs a speci?c code (a number, a code, or the 
like), so that the service device TV canbe used for the purpose 
of the billing of the customer. Guaranteeing the customer to 
be a legal through the authentication of the second commu 
nication terminal PD2 in this way enables customer authen 
tication such that the second communication terminal PD2 
itself is taken as the ID information, enabling appropriate 
billing to be performed. Additionally, customer authentica 
tion operations are relatively simple, not compromising con 
venience. 

At this time, information regarding billing is sent from the 
?rst communication terminal PDl to the host computer HC of 
the authentication control company BS. Accordingly, regard 
less of whether or not the “control transfer mode” is used, 
information regarding billing may be transmitted together 
with information regarding authentication, and it is not nec 
essary to change the form of the transmission for billing 
information on the service device TV. 
When a speci?c “condition” is satis?ed, the authentication 

control company BS permits the supply of a product by con 
?rming the customer billing process customer. The authenti 
cation levels and conditions are the same as those of the 
embodiment described above. 

Although the authentication levels in Table 2 are set by the 
prices of the product alone, they can be adjusted based on the 
history of products purchased from the second communica 
tion terminal PD2, as shown in Table 4. 

TABLE 4 

Example of adjustments of authentication levels. 

Authentication Level not modi?ed 

(1) When the product purchase history of the second communication 
terminal PD2 recorded at the authentication control company BS is 
less than a speci?c value. The speci?c value is set by compre— 
hensively judging the number of purchase times and the purchase 
amount of money. 
(2) When the product purchase history of the second communication 
terminal PD2 recorded in the ?rst communication terminal PDl is 
less than a speci?c value. As with (l), the speci?c value is 
set by comprehensively determining the number of purchases and 
the amount of purchases. 
Authentication Level lowered by l. 
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TABLE 4-continued 

Example of adjustments of authentication levels. 

(1) When the product purchase history of the second community 
terminal PD2 recorded in the authentication control company BS 
is more than a speci?c value. 
(2) When the product purchase history of the second communication 
terminal PD2 recorded in the ?rst communication terminal PDI is 
more than a speci?c value. 

In the evaluation of the purchase history in Table 4, if for 
example, the purchase amount of money of ¥1 00,000 is taken 
as the speci?c value of the purchase history as the condition 
for legal use, a comprehensive evaluation is made, such as 
calculating 10 purchases as being equivalent to ¥10,000 of 
purchases, and adding this to the purchase history, even if the 
purchase amount of money is less than ¥100,000. 

Furthermore, the authentication level may be selected by 
comparing the past service provision history with the services 
to be provided at present, or the authentication level may be 
selected based on at least anyone of the cost of services, 
service provision area, service provision frequency and the 
total sum of money for the services provided. 
As described above, appropriately simplifying the authen 

tication procedure according to the authentication level can 
remarkably increase the convenience of the service device 
regarding the product provision. 

Note that other parameters, for example, the geographic 
area of the ?rst communication terminal, the ?rst communi 
cation terminal itself, the type of product, or the like, may also 
be used for setting and adjusting the authentication levels. 

Moreover, in the host computer HC, automatic analysis of 
product purchasing trends by the user may be used to lower 
the authentication level for a purchase of a product conform 
ing to the analysis result, and to raise (increase the strictness 
of) the authentication level for the purchase of a product 
deviating from past trends. 

FIG. 4 illustrates a fourth embodiment wherein a ?rst com 
munication terminal T1 of a ?xed line is used in place of the 
?rst communication terminal PDl (for the mobile communi 
cation) in the third embodiment. The other constituent com 
ponents are identical to those of the third embodiment, so 
descriptions thereof will be omitted. The aforementioned 
structure enables the application of the billing system of the 
present invention, even if the status of the mobile communi 
cation line in the location of installation of the service device 
is not good. Note that a structure can be used wherein the 
service device TV is used as the ?rst communication terminal 
T1 and a telephone TV [sic] (T1) with a ?xed line is used. 

FIG. 5 illustrates a modi?ed example of the structure of a 
?rst communication terminal (for mobile communication) 
PDl and a second mobile communication terminal (mobile 
communication device, portable telephone) PD2 in the third 
embodiment. Label tags TG1, TG2 are built into the ?rst and 
second mobile communication terminals PDl, PD2, respec 
tively, and these label tags send intrinsic signals of the ?rst 
and second communication terminals PDl, PD2. The signals 
of label tags TG1, TG2 are received respectively by the anten 
nas of the ?rst and second communication terminals PDl, 
PD2 and, when both are detected by each other, the service 
device TV transmits billing information as billing for the 
second communication terminal PD2 to the authentication 
control company BS. That is, the ?rst and second communi 
cation terminals PDl, PD2 operate as non-contact sensors 
and detect the electrical indexes issued by label tags TG1, 
TG2. The automatic detection of PDl and PD2 by each other 
in this way eliminates the necessity of performing cumber 
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some operations such as calling the ?rst communication ter 
minal PDl from the second communication terminal PD2 and 
inputting a code. 

Obviously, radio communications by Bluetooth standards 
can be used in place of the communications by label tags. 
Additionally, the authentication control company BS may be 
the same as the product supplier company, simplifying the 
authentication system. 

FIG. 6 is a ?owchart illustrating one example of the overall 
?ow of the authentication system based on the control transfer 
request. Here, the adjustment of the authentication level 
shown in Table 4 is not performed, and a process is shown 
wherein only the conditions of Table 2 and Table 3 are used. 

First, an operation wherein the second communication ter 
minal PD2 calls the ?rst communication terminal PDl, or the 
like, and determines whether or not a request for the control 
transfer has been made (Step S41), and the process is termi 
nated if no request has been made. 

If a request for control transfer has been made, the request 
details, namely, the product to be purchased, the prices 
thereof, and the like, and information regarding authentica 
tion such as the ID information regarding billing of the cus 
tomer, and the like, are transmitted from the second commu 
nication terminal PD2 to the authentication control company 
BS (Step S42). In the ?rst communication terminal, a deter 
mination is made, from the product prices and based on Table 
2 and Table 3, whether or not the prices are of a low level not 
requiring an approval from the authentication control com 
pany BS, where if the approval is not required, the product is 
provided immediately (Step S45). If the approval is required, 
the product is provided (Step S45) when the approval from the 
authentication control company BS is granted (Step S44), and 
if the approval is not granted, a declined noti?cation is pro 
vided to the second communication terminal PD2 (Step S46). 

After the product is provided, a determination is made 
based on the Authentication Level 1 in Table 3 as to whether 
or not a con?rmation is required after the fact (Step S47), and 
if con?rmation is required after the fact, information regard 
ing the purchase of the product, and the like, is sent from the 
authentication control company BS to the second communi 
cation terminal PD2, or the like (Step S48). 

FIG. 7 is a ?owchart illustrating the process ?ow in an 
authentication system that performs the adjustment of 
authentication levels shown in Table 4. 

First, an operation wherein the second communication ter 
minal PD2 calls the ?rst communication terminal PDl, or the 
like, to determine whether or not a request for control transfer 
has been made (Step S51), and the process is terminated if no 
request has been made. 

If a request for control transfer has been made, a tentative 
evaluation of the authentication level is made based on the 
prices of the product to be purchased and based on Table 2 
(Step S52). Here the request details, namely, the product to be 
purchased, the price thereof, and the like, and information 
regarding authentication such as the ID information regarding 
billing of the customer, and the like, are transmitted from the 
second communication terminal PD2 to the authentication 
control company BS (Step 53). Next, in the ?rst communica 
tion terminal, a determination is made based on the product 
price as to whether or not the product is of a low level that does 
not require the approval of the authentication control com 
pany BS, and if approval is not required, the product is pro 
vided immediately (Step S58). If the approval is required, it is 
determined whether adjustment of the authentication level is 
required or not based on Table 4 in the authentication control 
company BS, and if adjustment is required, the process 
returns to Step S54 after the adjustment of the authentication 
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level. If adj ustment is not required or has become unnecessary 
because of adjustment of the authentication level, the process 
advances to the decision (Step SS7) as to whether the authen 
tication is approved or not in the authentication control com 
pany BS. 

If the approval is granted in Step S57, the product is pro 
vided (Step S58), but if the approval is not granted, the second 
communication terminal PD2 is noti?ed that the approval is 
declined (Step S59). 

After a product is provided, as with Authentication Level 3, 
a determination is made as to whether or not a con?rmation is 

required after the fact (Step S60), and if con?rmation is 
required after the fact, information regarding the purchase of 
the product, or the like, is sent from the authentication control 
company BS to the second communication terminal PD2 
(Step S61). 

Obviously, the control transfer for billing can be applied to 
any service device using any communication terminal other 
than the television TV. 

The mobile communication device of the present invention 
is also embodied by a program that causes a computer to 
function as the present mobile communication device. This 
program may be stored on a recording medium capable of 
being read by a computer. 

The recording medium that stores this program may be the 
?rst storage means MEM1 itself, shown in FIG. 1, or a CD 
ROM, or the like, wherein a program reading unit such as the 
CD-ROM drive, or the like, is provided as the external storage 
unit, where the CD-ROM can be read thereby through the 
insertion of the recording medium. 

Furthermore, the aforementioned recording medium may 
be a magnetic tape, a cassette tape, a ?oppy disc, a hard disc, 
MO/MD/DVD, or the like, or a semiconductor memory. 

INDUSTRIAL APPLICABILITY 

The present invention enables the provision of an authen 
tication system that can provide an appropriate authentication 
process while guaranteeing the maximum convenience for 
the customer, when various kinds of products and services are 
provided, as well as a host computer, mobile communication 
device, program and recording medium for use in said 
authentication system. 

What is claimed is: 
1. A method comprising: 
receiving, at a processing device, a ?rst request for a trans 

action from a communications device, the ?rst request 
comprising information of a customer to be authenti 
cated and a price of a product or service to be purchased 
by the customer; 

setting, using the processing device, an authentication level 
based on the price; 

transmitting, from the processing device, a second request 
for identi?cation information of the customer to a 
mobile communications device of the customer; 

receiving, at the processing device, the identi?cation infor 
mation from the mobile communications device in 
response to the second request; 

generating authentication information at the processing 
device; and 

transmitting, from the processing device, the authentica 
tion information to the communications device in 
response to the ?rst request. 

2. The method of claim 1, wherein the setting comprises: 
selecting a ?rst authentication level in response to the price 

being equal to or less than a ?rst threshold; 
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14 
selecting a second authentication level in response to the 

price being greater than the ?rst threshold and equal to or 
less than a second threshold; and 

selecting a third authentication level in response to the 
price being greater than the second threshold. 

3. The method of claim 2, further comprising: 
storing a purchase history of the customer in the processing 

device or the communications device, wherein the pur 
chase history comprises a frequency of purchase and a 
purchase amount of the product or service; and 

setting the ?rst threshold and the second threshold based on 
the purchase history. 

4. The method of claim 2, wherein the selecting further 
comprises: 

analyzing, using the processing device, a purchasing trend 
of the customer for the product or service; 

increasing, using the processing device, the ?rst threshold 
to be the price in response to the price approximating the 
purchasing trend; and 

decreasing, using the processing device, the ?rst threshold 
to be below the price in response to the price not approxi 
mating the purchasing trend. 

5. The method of claim 4, further comprising: 
unconditionally authenticating the transaction before 

transmitting the second request using the authentication 
information in response to the ?rst authentication level 
being selected and transmitting the second request after 
completion of the transaction; 

authenticating the transaction after receiving the identi? 
cation information from the mobile communications 
device in response to the second request, in response to 
the second authentication level being selected by gener 
ating the authentication information based on the iden 
ti?cation information; and 

authenticating the transaction, in response to the third 
authentication level being selected, after: 
receiving the identi?cation information from the mobile 

communications device in response to the second 
request; 

transmitting, from the processing device, a third request 
to the communications device for additional identi? 
cation information; and 

receiving the additional identi?cation information from 
the communications device, the authentication infor 
mation being generated based on the identi?cation 
information and the additional identi?cation informa 
tion. 

6. The method of claim 1, wherein the authentication level 
is further based on at least one of: 

a location of the communications device; 
a physical characteristic of the product or service; and 
a frequency of purchase of the product or service. 
7. A method comprising: 
receiving, at a host computer, a ?rst request for a transac 

tion from a communications terminal, the ?rst request 
comprising information of a customer to be authenti 
cated and information identifying a parameter of the 
transaction; 

setting an authentication level based on the parameter of 
the transaction; 

transmitting, from the host computer, a second request for 
identi?cation information of the customer to a mobile 
communications device of the customer; 

receiving, at the host computer, the identi?cation informa 
tion from the mobile communications device in 
response to the second request; 
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generating authentication information at the host com 
puter; and 

transmitting, from the ho st computer, the authentication 
information to the communications terminal in response 
to the ?rst request. 

8. The method of claim 7, Wherein the setting comprises: 
selecting a ?rst authentication level in response to the 

parameter being Within a ?rst threshold; 
selecting a second authentication level in response to the 

parameter exceeding the ?rst threshold and being Within 
a second threshold; and 

selecting a third authentication level in response to the 
parameter exceeding the ?rst threshold and the second 
threshold. 

9. The method of claim 8, further comprising: 
unconditionally authenticating the transaction before 

transmitting the second request using the authentication 
information in response to the ?rst authentication level 
being selected and transmitting the second request after 
completion, of the transaction; 

authenticating the transaction after receiving the identi? 
cation information from the mobile communications 
device in response to the second request, in response to 
the second authentication level is being selected by gen 
erating the authentication information based on the iden 
ti?cation information; and 

authenticating the transaction, in response to the third 
authentication level being selected, after: 
receiving the identi?cation information from the mobile 

communications device in response to the second 
request; 

transmitting, from the host computer, a third request to 
the communications, terminal for additional identi? 
cation information; and 

receiving the additional identi?cation information from 
the communications terminal, the authentication 
information being generated based on the identi?ca 
tion information and the additional identi?cation 
information. 

10. The method of claim 8, Wherein the parameter is one or 
more of: 

a price of the transaction for a product or service; 
a location of the service terminal; 
a physical characteristic of the product or service; and 
a frequency of purchase by the customer of the product or 

service. 
11. The method of claim 10, further comprising: 
storing a purchase history of the customer in the host com 

puter or the communications terminal, Wherein the pur 
chase history comprises the frequency of purchase and 
the price of the transaction; and 

setting the ?rst threshold and the second threshold based on 
the purchase history. 

12. The method of claim 10, further comprising: 
storing a transaction history of the customer in the host 

computer or the mobile communications device, 
Wherein the transaction history comprises a location of 
the communications terminal; and 

setting the ?rst threshold and the second threshold based on 
a geographic area produced from the transaction history. 

13. The method of claim 10, further comprising: 
storing the frequency of purchase of the product or service 
by the customer in the host computer or the communi 
cations terminal; and 

setting the ?rst threshold and the second threshold based on 
the frequency of purchase of the product or service. 
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14. The method of claim 10, further comprising: 
analyZing, using the host computer, a purchasing trend of 

the customer for the product or service; 
increasing, using the ho st computer, the ?rst threshold to be 

the price in response to the price approximating the 
purchasing trend; and 

decreasing, using the host computer, the ?rst threshold to 
be below the price in response to the price not approxi 
mating the purchasing trend. 

15. A non-transitory computer-readable storage device 
having instructions stored thereon that, upon execution by a 
host device, cause the host device to perform operations com 
prising: 

receiving a ?rst request for a transaction from a communi 
cations device, the ?rst request comprising information 
of a customer to be authenticated and information iden 
tifying a price of a product or service to be purchased in 
the transaction; 

setting an authentication level based on the price of the 

transaction; 
transmitting a second request for identi?cation informa 

tion of the customer to a mobile communications device 

of the customer; 
receiving the identi?cation information from the mobile 

communications device in response to the second 
request; 

generating authentication information at the processing 
device; and 

transmitting the authentication information to the commu 
nications device in response to the ?rst request. 

16. The non-transitory computer-readable storage device 
of claim 15, Wherein the setting comprises: 

selecting a ?rst authentication level in response to the price 
being equal to or less than a ?rst threshold; 

selecting a second authentication level in response to the 
price being greater than the ?rst threshold and equal to or 
less than a second threshold; and 

selecting a third authentication level in response to the 
price being greater than the second threshold. 

17. The non-transitory computer-readable storage device 
of claim 16, further comprising: 

unconditionally authenticating the transaction before 
transmitting the second request using the authentication 
information in response to the ?rst authentication level 
being selected and transmitting the second request after 
completion of the transaction; 

authenticating the transaction after receiving the identi? 
cation information from the mobile communications 
device in response to the second request in response to 
the second authentication level being selected by gener 
ating the authentication information based on the iden 
ti?cation information; and 

authenticating the transaction, in response to the third 
authentication level being selected, after: 
receiving the identi?cation information from the mobile 

communications device in response to the second 
request; 

transmitting a third request to the communications 
device for additional identi?cation information; and 

receiving the additional authentication information from 
the communications device, the authentication infor 
mation being generated based on the identi?cation 
information and the additional identi?cation informa 
tion. 
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18. The non-transitory computer-readable storage device 
of claim 16, further comprising: 

storing a purchase history of the customer in the host 
device or the communications device, Wherein the pur 
chase history comprises the frequency of purchase and 5 
the price of the transaction; and 

setting the ?rst threshold and the second threshold based on 
the purchase history. 

19. The non-transitory computer-readable storage device 
of claim 16, Wherein the selecting further comprises: 10 

analyZing a purchasing trend of the customer for the prod 
uct or service; 

increasing the ?rst threshold to be the price in response to 
the price approximating the purchasing trend; and 

decreasing the ?rst threshold to be below the price in 15 
response to the price not approximating the purchasing 
trend. 

20. The non-transitory computer-readable storage device 
of claim 15, Wherein the setting of the authentication level is 
based on one or more of: 20 

a location of the communications device; 
a physical characteristic of the product or service; and 
a frequency of purchase of the product or service. 

* * * * * 
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