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adaptively throttle incoming service requests in order to reach 
and then maintain operation at an ideal request rate. An ideal 
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service requests can be serviced such that client-speci?ed 
quality of service (QoS) expectations are met for most or all 
incoming service requests, or a rate Within a range of rates 
de?ned by that maximum rate. Determining Whether the sys 
tem is operating at an ideal request rate may include deter 
mining the minimum difference betWeen the expected and 
actual QoS for a group of recently serviced requests. The 
system may gradually modify a throttle multiplier value in 
order to reach or maintain an ideal request rate. Maintaining 
operation at an ideal request rate may alloW the system to 
avoid entering an overloaded state, and/ or oscillating betWeen 
an overloaded state and a non-overloaded state. 
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SYSTEM AND METHOD FOR AVOIDING 
SYSTEM OVERLOAD BY MAINTAINING AN 

IDEAL REQUEST RATE 

BACKGROUND 

Every system that provides services to clients needs to 
protect itself from a crushing load of service requests that 
could potentially overload the system. In general, for a Web 
service or remote procedure call (RPC) service, a system is 
considered to be in an “overloaded” state if it is not able to 
provide the expected quality of service for some portion of 
client requests it receives. Common solutions applied by 
overloaded systems include denying service to clients or 
throttling a certain number of incoming requests until the 
systems get out of an overloaded state. 

For example, a naive solution may throttle incoming 
requests if the system is overloaded and may stop throttling 
once the system gets out of overloaded state. This implemen 
tation, hoWever, can lead to an oscillatory behavior in Which 
the system is able to exit an overloaded state by throttling 
incoming requests, but gets right back into the overloaded 
state once it removes the throttle. 

Many current systems avoid an overload scenario by com 
paring the request rate and/ or the quality of service perceived 
by the system itself With a ?xed or varying global threshold 
and selectively refusing service to clients once this threshold 
has been crossed. HoWever this approach does not take into 
account differences in the expectations of different clients 
regarding quality of service. In addition, it is dif?cult, if not 
impossible, to de?ne a single global threshold that is mean 
ingful (much less that provides acceptable performance) in a 
system that receives different types of requests at varying, 
unpredictable rates. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating components of a 
system that provides various Web-based services to clients, 
according to one embodiment. 

FIG. 2 is a block diagram illustrating subsystems of a 
system that provides various Web-based services to clients, 
according to one embodiment. 

FIG. 3 is a How diagram illustrating a method for damping 
oscillations betWeen an overloaded state and a non-over 

loaded state in a system that receives and services client 
requests, according to one embodiment. 

FIG. 4 is a How diagram illustrating a method for adjusting 
a throttle parameter to avoid oscillating betWeen overloaded 
states and non-overloaded states, according to one embodi 
ment. 

FIG. 5 is a How diagram illustrating a method for adjusting 
a throttle multiplier to implement a damping technique, 
according to one embodiment. 

FIG. 6 is a How diagram illustrating a method for using an 
ideal request rate to avoid oscillating betWeen an overloaded 
state and a non-overloaded state, according to one embodi 
ment. 

FIG. 7 is a How diagram illustrating a method for reaching 
and maintaining an ideal request rate for servicing client 
requests, according to one embodiment. 

FIG. 8 is a How diagram illustrating a method for reaching 
and maintaining an ideal request rate for service requests 
using a client-speci?ed or client-speci?c expectation of qual 
ity of service, according to one embodiment. 
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2 
FIG. 9 is a How diagram illustrating a method for deter 

mining Whether a computing system that provides various 
services to clients is operating in an overloaded state, accord 
ing to one embodiment. 

FIG. 10 is a How diagram illustrating a method for deter 
mining Whether a computing system that provides various 
services to clients is operating in an overloaded state based on 
an expected response time, according to one embodiment. 

FIG. 11 is a How diagram illustrating a method for deter 
mining Whether computing system that provides various ser 
vices to clients is operating in an overloaded state and 
attempting to exit the overloaded state, according to one 
embodiment. 

FIG. 12 is a block diagram illustrating a portion of a dis 
tributed storage system to Which the techniques described 
herein may be applied, according to one embodiment. 

FIG. 13 illustrates one embodiment of a computer system 
that implements one or more of the techniques described 
herein. 

While the technology described herein is susceptible to 
various modi?cations and alternative forms, speci?c embodi 
ments thereof are shoWn by Way of example in the draWings 
and Will hereinbe described in detail. It shouldbe understood, 
hoWever, that the draWings and detailed description thereto 
are not intended to limit the disclosure to the particular form 
disclosed, but on the contrary, the intention is to cover all 
modi?cations, equivalents and alternatives falling Within the 
spirit and scope of the present disclosure as de?ned by the 
appended claims. 

DETAILED DESCRIPTION OF EMBODIMENTS 

Introduction 
The computer systems described herein for providing ser 

vices to clients may in some embodiments be con?gured to 
adaptively throttle incoming service requests in response to 
changing conditions. The systems may modify one or more 
throttle parameters in order to aggressively increase throttling 
in response to detecting that the system is in an overloaded 
state. For example, a throttle multiplier value may be 
increased by a large amount in an attempt to quickly exit the 
overloaded state. The throttle multiplier value may be 
increased multiple times before the system exits the over 
loaded state. In some embodiments, the percentage of incom 
ing requests that are throttled and/or the particular requests 
that are throttled may be dependent on the throttle multiplier 
value and/or on the client-speci?c priority rank of each 
request. 

In some embodiments, in response to the system returning 
to a non-overloaded state (e.g., as a result of aggressive throt 
tling), it may gradually reduce throttling by iteratively 
decreasing the throttle multiplier value until it is Zero (or until 
the system returns to the overloaded state). The amounts by 
Which the throttle multiplier may be increased and/or 
decreased in order to aggressively throttle service requests or 
gradually reduce throttling may be con?gurable. Gradually 
reducing throttling may in some embodiments alloW the sys 
tem to damp or avoid oscillations betWeen an overloaded state 
and a non-overloaded state When modifying the throttle mul 
tiplier or other throttle parameters. 

In some embodiments, the systems described herein may 
be con?gured to adaptively throttle incoming service requests 
in order to reach and then maintain operation at an ideal 
request rate. In some embodiments, an ideal request rate may 
be de?ned as the maximum rate at Which incoming service 
requests can be accepted and serviced such that client-speci 
?ed quality of service (QoS) expectations are met for all (or a 
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targeted high percentage of) incoming service requests that 
are accepted and serviced. In other embodiments, an ideal 
request rate may be de?ned as any request rate Within a 
pre-de?ned range of request rates that includes the maximum 
rate at Which incoming service requests can be accepted and 
serviced such that client-speci?ed quality of service (QoS) 
expectations are met for all (or a targeted high percentage of) 
incoming service requests that are accepted and serviced. For 
example, an ideal request rate range may in some embodi 
ments be centered about the maximum request rate at Which 
expectations are met for all (or a targeted high percentage) of 
requests. Note that the Width of the range of request rates that 
are considered acceptable for inclusion in an ideal request 
rate range may be de?ned by a default system parameter value 
or by a client-speci?ed default parameter value, and/ or it may 
be con?gurable at initiation or during runtime, in various 
embodiments. In some embodiments, an ideal request rate 
range may have as its upper or loWer bound the maximum 
request rate at Which expectations are met for all (or a targeted 
high percentage) of requests. Note that the maximum request 
rate at Which QoS expectations are met for all (or a targeted 
high percentage) of requests may sometimes be referred to 
herein as the “absolute ideal request rate”. 

Determining Whether the system is operating at an ideal 
request rate may include determining the minimum differ 
ence betWeen the expected QoS and the actual QoS for a 
group of recently serviced requests. The system may gradu 
ally modify a throttle multiplier value (and/ or another throttle 
parameter) in order to reach or maintain an ideal request rate. 
Maintaining operation at an ideal request rate may alloW the 
system to avoid entering an overloaded state, and/or to avoid 
oscillating between an overloaded state and a non-overloaded 
state. Note that in some embodiments, maintaining operation 
at an ideal request rate may include continuously and/or peri 
odically evaluating the minimum difference betWeen the 
expected and actual QoS for serviced requests and, as appro 
priate, adjusting a throttle multiplier or other throttle param 
eter in an ongoing attempt to reach the absolute ideal request 
rate, Whether it is physically possible to achieve this exact 
request rate or not. HoWever, such potentially constant adjust 
ment may not be practical, in some embodiments. Therefore, 
in some embodiments, maintaining operation at an ideal 
request rate may include adjusting a throttle multiplier or 
other throttle parameter only as needed to maintain operation 
Within an acceptable ideal request rate range, as described 
herein. 

In some embodiments, the systems described herein may 
be con?gured to determine Whether they are operating in an 
overloaded state based on the percentage of client-speci?ed 
QoS expectations that are not met, rather than on a single 
global performance threshold. For example, if the percentage 
of service requests in a group of recently serviced requests for 
Which client-speci?ed expectations of a maximum response 
time Were not met is greater than a pre-determined overload 
threshold, a system may be considered to be in an overloaded 
state. The overload threshold may be con?gurable, in some 
embodiments. 

In some embodiments, the overload state of a system may 
be determined periodically by determining the percentage of 
service requests in a moving WindoW of time for Which client 
speci?ed QoS expectations Were not met. As noted above, in 
response to determining that the system is operating in an 
overloaded state, it may be con?gured to throttle at least a 
portion of incoming service requests in an attempt to exit the 
overloaded state. 

Various techniques described herein may be employed in 
local or remote systems, including systems that provide ser 
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4 
vices to users (e. g., subscribers) over the Internet or over other 
public or private netWorks, such as virtual private netWorks 
and connections to services in a virtual private cloud (VPC) 
environment. FIG. 1 illustrates a block diagram of a system 
that provides various Web-based services to clients, accord 
ing to one embodiment. In this example, system 100 includes 
one or more clients 105. In this example, the clients 105 may 
be con?gured to interact With a Web server 130 via a com 
munication netWork 110. 
As illustrated in this example, the Web server 130 may be 

con?gured to process requests from clients 105 for various 
services, such as Web serviceA (120), Web service B (140), 
and Web service C (150), and to return results to the clients 
105. As described in more detail herein, in various embodi 
ments, a component of Web server 130 may be con?gured to 
determine Whether computing system, such as computing 
system 200 in FIG. 2, is operating in an overloaded state With 
respect to the number and/or rate of requests for service that 
are directed to the system, and/or to apply one or more of the 
techniques described herein to respond to such a determina 
tion, to move the system out of an overloaded state, to throttle 
or increase the number of requests that are accepted or ser 
viced, to avoid oscillating betWeen an overloaded state and a 
non-overloaded state, to prevent a subsequent return to an 
overloaded state, or to service requests at an ideal request rate. 
For example, in some embodiments, an admission control 
subsystem, such as admission control subsystem 210 in FIG. 
2, may be con?gured to monitor the performance of comput 
ing system 200 With respect to the servicing client requests, 
and may control Which and hoW many service requests are 
accepted and/ or serviced by the system in order to maintain an 
acceptable level of availability and/ or consistency in the sys 
tem. Computing system 200 and admission control sub 
system 210 in FIG. 2 are described in more detail beloW. 

In the example illustrated in FIG. 1, the clients 105 may 
encompass any type of clients con?gured to submit service 
requests to Web server 130 via netWork 110 on behalf of a user 
or a requesting application. For example, a given client 105 
may include a suitable version of a Web broWser, or a plug-in 
module or other type of code module con?gured to execute as 
an extension to or Within an execution environment provided 
by a Web broWser. Alternatively, a client 105 may encompass 
an application such as a database application, media applica 
tion, o?ice application, or any other application that may 
make use of the services provided by Web server 130. In some 
embodiments, such an application may include su?icient pro 
tocol support (e. g., for a suitable version of Hypertext Trans 
fer Protocol (HTTP)) for generating and processing Web 
service requests Without necessarily implementing full 
broWser support for all types of Web-based data. That is, 
client 105 may be an application con?gured to interact 
directly With Web server 130. In various embodiments, client 
105 may be con?gured to generate requests for Web services 
according to a Representational State Transfer (REST)-style 
Web services architecture, a document or message-based 
Web services architecture, or another suitable Web services 
architecture. In some embodiments, client 105 may be con 
?gured to provide access to Web-based service to other appli 
cations in a manner that is transparent to those applications. 
For example, a client 105 may be con?gured to integrate With 
an operating system to provide services in accordance With a 
suitable variant of the service model described herein. HoW 
ever, the operating system may present a different service 
request interface to applications than that described herein. 

In various embodiments, the communication netWork 110 
may encompass any suitable combination of networking 
hardWare and protocols necessary to establish Web-based 
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communications between clients 105 and Web server 130. 
For example, the communication network 110 may generally 
encompass the various telecommunications networks and 
service providers that collectively implement the Internet. 
The communication network 110 may also include private 
networks such as local area networks (LANs) or wide area 

networks (WANs) as well as public or private wireless net 
works. For example, both a given client 105 and the Web 
server 130 may be respectively provisioned within enter 
prises having their own internal networks. In such an embodi 
ment, the communication network 110 may include the hard 
ware (e.g., modems, routers, switches, load balancers, proxy 
servers, etc.) and software (e.g., protocol stacks, accounting 
software, ?rewall/ security software, etc.) necessary to estab 
lish a networking link between the given client 105 and the 
Internet as well as between the Internet and Web server 130. 

Note that in some embodiments, clients 105 may communi 
cate with Web server 130 using a private network rather than 
the public Internet. For example, in some embodiments cli 
ents 105 may be provisioned within the same enterprise as the 
resources that provide various services to those clients. In 
such a case, clients 105 may communicate with a server 130 
entirely through a private communication network (not 
shown). 

FIG. 2 is a block diagram illustrating a computing system 
200 that provides various Web-based services to clients, 
according to some embodiments. For example, in some 
embodiments, computing system 200 may implement a Web 
server, such as Web server 130 illustrated in FIG. 1. In various 
embodiments, computer system 200 maybe con?gured to 
allocate a variety of resources (which may include, for 
example, downstream services, database connections, input/ 
output channels, computational resources, execution threads, 
a portion of system memory, disk memory or other persistent 
storage resources, or any other constrained resources) from 
one or more pools of resources to service requests received by 
computing system 200 in order to provide services requested 
by various clients. As illustrated in this example, computing 
system 200 may include a Web service interface 205, an 
admission control subsystem 210, and a service request sub 
system 230. 

In this example, Web services interface 205 may be con 
?gured to receive requests for services from various clients 
and to communicate with admission control subsystem 210 to 
facilitate the performance of those services on behalf of the 
clients. For example, in some embodiments, admission con 
trol subsystem 210 may be con?gured to determine which 
and/or how many service requests to accept from various 
clients, and may communicate with a service request sub 
system 230 to accept and/or service one or more received 
service requests. Service request subsystem 230 may in turn 
be con?gured to allocate (or initiate allocation of) one or more 
resources needed to perform the requested services to those 
requests, and to return results to the client via Web services 
interface 205. In some embodiments, admission control sys 
tem 210 may make decisions about admission control based 
on feedback received from request subsystem 230. In various 
embodiments, this feedback may be in-band/implicit feed 
back (e.g., in terms of actual response times of serviced 
requests, or other QoS levels achieved) or may be out-of 
band/explicit feedback. In some embodiments, Web service 
interface 205 may utiliZe prede?ned instructions or commu 
nications, such as via de?ned application protocol interfaces 
(APIs), to communicate with admission control subsystem 
210 and/or other components of computing system 200 on 
behalf of a client. 
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6 
In some embodiments, admission control subsystem 210 

may be con?gured to determine whether computing system 
200 is operating in overloaded state with respect to the num 
ber and/or rate of requests for service that are directed to the 
system, and/or to apply one or more of the techniques 
described herein to respond to such a determination, to move 
the system out of an overloaded state, to throttle or increase 
the number of requests that are accepted or serviced, to avoid 
oscillating between an overloaded state and a non-overloaded 
state, to prevent a subsequent return to an overloaded state, or 
to service requests at an ideal request rate. For example, in 
some embodiments, admission control subsystem 210 may 
be con?gured to monitor the performance of computing sys 
tem 200 with respect to the servicing of client requests, and 
may control which and how many service requests are 
accepted and/or serviced by the system in order to maintain an 
acceptable level of availability and/ or consistency in the sys 
tem. 

Note that in various embodiments, the components illus 
trated in FIGS. 1 and 2 may be implemented directly within 
computer hardware, as instructions directly or indirectly 
executable by computer hardware (e.g., a microprocessor or 
computer system), or as a combination of these techniques. 
For example, the components of the computing system 200 
may be implemented by a distributed system including any 
number of computing nodes (or simply, nodes). In various 
embodiments, the functionality of a given component may be 
implemented by a particular node or distributed across sev 
eral nodes. In some embodiments, a given node may imple 
ment the functionality of more than one of the component 
illustrated in FIG. 1 and/or FIG. 2. 

Various techniques that may be implemented by a Web 
server (or an admission control subsystem or other compo 
nent thereof) are described in more detail below, according to 
different embodiments. In general, any or all of the tech 
niques described herein for managing the processing of ser 
vice requests on behalf of clients may be performed by and/or 
implemented in an admission control module that is a com 
ponent of a Web server. While several examples described 
herein are directed to systems that provide services over the 
Internet, in other embodiments, these techniques may be per 
formed by and/or implemented in an admission control mod 
ule or a similar component of another type of system that 
provides services to clients, and that is con?gured to receive, 
accept, and/ or service requests on behalf of those clients. 
As noted above, a common solution applied by overloaded 

systems is to deny service to or throttle a certain number of 
incoming requests until the systems exits the overloaded 
state. In contrast to this nai've throttling solution, in which a 
system merely throttles incoming requests if the system is 
overloaded and stops throttling incoming requests once the 
system exits the overloaded state, the techniques described 
herein may allow a system to avoid an oscillatory behavior in 
which the system is able to exit an overloaded state by throt 
tling incoming requests, but goes right back into the over 
loaded state once it removes the throttle. The adaptive throt 
tling techniques described herein may instead attempt to 
damp oscillations by aggressive throttling and slow release. 
In other words, the systems describe herein may employ 
adaptive techniques for request throttling that may damp 
oscillations between an overloaded state and a non-over 

loaded state. These adaptive throttling techniques may 
modify one or more throttle parameters to apply aggressive 
throttling to quickly exit an overloaded state (once it is 
detected), and then may slowly reduce the amount of throt 
tling in the system to avoid oscillating between overload and 
non-overloaded states. 
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For example, in some embodiments, the system may be 
con?gured to detect that the system is overloaded With respect 
to incoming service requests, and, in response, to aggres 
sively throttle incoming requests in an attempt to exit the 
overloaded state as quickly as possible (e.g., before a crush 
ing load causes a system failure). In such embodiments, once 
the system is no longer operating in an overloaded state, it 
may be con?gured to gradually reduce the amount of throt 
tling to avoid oscillating betWeen overloaded and non-over 
loaded states. In some embodiments, the system may adjust 
one or more parameters that control the amount and/ or type of 
throttling in the system to aggressively throttle requests in 
response to detecting an overload condition, and then to fur 
ther modify them in order to incrementally reduce throttling 
once the system is no longer in an overloaded state. For 
example, in some embodiments, the system may employ a 
throttle multiplier that may be aggressively or coarsely incre 
mented, and then gradually or ?nely tuned in order to damp 
overload state oscillations. 

In some embodiments, When an overloaded state is 
detected, a throttle multiplier may be incremented, Which 
may cause the system to increase the percentage of incoming 
service requests that are throttled. For example, the value of 
the throttle multiplier may be increased by a large amount in 
response to detecting that the system is operating in an over 
loaded state in order to more aggressively throttle incoming 
requests. In some embodiments, the value of the throttle 
multiplier may be increased to a value that is likely to increase 
throttling by an amount that is aggressive enough to cause the 
system to return to a non-overloaded state. In some embodi 
ments, a throttle multiplier may need to be incremented mul 
tiple times if a ?rst attempt to increase throttling enough to 
exit the overloaded state is unsuccessful. 

In some embodiments, once the system returns to a non 
overloaded state (e.g., as a result of aggressive throttling), the 
system may be con?gured to gradually reduce the amount of 
throttling until the throttle multiplier value is Zero, in Which 
case all subsequent incoming requests may be accepted and 
serviced, or until the system returns to an overloaded state. In 
some embodiments, the system may be con?gured to Wait 
until a pre-determined amount of time has passed folloWing 
the return of the system to a non-overloaded state before it 
begins to reduce throttling. In other embodiments, the system 
may perform a pre-determined number of evaluations of the 
overload state (e.g., by periodically polling the performance 
of the system) before it begins to reduce throttling. 
One embodiment of a method for damping oscillations 

betWeen an overloaded state and a non-overloaded state in a 
system that receives and services client requests is illustrated 
by the How diagram in FIG. 3. As illustrated at 310 in this 
example, the method may include the system detecting that it 
is operating in overloaded state. In different embodiments, 
the system may employ any of various methods and/ or crite 
ria for determining that it is an overloaded state, including 
comparing a request rate or quality of service measurement 
With a ?xed target, or using one or more of the techniques 
described herein for determining that the system is operating 
in overloaded state dependent on client-speci?ed or client 
speci?c expectations of quality of service (QoS). In response 
to detecting that the system is operating in overloaded state, 
the method may include the system modifying one or more 
throttle parameters in an aggressive attempt to exit the over 
loaded state, as in 320. This may cause the system to throttle 
at least a portion of subsequent service requests, as in 330. In 
various embodiments, throttling service requests may include 
rejecting (i.e. failing to accept or acknowledge) service 
requests directed to the system, or failing to service requests 
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8 
received by the system. In some embodiments, throttling may 
include sending an indication to one or more clients that the 
system is in an overloaded state and/or that they should 
reduce the number and/ or rate of service requests that they 
direct to the system. Other types of request throttling may be 
employed in other embodiments. 

In some embodiments, after aggressively throttling service 
requests in an attempt to exit the overloaded state, the system 
may be con?gured to determine Whether the system is still in 
an overloaded state, as in 340. For example, in some embodi 
ments, the system may be con?gured to sample the perfor 
mance of the system With respect to servicing client requests, 
or to periodically poll the system to determine Whether it is 
still in an overloaded state. The system may then adjust one or 
more throttling parameters accordingly, as in 350. For 
example, the system may be con?gured to increase or 
decrease a throttle multiplier, depending on Whether or not the 
system is still in an overloaded state, and to do so in a Way that 
avoids oscillating betWeen overloaded and non-overloaded 
states. Such adjustments are described in more detail beloW. 
As noted above, in some embodiments, determining the 

percentage of incoming requests that should be throttled may 
be dependent on the value of a throttle multiplier. In some 
such embodiments, the throttle multiplier may be initialiZed 
(e.g., at bootstrap) to a value of Zero, Which may cause the 
system to service every request that it receives. In the event 
that an overload is detected, the system may increment the 
throttle multiplier by a pre-determined value, and begin 
aggressively throttling a percentage of incoming service 
requests. For example, in one embodiment, if the value of the 
throttle multiplier Was initialiZed to Zero and then increased 
by a pre-determined value, T, the system may begin to throttle 
T % of all incoming requests. The system may poll its state 
periodically (e.g., evaluating its performance in servicing 
incoming requests at ?xed time intervals) to determine its 
overloaded state. If the system is still overloaded after the 
initial increment of the throttle multiplier, the system may be 
con?gured to further increase the throttle multiplier value 
(e.g., again by T) and to begin throttling 2T % of all incoming 
requests. In some embodiments, the system may be con?g 
ured to continue increasing the throttle multiplier (e.g., by T) 
after every poll interval until the system exits the overloaded 
state. 

In some embodiments, the amount of throttling may be 
dependent on a priority rank associated With each request 
(e.g., a client-speci?ed or type-speci?c priority rank), in addi 
tion to being dependent on a throttle multiplier. In such 
embodiments, When the system increases the throttle multi 
plier from Zero to T, it may being throttling (TxP) % of all 
incoming requests, Where P is the request priority rank, and 
high priority requests have a loW priority rank. In such 
embodiments, the system may be con?gured to throttle high 
priority requests at a loWer rate than the rate at Which it 
throttles loW priority requests. As in the previous example, the 
system may poll its state periodically (e.g., evaluating its 
performance in servicing incoming requests at ?xed time 
intervals) to determine its overloaded state. For example, in 
some embodiments, only the requests that have been received 
Within the most recent time interval are considered When 
evaluating the performance of the system in servicing incom 
ing requests. In other embodiments, such an evaluation may 
be performed at ?xed time intervals, but each evaluation 
instance may consider requests that Were received Within 
multiple time intervals (e. g., to evaluate and/ or detect changes 
in the cumulative performance of the system over multiple 
time intervals). If the system is still overloaded after the initial 
increment of the throttle multiplier, the system may be con 
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?gured to further increase the throttle multiplier value (e.g., 
again by T) and to begin throttling (2T><P) % of all incoming 
requests. Again, the system may be con?gured to continue 
increasing the throttle multiplier (e.g., by T) after every poll 
interval until the system exits the overloaded state. 
Once the system has been in a non-overloaded state for a 

pre-determined number of consecutive poll intervals, the sys 
tem may begin releasing the throttle. For example, the system 
may reduce the throttle multiplier by a different pre-deter 
mined amount than the amount by Which the throttle multi 
plier Was incrementally increased in order to exit the over 
loaded state (e.g., a value R, Where R<<T) in every 
consecutive non-overloaded interval. In this Way, the system 
may avoid going back to the overloaded state, While accepting 
that this may come at the expense of reduced system through 
put. 
As noted above, the system may continue to reduce the 

throttle rate until the throttle multiplier value is Zero, or until 
the system returns to the overloaded state, in Which case the 
throttle multiplier may again be increased by T. 

Note that in some embodiments, the throttle multiplier may 
be initialiZed to a value other than Zero (e.g., to a default or 
client-speci?ed value that is deemed likely to result in accept 
able performance based on historical Workloads and/or per 
formance measurements). In such embodiments, if the sys 
tem enters an overloaded state, it may employ the adaptive 
throttling techniques described herein (e.g., aggressively 
increasing the value of the throttle multiplier until the system 
exits the overloaded state, and then gradually reducing it) in 
order to avoid oscillating betWeen an overloaded state and a 
non-overloaded state. In some such embodiments, the throttle 
multiplier may be reduced until it reaches its initial value, 
rather than a value of Zero. 
One embodiment of a method for adjusting a throttle 

parameter to avoid oscillating betWeen overloaded and non 
overloaded states is illustrated by the How diagram in FIG. 4. 
As illustrated in this example, the method may include a 
computing system that provides various services to clients 
(i.e. that receives and services client requests) detecting that it 
is operating in an overloaded state, as in 410. In different 
embodiments, the system may employ any of various meth 
ods and/or criteria for determining that it is an overloaded 
state, including comparing a request rate or quality of service 
measurement With a ?xed target, or using one or more of the 
techniques described herein for determining that the system is 
in an overloaded state dependent on client-speci?ed or client 
speci?c expectations of QoS. 
As illustrated in this example, the method may include, in 

response to detecting that the system is in an overloaded state, 
the system increasing a throttle multiplier (e.g., from a 
default, initial, or Zero value) by a pre-determined (and pos 
sibly large) amount, as in 420. For example, the throttle 
multiplier may be increased by an amount that, based on 
current and/ or historical loads and system performance, may 
be likely to cause the system to exit the overloaded state. 
Increasing the throttle multiplier may cause the system to 
throttle at least a portion of subsequent service requests, as in 
430. In various embodiments, throttling service requests may 
include rejecting (i.e. deliberately failing to accept or 
acknoWledge) service requests directed to the system, or 
deliberately failing to service requests received by the system. 
In some embodiments, throttling may include sending an 
indication to one or more clients that the system is in an 
overloaded state and/ or that they should reduce the number 
and/ or rate of service requests that they direct to the system. 
Other types of throttling may be employed in other embodi 
ments. Note that in various embodiments, victim selection 
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10 
(i.e. the determination of Which requests are rejected and 
Which requests are accepted and/ or serviced) may be depen 
dent on a request priority rank and/or on an expected QoS 
value (either of Which may be speci?ed in the requests them 
selves), as described herein, or may be dependent on other 
criteria. 
As illustrated at 440, in this example, the method may 

include the system monitoring service requests and response 
thereto to determine Whether the system is still in an over 
loaded state folloWing the increase in the throttle multiplier. 
For example, the system may perform periodic sampling, 
polling, or other types of monitoring operations to determine 
the value of various performance measures related to the 
servicing of client request, such as hoW often an expected 
QoS value is (or is not) being met. For example, in some 
embodiments, only the requests that have been received 
Within a most recent time WindoW are considered When evalu 
ating the performance of the system in meeting QoS expec 
tations. In other embodiments, such an evaluation may be 
performed at ?xed time intervals, but each evaluation instance 
may consider requests that Were received Within multiple 
time WindoWs (e.g., to evaluate and/ or detect changes in the 
cumulative performance of the system over multiple time 
WindoWs). If the system is determined to be in an overloaded 
state, shoWn as the positive exit from 450, the method may 
include the system increasing the throttle multiplier, as in 
460. For example the throttle multiplier may be increased by 
the same amount as the initial amount by Which it Was 
increased in an aggressive attempt to exit the overloaded 
state, or some another, less aggressive, incremental amount, 
in different embodiments. If it is determined that the system is 
not in an overloaded state, shoWn as the negative exit from 
450, the method may include the system decreasing the 
throttle multiplier, as in 470. For example, the throttle multi 
plier may be decreased by an incremental amount (eg by an 
amount that is less than the current throttle multiplier value or 
the amount by Which is Was previously increased). 
As previously noted, by aggressively throttling requests 

When a system is operating in an overloaded state, and then 
sloWly or incrementally reducing throttling once the system is 
no longer in an overloaded state, the system may avoid oscil 
lating betWeen overloaded and non-overloaded states, effec 
tively damping the response of the system to changes in the 
load and corresponding changes in the amount of throttling 
applied to service requests. One embodiment of a method for 
adjusting a throttle multiplier to implement such a damping 
technique is illustrated by the How diagram in FIG. 5. As 
illustrated in this example, the method may include a com 
puting system that provides various services to clients (i.e. 
that receives and services client requests) initialiZing a 
throttle multiplier to Zero, as in 510. In this example, setting 
the throttle multiplier to Zero may result in all service requests 
being accepted and serviced until or unless the throttle mul 
tiplier is subsequently changed or the system fails. 

In this example, in response to the system detecting an 
overloaded state, as in 520, the method may include the 
system increasing the throttle multiplier by a pre-determined 
amount (e. g., a large amount selected in an attempt to aggres 
sively throttle service requests and exit the overloaded state), 
as in 530. For example, in different embodiments, the system 
may employ any of various methods and/ or criteria for deter 
mining that it is an overloaded state, including comparing a 
request rate or quality of service measurement With a ?xed 
target, orusing one or more of the techniques described herein 
for determining that the system is in an overloaded state 
dependent on client-speci?ed or client-speci?c expectations 
of QoS. 
























