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METHOD AND SYSTEM FOR MANAGING 
DATA 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application claims the bene?t of US. Provisional 
Patent Application No. 60/59l,l l6 ?led Jul. 26, 2004. 

BACKGROUND OF THE INVENTION 

1. The Field of the Invention 
The present invention generally relates to storing elec 

tronic data and more speci?cally, the invention relates to a 
system and method for managing data that is electronically 
stored. 

2. State of the Art 
The Widespread use of electronic data systems to create, 

transmit, store and retrieve data is self evident. Computers 
and computer systems are ubiquitous With businesses and 
other groups noW being connected by various systems or 
netWorks. Users in such systems access and transmit mes 
sages (e.g., e mail) and a Wide variety of other data as part of 
their daily business activities. 

At the same time, there is groWing reliance on electronic 
data storage over paper records. Data storage is exploding at 
an incredible rate as more and more users accept or prefer 

electronic storage overpaper storage. Protocols for e mail and 
other documents may lead to storage of a ghost document, a 
backup document and later the ?nal document. The sender 
and all recipients Will store and retain in a variety of Ways and 
in turn are often storing the same document or data. At the 
same time, highly sensitive business information Which is 
electronically transmitted is more dif?cult to regulate and 
control. 

Electronic storage can simply be the memory of a com 
puter, but can also be servers attached to a netWork that users 
can access and use to storage documents of all kinds. In the 
past, tapes, discs and even punch cards have functioned as an 
electronic data storage device and also as a form of back up. 
Today, many use tapes, discs or CD’s to backup their com 
puter systems. With the explosion of electronic data, not only 
are the memory capabilities of the computer or system of the 
user being taxed, the back-up systems are starting to become 
cumbersome because the data to be recorded in the back-up 
process is becoming excessive. 

The siZe and in deed the number of netWorks continue to 
increase. Some users Will be tied to several netWorks. They 
could, for example, be able to access the World Wide Web, be 
connected to a LAN for its geographic area (e.g., o?ice/ ?oor), 
and to a system netWork that could be company Wide involv 
ing electronic interconnection of of?ces in multiple cities. 

Storage of data has led to the development of large database 
servers Which can noW contain or store 100 gigabytes (GB) to 
at least 1 terabyte (TB) of records and ?les. The large quantity 
of data in different systems makes backup di?icult during 
periods of reduced or non user (e.g., overnight). 

Recently, Storage Area NetWorks (SAN) have been devel 
oped to replace locally attached disk and tape drives and 
resulted in hundreds of systems being able to share the same 
disk or tape drive. A SAN is a high-speed special purpose 
netWork (or sub-netWork) that interconnects the different 
kinds of data storage devices With associated data servers on 
behalf of a larger netWork of users. A SAN may use a variety 
of proprietary protocols optimiZed accelerating data transfer 
to a storage medium. 
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2 
A NetWork Attached Storage (NAS) may also be used for 

data storage. A NAS is a system dedicated to sharing ?les via 
NetWork File System (N FS) and Common Internet File Sys 
tem (CIFS). The CIFS protocol shares ?les betWeen Win 
doWs® based desktops and laptops. HoWever, any Unix box 
con?gured processor can read from or Write to any ?le system 
on any other Unix box via NFSiprovided it has been con 
?gured to effect ?le sharing. Each system requires dedicated 
servers incurring extra cost and extra administration. Given 
suitable softWare, the protocol to access the ?le system is 
believed to be independent of the platform. 
NAS appears to have evolved to offer netWork shared ?le 

systems resulting in an overall improvement in performance. 
NAS is a netWork appliance containing storage that is 
accessed by either NFS or CIFS. In the commercial environ 
ment SAN, NAS and alternatives such as Solid State Storage 
are prevalent. 

Data is traditionally stored on these systems in units called 
?les. A ?le may be quite small containing a feW kilobytes (kb) 
to megabytes (mb) of data. Files have been adopted as a 
mechanism for organizing electronic data leading to directo 
ries on the various types of available storage media for locat 
ing and retrieving the ?les. Boolean logic has been adopted in 
data management systems so that \directories may contain 
other directories, called subdirectories, and subdirectories 
may contain other subdirectories, leading to an inverted hier 
archical storage system. Assigning directories names has lead 
to the evolution of a sequence of directories Within directories 
identi?ed by a directory path or the path name. A ?le is 
created, accessed and stored by supplying a path name. 

For example, in a computer system With multiple Personal 
computers (PC’s) connected by a netWork, a local disk and an 
attached storage (NAS) device, Client A uses a PC to com 
municate a message (data) to Client B’s PC through or over 
Whatever netWork is in place. The data is stored as the mes 
sage is broadcast (and sometimes as it is generated) on the 
NAS, depending on the client application, through a reference 
to the path name assigned by the sender. The ?le server then 
performs an operation on the ?le system called “mounting.”A 
mount attaches a named ?le system to the ?le system hierar 
chy at the pathname location directory. 
By referencing a ?le that starts With /diskl, the ?le server 

can direct the data to the local disk. If a ?le that starts With 
/disk2 is referenced, the ?le server can direct the data to the 
NAS. Therefore, the ?le, via the path name, determines Where 
it is physically stored, thus relegating the ?ling mechanism to 
the structure of the path name for the lifetime of the ?le. 
When Client A creates the data, the system typically func 

tions to store that data so that the path name is accessible to 
Client A. Client A can then recover the data. When Client B 
receives the data or message, the data may again be stored. 
Client B may store the message or data under a neWly 
assigned path name so that in effect identical data is noW 
being stored in the server but With different path names. 
Many companies noW store data from a variety of devices 

for mobile communication and 3G technologies. The advent 
of neW technology has combined data from laptop Personal 
Computers (PCs), Personal Digital Assistants (PDAs) and 
mobile phones. During regular course of business softWare 
applications and data need to be accessible from this diverse 
range of platforms, Which are remote from the corporate 
netWork. The accessibility requires users to store the neces 
sary applications and data locally to do their job. Conse 
quently, large amounts of data is being sent and received 
leading to the assignment of different path names by multiple 
recipients. It can be seen that With the proliferation of net 
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Worked tools (e.g., PDA devices like a Palm PilotTM product), 
the storage needs for many system operators is escalating at 
an alarming rate. 
At the same time, the data being transmitted can lead to 

Widespread access to very sensitive con?dential information. 
A lost PC or PDA can alloW the ?nder to access some of a 
company’s most important con?dential information. Stated 
alternately, the proliferation of netWork tools is making it very 
dif?cult for a the oWner of con?dential business information 
that is accessible on a netWork to maintain limited distribution 
and to otherWise effect logical management of sensitive data. 

Ef?cient disk optimiZation is also dif?cult to achieve 
because companies have minimal control over Where the data 
and ?les are stored. For example, an employee storing a 
personal collection of mp3 tracks on diskl/music forces a 
company to incur costs that are unplanned. Accordingly, the 
true cost of centraliZed storage, and storage on portable 
devices, can increase from cents per gigabyte to dollars per 
gigabyte. In this manner, storage for organiZations can 
quickly become expensive, unmanaged and invisible. 

In US. Pat. No. 6,615,405, an example of a system for 
installing softWare on microprocessor based devices is pro 
vided for accessibility over a computer netWork. The system 
includes identifying component data associated With a soft 
Ware application using an electronic device. The system gen 
erates a ?rst server update algorithm by comparing the com 
ponent data against data present on a ?rst server and executing 
the ?rst server algorithm thereby duplicating the component 
data on the ?rst server. Then the system generates a second 
server update algorithm by comparing the component data on 
the ?rst server against data present on a second server and 
executing the second server algorithm thereby duplicating the 
component data on the second server. Finally, the system 
generates a second device update algorithm by comparing the 
component data on the second server to data present on a 
second device and installing the softWare application on the 
second device by executing the second device update algo 
rithm. 

The current systems continue to folloW the Boolean logic 
by assigning a neW path name to each ?le or sub ?le so that it 
can be accessed and retrieved. Such systems do not provide 
search functionality or easily permit application of policies to 
regulate or manage the ?les or data. In other Words, there is no 
knoWn system to eliminate multiple path names or ?les for the 
same or equivalent document being stored by different and in 
some cases even the same user. For example, Client A sends 
a message to Client B. Client B replies by sending a message 
Which attaches the original message sent by Client A. Thus 
Client A noW has the message from Client B plus the original 
message from his/her/itselfWhich is noW assigned a neW path 
name. The rapid increase in storage requirements can thus be 
better understood particularly With the increasing and Wide 
spread use of electronic communications and electronic 
documents. Faxes once produced by paper are noW being 
electronically delivered to users on their PC’s. 

In short, many businesses are noW confronting an explo 
sion of electronic data storage Which is expensive to acquire, 
expensive to maintain and Which takes up space. In addition, 
the site costs go up due to the need for cooling and electrical 
poWer. 

The complexity of the problem is because ?le names are 
not standard, The user selects some component of the path 
name. The only information that can automatically be deter 
mined about a ?le is from the ?lename extension and admin 
istrative properties. For instance, When an employee creates a 
PoWerPoint presentation “salesforecast.ppt” on a WindoWs 
box With a default registry, information available to the 
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4 
employee includes the PoWer Point ?le format, the siZe of the 
?le, the ?le creation date, and the last date accessed and 
modi?ed. If additional information is desiredpertaining to the 
?le contents, the person accessing the ?le must rely on infor 
mation the author may have provided in a ?le summary 
depending on Whether the author took the time to create it. If 
the ?le summary or an informative ?lename has not been 
provided, the person accessing the ?les may spend a signi? 
cant amount of time manually searching through a series of 
?les and directories. 

In vieW of the above and other related draWbacks and 
limitations identi?ed in the relevant data management sys 
tems, there is a need for a meta-data driven intelligent ?le 
system that uses pro?les and policies to create ?le manipula 
tion that no longer relies simply on a path name. 

BRIEF SUMMARY OF THE INVENTION 

In various exemplary embodiments of the present inven 
tion, meta-data is monitored for each document. Policies and 
protocols are applied to limit multiple storage of the same 
documents. That is, a ?le system is managed using pro?les 
and policies to create ?le manipulation that no longer relies 
simply on a path name. A user can manage ?les Where the data 
lives and have greater control over con?guration and customi 
Zation of the administration and structure of the data. 
More speci?cally, the current invention provides a layer 

betWeen a ?le system and a user’s storage that provides an 
open architecture to integrate storage management, content 
delivery, business intelligence and any other system that man 
ages and creates large amounts of data. In general, the layer 
includes executable logic that modi?es a ?le system structure 
based upon meta-data. An executable logic, or policy, 
executes using meta-data to store relevant ?les in a speci?ed 
location. Additional policies could be extended that prevent 
deletion of data, duplication of data, enforce structure to data 
or apply any other relevant business objectives. 

In accordance With one aspect of the present invention, a 
system for managing data is provided. The system comprises 
a netWork for interconnecting a plurality of computers. A data 
storage means is connected to the netWork to receive, store 
and transmit a plurality of ?les to and from said netWork. Each 
?le has a unique identi?er associated thereWith. A plurality of 
computers is connected to the netWork. Each of the computers 
are con?gured for originating and for receiving ?les. A ?rst 
computer is operable to send a ?rst ?le to the data storage 
means for storage. One of the data storage means and the ?rst 
computer is operable to generate and send the unique identi 
?er associated With the ?rst ?le to at least the ?rst computer 
and a second computer. The ?rst computer and the second 
computer are each operable to retrieve the ?le from the data 
storage means using the unique identi?er. 

In accordance With another aspect of the present invention, 
a system for managing data is provided. The system includes 
at least one storage asset arranged to store data. A stand alone 
computer system is connectable to the storage asset. An 
abstraction layer is provided betWeen the stand alone com 
puter system and the storage asset. The abstraction layer 
provides storage area to store ?le information. In addition, the 
abstraction layer has an open architecture to provide capabil 
ity to associate policies to the data. The abstraction layer 
includes executable logic to modify the data based on the ?le 
information. 

These and other features of the present invention Will 
become more fully apparent from the folloWing description 
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and appended claims, or may be learned by the practice of the 
invention as set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

To further clarify the above and other advantages and fea 
tures of the present invention, a more particular description of 
the invention Will be rendered by reference to speci?c 
embodiments thereof Which are illustrated in the appended 
drawings. It should be appreciated that these drawings depict 
only typical embodiments of the invention and are therefore 
not to be considered limiting of its scope. The invention Will 
be described and explained With additional speci?city and 
detail through the use of the accompanying draWings in 
Which: 

FIG. 1 is a schematic diagram of an embodiment of a 
system for data management in accordance With the present 
invention; 

FIG. 2 is a schematic diagram depicting graphically the 
architecture of an embodiment of a system for data manage 
ment in accordance With the present invention; 

FIG. 3A is a schematic diagram of components in the 
system architecture having a traditional ?le server in accor 
dance With the present invention; 

FIG. 3B is a schematic diagram of components of the 
system architecture having a netWork attached storage server 
in accordance With the present invention; 

FIG. 4 is a schematic diagram of the ?oW betWeen the 
resource engine and the storage assets of a system of the 
present invention; 

FIG. 5 is a schematic diagram of the ?oW betWeen the 
resource engine and system resources in accordance With the 
present invention; 

FIG. 6 is a schematic diagram of the multiple resource 
engines connected together in accordance With the present 
invention; 

FIG. 7 is a schematic diagram of the netWork components 
that compromise the resource engine, memory and the pro 
tocol adapters in accordance With the present invention; 

FIG. 8 is a ?oW diagram of a NjVFS (Virtual File System) 
connected to tWo types of physical storage via a ?le opera 
tions manager in accordance With the present invention; 

FIG. 9 is a ?oW diagram of a policy engine in accordance 
With the present invention; 

FIG. 10 is a ?oW diagram of ?le creation in accordance 
With the present invention; 

FIG. 11 is a ?oW diagram of a system login in accordance 
With the present invention; 

FIG. 12 is a ?oW diagram of retention policies in accor 
dance With the present invention; 

FIG. 13 is a ?oW diagram of a de-duplication policy in 
accordance With the present invention; and 

FIG. 14 is a ?oW diagram of a system process for ?le 
modi?cation and de-duplication in accordance With the 
present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Reference Will noW be made in detail to the preferred 
embodiments of the present invention, examples of Which are 
illustrated in the accompanying draWings. The various exem 
plary embodiments provide a meta driven intelligent ?le sys 
tem that uses pro?les and policies to manipulate ?les by 
primary reference to a ?les meta-data. 
An intelligent ?le system 10 is depicted in FIG. 1. The 

system 10 has an abstraction layer 20 interconnected betWeen 
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6 
the ?le generating system or ?le system 30 and the user’s 
storage 40. As shoWn in FIG. 1, the ?le generating system or 
?le system 30 is any system capable of generating a storable 
?le such as personal computer (e.g., toWer, laptop or note 
book), a mobile computer system such as a PDA or any other 
device or tool capable of generating a storable ?le With a path 
name. The ?le generating system may here be discussed 
largely in the context of a Mircrosoft® or WINDOWS® 
system. HoWever other operating systems or formats, includ 
ing MacIntoshTM and LinuxTM, may be used. The storage 
asset 40 includes any suitable storage including a netWork 
attached storage (NAS) 42 and/or a local CD, hard drive or 
other device Which is here referred to for convenience as a 
disc 41. Desired protocols and policies are applied by the 
abstraction layer 20 to manage the storage of the data or ?les 
generated by the ?le system 30. 
The abstraction layer 20 provides, receives and stores ?le 

summary information so that the identity of ?les can be 
recorded and retained for further use. Thus users including 
industry vendors, system integrators, and the like have a tool 
that alloWs one to integrate storage management, content 
delivery, business intelligence and any other system informa 
tion to assist in managing large amounts of data. 

The intelligent ?ling system uses pro?les, meta-data and 
policies to create ?le manipulation, Which does not solely rely 
on the pathname. The concept uses executable logic to modify 
the ?le system structure based on meta-data. This system 
provides the additional ?exibility of de?ning a policy, such as 
stating Where the data is to be stored and the like. For 
example, a particular system may present the user With the 
option of storing on the NAS server or departmental server. 
Yet other options may prohibit storage or limit storage to the 
local disc of the PC that generated the ?le. Assuming the 
policy alloWs for storage, then the policy in the abstraction 
layer 20 executes using the meta-data and in turn directs the 
data to the speci?ed storage location such as the NAS device 
42 or a disc 41. Meta-data may be structural, content derived 
or user information derived externally. Structural meta-data 
represents generic ?le meta-data, such as, the name of the ?le, 
the directory location of the ?le, the time the ?le Was created 
and Who created the ?le. Content meta-data is derived meta 
data, Which can be meta-data extracted from the content of a 
?le. Policies can be extended to prevent deletion of data, 
duplication of data, enforce structure to data, prohibit storage 
or apply any other relevant business objectives. 
The abstraction layer 20 constructs the users vieW of their 

?le and data (eg a virtual ?le system) and supports access to 
the users vieW across a range of standard protocols. This 
preserves the users access methodology and signi?cantly 
eases the use of the system for the user. Whenever the user 
changes or creates data, the abstraction layer 20 Would, as a 
matter of policy, extract and update ?le meta-data and deter 
mine Whether neW physical copies of that data should be 
copied. As multiple users share the same abstraction layer 20, 
the system automatically avoids creating unnecessary ?le 
duplicates leading to substantial savings in storage space 
required. 

Meta-data is Well knoWn and is data that is descriptive or 
re?ective of the actual content of a document. Meta-data can 
include the names of the document, its siZe, the type of data 
contained, length, ?elds, columns, and also hoW the informa 
tion is associated. Meta-data describes a ?le in a more mean 
ingful Way over a path name because the meta-data not only 
can provide information about content, but it can also include 
interest group ?ags, retention periods, delete dates, and other 
?le and management policies Which are to be applied to 
record management. Thus for example, a policy could be 
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applied that would not allow a user or selected users to store 
music or music video because the abstraction layer 20 would 
recognize the meta tags of a song or music video. That is, a 
user would have a pro?le that would be recognized by the 
abstraction layer that would control the options or actions to 
be applied to the ?le storage requests of that user. For 
example, a class of users that tended to retain music music 
videos could be precluded from saving them. In turn the 
savings in data storage space could thereby be very signi?cant 
in an organization with a lot of users tied to a common 
network. 

To illustrate or explain in the context of a simple theoretical 
example, a user can create a ?le that is to be called or named 
best_wine.doc in the normal ?le management structure. The 
?le is then assigned or creates metadata tags upon saving it 
into a directory in the abstraction layer. The lay out of the 
users ?le space can be quite arbitrary but here is selected to 
re?ect origin and content. The ?le in this example would be 
assigned a path such as WORK/REVIEW/ WINE. The 
abstraction layer 20 then has a policy that directs storage of 
work documents in a desired directory or wine documents in 
a speci?c directory. A protocol in the abstraction layer selects 
one as the dominant and directs the ?le to the correct storage 
location like an NAS server. 

The abstraction layer 20 is also able to give visibility of a 
document or ?le to other users on the basis of its meta-data 
tags without consuming additional physical storage. The pro 
tocol in the abstraction layer may direct the document to 
certain recipients when certain key terms or meta tags appear 
so that the document is placed (by meta-tag) in the directories 
of selected other users. 

Thus the abstraction layer 20 reviews the document or ?le 
and after naming it assigns it a meta-tag data tree originating 
with “Home” as its starting position. A branch entitled 
“Work” can stem from “Home” and two branches “Review” 
and “Published” can stem from “Work.” Furthermore, two 
branches “Wine” and “Food” can stem from “Review.” All of 
these options are available to the user who is coding the 
documents. 

Taking this example of a meta-data tree, a ?le can be placed 
in any set or sub-set of the tree. For instance, a ?le 
“best_wine.doc” can be placed in the Home_Work_Review 
_Wine directory by setting meta-data tags “Review” and 
“Wine” to true and meta-data tags “Published” and “Food” to 
false. 
A second policy associated with the directory can now be 

set to copy the ?le to another user’ s directory. In this case, the 
second policy dictates that when the meta-data tags for 
“Review” and “Wine” are set to true, a copy of the ?le, 
“best_wine.doc”, is placed in the user’s respective directory, 
i.e., Home_Work. 

Logic in the abstraction layer 20 is used to augment infor 
mation and decide where to store the ?le as opposed to the 
?lename. Accordingly, more ?exibility and control is pro 
vided over where data is stored and how data is duplicated. 

The abstraction layer 20 allows for the effectuation of more 
intelligent searches based on or using the meta-data or tags. 
The system 10 provides an active pro?le to allow for intelli 
gent searching based upon the meta-data tags. Instead of 
manually searching and retrieving data through directories 
and ?les, the system 10 automatically searches through a ?le 
system for the speci?c data. 

Continuing with a theoretical example, a client program 
allows an interface with the abstraction layer 20 and creates a 
new policy for a search criterion. For example, if a user is 
interested in searching for all data referencing wine, a new 
policy is created for a folder Search_Results_Wine, with 
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8 
“wine” listed as an interest, criteria or keyword. The folder, 
Search_Results_Wine is then auto populated with all ?les that 
have meta-data tags relating to wine that are set to true. 
The system 10 also automatically synchronizes the data in 

the storage assets 40. With respect to a mobile user, a pro?le 
can be setup to do automatic synchronization of data. For 
example, when ?les are created locally, a cache of the meta 
data and pro?le databases can exist. As ?les are created, 
meta-data is cached, so when reconnection with the abstrac 
tion layer 20 is made, the ?les can be re-synched and the 
meta-data database updated automatically. So as a user logs in 
and out, important data on the disk can be automatically 
transferred via the abstraction layer to the appropriate perma 
nent storage locations. 
A “shutdown” pro?le can also be created to automatically 

cache ?les with certain pro?les back to laptops or mobile 
devices. This way a user can always have the ?les in the 
“shutdown” pro?le even when working offsite. Also, the user 
should never be concerned about whether a ?le is available on 
the portable devices or whether an extra copy of the ?le has 
been saved on the portable device before removing it offsite. 
File duplication on the portable devices and network create 
wasted space and confusion when a later revision is made. 
The system 10 manages data automatically. Policies can be 

placed in the abstraction layer 20 which can be applied to 
track the data, monitor the usage of data, and add structure to 
data, as it is stored. Expensive overhead for companies or 
users is reduced by eliminating old, unreferenced and no 
longer needed data by identifying documents stored by 
reviewing their history and noting that after storage they have 
never been accessed. Some documents are archival and 
should not be deleted without an af?rmative decision to that 
effect. Other documents can be coded so that automatic dele 
tion occurs based on non use over a period of months or years 
based on the document content. Thus an the abstraction layer 
20 operates, if desired, to purge or eliminate stored docu 
ments that are of no value based on a pre-selected pro?le. The 
user thus is able to eliminate unused documents which occupy 
and can be said to ?ll their valuable and limited storage assets. 

In the overall storage market, it is presently understood that 
data center storage is expected to increase between 40-60% 
annually though 2006. The present invention reduces unnec 
essary data storage and in turn the proliferation of electronic 
storage hardware and software at substantial expense. For 
example, the abstraction layer could be con?gured to allow 
for a “lifespan” delimiter to be associated with speci?c data. 
For example, a meta-data or meta tag could be applied to a 
directory that means “keep ?le for a month before advising 
whether it should be deleted.” 
Some instances exist where users should be prevented from 

deleting data, or accessing sensitive data such as, transaction 
records in a trading environment. A policy of regulatory con 
trol could be designed to prevent ?les being deleted, by asso 
ciating a “do not allow the ?le to be deleted” meta-data tag to 
a directory. As a ?le is saved to the directory, the meta-data tag 
is set to true. 
The abstraction layer 20 of the system 10 can attach a value 

to data as it is being stored. That is, protocols can be devised 
to produce a cost number associated with the cost of purchas 
ing and maintaining a system of FIG. 1. Cost numbers can be 
then developed which can then be matched against the cost of 
electronic (e.g., server) storage. Companies or users are then 
able to determine the cost storage ratio, and also gauge how 
secure and how often the storage location should be backed 
up. 

Regulatory control particularly in ?nance, healthcare and 
government entities generally require stringent ?le keeping 
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standards. Publicly traded companies in the U. S. are typically 
required to commit to integrity of ?nancial data With signi? 
cant personal and corporate ?nes if the companies fail to 
comply. The abstraction layer of the present invention alloWs 
the user to put into place protocols so that ?les generated 
electronically can be monitored to ensure that all generated 
documents meet certain strict criteria and impose current data 
access tools including several data management layers to 
meet regulatory criteria. Thus documents dealing With a prod 
uct failures or drug side effects can be collected and preserved 
so that prompt recall action can be taken under applicable 
Consumer Product Safety Commission rules. Controls for 
con?dential and other propriety information can be imposed 
With the system even able to recogniZe the terminal code for 
each user accessing selected data. 

In a preferred arrangement, the system architecture 11 
shoWn in FIG. 2 is con?gured to operate in a system that is 
networked, such as a netWork of interconnected computers. It 
includes a resource engine (RESD) 50 connected to storage 
devices like NAS device 42 and other suitable storage devices 
43 and 44. It also includes an abstraction layer 20, represented 
in FIG. 2 as storage mediation layers 21, 22 and 23, and a shell 
70. Users or clients 80A and 80B re?ect multiple users of the 
netWorked system. 

The shell 70 is an external administrative tool to alloW 
access to the resource engine 50. Authorized users of the shell 
70 may access the engine 50 to activate or deactivate features 
or functions (such as policies), add functions to the engine 
and to the abstraction layers 21, 22, 23 and otherWise to 
monitor and administer the system 11. 

The arrangement of FIG. 2 is con?gured for use, as shoWn 
in FIGS. 3A-3B, on one or multiple servers Within a user’s 
environment. If the storage asset 40 is controlled by a tradi 
tional ?le server (POPS) 71, the storage mediation layer 
(SML) or abstraction layer 21 is found programmed into the 
?le server 71, Which communicates via a proprietary protocol 
With the resource engine 50, as illustrated in FIG. 3A. In the 
embodiment of FIG. 3A, resource engine 50 is a server pro 
cess that is resident on server 55 and services requests for 
resources such as ?le shares, data, meta-data pro?les and 
policies. Although illustrated as such, resource engine 50 is 
not required to be located on server 55, it may be resident on 
any processing device With su?icient processing poWer to 
provide the necessary operations of the resource engine 50. 

Alternatively, if the storage asset is a Network Attached 
Storage, such as the NAS 42 of FIG. 1, then the storage 
mediation layer (SML) or abstraction layer 21 is programmed 
or positioned Within server 55 as illustrated in FIG. 3B, and 
may particularly be programmed or positioned Within the 
resource engine 50. In general, it is possible to locate the SML 
Agents on any computer in the users netWork Which has 
suf?cient netWork bandWidth available to communicate With 
the resource engine 50. 

There is one abstraction layer or storage mediation layer 
21, 22, 23 per each storage device 42, 43, 44 of the storage 
asset 40. Each abstraction layer 20 converts the local ?le 
system abstraction into a universal ?le system abstraction. 
For example, the abstraction layer 20 is able to convert from 
a Unix pathname /dirl/dir2/text.doc or a Windows@ path 
name \dirl\dir2\text.doc to an abstraction identi?er or ?le 

name because it takes an abstraction of the ?lename from the 
Unix or WindoWs systems and converts it into its oWn iden 
ti?er. As the storage mediation layer 21 understands the native 
format it maintains a map betWeen the internal representation 
of the ?le and the native representation on the storage device 
41, 42, 43. 
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In one embodiment of the present invention, tWo SMLs are 

provided, one for the NAS 42 and one for the POFS 45. An 
SML for each type of backed storage alloWs each abstraction 
layer to be con?gured to hide the details of interfacing to each 
type of storage from the resource engine 50. The resource 
engine 50 instead talks to an abstracted remote ?le interface 
so that in effect, it becomes compatible With each form of data 
storage resource. At present the abstraction layer 20A for the 
netWork attached storage (NAS) alloWs for use With all stor 
age devices accessible using the NetWork File System (N FS) 
protocol, and the POFS abstraction layer 20B addresses 
locally mounted ?le systems through the UNIX standard ?le 
access API as de?ned in the Portable Operating System Inter 
face (POSIX) standard in use With direct attached storage 
(DAS) and storage area netWorks (SAN) type media. 

FIG. 4 shoWs a resource engine 50 communicating through 
a SML or abstraction layer 20A in communication With the 
NetWork Attached Storage device 42, With a netWork ?le 
system (N FS) through an abstraction layer 20A. At the same 
time, or alternately, the resource engine 50 may communicate 
through the abstraction layer 20B, con?gured to interface 
through POSIX, With detached storage (DAS) 45. The RESD 
50 may assign, using pre-con?gured policies, a tag internally 
referred to as the StoreId Which Will dictate Which abstraction 
layer 20A, 20B Will store the physical content of the ?le. The 
system permits a ?le to have multiple StoreIds. 
With respect to the How diagram of FIG. 5, the resource 

engine 50 is a server process that services requests for system 
resources. The system resources include data, meta-data, i.e. 
information about ?les, users and storage assets, and admin 
istrative functionality such as pro?les and policies.As shoWn, 
the functionality of the resource engine 50 is to store and 
serve data, meta-data and pro?les containing policies. The 
resource engine 50 also executes policies triggered by activity 
on the ?le or timers, contained in the logic engine, the Virtual 
File System (NjVFS) and meta-data discussed hereinafter. 
The peer-to-peer architecture, from Which the system 

architecture is based, alloWs for the collaboration of a set of 
servers, Which enables a user to access resources from a 

particular pool Without needing to be “hardWired” to any 
particular or speci?c machine or netWork. A “pool” delimits 
the resources. The pool de?nes a collection of resources that 
are available to all members of a speci?c pool, ie a user 
joining the pool can only access all ?le spaces and pro?le 
administration. 

FIG. 6 is a depiction shoWing hoW multiple resource 
engines 50A, 50B and 50C can exist to service requests for a 
company’s resources. Each branch of the company runs one 
of the resource engines 50A, 50B, 50C. In this regard, a 
project’s team members in London can access a ?le space for 
an ongoing project in NeW York. In the example illustrated in 
FIG. 6, the ACME pool or control protocol is built into the 
abstraction layer. accordingly, each branch of the company 
(i.e. San Francisco, London and NeW York) runs an engine 
50A, 50B, 50C. The ACME pool alloWs an administrator 
access to all the company ?le spaces and pro?le administra 
tion data throughout the company. The netWork directs from 
Where the data is retrieved. 
The protocol adaptors translate protocol requests into 

internal requests inside the system universe. Protocols 
exchange information about ?le spaces betWeen ?le servers 
and other computers. For example, File Transfer Protocol 
(FTP), NetWork File System (NFS), Common Internet File 
System (CIFS) and TELNET are four protocols that may be 
supported on the resource daemon. An application runtime 
environment is associated With each of the protocol adaptors. 
In a preferred embodiment, the present invention supports the 
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use of NFS Version 2 and CIFS NTLM 0.12, however, other 
versions and variations may be used without departing from 
the intended scope and operation of the invention. 

Located in the resource engine 50, the gateway to the users 
data is through the Virtual File System (N jVFS). The NjVFS 
is a logical representation of a users ?le space, which can be 
altered by the RESD 50 without moving, deleting or other 
wise changing the physical stored data. Core level meta-data 
is used to construct the NjVFSistructural and content meta 
data that is found in a shared database repository. In one 
embodiment, the NjVFS is a cached memory representation 
of the structure of a user’s ?le space in volatile memory. As 
such, the NjVFS is a transient representation of a ?le system 
structure. At a lower level, a NjVFS interfaces directly with 
the Policy Engine. Every NjVFS talks directly to a ?le opera 
tions manager, which decides where the physical image of a 
?les data resides. 

The resource engine 50 stores all of its con?guration within 
a shared database. When a user connects to RESD 50, the 
system associates the user to his/her ?le space. 
A client 80A and 80B can communicate with the resource 

engine 50 to access ?les, administer changes to user pro?les, 
and create, modify, and delete policies. In addition, the client 
80A or 80B, via the resource engine 50 can browse and 
modify system meta-data, or perform advanced searches 
using ?le meta-data. Alternatively, regardless of how the sys 
tem is accessed, the accessing entity becomes a client through 
standard protocols CIFS and NFS. 
The shell 70 allows an administrator to initiate command 

line modi?cation of system parameters and system adminis 
tration. A user can administer the system 10 through a graphi 
cal front end available in standard web browsers. 
A ?ow chart of a policy engine is illustrated in FIG. 9. The 

policy engine references and affects both the structure of a 
NjVFS and the data path, in terms of where the ?le contents 
are actually stored when passed to NetFileOp. Each user has 
a pro?le, which contains policies that trigger on ?le actions 
such as ?le modify or delete etc. For example, a user can have 
policies named “login,” “?le create” and “?le delete.” During 
the execution of the policy relevant to the users pro?le and the 
?le action concerned, if the policy requires meta-data previ 
ously de?ned as retrieved from a given Helper, the system 10 
can trigger the Helper to retrieve that meta-data. Helpers are 
written to a standard interface and are runtime changeable. 

If the system 10 triggers a Helper as described herein, it 
generates helper meta-data then adds the helper meta-data to 
generate standard meta-data. Helpers are created to derive 
from a ?le, ?le format speci?c meta-data from the ?les con 
tents. Even without a ?le format speci?c Helper the system 
has available standard ?le attributes, which encompass stan 
dard NTFS and POSIX attributes. The system 10 then 
executes any additional logic de?ned in the policy, which can 
result in the ?le action being permitted or denied. In the event 
that the ?le action is denied an additional logical ?ag in the 
policy allows the system 10 to abort or ignore the execution of 
the additional de?ned polices for the same ?le action. 

File creation and login policies are illustrated in FIGS. 10 
and 11. During ?le creation, the user creates a ?le, then the 
CNjFs ?le creates an event. Next, the policy engine executes 
the policy, which either allows or denies the data. If the data 
is denied, the permission denied is returned. If the data is 
allowed, the operation permission is returned. 
When a user logs in, the system creates a “users” ?le space. 

From the users pro?le, a series of login policies can be called. 
The login polices contain logic that determine the structure of 
the user’ s ?le space. For instance, the login polices can create 
the users directories and populate them with ?les. As shown in 
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FIG. 11, the user accesses the server and the user is authen 

ticated. If the user is not authenticated, the session is closed. 
If the user is authenticated, a login event is generated. Next, 
the policy engine executes any relevant policies contained in 
the users pro?le. A user ?le system is then created and 
exposed to direct the system to the NFS or the CIFS. 

For every ?le in the NjVFS, a core set of meta-data, ?elds 
and information exists, e. g., ?le name, who the ?le belongs to, 
where the ?le was created and when the ?le was last modi?ed. 
A store identi?er ensures a ?le is sent to one SML against 
another. For example, a policy canbe set to recogniZe “*.doc.” 
By setting the store identi?er to 2, as opposed to the default 1, 
it is possible to differentiate the storage used to support the 
data for that type of ?le. 

FIG. 12 shows how the system implements retention poli 
cies. When a delete event is initiated, the policy engine selects 
the policies. Next, the system checks to verify whether the ?le 
meta-data matches the ?lter for each of the data. If it matches, 
the policy is evaluated and the system returns a permit or deny 
command. 
A Secure Hash Algorithm (SHA)1 hash key is a unique 

160-bit number for a ?le. When a ?le transits a NjVFS, the 
SHA1 helper calculates the SHA1 hash key for the ?le. For 
policies such as “?le modify,” when an attempt is made to 
create a ?le, the SHA1 helper will calculate the SHA1 hash 
key and then search to determine if another ?le exists with an 
identical key. If another ?le exists with the same SHA1 hash 
key, instead of creating a separate copy of data, a ghost ?le is 
created in the NjVFS. The system is able to combine small 
atomic modi?cations to the ?le into larger modi?cations for 
the purposes of checksum calculation. In this way, ?le system 
performance is not adversely degraded. Data is thus de-du 
plicated. 
The de-duplication policy is further outlined in FIG. 13. In 

the de-duplication process, the user creates an event and the 
system veri?es whether the ?le is a Microsoft OLE ?le. If the 
?le is a Microsoft ?le, the system runs Microsoft Helper and 
a partial SHA1 Checksum is executed. If the ?le is not a 
Microsoft ?le, SHA1 Whole File Helper runs and SHA1 
Checksum is executed. Next, the system checks whether the 
Checksum is indexed with the meta-data. If it is, a ghost ?le is 
generated. If not, the system generates a real ?le. Then, sys 
tem returns a permit command. 
As illustrated in FIG. 14, the system can modify and de 

duplicate ?les. First, the user sets up a modify event. The 
system checks whether the ?le is a Microsoft ?le as discussed 
above with respect to FIG. 13. After the system checks 
whether the checksum is indexed, it veri?es whether the ?le is 
a ghost ?le. If the ?le is indexed and is a ghost ?le, the system 
is directed to the NOP. If the ?le is indexed but not a ghost ?le, 
the system makes it a ghost ?le. The indexed ?le is then 
returned with a permit command. If the ?le is not indexed but 
is a ghost ?le, the system makes it a real ?le. If the ?le is not 
indexed and not a ghost ?le, the system is directed to the NOP. 
The ?le is then returned with a permit command. 
The stored data can be accessed without having to use the 

system. However, the format of stored ?les on the NjVFS is in 
a semi-human readable form. Accordingly, a utility has been 
created to convert the data from a NjVFS format to what a 
user readable form. 

In large, complex corporate environments, the present 
invention enables more control to be asserted over the man 

agement of ?le systems and data. It brings ease of use, 
improved resilience, better administration functionality, inte 
grated security bene?ts, true scalability of data and enabled 
collaboration between departments, projects and users. 
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The present invention resolves much of the complexity and 
problems inherent With data management. The fact that the 
user can be presented With an environment similar to What 
they are familiar reduces complexity in both ease-of-use as 
Well as administration. 

The present invention may be embodied in other speci?c 
forms Without departing from its spirit or essential character 
istics. The described embodiments are to be considered in all 
respects only as illustrative and not restrictive. The scope of 
the invention is, therefore, indicated by the appended claims 
rather than by the foregoing description. All changes Which 
come Within the meaning and range of equivalency of the 
claims are to be embraced Within their scope. 

What is claimed is: 
1. A method of managing data, the method comprising: 
receiving a ?rst data storage request for a ?rst ?le associ 

ated With a ?rst ?le system path; 
determining a unique identi?er for the ?rst ?le based on at 

least a portion of content of the ?rst ?le; 
determining if the content of the ?rst ?le has been previ 

ously stored based on the unique identi?er; and 
in response to the determination that the content of the ?rst 

?le has not been previously stored: 
storing the content of the ?rst ?le in a ?rst storage location; 
generating ?rst metadata representing the ?rst ?le system 

path; 
associating the ?rst metadata With the content in the ?rst 

storage location; 
executing, by an abstraction layer that is common to all 

users, a policy to determine additional metadata for the 
?rst ?le based on the content of the ?rst ?le, or the ?rst 
metadata, or both the content of the ?rst ?le and the ?rst 
metadata, Wherein the ?rst ?le is associated With a user, 
and Wherein the policy is executed at least When the 
content of the ?rst ?le is changed by the user; 

associating the additional metadata With the content in the 
?rst storage location; 

generating a ?rst virtual ?le system path based on the ?rst 
metadata and the additional metadata, Wherein the ?rst 
virtual ?le system path speci?es a ?rst virtual storage 
location in a virtual ?le system for accessing the content 
of the ?rst ?le, 

providing the virtual ?le system including the ?rst virtual 
?le system path, such that the content of the ?rst ?le 
stored in the ?rst storage location can be accessed 
through the ?rst virtual storage location in the virtual ?le 
system using the ?rst virtual ?le system path. 

2. The method of claim 1, the method further comprising: 
receiving a second data storage request for a second ?le 

associated With a second ?le system path different from 
the ?rst ?le system path; 

determining a unique identi?er for the second ?le based on 
at least a portion of content of the second ?le; 
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comparing the unique identi?er for the ?rst ?le With the 

unique identi?er of the second ?le to determine if the 
content of the second ?le is the same as the content of the 
?rst ?le; and 

in response to the determination that the content of the 
second ?le is the same as the content of the ?rst ?le: 

generating second metadata representing the second ?le 
system path; and 

associating the second metadata With the content in the ?rst 
storage location. 

3. The method of claim 2, the method further comprising: 
receiving a data retrieval request associated With a 

requested ?le system path; 
generating third metadata representing the requested ?le 

system path; 
comparing the third metadata With the ?rst and second 

metadata; and 
providing at least a portion of the content stored in the ?rst 

storage location in response to the third metadata match 
ing the ?rst metadata or the second metadata. 

4. The method of claim 2, Wherein the ?rst data storage 
request and the second data storage request are received from 
a ?rst user. 

5. The method of claim 2, Wherein the ?rst data storage 
request is received from a ?rst user and the second data 
storage request is received from a second user. 

6. The method of claim 2, Wherein the ?rst data storage 
request is received via a ?rst protocol and the second data 
storage request is received via a second protocol. 

7. The method of claim 1, Wherein the ?rst storage location 
is independent of the ?rst ?le system path. 

8. The method of claim 1, Wherein the additional metadata 
includes an interest group. 

9. The method of claim 1, Wherein the additional metadata 
includes a retention period. 

1 0. The method of claim 1, Wherein the additional metadata 
includes a delete date. 

1 1. The method of claim 1, Wherein the additional metadata 
includes structural metadata. 

12. The method of claim 1, Wherein the additional metadata 
includes content metadata. 

13. The method of claim 1, Wherein the virtual ?le system 
is accessed using a ?le system protocol. 

14. The method of claim 1, Wherein the policy is executed 
in response to a login of a ?rst user. 

15. The method of claim 1, Wherein: 
the ?rst ?le received via the ?rst data storage request is 

associated With a ?rst user; and 
the virtual ?le system path is associated With a second user. 
16. The method of claim 1, Wherein the policy is executed 

in response to a user shutdoWn. 
17. The method of claim 1, Wherein the policy is executed 

in response to a ?le action associated With a user. 

* * * * * 


