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METHOD AND SYSTEM FOR 
TRACEPOINT-BASED FAULT DIAGNOSIS 

AND RECOVERY 

CROSS-REFERENCE(S) TO RELATED 
APPLICATION(S) 

The present invention claims priority of Korean Patent 
Application No. 10-2009-0121774, ?led on Dec. 9, 2009, 
Which is incorporated herein by reference. 

FIELD OF THE INVENTION 

The present invention relates to a technique of diagnosing 
and recovering a fault that may occur in an embedded system, 
and more particularly, to a method and system for tracepoint 
based fault diagnosis and recovery, Which are suitable to 
diagnose and recover a fault in a system by establishing the 
system state tracing models using a modeling technique and 
through questions and ansWers at tracepoints. 

BACKGROUND OF THE INVENTION 

As Well-knoWn in the art, there is generally a high possi 
bility that a fault (error) may occur in an embedded system for 
special purpose due to limited resources and characteristics of 
various devices incorporated therein. 

Moreover, When embedded terminals constituting a system 
related to a tra?ic, distribution, medical or the like operate in 
a netWork-based environment, a fault that cannot be estimated 
by a developer may occur oWing to their increasing complex 
ity. Particularly, a device driver that may have a fatal effect on 
a system may cause lots of problems. 

Therefore, it is general that fault diagnosis and recovery are 
performed for the components in the embedded operating 
system, including the device driver. Here, the fault diagnosis 
is achieved by checking messages and parameters such as a 
device driver function and a system call function. 

Also, a fault isolation technique With relatively high com 
plexity is often employed Which uses different memory 
domains. Besides, by tracking kernel resources used, a tech 
nique of preventing a resource leakage When a problem 
occurs is also employed. 

HoWever, the conventional methods have a problem in that 
there exists a case Where they are not suitable for fault diag 
nosis and recovery due to limited resources and poor envi 
ronment in the embedded system environment. Especially, 
the problem of performance overhead caused by the structure 
With relatively high complexity, such as fault isolation, is 
generated. 

Moreover, the conventional methods provide only frag 
mentary data-based fault detection, but do not consider cop 
ing With faults at action levels of the system. 

SUMMARY OF THE INVENTION 

In vieW of the above, the present invention provides a 
method and system for tracepoint-based fault diagnosis and 
recovery, Which are suitable to diagnose and recover a fault in 
a system by establishing the system state tracing models 
using a modeling technique and through questions and 
ansWers at tracepoints. 

In accordance With an aspect of the present invention, there 
is provided a system for tracepoint-based fault diagnosis and 
recovery, including: 
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2 
a system state tracing model unit for storing state tracing 

models Which are obtained by a modeling technique and are 
required for fault diagnosis and recovery; 

a state diagnosis unit for determining Whether or not an 
action event is executable With reference to the state tracing 
models When the action event is received from a speci?c 
tracepoint among multiple tracepoints Which exist in each of 
components Within an operating system of the system, and 
generating a fault recovery command When it is determined 
that the action is not executable, that is, a fault has occurred; 
and 

a fault recovery unit for performing a fault recovery pro 
cessing based on the state tracing models in response to the 
generated fault recovery command. 

In accordance With another aspect of the present invention, 
there is provided a method for tracepoint-based fault diagno 
sis and recovery, including: 

receiving an action event from a speci?c tracepoint among 
multiple tracepoints Which exist in each of components 
Within an operating system of a system; 

determining Whether or not the action event is executable 
With reference to system state tracing models; 

transiting a state of the system into a next state When the 
action event is executable; and 

performing a fault recovery processing When it is deter 
mined that the action is not executable, that is, a fault has 
occurred. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The objects and features of the present invention Will 
become apparent from the folloWing description of embodi 
ments given in conjunction With the accompanying draWings, 
in Which: 

FIG. 1 illustrates a block diagram of a system for trace 
point-based fault diagnosis and recovery in accordance With 
an embodiment of the present invention; 

FIG. 2 is a ?owchart illustrating a process of executing 
tracepoint-based fault diagnosis and recovery in accordance 
With the embodiment of the present invention; 

FIG. 3 is a ?owchart illustrating a detailed process of the 
fault recovery execution shoWn in FIG. 2; 

FIG. 4 illustrates an example Where the system for trace 
point-based fault diagnosis and recovery in accordance With 
the present invention is applied to an embedded Linux-based 
game terminal; and 

FIG. 5 shoWs an example of system state modeling in 
accordance With the present invention. 

DETAILED DESCRIPTION OF THE 
EMBODIMENT 

Unlike the above-described conventional methods Which 
provide the fault isolation technique or fragmentary data 
based fault detection, the present invention establishes sys 
tem state tracing models by a modeling technique, determines 
Whether or not an action event is executable With reference to 
the system state tracing models When the action is generated 
from tracepoints, and performs corresponding recovery pro 
cessing When it is determined that the action event is not 
executable, that is, a fault (error) has occurred. Thus, the 
preset invention can effectively solve the problems of the 
conventional methods through such technical means. 
More speci?cally, the present invention provides a process 

capable of recovering unknoWn faults and thus can perform 
the recovery of unknoWn faults, as Well as Well-knoWn faults, 
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depending on a predetermined recovery level, thereby realiZ 
ing diagnosis and recovery of unknown faults. 

Hereinafter, an embodiment of the present invention will 
be described in detail with reference to the accompanying 
drawings which form a part hereof. 

FIG. 1 illustrates a unit diagram of a system for tracepoint 
based fault diagnosis and recovery in accordance with an 
embodiment of the present invention. 

Referring to FIG. 1, the system for tracepoint-based fault 
diagnosis and recovery largely includes an operating system 
110 and a fault diagnosis/recovery processing engine 120. 
The operating system 110 includes an application and 
middleware 1 12, an operating system kernel 114, and a device 
driver 116. And, the fault diagnosis/recovery processing 
engine 120 includes a state diagnosis unit 122, a system state 
tracing model unit 124, and a fault recovery unit 126. 

Tracepoints (check points) 112a, 114a, and 11611 are set in 
each component in the operating system 110, i.e., the appli 
cation and middleware 112, the operating system kernel 114, 
and the device driver 116, in order to diagnose an action event 
(that is, in order to diagnose whether its state is correct at a 
corresponding point of time) when it occurs in a correspond 
ing component. 

For instance, when an action event occurs in the application 
and middleware 112, an inquiry containing the action infor 
mation is transferred from the tracepoint 11211 to the state 
diagnosis unit 122 in the fault diagnosis/recovery processing 
engine 120. When an action event occurs in the operating 
system kernel 114, an inquiry containing the action informa 
tion is transferred from the tracepoint 11411 to the state diag 
nosis unit 122 in the fault diagnosis/recovery processing 
engine 120. When an action event occurs in the device driver 
116, an inquiry containing the action information is trans 
ferred from the tracepoint 11611 to the state diagnosis unit 122 
in the fault diagnosis/recovery processing engine 120. 

The tracepoints, which are set in the respective compo 
nents, can be classi?ed into a stable group and a risk group 
depending on the degree of fault probability. A relatively large 
number of tracepoints can be set in the risk group in compari 
son with the stable group. Here, the stable group may include, 
for example, a process management unit, a memory manage 
ment unit, and the like, and the risk group may include, for 
example, a ?le system, a network management unit, a device 
driver, and the like. 

The present invention can set the tracepoints (check points) 
only at required parts depending on the desired characteristics 
of the system, thereby improving system overhead and ?ex 
ibility of performance. 

Next, when an action event is received from a speci?c 
tracepoint among the tracepoints 112a, 114a, and 11611 that 
exist at the respective components (i.e., the application and 
middleware 112, the operating system kernel 114, and the 
device driver 116) within the operating system 110, the state 
diagnosis unit 122 in the fault diagnosis/recovery processing 
engine 120 determines whether or not the received action 
event (current action) is executable with reference to system 
state tracing models established in the system state tracing 
model unit 124. If the current action is not included in execut 
able actions, the state diagnosis unit 122 determines that a 
fault (error) has occurred, and then generates a fault recovery 
processing command (request) signal to provide it to the fault 
recovery unit 126 along with the current state information. 

To this end, the system state tracing models (i.e., the system 
state tracing models for diagnosis and recovery of a fault in 
the system) obtained by modeling are stored in advance in the 
system state tracing model unit 124. These system state trac 
ing models are selectively provided to the state diagnosis unit 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
122 and the fault recovery unit 126. That is, only the models 
that have undergone static veri?cation are used for fault diag 
nosis, thus improving the reliability of system fault diagnosis. 

Next, in response to the fault recovery processing com 
mand from the state diagnosis unit 122, the fault recovery unit 
126 executes fault recovery by a process that depends on a 
fault type, based on the corresponding state tracing model 
provided from the system state tracing model unit 124. 

Meanwhile, the faults to be diagnosed canbe classi?ed into 
predetermined (well-known) faults and unknown faults. 
When the current state of the system is any one of the prede 
termined faults, the fault recovery unit 126 performs fault 
recovery based on a corresponding recovery process, and 
when the current state of the system is one of the unknown 
faults, the fault recovery unit 126 performs fault recovery 
based on a predetermined recovery level. 

Here, the predetermined (well-known) faults mean faults 
that can be easily known by a system test for each of the 
devices in the embedded system, and in the present invention, 
they mean faults that can be diagnosed at the tracepoints. For 
example, when LCD resolution is changed by a frame-buffer 
device driver, that is, the resolution is set to 320x240, rather 
than 240x320, by the device driver, it is recogniZed as a fault. 
Further, when the capacity of the system stack memory 
exceeds about 2 MB that corresponds to its usable limit, it is 
also recogniZed as a fault. 
The unknown faults (faults that need a predetermined 

recovery level) can be further classi?ed into high-risk faults, 
internal faults, spreading faults, etc. The high-risk faults 
mean faults that can be solved only by rebooting the system, 
such as a kernel panic state, etc. The internal faults mean 
faults that have their spreading effects indirectly on only 
applications of related device, and that can be recovered only 
by restarting a corresponding unit. The spreading faults mean 
faults that are spread to other independent entities (units), that 
is, faults that are spread to other independent units by struc 
ture information existing in a common memory, and can be 
recovered by restarting a corresponding unit and the main 
unit. 

FIG. 2 is a ?owchart illustrating a process of executing 
tracepoint-based fault diagnosis and recovery in accordance 
with the embodiment of the present invention. 

Referring to FIG. 2, in step 202, when an action occurs in 
a component, i.e., any one of the application and middleware 
112, the operating system kernel 114 and the device driver 
116, in the operating system 110, an action event (fault diag 
nosis inquiry) is generated through a corresponding trace 
point and then delivered to the state diagnosis unit 122 in the 
fault diagnosis/recovery processing engine 120. 

Next, upon receipt of the action event from the correspond 
ing tracepoint, the state diagnosis unit 122 determines 
whether or not the received action event (current action) is 
executable with reference to the system state tracing models 
established in the system state tracing model unit 124 in step 
204. For this, the state tracing models (i.e., the state tracing 
models for diagnosis and recovery of a fault in the system) 
that are obtained by modeling are stored in advance in the 
system state tracing model unit 124. 
As a result of determination in step 204, when the current 

action is an executable action, a state of the system transits to 
a next state in step 206. 

Meanwhile, when the current action is a non-executable 
action as a result of determination in step 204, that is, it is 
determined that a fault has occurred, the state diagnosis unit 
122 generates a corresponding fault recovery processing 
command (request) signal and provides it to the fault recovery 
unit 126 along with the current state information. 
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Then, in response to the fault recovery processing com 
mand, the fault recovery unit 126 executes a corresponding 
fault recovery based on the state tracing model provided from 
the system state tracing unit 124 in step 208. A detailed 
description of executing fault recovery will be given with 
reference to FIG. 3. 

FIG. 3 is a ?owchart illustrating a detailed process of the 
fault recovery execution shown in FIG. 2. 

Referring to FIG. 3, when a fault recovery processing com 
mand (request) signal is received from the state diagnosis unit 
122 in step 302, the fault recovery unit 126 checks if a corre 
sponding fault is a predetermined fault (well-known fault) in 
step 304. 
As a result of checking in step 304, if it is determined that 

the fault is the predetermined fault, the fault recovery unit 126 
performs fault recovery processing based on the state tracing 
model provided from the system state tracing model unit 124 
in step 306. 
As a result of checking in step 304, if it is determined that 

the fault is an unknown fault which is not the predetermined 
fault, the fault recovery unit 126 checks a type of the fault, that 
is, checks whether the corresponding fault is an internal fault, 
a spreading fault, or a high-risk group of fault, to determine a 
recovery level in steps 308 to 312. If the fault is determined as 
an internal fault in step 308, the fault recovery unit 126 
executes fault recovery by restarting a faulty unit depending 
on the state tracing model in step 314. 

If the fault is determined as a spreading fault in step 310, 
the fault recovery unit 126 executes fault recovery by restart 
ing a faulty unit and the main unit depending on the state 
tracing model in step 316. 

If the fault is determined as a high-risk fault, the fault 
recovery unit 126 executes fault recovery by rebooting the 
system depending on the state tracing model in step 318. 

That is, the present invention checks whether a fault is a 
well-known fault or an unknown fault, and then performs 
fault recovery based on the checking result. For an unknown 
fault, the present invention checks a type of the fault and 
selectively executes fault recovery as required in the current 
state. 

FIG. 4 illustrates an example where the method for trace 
point-based fault diagnosis and recovery in accordance with 
the present invention is applied to an embedded Linux-based 
game terminal. 

Referring to FIG. 4, Linux-based components are classi 
?ed into a risk group and a stable group. The stable group 
includes a process management unit and a memory manage 
ment unit of which fault probability is relatively low through 
much veri?cation. The risk group includes a ?le system, a 
network management unit, and device drivers of which fault 
probability is relatively high and stability is not secured. 
Further, a relatively large number of tracepoints are set in the 
risk group compared with the stable group. 

Meanwhile, a tracepoint-based monitoring engine is com 
posed of a reliability control processing unit, a system state 
tracing model unit, a fault diagnosis and isolation unit, and a 
fault recovery processing unit. An application level includes a 
root ?le system, and various kinds of application programs 
and a window manager based on a library and various kinds of 
demons. 

Here, the game terminal employs a frame buffer driver and, 
upon completion of an arbitrary program, may need rebooting 
because the window manager is broken unless the resolution 
of the frame buffer is correctly recovered. The existing 
method failed to ?nd this fault, while the present invention 
enables fault recovery by restoring the original resolution 
through monitoring. 
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6 
FIG. 5 illustrates an example of system state modeling in 

accordance with the present invention, which describes a 
method for modeling device driver functions and tracing state 
by petri net modeling. 

Referring to FIG. 5, there is shown a petri net model having 
?ve places and six transitions for the most basic functions, 
i.e., open, read, write, and close functions among the device 
driver functions. 

Here, the petri net model starts with the open function and 
ends with the close function. The read and write functions are 
?exibly called. In FIG. 5, the lower right table 504 shows how 
to trace states using data therein. 

Further, in table 502, ‘possible’ denotes a possible event in 
a current state, ‘real event’ denotes an event occurred in this 
example, and ‘query’ denotes a determination result of a 
corresponding real event. In S3 in table 502, since ‘real event’ 
is not included in ‘possible’, ‘query’ becomes no. Thus, it can 
be seen that a fault (error) has occurred in the system. 
As described above, the present invention establishes sys 

tem state tracing models by a modeling technique, determines 
whether or not an action event is executable with reference to 

the system state tracing models when the action is generated 
from tracepoints, and executes a recovery processing when it 
is determined that the action event is not executable, that is, a 
fault has occurred. Thus, it is possible to diagnose a system in 
the action level of the system and to diagnose and cope with 
unknown faults. 

Further, the present invention can improve the reliability by 
modeling-based static veri?cation before implementing the 
system, thereby establishing a fault recovery system opti 
miZed for characteristics of various embedded systems. 

While the invention has been shown and described with 
respect to the embodiments, it will be understood by those 
skilled in the art that various changes and modi?cation may 
be made without departing from the scope of the invention as 
de?ned in the following claims. 

What is claimed is: 
1. A system for tracepoint-based fault diagnosis and recov 

ery, including a processor and main memory, comprising: 
a system state tracing model unit for storing state tracing 

models which are obtained by a modeling technique and 
are required for fault diagnosis and recovery; 

a state diagnosis unit for determining whether or not an 
action event is executable with reference to the state 
tracing models when the action event is received from a 
speci?c tracepoint among multiple tracepoints which 
exist in each of components within an operating system 
of the system, and generating a fault recovery command 
when it is determined that the action is not executable, 
that is, a fault has occurred; and 

a fault recovery unit for performing a fault recovery pro 
cessing based on the state tracing models in response to 
the generated fault recovery command, wherein the 
components within the operating system are classi?ed 
into a stable group and a risk group depending on a 
degree of fault probability, 

wherein the stable group includes any one of a process 
management unit and a memory management unit. 

2. The system of claim 1, wherein the risk group includes at 
least one of a ?le system, a network management unit, and a 
device driver. 

3. The system of claim 1, wherein when the action event is 
any one of predetermined faults, the fault recovery unit per 
forms the fault recovery processing corresponding to the one 
of the predetermined faults, and when the action event is not 



US 8,225,142 B2 
7 

one of the predetermined faults, the fault recovery unit per 
forms the fault recovery processing depending on a predeter 
mined recovery level. 

4. The system of claim 3, Wherein faults that require the 
predetermined recovery level are classi?ed into a high-risk 
faults, internal faults, and spreading faults. 

5. The system of claim 4, Wherein the high-risk faults can 
be recovered only by rebooting the system. 

6. The system of claim 4, Wherein the internal faults are 
faults Which have their spreading effects indirectly on appli 
cations of related device and can be recovered by restarting a 
corresponding unit. 

7. The system of claim 4, Wherein the spreading faults are 
faults Which are spread to other independent entities. 

8. The system of claim 7, Wherein the spreading faults can 
be recovered by restarting a corresponding unit and a main 
unit. 

9. A method for tracepoint-based fault diagnosis and recov 
ery, comprising: 

receiving an action event from a speci?c tracepoint among 
multiple tracepoints Which exist in each of components 
Within an operating system of a system; 

determining Whether or not the action event is executable 
With reference to system state tracing models; 

transiting a state of the system into a next state When the 
action event is executable; and 

performing a fault recovery processing When it is deter 
mined that the action is not executable, that is, a fault has 
occurred, Wherein the components Within the operating 
system are classi?ed into a stable group and a risk group 
depending on a degree of fault probability, 
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Wherein the stable group includes any one of a process 
management unit and a memory management unit. 

1 0. The method of claim 9, Wherein the risk group includes 
at least one of a ?le system, a netWork management unit, and 
a device driver. 

11. The method of claim 9, Wherein said performing a fault 
recovery processing includes: 

checking Whether or not the action event is any one of 
predetermined faults; 

performing, When the action event is one of the predeter 
mined faults, the fault recovery processing correspond 
ing to the one of the predetermined faults; and 

performing, When the action event is not one of the prede 
termined faults, the fault recovery processing depending 
on a predetermined recovery level. 

12. The method of claim 11, Wherein faults that require the 
predetermined recovery level are classi?ed into a high-risk 
faults, internal faults, and spreading faults. 

13. The method of claim 12, Wherein the high-risk faults 
can be recovered only by rebooting the system. 

14. The method of claim 12, Wherein the internal faults are 
faults Which has their spreading effects indirectly on applica 
tions of related device and can be recovered by restarting a 
corresponding unit. 

15. The method of claim 12, Wherein the spreading faults 
are faults Which are spread to other independent entities. 

16. The method of claim 15, Wherein the spreading faults 
can be recovered by restarting the corresponding unit and a 
main unit. 


