
(12) United States Patent 
Niwa 

US008219495B2 

US 8,219,495 B2 
*Jul. 10, 2012 

(10) Patent N0.: 
(45) Date of Patent: 

(54) 

(75) 

(73) 

(*) 

(21) 

(22) 

(65) 

(63) 

(51) 

(52) 

(58) 

(56) 

METHOD OF USING PERSONAL DEVICE 
WITH INTERNAL BIOMETRIC IN 
CONDUCTING TRANSACTIONS OVER A 
NETWORK 

Inventor: Kiyohiko NiWa, Haworth, NJ (US) 

Assignees: Sony Corporation (JP); Sony 
Electronics Inc., Park Ridge, NJ (US) 

Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
USC 154(b) by 625 days. 

This patent is subject to a terminal dis 
claimer. 

Appl. N0.: 10/207,529 

Filed: Jul. 29, 2002 

Prior Publication Data 

US 2002/0188574 A1 Dec. 12, 2002 

Related US. Application Data 

Continuation of application No. 09/510,811, ?led on 
Feb. 23, 2000, now Pat. No. 6,453,301. 

Int. Cl. 

G06Q 20/00 (2012.01) 
US. Cl. ............ .. 705/65; 705/18; 705/78; 713/186; 

902/3; 340/5.53; 340/5.83; 382/124 
Field of Classi?cation Search ................... .. 705/ 67 

See application ?le for complete search history. 

References Cited 

U.S. PATENT DOCUMENTS 

4,816,653 A 3/1989 Anderl et :11. 
5,056,019 A 10/1991 Schultz et :11. 
5,131,038 A 7/1992 Puhlet 31. 
5,173,851 A 12/1992 Offet :11. 
5,221,838 A 6/1993 Gutman et :11. 
5,256,863 A 10/1993 Ferguson et a1. 
5,276,736 A 1/1994 Chaum 
5,280,527 A * 1/1994 Gullman et a1. ............ .. 713/184 

(Continued) 

FOREIGN PATENT DOCUMENTS 

EP 0917119 A2 5/1999 

(Continued) 

OTHER PUBLICATIONS 

McKendrick, Joseph, Creating a Password for Life from the Tip of :1 
Finger, Nov. 3, 1999, ent, v4, n19, p. 22* 

(Continued) 

Primary Examiner * Jamie Kucab 

(74) Attorney, Agent, or Firm * Lerner, David, Littenberg, 
KrumholZ & Mentlik, LLP 

(57) ABSTRACT 

A method of authorizing a commercial transaction between a 
customer and a provider of goods or services over a network, 
wherein the provider of goods or services requests that the 
customer provide authentication by activating a ?ngerprint 
identi?cation device, and the provider of goods or services 
receives at least an authentication code of the customer over 
the network from the ?ngerprint identi?cation device, the 
method comprising the steps of: providing the customer with 
the ?ngerprint identi?cation device which produces the 
authentication code when a ?ngerprint of the customer 
matches a stored ?ngerprint within the ?ngerprint identi?ca 
tion device; receiving at least the authentication code from the 
provider of goods or services over the network; and authoriZ 

4,582,985 A 4/1986 Lotberg ing the transaction if at least the authentication code is valid. 
4,766,293 A 8/1988 Boston 
4,805,222 A 2/1989 Young et a1. 15 Claims, 6 Drawing Sheets 

LARGE cmm 
PURCHASES 

(nreciws metals, em) 

52 50 
FINGERPRINT 
SE 

Bank 

“MK 
74 

CURITY 

50 
FINGERPRINT 
SECURITY 

BANK) 
Lease 29.’ 50 

Omit/Debit Willis \ FINGERPRINT 
30 SECURITY 52 

/— /|mm 
/ Hmnca 
___,.. 

" HNGERPRINT 

SECURITY 

} so 50% FINGERPRINT FINGERPRlNT 
SECURITY SECURTY | STORING FINGERPRINT 

FOR SUBSEQUENT AUTHORIZATIONS 



US 8,219,495 B2 
Page 2 

US. PATENT DOCUMENTS 6,047,269 A 4/2000 Biffar 

5,323,146 A 6/1994 (1166611161 6161. 213331332 A 23333 etal' 
5,329,589 A 7/1994 Fraseretal. 6’076’l67 A 60000 Borza 
514361972 A 7/1995 Fischer 6,078,891 A 6/2000 R161116116161 
5,457,747 A 10/1995 Drexleretal. 6’085’l78 A 700% Bi usetal ' 
514611217 A 10/1995 Claus 6,088,731 A 7/2000 K1861 6161 
5,475,758 A 12/1995 K11<1161116161 611051010 A 8,2000 M y ' 
5521362 A 5/1996 P661616 1 1 “grave 

’ ’ . 6,108,644 A 8/2000 Goldschlag et a1. 

A 31332 §lche etal' 6,119,096 A 9/2000 M611116161. 
515451139 A 8/19% 6,122,737 A 9/2000 Bj61116161. 

’ ’ . 6,128,602 A 10/2000 Northington et a1. 
5,550,358 A 8/1996 T6116161. 6,129,274 A 10,2000 Suzuki 

A 31332 lgé’??fhofet a1 6,138,911 A 10/2000 P16d16g1116161. 
51561709 A “11% 11111111111111 818882511‘? 188888 (1388866161 
5,594,230 A 1/1997 w61166161. 6,151,600 A 11,2000 Dedrick 
515981474 A l/ 1997 Johnson 6,163,772 A 12/2000 K16111616161. 
516041805 A 2/1997 Brands 6,167,517 A 11 12/2000 61161111616161. ............ .. 713/186 

A ‘33133; 5252mm 3,741,214 A 1/2001 s1111111 
5,650,761 A 7/1997 661111116161. 2132313}; 5% 3333} g“ ml‘ 

. , , owns et a1. 

A ggfnkcllsetal' 6,243,689 B1* 6/2001 N611611 .......................... .. 705/18 
1 1 . 6,260,021 B1 7/2001 w611g6161. 

517101887 A l/ 1998 Chelhah etal' 6,263,446 B1* 7/2001 K611611<61 61. ................... .. 726/5 
517121913 A V1998 Chm.“ 6,269,348 B1* 7/2001 P6166161. .. 705/39 

A 31332 gobmil‘l’nlet 311' 6,270,011 B1* 8/2001 6611111611 .................... .. 235/379 
517441787 A M998 Tgsc‘igra eta' 6,279,112 B1 8/2001 01T66166161. 

’ ’ 6,282,653 B1 8/2001 Berstls et a1. 
517481737 A 5/1998 Dag?“ 6,289,323 B1 9/2001 Gordon 6161. 
517611308 A 6/1998 Tonletal' 6,310,966 B1 10/2001 1311111116 6161. 
517781068 A 70998 John?“ ‘M11 6,314,196 B1 11/2001 Y61116g1161116161. 
5,778,384 A 7/1998 Provlno et 31. 6,353,811 B1 3/2002 Weissman 

21333123 A 31332 6,356,905 B1 3/2002 (161611111611 6161. 
1 1 6,366,953 B2 4/2002 1116116 

A 31333 Zia; 6,370,629 B1 4/2002 H661111g66161. 

5,838,812 A 11/1998 P616, J1. 6161. 21333123; 3% 23333 518411871 A 11/1998 Pinkasetal' 6,453,301 B1* 9/2002 N1w6 705/26 
5,856,659 A 1/1999 Drupsteen etal. 6’487’662 B1 110002 Kh """""""""" " 
5,870,723 A 2/1999 P6166161. ..................... .. 705/39 615021748 B2,, 1,2003 B “one a' 
5 878138 A 3/1999 Y666b1 1 1 erg etal' """""""""" 1' 235/379 

518781139 A M999 Rosen 6,529,885 B1 3/2003 JOhIlSOIl 

5,878,235 A 3/1999 P61161?61116161. 312331347‘? 5% ‘533333 game“ t 1 
518841271 A “999 Pitroda 6,574,607 B1 6/2003 cgftyij 
5,884,272 A 3/1999 W611<616161. 615781014 B1 600% Jr‘ 
5,887,140 A 3/1999 1161111116161. 615921044 Bl 7,2003 W t1 1' 
5 892 900 A 4/1999 (11111616161. 1 1 Onge 3' 

1 1 . 6,615,264 B1* 9/2003 StOltZ 6161. ................. .. 709/227 
518971622 A 4/1999 B1111“ etal' 6,655,585 B2 12/2003 s1111111 

A 15533153011 et 31 6,662,166 B2* 12/2003 P6166161. ..................... .. 705/39 

5,917,913 A 6/1999 w611g ............................ .. 705/67 21232133‘; 3%,, 3333A AvnFetal' 
. , , orns, Jr. ................... .. 235/382 

5,923,016 A 7/1999 Fredreg1llet a1. 6,871,287 B1 300% Ellingson 
213321333 A $333 Em etal' 6,910,132 B1 6/2005 B11611661161y6 
519361220 A 8/1999 Hirst?irno etal 6,941,462 B1 9/2005 T6111<611111166161. 

1 1 . ~ 6,968,453 B2 11/2005 D6y166161. 

23:31:33 A $333 331g‘; 31 7,003,495 B1 2/2006 B111g616161. 
5,948,040 A 9/1999 D6L611116 6161. 311311332 5% 13333? 31am“? , , uvlnage et 31. 

213231233 A 31333 vDvzié 7,188,110 B1 3/2007 L111111<6 6161. 
5,966,704 A 10/1999 F1116g6116161. 313521333 53 13333; and? et a1‘ . , , orns et a1. 

21333133: A 13333 7,565,541 B1 7/2009 T61b611116611 
1 1 . 7,613,659 B1 11/2009 11611111666161. 

2333?;3 A 53333 2001/0044906 A1* 11/2001 K6116v61<y 6161. .......... .. 713/202 
1 1 ~ 2001/0045458 A1* 11/2001 P6161161<y .................... .. 235/382 

2133313512 A $333 gilggra‘jtal' 2001/0051996 A1 12/2001 c66p616161. 
6,006,200 A 12/1999 B6166 6161. 2002/0123967 A1 9/2002 W‘mg 

1 1 . 2002/0123971 A1 9/2002 M6111Z6116161. 

213331333 A 133333 lsih‘ghng ettall' 2002/0128980 A1 9/2002 L111111<6 6161. 
610141636 A V2000 Rgecilrane 3' 2002/0147914 A1 10/2002 AIIlOld 
610161476 A V2000 Maes et a1 2002/0191816 A1 12/2002 M6111Z6116161. 
6’018’724 A V2000 Arent ' 2004/0044627 A1 3/2004 1111666116161. 
630213496 A 20000 Butcher et a1‘ 2004/0177097 A1 9/2004 Yu 6161. 
6,023,679 A 2/2000 Acebo et a1‘ 2004/0199469 A1 10/2004 Barillova et a1. 

A $1,115“, FOREIGN PATENT DOCUMENTS 
6,035,403 A 3/2000 s11bb16116161. EP 0949595 A2 10/1999 
6,047,268 A 4/2000 B6116116161. EP 1033 687 A2 9/2000 



US 8,219,495 B2 
Page 3 

EP 1 085 424 A1 3/2001 
JP 3060424 A 3/1991 
JP 9722857 * 2/1997 
JP 10240691 A 9/1998 
JP 11501423 T 2/1999 
JP 9978521 * 3/1999 
JP 11096363 A 4/1999 
JP 99164179 * 6/1999 
JP 11345266 A 12/1999 
TW 351799 2/1999 
TW 87107650 2/1999 
WO WO-95/13591 5/1995 
WO 9618162 A1 6/1996 
WO 9908217 A1 2/1999 
W0 WO 99/06928 2/1999 
WO 9921321 A1 4/1999 
WO WO-01/08055 A1 2/2001 
WO WO-01/22351 A1 3/2001 
WO WO-01/50428 A1 7/2001 
WO WO-01/59732 A2 8/2001 
WO WO-2005/033830 4/2005 

OTHER PUBLICATIONS 

Smart Card Handbook, 2nd Edition, Rankl et al, John Wiley & Sons, 
2000. All pages.* 
Drury; Demand Jumps for High-Tech ID Producer; Business First; 
Oct. 22, 2001; vol. 18, No. 3, p. 1. 
Co-pending U.S. Appl. No. 09/466,965, Authentication System, Fin 
gerprint Identi?cation Unit, and Authentication Method, ?led Dec. 
20, 1999. 
PACK: “Traditional Retailers Plan Interactive Stores”, Orlando Sen 
tinel, May 25, 1995. 
US. Appl. No. 10/014,960, ?led Dec. 11, 2001, entitled “Method or 
System for executing deferred transactions”. 
U.S. Appl. No. 10/015,070, ?led Dec. 11, 2001, entitled “Method and 
System of conducting Network-Based Transactions”. 
U.S. Appl. No. 09/483,584, ?led Dec. 11, 2000, entitled “Secure 
Electronic Commerce System”. 
US. Appl. No. 10/014,1 12, ?led Dec. 11, 2001, entitled“System and 
Method for Conducting Secure Transactions Over a Network”. 
John Borland, The Latest in Anti-piracy Efforts: Keystroke Recog 
nition, http://news.cnet.com/news/0-1005-202-2066437.html, pp. 
1-2 (dated Jun. 13, 2000). 
Kevin Featherly, Can Typing Style ‘ID’ Thwart Online Music 
Piracy?, http://www.ecommercetimes.com/news/articles2000/ 
000613-nb1.shtml, pp. 1-5 (dated Jun. 13,2000). 
Music to be Protected by BioPassword, http://hitsquad.com/smm/ 
news/275/, pp. 1-3 (dated Jun. 15, 2000)? 
Net Nanny Licenses Biopassword® to Musicrypt.com, Provides 
Biometric Security for Digital Music Transactions, http://www. 
netnanny.com./press/pressi20000612.htm, pp. 1-3 (dated Jun. 12, 
2000). 

Stephanie IZarek, Let’s See Some ID, http://www.foxnews.com/ 
vtech/122199/biometrics.sml, pp. 1-4 (dated Dec. 21, 1999). 
King, Brad. “Under the In?uence: Majors control Licensing, there 
fore control music streaming services” © 2001 Variety.com http:// 
www.variety.com/aIticle/VR1 117792024?categoryid:16&cs:1 
&s:h&p:0. 
King, Brad. “MP3.com Lets Streams Flow”. © 2000 Wired News/ 
Lycos Inc. http: f/wired-vi g.wired, com/ newsfprint/ 0, 
1294,40536,00.html. 
Myplay.com: “The FREE myplay DropBox”. Published Feb. 8, 2001 
as veri?ed by the Internet ArChive. http://web.archive.org/web/ 
200102081> 00057www.myplay.com/mp/1ocker/clientjsp. 
HeltZel, Paul. “Access your CDs anywhere” @Oct. 18, 1999 
CNN,com http://www.cnn.com/TECH/computing/9910/18/cds. 
anywhereidg. 
Harmon, Amy. “Deal Settles Suit Against MP3.com” @Nov. 15, 
2000 NewYork Times Company. http:/www nytimes. corril2000/11/ 
15/technology/i 5MUSI. html?ex:i 127275200 
&en843336327cff1333&ei:5070&printpage:yes. 
Borland, John. “Sprint POS unveils wireless MP3 ambitions” @Oct. 
31, 2000 CNET Networks Inc. http//news.com. corn/2102-1033i3 
247916html?tag:st.util. print. 
“Musicbank and Sony Music Entertainment Ink Licensing Agree 
ment”. @Oct. 30, 2000 Musicbank.com Archived at http:/ 
Mebarchive.orgtweb/20001210002400/www.musicbank.com/pr6. 
htrnl. 
U.S. Appl. No. 09/797,516: Final Of?ce Action dated Sep. 19, 2006. 
Of?ce Action from corresponding Japanese Application No. 2001 
562427 dated Jun. 14, 2010. 
Of?ce Action from corresponding Japanese Application No. 2001 
562427 dated Dec. 13,2010. 
Crawford, Sharon, “Windows 2000 Pro: The Missing Manual” a2000 
O’Reilly Media Inc. Excerpts from Chapters 9 & 13 (32 pages total). 
Delio, Michelle. “PC Expo: It’s All About the Hand”. Published Jun. 
27, 2000 by wired.com (2 pages) http://www.wired.com/print/sci 
ence/discoveries/news/2000/06/37266. 
Sommefeldt, RysZard. “Compaq iPAQ H3630 PocketPC Review”. 
Published Jan. 23, 2001 by hexus.net (7 pages) http://www.hexus. 
net/ c ontent/ itemiprint.php?item: 13 0. 
“Ethenticator MS 3000” product page from ethentica.com. Observed 
by the Internet Archive on Aug. 15, 2000 (2 pages) http://web.archive. 
org/web/20000815235523/www.ethentica.com/ms3000.pdf. 
“Expansion Packs” product page from compaq.com Observed by the 
Internet Archive on Aug. 15, 2000 (2 pages) http://web.archive.org/ 
web/20000815202017/www.compaq.com/products/handhelds/ 
pocketpc/jacketshtml. 

* cited by examiner 





US. Patent Jul. 10, 2012 Sheet 2 of6 US 8,219,495 B2 

Internet 

FIG. 2 IllIllIllIlllllllllllllllllllllllllIllllllllllllllllllllllIlllllllll 



US. Patent Jul. 10, 2012 Sheet 3 of6 US 8,219,495 B2 

FIG. 3 DATA TRANSFER TO PAYOR BANK: 
AUTHENTICATION CODE, PAYOR 

100 /) BANKID, CUSTOMER ACCOUNT 
NUMBER, PURCHASE AMOUNT 

CUSTOMER CONNECTS 
TO ON-LINE PROVIDER OF 
GOODS OR SERVICES 

102 I 
L CUSTOMER SELECTS 

GOODS/SERVICES 
104 I 
k CUSTOMER PROMPTED 

TO AUTHENTICATE 
HIMSELF 

106 I 
L CUSTOMER ACTIvATES 

FINGERPRINT 
RECOGNITION DEVICE 

I 
183/ FINGERPRINT 

RECOGNITION DEvICE 
COMPARES PRESENT vs 
STORED FINGERPRINT 

110 I 
L CUSTOMER INSERTS 

FINGERPRINT 
I12 RECOGNITION DEVICE 128 pAYOR BANK TRANSMHS 

INTO INTERFACE K, AUTHORIZATION 
\ I CONDITION TO PROVIDER 

DATA TRANSFER TO PROVIDER: 0F G‘I8QJSOQASEEEIIEV'CES 
AUTHENTICATION CODE, PAYOR TRANSACTION 
BANK ID, CUSTOMER ACCOUNT 
NUMBER, DELIVERY ADDRESS 

1267 
AUTHORIZATION 

CONDITION 
NEGATIVE 

AUTHENTICATION 
CODE RECEIVED 

? 
TRANSACTION . TRANSACTION 

COMPLETED REFUSED 



US. Patent Jul. 10, 2012 Sheet 4 of6 

15° TRANSACTION 
‘T’ SETTLEMENT 

152 

162/\ I 
PAYOR BANK 
CREDITS 

PROVIDER'S 
ACCOUNT 

US 8,219,495 B2 

156 j 
Is TRANSACTION 

PROVIDER'S BANK RECEIPT 
SAME AS PAYOR TRANSMITTED 

BANK To PROVIDER'S 
? BANK 
Y 

TRANSACTION \J/54 
RECEIPT 

TRANSMI'ITED 
T0 PAYOR BANK 

PAYOR BANK 158 
DEBITS J 

CUSTOMER 
ACCouNT 

IS 
PROVIDER'S BANK 
SAME AS PAYOR 

BANK 
? 

PAYOR BANK 164 
TRANsMITs 
CREDIT TO J 
PROVIDER'S 

BANK 

II 
PROVIDER'S 
BANK CREDITS 166 
PROVIDER'S J 
ACCouNT 



US. Patent Jul. 10, 2012 Sheet 5 of6 US 8,219,495 B2 

200 CUSTOMER ACCESSES 2T4 
\/ SETTLEMENT BANK CUSTOMER PRO S J 

INvESTMEN 
202 INSTRUCTIONS 

\ CUSTOMER 

PROMPTED T0 216 
AUTHENTTCATE SETTLEMENT BANK / 

204 HIMSELF TRANSM'T q INSTRUCTION 
I I INVESTMENT PROVIDER 
CUSTOMER ACTIVATES 

GERPRINT ‘ 218 

RE NITION DEVICE 'NVESTQEEFéTUFT’EgV'DER J 
206 (anonomous) INVESTMENT 

FINGERPRINT INSTRUCTIONS 
RECOGNITI EVICE T 220 
COMPARES R SE vs 
STORED FINGERP TRémgu??gEcElpT ,) 

20s I SETTLEMENT 
( CUSTOMER INSERTS T 224 

FIN PRINT ETTLEM BANK 
RECOG N DEVlCE SDEBH'S m J 

21°\ INTo INTERFACE CUSTOMER ACT; 
I 

DATA TRANSFER To LEMENT SETTLEMENT BANK 22-6 
BANKIA HENTICATI C DEBH'S/CREDH' 
CUSTOM CCOUNT NuM TNT/ES ENT PROM S 

212 COUNT 

AUTHENTICATION 
CODE RECEIVED 



US. Patent Jul. 10, 2012 Sheet 6 of6 US 8,219,495 B2 

F I G' 6 CUSTOMER ACCESSES \sgo 
BANK 

I 
CUSTOMER s02 
PROMPTED TO 
AUTHENTICATE \J 

HIMSELF 
T 

CUSTOMER ACTIvATEs 304 
FINGERPRINT \J 

RECOGNITION OEvICE 

F 
FINGERPRINT 306 

RECOGNITION DEVICE I 
COMPARES PRESENT vs 
STORED FINGERPRINT 

I 308 
CUSTOMER INSERTS 

FINGERPRINT 
RECOGNITION DEVICE 

INTO INTERFACE 

I 310 
DATA TRANSER TO BANK: 
AUTHENTICATION COOE, —/ 

CUSTOMER ACCOUNT NUMBER 

CUSTOMER REQUESTS 314 
ACCESS TO ELECTRONIC _) 
SAFETY DEPOSIT BOX 

* 316 
BANK GRANTS REQUEST 
AND ELECTRONIC FILES 
ARE TRANSMITTED TO 
AND FROM CUSTOMER 



US 8,219,495 B2 
1 

METHOD OF USING PERSONAL DEVICE 
WITH INTERNAL BIOMETRIC IN 

CONDUCTING TRANSACTIONS OVER A 
NETWORK 

CROSS REFERENCE TO RELATED 
APPLICATION 

This application is a continuation of US. patent applica 
tion Ser. No. 09/510,811, ?led Feb. 23, 2000, the entire dis 
closure of Which is hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

The present invention relates to a method and system for 
authorizing a transaction betWeen tWo parties over a netWork 
and, more particularly, to authorizing a transaction over the 
netWork When an authorization code has been received by an 
authorizing entity, the authorization code being produced by 
a ?ngerprint identi?cation device in response to comparing a 
?ngerprint of one of the parties to a stored ?ngerprint in the 
device. 
As the use of netWorks, for example the Internet, become 

more prevalent, an ever expanding quantum of electronic 
commerce Will be conducted betWeen users over these net 
Works. Typically, a consumer of goods and/or services elec 
tronically connects to a provider of goods and/or services 
over a netWork, for example, by Way of a Website. Using 
knoWn Website broWser softWare, the consumer may revieW 
and select goods or services and request that such goods or 
services be delivered to a speci?ed address. 
The provider of goods or services, of course, expects to be 

paid for any goods or services requested by the consumer. 
Typically, this is accomplished by asking the consumer to 
enter his or her credit card number and expiration date. Some 
time thereafter, and most likely after the consumer has dis 
connected from the provider’s Website, the provider tele 
phones an authorizing entity (e.g., the originator or managing 
entity) of the credit card and requests authorization to com 
plete the transaction. In particular, the provider of goods 
and/ or services transmits the credit card number, expiration 
date, consumer name, and purchase amount to the authorizing 
entity and aWaits authorization. The authorizing entity 
accesses the consumer’s credit card account and veri?es that 
the consumer is in good standing and that the purchase 
amount Will not cause the consumer’s credit balance to 
exceed his or her credit limit. If the authorizing entity’s 
revieW of the consumer’s credit account is favorable, then 
authorization is transmitted to the provider of goods and/or 
services to complete the transaction With the consumer. 
As the provider of goods and/or services never actually 

sees the consumer and cannot assess the consumer in terms of 

Whether or not the consumer is attempting to fraudulently 
utilize the credit card, both the provider of goods and/or 
services and the authorizing entity (originator of the credit 
card) must assume that the consumer is the authorized user of 
the credit card. It is only When the authorized user of a lost or 
stolen credit card calls the authorizing entity (or its represen 
tative) to report the lost and/or stolen card, that fraudulent 
uses of the credit card may be avoided. 

Similar problems occur When goods and/or services are 
requested and con?rmed by a user of the netWork simply by 
connecting With the provider’ s Website. For example, When a 
provider of goods and/ or services requires an initial registra 
tion With a particular consumer that authorizes billing the 
consumer for use of the Website, accidental (or fraudulent) 
use of the Website is likely by non-authorized users. More 
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2 
particularly, a parent (authorized user) may contract With a 
provider of goods and/or services to permit the authorized 
consumer to utilize the Website. The terms of the contract (or 
registration) may be that the consumer’s credit card Will be 
charged for an amount representing use of the Website by the 
authorized consumer (e. g., obtaining information from the 
Website or purchasing goods). Unfortunately, the only Way 
that the provider of goods and/or services knoWs that a user of 
the Website is an authorized consumer is by Way of an iden 
ti?cation number (e. g., passWord etc.) given by the authorized 
consumer or automatically transmitted by the authorized con 
sumer’s personal computer. Thus, any user of the authorized 
consumer’s personal computer Who obtains the passWord (if 
employed) may access the Website and incur charges Without 
the knoWledge of the authorized consumer. 

Accordingly, there is a need in the art for a neW method and 
system for facilitating and authorizing transactions betWeen 
parties over a netWork Which provides all parties to the trans 
action With con?dence that the initiator of the transaction is 
authorized to enter into the transaction. 

SUMMARY OF THE INVENTION 

In accordance With one or more aspects of the present 
invention, a method includes generating authentication infor 
mation using a ?ngerprint authentication device; transmitting 
the authentication information to a managing entity; authen 
ticating a user of the ?ngerprint authentication device based 
upon at least the authentication information; transmitting an 
authentication to at least one provider of goods or services; 
and if the authentication is valid, accessing the at least one 
provider of goods or services. Alternatively, the method may 
include receiving a request to access at least one provider of 
goods or services; requesting authentication to access the at 
least one provider of goods or services; receiving authentica 
tion from a managing entity to access the at least one provider 
of goods or services. Still further, the method may altema 
tively include receiving authentication information from a 
remotely connected ?ngerprint authentication device; 
authenticating a user of the ?ngerprint authentication device 
based upon the authentication information; and transmitting 
an authentication to at least one remotely connected provider 
of goods or services. Still further, the method may include: 
initiating a connection With at least one provider of goods or 
services; generating authentication information using a ?n 
gerprint authentication device; transmitting the authentica 
tion information to a managing entity; and accessing the at 
least one provider of goods or services if the authentication 
information is valid. 

Preferably, the stored ?ngerprint is in an encrypted format. 
In accordance With one or more further aspects of the 

present invention, a system includes: a ?ngerprint authenti 
cation device to generate authentication information; a man 
aging entity to receive the authentication information, the 
managing entity authenticates a user of the ?ngerprint 
authentication device based upon the authentication informa 
tion; and at least one provider of goods or services to receive 
an authentication from the managing entity, Wherein the user 
of the ?ngerprint authentication device accesses the at least 
one provider of goods or services if the authentication is valid. 
Alternatively, the system may include: at least one provider of 
goods or services to receive a request for access, to request 
authentication for access, and to receive authentication from 
a managing entity for access to the at least one provider of 
goods or services. Still further, a system may include: at least 
one provider of goods or services to receive a request for 
access, to request authentication for access, and to receive 
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authentication from a managing entity for access to the at 
least one provider of goods or services. Still further, a system 
may include: a managing entity to receive authentication 
information from a remotely connected ?ngerprint authenti 
cation device, to authenticate a user of the ?ngerprint authen 
tication device based upon the authentication information, 
and to transmit an authentication to at least one remotely 
connected provider of goods or services. 

In accordance With one or more further aspects of the 
present invention, an apparatus includes: a ?ngerprint authen 
tication device to initiate a connection With at least one pro 
vider of goods or services, to generate authentication infor 
mation, to transmit the authentication information to a 
managing entity, and to access the at least one provider of 
goods or services if the authentication information is valid. 

In accordance With one or more further aspects of the 
present invention, a system includes: means for generating 
authentication information using a ?ngerprint authentication 
device; means for transmitting the authentication information 
to a managing entity; means for authenticating a user of the 
?ngerprint authentication device based upon at least the 
authentication information; means for transmitting an 
authentication to at least one provider of goods or services; 
and if the authentication is valid, means for accessing the at 
least one provider of goods or services. Alternatively, a sys 
tem may include: means for receiving a request to access at 
least one provider of goods or services; means for requesting 
authentication to access the at least one provider of goods or 
services; means for receiving authentication from a managing 
entity to access the at least one provider of goods or services. 
Still further, a system may include: means for receiving 
authentication information from a remotely connected ?nger 
print authentication device; means for authenticating a user of 
the ?ngerprint authentication device based upon the authen 
tication information; and means for transmitting an authenti 
cation to at least one remotely connected provider of goods or 
services. Still further, a system may include: means for initi 
ating a connection With at least one provider of goods or 
services; means for generating authentication information 
using a ?ngerprint authentication device; means for transmit 
ting the authentication information to a managing entity; and 
means for accessing the at least one provider of goods or 
services if the authentication information is valid. 

In accordance With one or more further aspects of the 
present invention, a computer readable medium includes 
instruction, Which When executed by a processor performs a 
method comprising: generating authentication information 
using a ?ngerprint authentication device; transmitting the 
authentication information to a managing entity; authenticat 
ing a user of the ?ngerprint authentication device based upon 
at least the authentication information; transmitting an 
authentication to at least one provider of goods or services; 
and if the authentication is valid, accessing the at least one 
provider of goods or services. The computer readable 
medium may include instructions, Which When executed by a 
processorperforms a method including: receiving a request to 
access at least one provider of goods or services; requesting 
authentication to access the at least one provider of goods or 
services; receiving authentication from a managing entity to 
access the at least one provider of goods or services. A com 
puter readable medium may include instructions, Which When 
executed by a processor performs a method including: receiv 
ing authentication information from a remotely connected 
?ngerprint authentication device; authenticating a user of the 
?ngerprint authentication device based upon the authentica 
tion information; and transmitting an authentication to at least 
one remotely connected provider of goods or services. Still 
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further, a computer readable medium may includes instruc 
tions, Which When executed by a processor performs a 
method including: initiating a connection With at least one 
provider of goods or services; generating authentication 
information using a ?ngerprint authentication device; trans 
mitting the authentication information to a managing entity; 
and accessing the at least one provider of goods or services if 
the authentication information is valid. 

Other objects, features, and advantages Will become appar 
ent to those skilled in the art in light of the description herein 
taken in conjunction With the accompanying draWing. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For the purposes of illustrating the invention, there are 
shoWn in the draWings forms Which are presented preferred, it 
being understood, hoWever, that the invention is not limited to 
the precise arrangements and instrumentalities shoWn. 

FIG. 1 is a block diagram illustrating a preferred system for 
carrying out the invention. 

FIG. 2 is a schematic diagram of a ?ngerprint identi?cation 
device Which is connectable to a computer in accordance With 
the present invention. 

FIG. 3 is a How diagram illustrating process steps for 
authoriZing a transaction betWeen a consumer and a provider 
of goods and/or services over a netWork in accordance With 
one aspect of the invention. 

FIG. 4 is a How diagram illustrating a settlement sequence 
folloWing the transaction process of FIG. 3. 

FIG. 5 is a How diagram illustrating process steps for 
facilitating an investment transaction over a netWork in accor 
dance With another aspect of the present invention. 

FIG. 6 is a How diagram illustrating process steps for 
facilitating access to an electronic account, such as an elec 
tronic safety deposit box, in accordance With another aspect 
of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

Reference is noW made to FIG. 1 Which illustrates a block 
diagram of a system suitable for carrying out the present 
invention. The system preferably includes a bank 10, such as 
a payor bank, settlement bank, originating bank, etc. The 
payor bank 10 preferably includes a processing unit 22 (such 
as a central computer, distributed computer, netWorked com 
puter, etc.) in communication With one or more interface units 
20 (for example, netWork interfaces, Wireless interfaces, net 
Work servers, etc.). The processing unit 22 is also in commu 
nication With a plurality of back of?ce and/or electronic func 
tional units, including, for example, one or more electronic 
safety deposit boxes 24, bank accounts 26, settlement credit/ 
debit accounts 28, lease accounts 30, and ?nance accounts 32. 
Each of the functional units preferably includes one or more 
databases containing information concerning the accounts 
thereof and the customers utiliZing them. 

Preferably, the payor bank 10 issues a plurality of ?nger 
print identi?cation devices 50 to a plurality of customers 52. 
The ?ngerprint identi?cation devices 50 may take any of a 
number of forms, e.g., a card, a smart card, a cellular phone, 
and a universal serial bus stick. It is preferred that each ?n 
gerprint identi?cation device 50 is associated With one or 
more of the functional accounts of the payor bank 10. For 
example, the payor bank 10 may issue a ?ngerprint identi? 
cation device 50 to a customer 52 Which is associated With a 
bank account 26. That customer 52 may be issued another 
?ngerprint identi?cation device 50 associated With an elec 
tronic safety deposit box 24. It is understood, hoWever, that 
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the payor bank 10 may issue a single ?ngerprint identi?cation 
device 50 Which is associated With both the bank account 26 
and electronic safety deposit box 24 (and any other functional 
account) Without departing from the scope of the invention. 

With reference to FIG. 2, the ?ngerprint identi?cation 
device 50 is preferably in the form of a card or thin box Which 
contains information about the oWner of the device, the payor 
bank, the functional account number, etc. The ?ngerprint 
identi?cation device 50 includes a microprocessor, memory, 
and ?ngerprint sensor 51 Which are interconnected and pro 
grammed in order to compare a ?ngerprint of the customer 52 
With a stored ?ngerprint of that customer 52. The card issues 
an authoriZation code only When the ?ngerprint of the cus 
tomer 52 matches the stored ?ngerprint. Those skilled in the 
art Will appreciate that any of the knoWn hardWare suitable to 
implement the ?ngerprint identi?cation device 50 may be 
employed. 

It is most preferred that the stored ?ngerprint and other 
information regarding the customer 52 are in encrypted form 
(e.g., using knoWn PKI technology) and that this encrypted 
information remain encrypted When transmitted from the 
device 50 to any other device. It is preferred that the ?nger 
print identi?cation device 50 is connectable to a computer 54 
(such as a PC) through an interface 56. The ?ngerprint iden 
ti?cation device 50 may include a connector 57 Which is 
matable With a corresponding connector 58 on the interface 
56. The interface 56 preferably receives information from the 
?ngerprint identi?cation device 50 through the connectors 
57, 58 and transfers at least some of this information to the PC 
54 by Way of the universal serial bus (U SB) interface. 

Alternatively, the device 50 may include an integral inter 
face for connecting to the computer 54 by Way of the universal 
serial bus (USB). Thus, the information on the ?ngerprint 
identi?cation device 50 may be transmitted over a netWork 
(e. g., the Internet) from the computer 54, preferably in 
encrypted form (e. g., using API data transfer, PKS 11). 

Most preferably, the ?ngerprint identi?cation device 50 is 
a small, stand alone unit (e.g., measuring about 8.5 cm><5.4 
cm><0.9 cm and Weighting about 35 grams). It is most pre 
ferred that the ?ngerprint sensor 51 include a matrix of pixels 
formed in a semiconductor chip, a 128x192 matrix of pixels 
being preferred. Any of the knoWn ?ngerprint matching algo 
rithms may be employed, such as pattern matching. See, for 
example, U.S. Patent No. 4,582,985, entitled DATA CAR 
RIER, the entire disclosure of Which is hereby incorporated 
by reference. 

In an alternative embodiment, the ?ngerprint identi?cation 
device may be integral With the interface 56 or the interface 56 
may contain separate ?ngerprint identi?cation circuitry (in 
cluding sensor 51) such that the device 50 is not required to 
execute ?ngerprint recognition and matching. In another 
alternative embodiment of the invention, the computer 54 
may contain ?ngerprint identi?cation circuitry (including 
sensor 51) integrally disposed therein such that neither the 
device 50 nor the interface 56 is required to execute ?nger 
print recognition and matching. 

Referring to FIG. 1, any of the customers 52 may conduct 
transactions With one or more providers of goods and/or 
services, such as on-line brokerages 60, on-line goods pro 
viders 62, on-line services service providers 64, on-line 
investment account providers 66, providers of large capital 
purchases 68, brick and mortar merchants 70 or brick and 
mortar service providers 72. 

Reference is noW made to FIG. 3 Which is a How diagram 
illustrating process steps Which are preferably carried out in 
accordance With the invention. In particular, the process steps 
illustrated in FIG. 3 relate to a commercial transaction con 
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6 
ducted over a netWork (such as the Internet) betWeen a cus 
tomer 52 and an on-line provider of goods and/or services, 
such as the on-line brokerage 60, the on-line goods provider 
62, or the on-line services provider 64. 
At action 100, the customer 52 connects to the online 

provider of goods and/ or services 60, 62 or 64 by Way of the 
netWork in a manner Well knoWn to those skilled in the art. For 
example, the customer 52 may utiliZe a personal computer 
(PC) 54 (FIG. 2) to execute a broWser program operable to 
electronically connect to a Website of the provider of goods 
and/or services. Using the broWser program, the customer 52 
may vieW the goods and/or services available from the pro 
vider 60, 62 or 64 and select particular goods or services for 
one or more transactions (action 102). 
At action 104, the provider of goods and/or services 

prompts the customer 52 to authenticate himself or herself as 
being authoriZed to use a particular mode for making remit 
tance, for example, debiting a demand deposit account 
(DDA), debiting a credit card account, etc. In particular, the 
provider of goods and/or services prompts the customer 52 to 
authenticate himself by activating the ?ngerprint identi?ca 
tion device 50. 
At action 106, the customer 52 activates the ?ngerprint 

identi?cation device 50 in a manner consistent With knoWn 
techniques such that the ?ngerprint identi?cation device 
compares the customer’s ?ngerprint With a stored ?ngerprint 
(action 108) and produces an authorization code indicating 
that a match exists betWeen the customer’ s ?ngerprint and the 
stored ?ngerprint. At action 110, the customer 52 inserts the 
?ngerprint identi?cation device 50 into an interface device 56 
(FIG. 2). The customer 52 may alternatively authenticate 
himself by activating ?ngerprint identi?cation circuitry in the 
interface 56 or in the computer 54. Whichever technique is 
employed, the customer 52 preferably uses the personal com 
puter 54 to access the Internet. Data transfer is then conducted 
betWeen the ?ngerprint identi?cation device 50 (or other 
?ngerprint identi?cation circuitry if employed) and the pro 
vider of goods and/or services 60, 62 or 64 (action 112). The 
data transfer preferably includes at least one of the authenti 
cation code, payor bank identi?cation number, customer 
account number, and delivery address. Most preferably, the 
data of this transfer are in encrypted form. 
At action 114, if the customer 52 fails to transfer the 

authentication code to the provider of goods and/or services 
60, 62 or 64, then it is preferred that the provider of goods 
and/or services rejects the transaction and again requests that 
the customer authenticate himself (action 104). When at least 
the authentication code is received by the provider of goods 
and/or services 60, 62 or 64, then the processing of the trans 
action is permitted to continue. 
At action 116, the provider of good and/or services 60, 62 

or 64 preferably transfers data to the payor bank 10, Which 
data preferably includes at least one of the authentication 
code, payor bank identi?cation number, customer account 
number, and purchase amount. It is mo st preferred that at least 
the authentication code be provided to the payor bank 1 0. The 
payor bank 10 then analyZes at least one of the payor bank 
identi?cation number (action 118), the customer account 
number (action 120), the purchase amount (action 122) and 
the authorization code (124) to determine Whether one or all 
of the data are valid. Most preferably, the payor bank 10 
analyZes the authentication code (action 124) to verify its 
validity prior to authoriZing the transaction. As illustrated, the 
queries at actions 118, 120, 122, and 124 are linked serially 
through the af?rmative (“Y”) branch of each. It is noted, 
hoWever, that the queries of actions 118, 120, 122, and 124 
may be linked in parallel Without departing from the scope of 
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the invention. It is intended that an af?rmative determination 
at one or more ofthe queries ofactions 118, 120, 122 and 124 
tends to advance the process How toWard action 128. If, 
hoWever, any one or more of the data are not valid and the 
queries at one or more of actions 118, 120, 122 and 124 are 
negative (“N”), then the payor bank 10 preferably establishes 
a negative authorization condition (action 126). 

At action 128, the payor bank 10 preferably transmits the 
authorization condition to the provider of goods and/or ser 
vices and the provider of goods and/or services determines 
Whether the authorization condition is positive or negative 
(action 130). When the authorization condition is negative, 
the provider of goods and/ or services refuses to complete the 
transaction (action 132). Conversely, When the authorization 
condition is positive, the provider of goods and/or services 
completes the transaction (action 134). 

Those skilled in the art Will appreciate that commercial 
transactions conducted at the point of sale, for example, at 
brick and mortar stores, 70, 72, may be carried out in accor 
dance With the invention using the steps illustrated in FIG. 3 
With the exception of those concerning the transmission of 
data from the customer 52 to the provider 60, 62 or 64 over the 
network. Instead, the data (e.g., at least one of the authenti 
cation code, payor bank identi?cation number, customer 
account number, delivery address, etc.) Would be provided to, 
for example, the merchant 70 and/ or service provider 72 at the 
point of sale (action 112). 

With reference to FIG. 4, once the commercial transaction 
has been completed (FIG. 3), the transaction is settled (action 
150). Initially, a determination is made as to Whether the 
provider of goods and/or services 70, 72 utilizes the payor 
bank 10 in settling its transactions (action 152). If it does, a 
transaction receipt is transmitted from the provider of goods 
and/or services 70, 72 to the payor bank 10. If not, then the 
provider of goods and/or services 70, 72 may settle the trans 
action through its oWn bank (e.g., a merchant bank 74) by 
transmitting the transaction receipt to that bank (action 156). 
The provider’s bank Would then transmit the transaction 
receipt to the payor bank 10 (action 154). 

At action 158, the payor bank 10 debits the customer’s 
account and at action 160, a determination is again made as to 
Whether the provider of goods and/or services 70, 72 utilizes 
the same payor bank 10 as the customer 52. If it does, the 
payor bank 10 directly credits the bank account of the pro 
vider of goods and/or services (action 162). If not, the payor 
bank 10 transmits a credit to the bank of the provider of goods 
and/ or services (action 164) and that bank credits the provid 
er’s bank account (action 166). 

Reference is noW made to FIG. 5 Which is a How diagram 
illustrating process steps in accordance With another aspect of 
the present invention. In particular, the process steps repre 
sent actions to be taken to facilitate an investment transaction 
betWeen a customer 52 and an on-line investment service 
provider 66 (FIG. 1). In accordance With the invention, the 
on-line investment provider 66 may be an investment bank, a 
brokerage, etc., and may be located domestically or off- shore. 
Preferably, the investment transaction is conducted through 
the settlement bank 10 (the term settlement being used to 
indicate that the customer’s bank account Within the settle 
ment bank 10 may be debited or credited depending on the 
investment transaction). 

At action 200, the customer 52 preferably accesses the 
settlement bank 10 via a netWork, such as the Internet, using 
any of the knoWn techniques. After the customer 52 has 
indicated that he or she is interested in conducting an invest 
ment transaction, the settlement bank 10 prompts the cus 
tomer 52 to authenticate himself or herself (action 202). In 
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8 
response, the customer 52 preferably activates the ?ngerprint 
identi?cation device 50 (action 204) Which causes the device 
to compare the customer’s ?ngerprint With a stored ?nger 
print (action 206) and produce an authentication code if a 
match is obtained. 

At action 208, the customer preferably inserts the ?nger 
print identi?cation device 50 into an interface 56 (FIG. 2) 
suitable for transmitting data betWeen the ?ngerprint identi 
?cation device 50 and the settlement bank 10, for example, 
via the universal serial bus of the computer 54. Alternatively, 
the customer 52 may authenticate himself or herself by acti 
vating ?ngerprint identi?cation circuitry in the interface 56 or 
in the computer 54. Whichever technique is employed, the 
customer 52 preferably uses the computer 54 to access the 
Internet. At action 210, data is preferably transmitted from the 
?ngerprint identi?cation device 50 (or other ?ngerprint iden 
ti?cation circuit if employed) to the settlement bank 10, the 
data including at least one of the authentication code and the 
customer investment account number (in encrypted form). 
At action 212, if the settlement bank 10 receives the 

authentication code (and, if required, the investment account 
number), then the investment transaction is permitted to con 
tinue. If not, then the process ?oWs back to action 202 Where 
the customer 52 is again prompted to authenticate himself or 
herself. 

At action 214, the customer 52 preferably provides invest 
ment instructions to the settlement bank 10 over the netWork, 
such as “buy 100 shares of xyz corporation” and, at action 
216, the settlement bank 10 transmits the instructions to the 
on-line investment provider 66 (e. g., an investment bank). It is 
noted that the investment instructions may be transmitted to 
the on-line investment provider 66 in a Way Which maintains 
the customer’s anonymity. Indeed, the customer’s name, 
account number, etc., need not be transmitted to the invest 
ment provider 66. The customer 52, hoWever, may instruct the 
settlement bank 10 as to Whether or not he or she Wishes to 

maintain such anonymity. 
At action 218, the on-line investment provider 66 executes 

the investment instructions and does not require authorization 
because, by previous agreement, the receipt of investment 
instructions from the settlement bank 10 itself is authoriza 
tion enough. At action 220, a transaction receipt is transmitted 
to the settlement bank 10 indicating Whether remittance is 
required or payment is being made. At action 224, the settle 
ment bank 10 credits or debits the customer’s investment 
account in accordance With the transaction receipt and, at 
action 226, the settlement bank 10 debits and/or credits the 
on-line investment provider’s 66 account. 

Reference is noW made to FIG. 6 Which is a How diagram 
illustrating process steps in accordance With yet another 
aspect of the present invention. In particular, the process steps 
represent actions to be taken to facilitate access an electronic 
account Within the payor bank 10. Preferably, the electronic 
bank account is an electronic safety deposit box 24, it being 
understood that any of the functional accounts (e.g., bank 
deposit account 26, credit/ debit account 28, lease account 30, 
?nance account 32, etc.) may be accessed in a similar Way. At 
action 300, the customer 52 preferably accesses the payor 
bank 10 via the netWork using any of the knoWn techniques. 
After the customer 52 has indicated that he or she is interested 
in accessing an electronic account (such as an electronic 
safety deposit box 24), the payor bank 10 then prompts the 
customer 52 to authenticate himself or herself (action 302). In 
response, the customer 52 preferably activates the ?ngerprint 
identi?cation device 50 (action 304) Which causes the device 
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to compare the customer’s ?ngerprint With a stored ?nger 
print (action 306) and produce an authentication code if a 
match is obtained. 

At action 308, the customer preferably inserts the ?nger 
print identi?cation device 50 into an interface 56 (FIG. 2) 
suitable for transmitting data betWeen the ?ngerprint identi 
?cation device 50 and the payor bank 10, for example, via the 
universal serial bus of the computer 54. Alternatively, the 
customer 52 may authenticate himself or herself by activating 
?ngerprint identi?cation circuitry in the interface 56 or in the 
computer 54. Whichever technique is employed, the cus 
tomer 52 preferably uses the computer 54 to access the Inter 
net. At action 310, data is preferably transmitted from the 
?ngerprint identi?cation device 50 (or other ?ngerprint iden 
ti?cation device if employed) to the payor bank 10 (in 
encrypted form), the data including at least one of the authen 
tication code and the number of the electronic account. 

At action 312, if the payor bank 10 receives the authenti 
cation code (and, if required, the account number), then the 
access process continues. If not, the process ?oWs back to 
action 302 Where the customer 52 is again prompted to 
authenticate himself or herself. At action 314, the customer 
52 may again request access to the electronic account, e.g., 
the electronic safety deposit box 24, and, at action 316, the 
payor bank 10 grants the customer’s request and permits the 
customer 52 to manipulate, receive, and/or transmit elec 
tronic ?le(s) to the account. Those skilled in the art Will 
appreciate that the ?les contained in an electronic safety 
deposit box 24 may include Will(s), codicil(s), title to securi 
ties or other property, contract(s), certi?cate(s), insurance 
policies, etc. These ?les are represented by the “database” 
shoWn in the electronic safety deposit box 24 shoWn in FIG. 
1. 

Advantageously, the method and system of the present 
invention readily provides for authorizing transactions over a 
netWork in Which all parties to the transaction maintain con 
?dence that the initiator (e. g., the customer) of the transaction 
is authoriZed to enter into the transaction. The transactions are 
not limited to commercial transactions for goods/ services, but 
may include investment transactions, and access to electronic 
bank accounts, such as electronic safety deposit boxes 24, 
bank deposit accounts 26, settlement credit/debit accounts 
28, etc. 

Although the invention herein has been described With 
reference to particular embodiments, it is to be understood 
that these embodiments are merely illustrative of the prin 
ciples and applications of the present invention. It is therefore 
to be understood that numerous modi?cations may be made 
to the illustrative embodiments and that other arrangements 
may be devised Without departing from the spirit and scope of 
the present invention as de?ned by the appended claims. 

What is claimed is: 
1. A method comprising: 
storing a ?ngerprint for authenticating a user’s ?ngerprint 

in encrypted form in memory of a ?ngerprint authenti 
cation card, the stored ?ngerprint being stored such that 
the stored ?ngerprint may be used to perform multiple 
authentications in the ?ngerprint authentication card; 

initiating, over a netWork by a ?rst computer, a transaction 
With a second computer associated With a provider of 
goods or services; 

in response to initiating the transaction, receiving, from the 
second computer, a request to authenticate the user as 
being authoriZed to complete the transaction; 

after receiving the request to authenticate, receiving 
authentication information from the ?ngerprint authen 
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10 
tication card When the user’s ?ngerprint matches the 
stored ?ngerprint stored in the ?ngerprint authentication 
card; 

transmitting the authentication information to a third com 
puter associated With a managing entity; and 

processing the transaction When the authentication infor 
mation is valid. 

2. The method of claim 1 Wherein the authentication infor 
mation includes an authentication code. 

3. The method of claim 1 Wherein the authentication infor 
mation is encrypted. 

4. The method of claim 1 further comprising: 
When the authentication information is not valid, receiving 

a second request for authentication from the second 
computer. 

5. The method of claim 1, further comprising comparing, 
by a processor of the ?ngerprint authentication card, the 
stored ?ngerprint and a scanned ?ngerprint, and Wherein the 
authentication information is generated by the processor 
based on Whether the user’s ?ngerprint matches the stored 
?ngerprint stored in the ?ngerprint authentication card. 

6. A ?ngerprint authentication device comprising: 
a card including a memory that stores a ?ngerprint in 

encrypted format; 
the card further including a ?ngerprint sensor that receives 

a ?ngerprint of a user, 
the card further including a processor to compare the stored 

?ngerprint With the ?ngerprint of the user scanned by the 
?ngerprint sensor, 

the ?ngerprint authentication device is operable to initiate 
a transaction, over a netWork, With a second computer 
associated With a provider of goods or services, to gen 
erate authentication information if the user’s ?ngerprint 
matches the stored ?ngerprint, to transmit the authenti 
cation information to a third computer associated With a 
managing entity, and to process the transaction When the 
authentication information is valid, Wherein the stored 
?ngerprint remains in the ?ngerprint authentication 
device in order to perform subsequent matches in the 
card of the ?ngerprint authentication device. 

7. The apparatus of claim 6 Wherein the authentication 
information is encrypted. 

8. The apparatus of claim 6 Wherein the ?ngerprint authen 
tication device interacts With the managing entity using an 
interface device. 

9. The apparatus of claim 6 Wherein the ?ngerprint authen 
tication device interacts With the at least one provider of 
goods or services using an interface device. 

10. The apparatus of claim 6 Wherein the ?ngerprint 
authentication device receives a request for authentication 
from the at least one provider of goods or services. 

11. The apparatus of claim 6 Wherein the authentication 
information includes an authentication code. 

12. The apparatus of claim 11 Wherein the authentication 
code is encrypted. 

13. The apparatus of claim 6 Wherein the ?ngerprint 
authentication device interacts With the at least one provider 
of goods or services to conduct a transaction if at least the 
authentication information is valid. 

14. A computer readable medium comprising instructions, 
Which When executed by a processor, performs a method 
comprising: 

initiating, over a netWork by a ?rst computer, a transaction 
With a second computer provider of goods or services; 

storing an encrypted ?ngerprint in memory of a ?ngerprint 
authentication card for authenticating a user’s ?nger 
print, the encrypted ?ngerprint being stored such that the 
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stored ?ngerprint may be used to perform multiple 
authentications in the ?ngerprint authentication card; 

in response to initiating the transaction, receiving, from the 
second computer, a request to authenticate the user as 
being authorized to complete the transaction; 

after receiving the request to authenticate, receiving 
authentication information from the ?ngerprint authen 
tication card When the user’s ?ngerprint matches the 
stored ?ngerprint stored in the ?ngerprint authentication 
card; 

transmitting the authentication information to a third com 
puter associated With a managing entity; and 

processing the transaction When the authentication infor 
mation is valid. 

15. A system comprising: 
a card comprising memory storing a ?ngerprint for authen 

ticating a user’s ?ngerprint in encrypted form such that 
the stored ?ngerprint may be used to perform multiple 
authentications in the ?ngerprint authentication card, 
the card further comprising a processor operable to: 
receive a scanned ?ngerprint; 
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compare the stored ?ngerprint to the scanned ?nger 

print; and 
generate authentication information based on Whether 

the user’s ?ngerprint matches the stored ?ngerprint 
stored in the ?ngerprint authentication card; 

a computer in communication With the card, the computer 
comprising a processor operable to: 
initiate, over a netWork, a transaction With a second 

computer provider of goods or services; 
in response to initiating the transaction, receive, from the 

second computer, a request to authenticate the user as 
being authorized to complete the transaction; 

after receiving the request to authenticate, receive 
authentication information from the authentication 
information from the card; 

transmit the authentication information to a third com 
puter associated With a managing entity; and 

process the transaction When the authentication infor 
mation is valid. 


