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TIME INFORMATION MANAGEMENT 
SYSTEM 

The present application is a 35 USC §371 application of 
PCT/IL2007/ 000561, ?led on 9 May 2007 and entitled “Time 
Information Management System”, Which Was published on 
27 Dec. 2007 in the English language With International 
Publication Number WO 2007/ 1483 1 9 and Which relies for 
priority on US. Provisional Patent Application No. 60/815, 
084, ?led on 20 Jun. 2006. 

The present invention relates to systems and methods for 
managing time information, particularly, but not exclusively, 
in the context of digital rights management (DRM) systems. 

BACKGROUND OF THE INVENTION 

Various devices, such as, by Way of a non-limiting 
example, smart cards, SIMs, and so on, comprise electronic 
circuitry and memory, and do not comprise a poWer source. 
Such devices may comprise hardWare or software implemen 
tations of programs Which depend on time data. 
One such device, by Way of a non-limiting example, is a 

SIM card providing DRM services to a cell phone handset. 
Such a device generally does not advance time When the 
device is cut off from poWer, such as When the SIM card is 
WithdraWn from the handset. When the device regains electric 
poWer, the device can update time by communicating With a 
time source, such as a timer kept in the handset. Additionally, 
both the SIM card and the handset may be cut off from poWer, 
When a cell phone handset battery is WithdraWn from the cell 
phone handset. Upon reinserting the battery into the cell 
phone handset, the cell phone handset typically asks a user 
Whether to update time, the time update being typically per 
formed by communicating With a time source provided by the 
cell phone service company. 

SUMMARY OF THE INVENTION 

The present invention seeks to provide improved systems 
and methods for managing time information, particularly, but 
not exclusively, in the context of digital rights management 
(DRM) systems. 
A typical example of using a preferred embodiment of the 

present invention is a cell phone handset, storing a DRM 
protected video clip, and a digital rights validation module 
Within a SIM (Subscriber Identity Module) card associated 
With the cell phone handset. The digital rights validation 
module comprises DRM rules and a DRM query processor in 
order to alloW or prevent use of the DRM-protected video 
clip. 

Typical DRM rules associated With use of DRM-protected 
video clips, are, by Way of non-limiting examples, rules such 
as: “do not alloW use before such-and-such release date”; and 
“do not alloW use after user’s subscription elapses”. The 
examples above depend on time. 

Time kept by a SIM card is not necessarily to be trusted. 
The SIM card is occasionally removed from the cell phone 
handset, at the same time also being detached from a poWer 
supply. Upon reinsertion into the cell phone handset, the SIM 
card is reconnected to the poWer supply, typically Without 
having measured elapsed time While being disconnected from 
the poWer supply. 

Time kept by a cell phone handset is also not necessarily to 
be trusted. Typically, a user sets the time of the handset to 
Whatever time the user Wishes, using a user interface, thereby 
being enabled to “spoof” the handset and the associated SIM 
card. 
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2 
Non-limiting examples of devices in Which time can be 

“spoofed” are: cell phone handsets; personal, laptop, and 
pocket computers; PDAs; video recorders; and so on. 

Preferred embodiments of the present invention comprise a 
rights validator, the rights validator comprising a DRM query 
processor enabled to receive rights queries and transmit 
results of the rights queries. The rights validator comprises a 
DRM query processor, in operative communication With a 
DRM rules base and a time-based query response module, as 
Will be described in more detail beloW, With reference to FIG. 
1. 
The present invention associates a degree of certainty With 

time measurements provided by a source of time measure 
ment. The degree of certainty is not expressed as an exact 
probability, since the likelihood that the source of time mea 
surement has been “spoofed” is not typically knoWn, and at 
best the likelihood may be approximated. 
The present invention, in preferred embodiments thereof, 

computes an estimated time, based at least in part on a sum of 
a Most Recently Updated Trusted Time (MRUTT) from a 
trusted time source, and a function combining estimates of 
elapsed time since the MRUTT. When more than one trusted 
time source is available, it is to be appreciated that the most 
recently updated trusted time is preferably used. The esti 
mates of elapsed time are based on indications of elapsed time 
from any one of several sources of time-related data. Prefer 
ably, the function combining the estimates of elapsed time is 
a Weighted average of the estimates of elapsed time. It is to be 
appreciated that a Weighted average of the estimates from 
more than one source is likely to mitigate the effect of hackers 
“spoo?ng” the one source. 

Preferably, the function combining the estimates of 
elapsed time since the MRUTT is also dependent on hoW 
much time has elapsed since the MRUTT. 
The present invention, in preferred embodiments thereof, 

also computes a degree of certainty and associates the degree 
of certainty With the estimated time. The degree of certainty is 
based, at least in part, on a function combining degrees of 
certainty Which are each associated With each of the sources 
of time-related data. One preferred embodiment of the 
present invention computes the degree of certainty based on a 
Weighted average of degrees of certainty associated With the 
sources of time-related data. 

Preferably, the function combining the degrees of certainty 
associated With the sources of time-related data is also depen 
dent on hoW much time has elapsed since the MRUTT. 
The estimated time preferably takes into account not only 

various untrusted time sources, but also a measurement of 
signi?cant events. By Way of a non-limiting example, a SIM 
card tracks a number of phone calls made since a trusted time 
update, and also tracks hoW many times poWer Was reset, a 
cumulative duration of phone calls, and so on. Phone calls and 
poWer resets are typical signi?cant events, and the cumulative 
duration of phone calls is signi?cant data derived from the 
signi?cant events. The signi?cant events and the signi?cant 
data derived from the signi?cant events provide data Which 
serves as a source for time estimates. Relative Weights asso 
ciated With time estimates associated With each event are 
preferably adjusted over time. By Way of a non-limiting 
example, a preferred embodiment of the present invention 
“learns” an average number of calls Which a user makes per 
hour, by tracking the number of phone calls and elapsed time. 
The average is used later on to estimate hoW many hours have 
passed since a trusted time update by measuring hoW many 
calls have been made since the trusted time update. 
A preferred embodiment of the present invention prefer 

ably keeps a running average and a variance of the above 
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mentioned data, and uses the running average and the vari 
ance to calculate degrees of certainty of time estimates. 
A ?eld of art named “fuzzy logic” deals With reasoning that 

is approximate rather than precise. Fuzzy logic deals With 
degrees of truth, Which represent membership in vaguely 
de?ned sets, and not in probabilities of some event or condi 
tion. Typical applications of fuzzy logic characterize sub 
ranges of a continuous variable, such as for examples a con 
tinuous variable ranging from 0 to 1, corresponding to a range 
from “false” to “true”. 

The present invention, in preferred embodiments thereof, 
uses heuristics, accepting as input a time-related rights query 
and various available time-related parameters and provides 
an ansWer to the time-related rights query. Typically, the 
time-related rights query relates to Digital Rights Manage 
ment: the time-related rights query relates to Whether a par 
ticular type of di gital operation is permitted; and the ansWer is 
a yes or no ansWer. 

An alternative preferred embodiment of the present inven 
tion uses heuristics, accepting as input a time-related query 
and various available time-related parameters, and provides 
an ansWer comprising time-related information and a degree 
of certainty associated With the time-related information. 

It is to be appreciated that a typical use of the time-related 
information and the degree of certainty associated With the 
time-related information is in digital rights management sys 
tems. 

Therefore, there is provided in accordance With a preferred 
embodiment of the present invention, a rights validator sys 
tem for controlling access to content, the system including a 
query processor to receive a rights query and to provide a 
result to the rights query based on an estimated time, and a 
time-based query response module operationally connected 
to the query processor, the time-based query response module 
being operative to determine the estimated time as a function 
of a most recently updated time, and a plurality of indications 
of elapsed time since the most recently updated time, the 
indications of elapsed time being from a plurality of different 
sources of time indication. 

Further in accordance With a preferred embodiment of the 
present invention the most recently updated time is a trusted 
time. 

Still further in accordance With a preferred embodiment of 
the present invention the most recently updated time is digi 
tally signed. 

Additionally in accordance With a preferred embodiment 
of the present invention the time-based query module is 
operative to determine the estimated time as a function of the 
mo st recently updated time, and an average of the indications 
of elapsed time since the most recently updated time. 

Moreover in accordance With a preferred embodiment of 
the present invention the time-based query module is opera 
tive to determine the average of the indications as a Weighted 
average based on a plurality of Weights associated With each 
of the indications of elapsed time. 

Further in accordance With a preferred embodiment of the 
present invention the time-based query module is operative to 
determine the Weights based on a degree of certainty of each 
of the indications of elapsed time. 

Still further in accordance With a preferred embodiment of 
the present invention the query processor is operative to pro 
vide a result to the rights query based on the estimated time 
and a degree of certainty of the estimated time. 

Additionally in accordance With a preferred embodiment 
of the present invention the time-based query module is 
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4 
operative to determine the degree of certainty of the estimated 
time as a function of a degree of certainty of each of the 
indications of elapsed time. 

Moreover in accordance With a preferred embodiment of 
the present invention the time-based query module is opera 
tive to determine the degree of certainty of the estimated time 
as an average of the degrees of certainty of the indications of 
elapsed time. 

Further in accordance With a preferred embodiment of the 
present invention the time-based query module is operative to 
determine the degree of certainty of the estimated time as a 
Weighted average of the degrees of certainty of the indications 
of elapsed time. 

Still further in accordance With a preferred embodiment of 
the present invention the time-based query response module 
is operative to determine the estimated time also as a function 
of a degree of certainty of each of the indications of elapsed 
time. 

Additionally in accordance With a preferred embodiment 
of the present invention the time-based query response mod 
ule is operative to determine the degree of certainty of at least 
one of the indications of elapsed time such that the degree of 
certainty decreases as the at least one indication of elapsed 
time increases. 

Moreover in accordance With a preferred embodiment of 
the present invention time-based query response module is 
operative to at least partially base the degree of certainty of 
each of the indications of elap sed time on historical data of the 
indications of elapsed time. 

Further in accordance With a preferred embodiment of the 
present invention the time-based query response module is 
operative to determine the degree of certainty of at least one of 
the indications of elapsed time is based on learning user 
behavior. 

Still further in accordance With a preferred embodiment of 
the present invention the time-based query module is opera 
tive to base at least one of the indications of elapsed time on 
a user-initiated event. 

Additionally in accordance With a preferred embodiment 
of the present invention time-based query module is operative 
to determine the one indication of elapsed time as a function 
of a number of occurrences of the user-initiated event since 
the most recently updated time. 

Moreover in accordance With a preferred embodiment of 
the present invention the time-based query module is opera 
tive to learn user behavior in relation to the user-initiated 
event, and adapt hoW the one indication of elapsed time is 
based on a number of occurrences of the user-initiated event. 

Further in accordance With a preferred embodiment of the 
present invention time-based query module is operative to 
base the one indication of elapsed time on an average user 
behavior in relation to the user-initiated event. 

Still further in accordance With a preferred embodiment of 
the present invention the user initiated event is a key stroke 
during a game. 

Additionally in accordance With a preferred embodiment 
of the present invention the user initiated event is playing a 
media item. 

Moreover in accordance With a preferred embodiment of 
the present invention the user initiated event is a poWer up or 
poWer doWn. 

Further in accordance With a preferred embodiment of the 
present invention the time-based query response module is 
operative to determine the estimated time also as a function of 
a degree of certainty of each of the indications of elapsed 
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time, wherein the degree of certainty of the one indication of 
elapsed time is based on learning user behavior in relation to 
the user-initiated event. 

Still further in accordance with a preferred embodiment of 
the present invention the time-based query module is opera 
tive such that the function determining the estimated time 
adapts depending on which of a plurality of access control 
criteria are being employed to control access to the content. 

There is also provided in accordance with still another 
preferred embodiment of the present invention a rights vali 
dator system for controlling access to content, the system 
including a query processor to receive a rights query and to 
provide a result to the rights query based on an estimated time, 
and a time-based query response module operationally con 
nected to the query processor, the time-based query response 
module being operative to determine the estimated time as a 
function of a most recently updated time, and an indication of 
elapsed time since the most recently updated time, the indi 
cation of elapsed time being based on a user-initiated event. 

Additionally in accordance with a preferred embodiment 
of the present invention time-based query module is operative 
to determine the indication of elapsed time as a function of a 
number of occurrences of the user-initiated event since the 
most recently updated time. 

Moreover in accordance with a preferred embodiment of 
the present invention the time-based query module is opera 
tive to learn user behavior in relation to the user-initiated 
event, and adapt how the indication of elapsed time is based 
on a number of occurrences of the user-initiated event. 

Further in accordance with a preferred embodiment of the 
present invention time-based query module is operative to 
base the indication of elapsed time on an average user behav 
ior in relation to the user-initiated event. 

Still further in accordance with a preferred embodiment of 
the present invention the user initiated event is a key stroke 
during a game. 

Additionally in accordance with a preferred embodiment 
of the present invention the user initiated event is playing a 
media item. 

Moreover in accordance with a preferred embodiment of 
the present invention the user initiated event is a power up or 
power down. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will be understood and appreciated 
more fully from the following detailed description, taken in 
conjunction with the drawings in which: 

FIG. 1 is a simpli?ed block diagram illustration of a time 
based digital rights management system constructed and 
operative in accordance with a preferred embodiment of the 
present invention; 

FIG. 2 is a simpli?ed ?owchart illustration of a preferred 
method of operation of the system of FIG. 1; and 

FIG. 3 is a simpli?ed ?owchart illustration of a preferred 
implementation of step 230 of FIG. 2. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

Reference is now made to FIG. 1, which is a simpli?ed 
block diagram illustration of a time-based digital rights man 
agement system constructed and operative in accordance with 
a preferred embodiment of the present invention. 

The system of FIG. 1 comprises a rights validator 10. The 
rights validator 10 preferably comprises a Digital Rights 
Management (DRM) query processor 20, associated with a 
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6 
DRM rules base 25 and with a time-based query response 
module 30. The Digital Rights Management (DRM) query 
processor 20 is operationally connected to the DRM rules 
base 25 and the time-based query response module 30. 
The time-based query response module 30 is preferably 

associated with a time and event store 35. It is to be appreci 
ated that the time and event store 35, which is depicted as 
separate from the time-based query response module 30, can 
be comprised in the time-based query response module 30. 
The time-based query response module 30 is also prefer 

ably operatively associated with at least one of: 
at least one trusted time source 40; 
at least one semi-trusted time source 45; 
at least one elapsed time source 50; and at least one event 

source 55. 

The trusted time source 40 is preferably operative to pro 
vide a time stamp (not shown) in response to a time stamp 
request (not shown). The trusted time source 40 may also 
preferably be enabled to periodically provide a time stamp to 
the time-based query response module 30 without need for 
the time stamp request. The trusted time source 40 is prefer 
ably “trusted”, that is, considered by persons setting up pre 
ferred embodiments of the present invention to provide the 
time stamp without the time stamp having been “spoofed” or 
“hacked”. The time stamp is preferably digitally signed by the 
trusted time source 40, and is preferably uniquely associated 
with the time stamp request. 
By way of a non-limiting example, the Online Certi?cate 

Status Protocol (OCSP) is a trusted time source 40. The 
OCSP provides, among other information, a digitally signed 
time stamp from a trusted certi?cate server (not shown). 
The semi-trusted time source 45 preferably comprises a 

time source operative to provide a time stamp (not shown) in 
response to a time stamp request (not shown). The semi 
trusted time source 45 may also preferably be enabled to 
periodically provide the time stamp to the time-based query 
response module 30 without need for the time stamp request. 
The semi-trusted time source 45 preferably provides the time 
stamp, but is not known to be trusted in the sense described 
above with reference to the trusted time source 40. The semi 
trusted time source typically does not digitally sign the time 
stamp. 
By way of a non-limiting example, an internal clock of a 

cell phone handset comprises a semi-trusted time source 40. 
The elapsed time source 50 preferably comprises a timer 

which typically tracks elapsed time during active periods, and 
resets to Zero when it is not active. The timer is not necessarily 
a device designed to provide time information formatted in 
time units such as seconds, minutes, hours and so on. The 
timer is generally a counter which increments in a monotoni 
cally increasing fashion, preferably incrementing substan 
tially periodically. An elapsed time is preferably determined 
based on the value of the counter. 
The elapsed time source 50 is preferably operative to pro 

vide the elapsed time (not shown) in response to an elapsed 
time request (not shown). The elapsed time source 50 prefer 
ably also sends the time-based query response module 30 an 
indication whenever the timer is reset to Zero. The elapsed 
time source 50 may also preferably be enabled to periodically 
provide the elapsed time to the time-based query response 
module 30 without need for the elapsed time request. 

Non-limiting examples of elapsed time sources 50 include 
a timer comprised in a memory card and a timer comprised in 
a SIM card. Such cards typically do not comprise a power 
source, and typically do not track elapsed time when not 
connected to the power source. 
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The event source 55 is preferably operative to provide an 
indication to the time-based query response module 3 0 When 
ever an event takes place, as Well as to provide an indication 

in response to an event count request. A non-limiting example 
of an event source 55 is a counter comprised in a smart card, 
Which increments Whenever a DRM-protected video is 
accessed. The counter of the event source 55 is not typically 
a device designed to measure time: The counter of the event 
source 55 is typically a counter Which increments in a mono 

tonically increasing fashion. The data Which the event source 
55 sends to the time-based query response module 30 com 
prises at least the value of the counter of the event source 55. 

The time and event sources 40, 45, 50, and 55, are prefer 
ably de?ned Within the rights validator 10. If there is a need to 
change, add, and delete time and event sources, the change, 
addition, and deletion of the time and event sources prefer 
ably happens by a secure update of one of: code comprised in 
the rights validator 10; and data comprised in the rights vali 
dator 10. 
A non-limiting example of a secure update is When the 

rights validator 10 runs digitally signed softWare, the running 
of the digitally signed softWare typically occurring in a com 
puting environment Which only alloWs running digitally 
signed softWare, signed by trusted authorities. 
The operation of the system of FIG. 1 is noW brie?y 

described. 
The rights validator 10 is preferably operative to: receive a 

rights query 60; and to provide a result 65 to the rights query 
60 based on the current estimated time, in order to control 
access to content. By Way of a non-limiting example, the 
rights query 60 typically comprises a query Whether viewing, 
or other use, of a DRM-protected video is alloWed based on 
the current estimated time. The result 65 typically comprises 
one of: “alloW” and “disalloW”, expressed in any appropriate 
format. 

The rights query 60 is preferably received by the DRM 
query processor 20. The DRM query processor 20 typically 
queries the DRM rules base 25, and receives a DRM rule 
associated With the DRM-protected video and the rights 
query 60, as is Well knoWn in the art of DRM. By Way of a 
non-limiting example, the DRM rule may comprise a limita 
tion that the DRM-protected video may only be used after a 
release date associated With the DRM-protected video has 
passed, the passing of the release date being associated With a 
desired degree of certainty. The DRM query processor 20 
preferably sends a time query 70 to the time-based query 
module 30, the query comprising parameters, in any appro 
priate format, querying Whether the release date has passed, 
With at least the desired degree of certainty. 

The time-based query response module 30 preferably pro 
duces a time query ansWer 75, typically the current estimated 
time, based, at least in part, on heuristic methods appropriate 
for the time query 70 and data stored in the time and event 
store 35. The time-based query response module 30 sends the 
time query ansWer 75 to the DRM query processor 20, and the 
DRM query processor 20 produces a result 65, such as, for 
example, and Without limiting the generality of the foregoing, 
“alloW”. 

Therefore, the DRM query processor 20 is operative to: 
receive the rights query 60; and provide the result 65 to the 
rights query 60 based on the current estimated time provided 
by the time-based query response module 30. Most prefer 
ably, the DRM query processor 20 is operative to provide the 
result 65 based on the current estimated time and a degree of 
certainty of the estimated time, described in more detail With 
reference to FIG. 3. 
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The rights validator 10 is preferably constructed to be as 

tamper-resistant as possible, since security of the results 65 
corresponds to the security of the rights validator 10. For the 
rights validator 10 to be as tamper-resistant as possible, it 
should be as hard as possible for hackers to access and modify 
data and internal operation of the rights validator 10. The 
rights validator 10 preferably comprises not only memory 
capacity, but computational capability as Well. The rights 
validator 10 is preferably able to execute heuristics, and store 
DRM secrets and secret keys, locally, Within the rights vali 
dator 10 internal circuitry. The rights validator 10 does not 
depend upon potentially vulnerable external resources for 
validating rights, and provides security to the overall system 
in Which the rights validator 10 participates. 

Reference is noW made to FIG. 2, Which is a simpli?ed 
?owchart illustration of a preferred method of operation of 
the system of FIG. 1. 

It is to be appreciated that When the system of FIG. 1 starts 
operating, the time and event store 35 does not typically 
comprise up-to-date data. The data stored in the time and 
event store 35 is typically not up-to-date prior to ?rst opera 
tion Within a DRM system, and the data is also typically not 
up-to-date after every time the system has been poWered 
doWn, or disconnected, from a poWer source. 
On poWer-up (step 210), the system of FIG. 1 operates as 

described brie?y beloW. 
The time-based query response module 30 preferably 

sends a time stamp request (not shoWn) to each of the at least 
one trusted time source 40. 

Upon receiving the time stamp (step 220) from the at least 
one trusted time source 40, the time-based query response 
module 30 preferably stores the time stamp and the at least 
one trusted time source 40 identi?cation (ID) in the time and 
event store 35. 

Whether or not the time stamp is received from the at least 
one trusted time source 40, a time stamp request is preferably 
sent to each of the at least one semi-trusted time source 45. 

Upon receiving the time stamp (step 220) from the semi 
trusted time source 45, the time-based query response module 
30 preferably stores the time stamp and the semi-trusted time 
source 45 ID in the time and event store 35. 

Additionally, the time-based query response module 30 
preferably updates additional data, by performing the folloW 
mg: 

from each of the available elapsed time sources 50, obtain 
ing the elapsed time data (step 222), and storing: the elapsed 
time; the elapsed time source ID; and the time stamp, in the 
time and event store 35; and 

from each of the available event sources, obtaining the 
count of events (step 224), and storing: the count of events, 
the event source ID; and the time stamp, in the time and event 
store 35. 

It is to be appreciated that the steps 220, 222, and 224, may 
occur at any time after poWer-up (step 210), and not only in 
the order depicted in FIG. 2. 
On receiving the time query 70, the time-based query 

response module 30 preferably processes the time query 70 
(step 230), and preferably produces the time query ansWer 75. 
Processing the time query 70 is described in more detail With 
reference to FIG. 3 beloW. 

It is to be appreciated that the step 230 may occur at any 
time after poWer-up (step 210), and not only in the order 
depicted in FIG. 2. 

In order to remain up-to-date, the time-based query 
response module 30 is preferably operative to receive and 
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process time stamps from the trusted time source 40 and from 
the semi-trusted time source 45, even Without ?rst sending the 
time stamp request. 
When the time stamp is received from the trusted time 

source 40 and from the semi-trusted time source 45 (step 
240), the time-based query response module 30 preferably 
performs the updating described above With reference to the 
step 220. 

In an alternative preferred embodiment of the present 
invention, Whenever the time stamp is received by the time 
based query response module 30 from the trusted time source 
40 and from the semi-trusted time source 45 (step 240), the 
time-based query response module 30 preferably attempts to 
obtain and record data from all the other sources 40, 45, 50, 
and 55 as described above With reference to the steps 220, 
222, and 224. 

In order to remain up-to-date, the time-based query 
response module 30 is preferably operative to receive and 
process elapsed time data from the elapsed time source 50, 
even Without ?rst sending an elapsed time request. When the 
elapsed time data is received by the time-based query 
response module 30 (step 242), the time-based query 
response module 30 preferably performs the updating 
described above With reference to the step 222. 

In an alternative preferred embodiment of the present 
invention, Whenever the elapsed time data is received by the 
time-based query response module 30 (step 242), the time 
based query response module 30 preferably attempts to 
obtain and record data from all the other sources 40, 45, 50, 
and 55 as described above With reference to the steps 220, 
222, and 224. 

In order to remain up-to-date, the time-based query 
response module 30 is preferably operative to receive and 
process event data from the event source 55, even Without ?rst 
sending an event count request. When event data is received 
by the time-based query response module 30 (step 244), the 
time-based query response module 30 preferably performs 
the updating described above With reference to the step 224. 

In an alternative preferred embodiment of the present 
invention, Whenever the event data is received by the time 
based query response module 30 (step 244), the time-based 
query response module 30 preferably attempts to obtain and 
record data from all the other sources 40, 45, 50, and 55 as 
described above With reference to the steps 220, 222, and 224. 

It is to be appreciated that any one of the steps 240, 242, and 
244 may occur at any time after poWer-up (step 210), and not 
only in the order depicted in FIG. 2. 

The time-based query response module 3 0 preferably com 
prises system rules Which keep the time-based query response 
module 30 up-to-date. By Way of a non-limiting example, a 
system rule comprised in the time-based query response mod 
ule 30 requires that the time-based query response module 30 
attempt periodically to obtain and record data from all 
sources 40, 45, 50, and 55 as described above With reference 
to steps 220, 222, and 224 (step 250). 

It is to be appreciated that upon disconnection from a 
poWer source, or poWer-doWn, the data stored in the time and 
event store 35 gradually becomes out-of-date. 

Reference is noW made to FIG. 3, Which is a simpli?ed 
?owchart illustration of a preferred implementation of step 
230 of FIG. 2. 
As described above With reference to FIG. 1, the time 

based query response module 30 receives a time query 70 
comprising parameters, in any appropriate format, querying 
Whether the release date has passed, With at least the desired 
degree of certainty (step 310). 
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10 
The time-based query response module 30 preferably ?rst 

retrieves a most recently updated trusted time (MRUTT) from 
the time and event store 35 (step 320). The MRUTT is the time 
of the most recently updated time stamp from the at least one 
trusted time source 40. The MRUTT is associated With a 
trusted time source 40, therefore the MRUTT is associated 
With the highest degree of certainty. 

It is to be appreciated that When more than one trusted time 
source 40 is available, the most recently updated trusted time 
is preferably used. 
The time-based query response module 30 preferably 

evaluates Whether the MRUTT meets criteria for providing 
the result (step 330). The subject of meeting criteria Will be 
described in more detail beloW With reference to heuristics 
used by the time-based query response module 30. 
By Way of the above-mentioned example, a heuristic is 

used to evaluate Whether the MRUTT meets criteria for pro 
viding the result. A degree of certainty criterion, associated 
With the desired degree of certainty, is perforce met, since the 
MRUTT is preferably associated With the highest degree of 
certainty. Preferably, a time criterion remains to be evaluated. 
If the MRUTT is later than the release date, then the time 
criterion is met, therefore both criteria are met, and the time 
based query response module 30 preferably provides the time 
query ansWer 75 to the DRM query processor 20 (step 340). 

If the MRUTT is not later than the release date, then the 
time criterion is not yet met, therefore an estimated time and 
an associated degree of certainty are preferably computed 
(step 350). 
The time-based query response module 30 is preferably 

operative to determine the estimated time as a function of the 
MRUTT and indications of elapsed time, since the MRUTT, 
from one or more of the different sources 45, 50, and 55. The 
estimated time is preferably determined as the sum of the 
MRUTT plus an average of estimates of elapsed time, since 
the MRUTT, based on indications of elapsed time from a 
plurality of the sources 45, 50, and 55. It is to be appreciated 
that averaging the estimates from more than one source is 
likely to mitigate the effect of hackers interfering With one 
particular source. The average of estimates of elapsed time, 
since the MRUTT, based on indications of elapsed time from 
a plurality of the sources 45, 50, and 55 is preferably a 
Weighted average based on a plurality of Weights associated 
With each of the indications of elapsed time. The Weighting of 
the sources 45, 50, and 55 is typically based on the degree of 
certainty of the indications of elapsed time from the respec 
tive sources 45, 50, and 55. Therefore, the estimated time is 
also determined as a function of the degree of certainty of 
each of the indications of elapsed time. The Weighted average 
and Weights are described in more detail With reference to 
FIG. 3. In case of the semi-trusted time source 45, the estimate 
of elapsed time since the MRUTT is simply a current time 
from the semi-trusted time source 45 less the time stored in 
the time and event store 35 at the last-trusted-time. 

In case of the elapsed time source 50, the estimate of 
elapsed time since the MRUTT is a suitable conversion of a 
result of subtracting a value of the timer of the elapsed time 
source 50 stored in the time and event store 35 at the MRUTT 
from a current value of the timer of the elapsed time source 
50. 

In case of the event source 55, the estimate of elapsed time 
since the MRUTT is a suitable conversion of a result of 
subtracting a value of the counter of the event source 55 stored 
in the time and event store 35 at the last-trusted-time, from a 
current value of the counter of the event source 55. A prefer 
able embodiment of the present invention performs the suit 
able conversion by multiplying the result by an average 
period of time betWeen events of the event source 55. 

It is to be appreciated that computing the average period of 
time betWeen events of the event source 55 uses data stored in 
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the time and event store 35. The time and event store 35 
comprises time stamps and event counts Which are associated 
With the event source 55. Computing the average period of 
time betWeen events is done by dividing a difference betWeen 
event counters by the difference betWeen time stamps. The 
computing may occur periodically, as a system rule similar to 
the system rule of step 250 (FIG. 2), or the computation may 
occur as part of processing a time query. 

The events of the event source 55 are typically user-initi 
ated events, such that the time-based query response module 
30 is preferably operative to determine one or more indica 
tions of elapsed time based on the event source 55 as a 
function of a number of occurrences of a user-initiated event 
or events since the MRUTT. The time-based query response 
module 30 is preferably operative to base the indication of 
elapsed time, in relation to the user-initiated event on average 
user behavior over a certain time period. 

The time-based query response module 30 is preferably 
operative to learn user behavior in relation to a user initiated 
event and adapt hoW an indication of elapsed time is based on 
a number of occurrences of the user initiated event. 

Typical user-initiated events include key strokes during a 
game, playing a media item such as a song or video, poWer up 
orpoWer doWn. So for example, if over the last month the user 
alWays poWers doWn once a day, then three poWer doWns 
Would be a good estimate for three days. HoWever, if the 
user’ s behavior becomes more erratic, Whereby poWer doWns 
are sometimes every day and at other times every feW days, 
the degree of certainty associated With the average user 
behavior is much loWer than previously determined. Addi 
tionally, the average user behavior has changed. If the user 
behavior become steady again over a certain period of time, 
then the degree of certainty Will again increase. 

Therefore, the determination of an indication of elapsed 
time of a user-initiated event, and the degree of certainty 
associated With the indication, is typically based on learning 
user-behavior and adapting hoW the indication of elapsed 
time is based on the user-initiated event. 

The estimated time is preferably computed, by the time 
based query response module 30, as folloWs: 

TE:f1(TS,T.-(i:1, - - - 11)) (Equation 1) 

Where: 
Te is the estimated time; 
TS is the MRUTT; 
for iIl, . . . ,n, each TI. is one of: 

elapsed time, since TS, from the at least one semi-trusted 
time source 45; 

an estimate of elapsed time since TS, for the at least one 
elapsed time source 50; and 

an estimate of elapsed time since TS, for the at least one 
event source 55; and 

fl is a function Which accepts as inputs the TS and the Ti, 
and provides as output the estimated time Te. 
A preferred embodiment of the present invention uses a 

Weighted average for the function fl, as follows: 

1 (Equation 2) 
T, = T, + WMZN Al-T; 

Where: 
Te is the estimated time; 
TS is the MRUTT; 

2 Am 

is a sum of estimates of elapsed time from the sources 45, 50, 
and 55; 
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12 
for iIl, . . . , n, each TI- is one of: 

elapsed time, since TS, from the at least one semi-trusted 
time source 45; 

an estimate of elapsed time since TS, for the at least one 
elapsed time source 50; and 

an estimate of elapsed time since TS, for the at least one 
event source 55; 

Al- is a relative Weight for the source i associated With Ti; 
and 
N is the number of sources i Which Were used in the com 

putation of 

It is to be appreciated that a different function f1 can be 
used. The function fl is preferably selected based at least 
partly on a DRM rule to be applied. By Way of a non-limiting 
example, When the DRM rule is of a type such as “do not 
alloW use after user’s subscription elapses”, the function f1 
can alternatively be a maximum function. The maximum 
function provides the latest time from all the sources 45, 50, 
and 55. A hacker Which tampers With some, but not all, of the 
time sources, in an attempt to “set back the time”, may affect 
Te less When a maximum function is used than When a 
Weighted average is used. 

Therefore, the time-based query response module 30 is 
preferably operative such that the function determining the 
estimated time adapts depending in Which access control 
criteria are being employed to control access to the content. 
The degree of certainty associated With the estimated time 

is preferably computed, by the time-based query response 
module 30, as folloWs: 

D:f2(TS,Ti(i:1, - - - 71)) (Equation 3) 

Where: 
D is the degree of certainty associated With the estimated 

time; 
TS is the MRUTT; 
for iIl, . . . , n, each TI- is one of: 

elapsed time, since TS, from the at least one semi-trusted 
time source 45; 

an estimate of elapsed time since TS, for the at least one 
elapsed time source 50; and 

an estimate of elapsed time since TS, for the at least one 
event source 55; and 

L is a function Which accepts as inputs the TS and the Ti, 
and providing as output the degree of certainty associated 
With the estimated time D. 
A preferred embodiment of the present invention uses a 

Weighted average for the function L, as folloWs: 

(Equation 4) 

Where: 
D is the degree of certainty associated With the estimated 

time; 
for iIl, . . . , n, each TI. is one of: 

elapsed time, since TS, from the at least one semi-trusted 
time source 45; 

an estimate of elapsed time since TS, for the at least one 
elapsed time source 50; and 
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an estimate of elapsed time since TS, for the at least one 
event source 55; 

B1- is a relative Weight for the source i associated with T1; 
Dl-(Ti) is typically a decreasing function of the Ti, the value 

of the decreasing function being a degree of certainty for the 
source i associated With the Ti, at a time T1- (therefore, the 
degree of certainty decreases as the indication of elapsed time 
increases); and 
N is the number of sources i Which Were used in the com 

14 
It is to be appreciated that the multiplier AZ- of Equation 2 

and the relative Weight value B1. of Equation 4 are generally 
?xed for a speci?c combination of heuristic and available 
sources. 

The time-based query response module 30 preferably 
evaluates Whether the estimated time and the associated 
degree of certainty meet the criteria for providing the result 
(step 360). 

If both the associated degree of certainty meets or exceeds 
the desired degree of certainty and the estimated time is such ' 10 

putanon of that an ansWer can be provided, then the time-based query 
response module 30 provides the time query ansWer 75 to the 
DRM query processor 20 (step 370). 

[II-“N BiDiUi)‘ If either the associated degree of certainty is less than the 
15 desired degree of certainty, or the estimated time is such that 

an ansWer cannot be provided, then the time-based query 
Therefore, the time-based query response module 30 is response module 30 provides the time query ansWer 75 to the 

preferably operative to determine the degree of certainty DRM query processor 20 (step 380), conveying that an 
associated With the estimated time as a function (preferably ansWer cannot be provided. 
an average, and most preferably a Weighted average) of a 20 In an alternative preferred embodiment of the present 
degree of certainty of each of the indications of elapsed time invention the time-based query response module 30 sends a 
from a plurality of the sources, 45, 50, and 55. time stamp request to the trusted time source 40. If the trusted 

The time-based query response module 30 is preferably time source 40 provides the time stamp and the time stamp is 
operative to at least partially base the degree of certainty of different from the last-trusted-time, then the time-based 
each of the indications of elapsed time on historical data of the 25 query response module 30 restarts processing the time query 
indications of elapsed time, especially in relation to user- 70 at step 320. 
initiated event(s) Where the degree of certainty is based on In yet another alternative preferred embodiment of the 
learning user behavior in relation to user-initiated event(s). present invention a component comprised in the rights vali 

It is to be appreciated that the degree of certainty is pref- dator 10, such as, by Way of a non-limiting example, either the 
erably not expressed as an exact number, since the sources 30 time-based query response module 30 or the DRM query 
only provide approximate and semi-trusted time indications. processor 20, provides noti?cation to a user of the rights 
The degree of certainty is preferably expressed as is Well validator 10 to provide a connection to a trusted time source 
knoWn in a ?eld of art named “fuZZy logic”. FuZZy logic deals 40 (step 390). 
With uncertainty using membership in vaguely de?ned sets. Heuristics used by the time-based query response module 
Typical applications of fuZZy logic characterize sub-ranges of 35 30 for processing time queries Will noW be brie?y described, 
a continuous variable, such as for example, a continuous With reference to atable beloW. The table comprises examples 
variable ranging from 0 to 1, corresponding to a range from of simple time queries, time and degree of certainty criteria 
“false” to “true”.An odd number of sub-ranges, typically one for the queries, and describes heuristics for processing the 
of the odd numbers 5, 7, and 9, is typically used. queries according to FIG. 3. 

Heuristics for processing the query 

Criteria Last 

Degree of trusted- Step 330 Action after 
Query Time certainty time criteria met? step 330 Step 360 

Example 1 “Not before Highest After Tl YES step 340 Not 
Tl” Applicable 

Before T1 N0 step 350 Depends on 

result of step 
350 

Example 2 “Not after Medium After Tl YES step 340 Not 

Tl” Applicable 
Before T1 N0 step 350 Depends on 

result of step 

350 

Example 3 “Between LoW After T2 YES step 340 Not 

T1 and T2” Applicable 
After T1 and NO step 350 Depends on 

before T2 result of step 

350 

Before T1 N0 step 350 Depends on 

result of step 

350 



US 8,176,546 B2 
15 

Example 1 is a typical time query With a criterion of “not 
before a time T1”. The query of example 1 is typically asso 
ciated With a highest degree of certainty, since the query of 
example 1 typically relates to blocking vieWing prior to a 
speci?ed release date. 

If the last-trusted-time, retrieved from the time and event 
store 35, is after the time T1, then both the degree of certainty 
criterion and the time criterion are met, therefore step 330 
criteria are met, and the time-based query response module 3 0 
performs step 340 and provides an ansWer. The ansWer in this 
case causes the DRM query processor 20 to produce a result 
of “alloW” thereby alloWing vieWing. 

If the MRUTT is before the time T1, then it is not certain 
Whether the time T1 has passed, therefore the time criterion is 
not met. The time-based query response module 30 performs 
step 350, estimating the time and the associated degree of 
certainty. The result of the folloWing step 360 depends on the 
estimated time being not before the time T1 and the associ 
ated degree of certainty being equal to the highest degree. 

Example 2 is another typical time query With a criterion of 
“not after a time T1”. The query of example 2 is typically 
associated With a medium degree of certainty, since the query 
of example 2 typically relates to blocking vieWing after an 
expiration date, While alloWing vieWing before the expiration 
date. Since vieWing Was already alloWed, continued vieWing 
someWhat past the expiration date is not typically considered 
as harshly as vieWing before the release date. 

If the last-trusted-time, retrieved from the time and event 
store 35, is after the time T1, then both the degree of certainty 
criterion and the time criterion are met, therefore step 330 
criteria are met, and the time-based query response module 3 0 
performs step 340 and provides an answer. The answer in this 
case causes the DRM query processor 20 to produce a result 
of “disalloW” thereby blocking vieWing. 

If the MRUTT is before the time T1, then it is not certain 
Whether the time T1 has passed, therefore the time criterion is 
not met. The time-based query response module 30 performs 
step 350, estimating the time and the associated degree of 
certainty. The result of the folloWing step 360 depends on the 
estimated time being not before the time T1 and the associ 
ated degree of certainty being at least equal to the medium 
degree. 

Example 3 is yet another typical time query With a criterion 
of “betWeen a time T1 and a time T2”. The query of example 
3 may be, by Way of a non-limiting example, associated With 
a loW degree of certainty. 

If the last-trusted-time, retrieved from the time and event 
store 35, is after the time T2, then both the degree of certainty 
criterion and the time criterion are met, therefore step 330 
criteria are met, and the time-based query response module 3 0 
performs step 340 and provides an ansWer. The ansWer in this 
case causes the DRM query processor 20 to produce a result 
of “disalloW” thereby blocking vieWing. 

If the MRUTT is after the time T1 and before the time T2, 
then it is not certain Whether the time T2 has passed, therefore 
the time criterion is not met. The time-based query response 
module 30 performs step 350, estimating the time and the 
associated degree of certainty. The result of the folloWing step 
360 depends on the estimated time being not before the time 
T1, and not after the time T2, and the associated degree of 
certainty being greater than or equal to the loW degree of 
certainty. 

If the MRUTT is before the time T1, then it is also not 
certain Whether the time T2 has passed, therefore the time 
criterion is not met. The time-based query response module 
30 performs step 350, estimating the time and the associated 
degree of certainty. The result of the folloWing step 360 
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depends on the estimated time being not before the time T1, 
and not after the time T2, and the associated degree of cer 
tainty being greater than or equal to the loW degree of cer 
tainty. 

It is to be appreciated that in a case similar to example 3, 
Where the time query comprises different times, such as T1 
and T2, different degrees of certainty may be associated With 
the different times. 
The present invention, in preferred embodiments thereof, 

is operative to adjust values of Al- and B, the relative Weights 
used in Equation 2 and Equation 4, respectively. As time goes 
by, the time-based query response module 30 collects data 
about the various time and event sources 45, 50, and 55, 
including data Which serves to measure the quality of time 
estimates and degree of certainty. 
By Way of a non-limiting example, the time-based query 

response module 30 determines that a user listening to DRM 
protected music on the Way back and forth to Work, plays an 
average of 10 music songs per day, and the 10 music songs per 
day is an average associated With loW variance. The time 
estimate (tracks played since the MRUTT)/10*24 is a good 
estimate for hoW much time has passed since the MRUTT, 
Where “/” indicates division, and “*” indicates multiplica 
tion). The relative Weights Al- and B1- are then adjusted to be 
higher, relative to the other time and event sources 45, 50, and 
55. 

It is to be appreciated that the relative Weights Al- and B1- are 
typically adjusted after a certain number of trusted time 
updates. Optionally the relative Weights Al- and B1- are adjusted 
every time there is a trusted time update. 

It is appreciated that softWare components of the present 
invention may, if desired, be implemented in ROM (read only 
memory) form. The softWare components may, generally, be 
implemented in hardWare, if desired, using conventional 
techniques. 

It is appreciated that various features of the invention 
Which are, for clarity, described in the contexts of separate 
embodiments may also be provided in combination in a single 
embodiment. Conversely, various features of the invention 
Which are, for brevity, described in the context of a single 
embodiment may also be provided separately or in any suit 
able subcombination. 

It Will be appreciated by persons skilled in the art that the 
present invention is not limited by What has been particularly 
shoWn and described hereinabove. Rather the scope of the 
invention is de?ned only by the claims Which folloW: 
What is claimed is: 
1. A rights validator system for controlling access to con 

tent, the system comprising: 
a query processor to receive a rights query and to provide a 

result to the rights query based on an estimated current 
time When a trusted time source is unavailable; and 

a time-based query response module operationally con 
nected to the query processor, the time-based query 
response module being operative to determine the esti 
mated current time as a function of: a most recently 
updated time being a trusted time previously received 
from the trusted time source; and a plurality of indica 
tions of elapsed time since the most recently updated 
time, the elapsed time being the time betWeen the most 
recently updated time and the current time, the indica 
tions of elapsed time being from a plurality of different 
sources of time indication such that each of the indica 
tions of elapsed time being based on a counter value of a 
different incrementing counter. 

2. The system according to claim 1, Wherein the most 
recently updated time is digitally signed. 
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3. The system according to claim 1, wherein the time-based 
query module is operative to determine the estimated current 
time as a function of: the most recently updated time; and an 
average of the indications of elapsed time since the most 
recently updated time. 

4. The system according to claim 3, Wherein the time-based 
query module is operative to determine the average of the 
indications as a Weighted average based on a plurality of 
Weights associated With each of the indications of elapsed 
time. 

5. The system according to claim 4, Wherein the time-based 
query module is operative to determine the Weights based on 
a degree of certainty of each of the indications of elapsed 
time. 

6. The system according to claim 1, Wherein the query 
processor is operative to provide a result to the rights query 
based on the estimated current time and a degree of certainty 
of the estimated current time. 

7. The system according to claim 6, Wherein the time-based 
query module is operative to determine the degree of certainty 
of the estimated current time as a function of a degree of 
certainty of each of the indications of elapsed time. 

8. The system according to claim 7, Wherein the time-based 
query module is operative to determine the degree of certainty 
of the estimated current time as an average of the degrees of 
certainty of the indications of elapsed time. 

9. The system according to claim 8, Wherein the time-based 
query module is operative to determine the degree of certainty 
of the estimated current time as a Weighted average of the 
degrees of certainty of the indications of elapsed time. 

10. The system according to claim 1, Wherein the time 
based query response module is operative to determine the 
estimated current time also as a function of a degree of cer 
tainty of each of the indications of elapsed time. 

11. The system according to claim 5, Wherein the time 
based query response module is operative to determine the 
degree of certainty of at least one of the indications of elapsed 
time such that the degree of certainty decreases as the at least 
one indication of elapsed time increases. 

12. The system according to claim 5, Wherein time-based 
query response module is operative to at least partially base 
the degree of certainty of each of the indications of elapsed 
time on historical data of the indications of elapsed time. 

13. The system according to claim 5, Wherein the time 
based query response module is operative to determine the 
degree of certainty of at least one of the indications of elapsed 
time is based on learning user behavior. 

14. The system according to claim 1, Wherein the time 
based query module is operative to base at least one of the 
indications of elapsed time on a user-initiated event. 

15. The system according to claim 14, Wherein time-based 
query module is operative to determine the one indication of 
elapsed time as a function of a number of occurrences of the 
user-initiated event since the most recently updated time. 

16. The system according to claim 14, Wherein the time 
based query module is operative to: learn user behavior in 
relation to the user-initiated event; and adapt hoW the one 
indication of elapsed time is based on a number of occur 
rences of the user-initiated event. 
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17. The system according to claim 14, Wherein time-based 

query module is operative to base the one indication of 
elapsed time on an average user behavior in relation to the 
user-initiated event. 

18. The system according to claim 14, Wherein the user 
initiated event is a key stroke during a game. 

19. The system according to claim 14, Wherein the user 
initiated event is playing a media item. 

20. The system according to claim 14, Wherein the user 
initiated event is a poWer up or poWer doWn. 

21. The system according to claim 14, Wherein the time 
based query response module is operative to: determine the 
estimated current time also as a function of a degree of cer 
tainty of each of the indications of elapsed time, Wherein the 
degree of certainty of the one indication of elapsed time is 
based on learning user behavior in relation to the user-initi 
ated event. 

22. The system according to claim 1, Wherein the time 
based query module is operative such that the function deter 
mining the estimated current time adapts depending on Which 
of a plurality of access control criteria are being employed to 
control access to the content. 

23. A rights validator system for controlling access to con 
tent, the system comprising: 

a query processor to receive a rights query and to provide a 
result to the rights query based on an estimated current 
time When a trusted time source is unavailable; and 

a time-based query response module operationally con 
nected to the query processor, the time-based query 
response module being operative to determine the esti 
mated current time as a function of: a most recently 
updated time being a trusted time received from the 
trusted time source; and an indication of elapsed time 
since the most recently updated time, the elapsed time 
being the time betWeen the most recently updated time 
and the current time, the indication of elap sed time being 
based on a counter value of an incrementing counter, the 
indication of elapsed time being based on a user-initi 
ated event. 

24. The system according to claim 23, Wherein time-based 
query module is operative to determine the indication of 
elapsed time as a function of a number of occurrences of the 
user-initiated event since the most recently updated time. 

25. The system according to claim 23, Wherein the time 
based query module is operative to: learn user behavior in 
relation to the user-initiated event; and adapt hoW the indica 
tion of elapsed time is based on a number of occurrences of 
the user-initiated event. 

26. The system according to claim 23, Wherein time-based 
query module is operative to base the indication of elapsed 
time on an average user behavior in relation to the user 
initiated event. 

27. The system according to claim 23, Wherein the user 
initiated event is a key stroke during a game. 

28. The system according to claim 23, Wherein the user 
initiated event is playing a media item. 

29. The system according to claim 23, Wherein the user 
initiated event is a poWer up or poWer doWn. 

* * * * * 


