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(57) ABSTRACT 

A method for enticing users to behave securely in a comput 
ing environment. For security related input, such as selection 
of password, a progress indicator is provided to the user. The 
progress indicator correlates to the level of security obtained 
by the user’s entry, rather than to the completion of the task. 
The indicator follows a non-linear function that crosses Zero 
security and maximum expected security for the task. The 
function starts at shallow slope, increases towards the middle, 
and then reverts to shallow slop towards the end of the task. 

18 Claims, 2 Drawing Sheets 
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PROGRESS INDICATORS TO ENCOURAGE 
MORE SECURE BEHAVIORS 

BACKGROUND 

1. Field of the Invention 
The subject invention relates to progress indicators, such as 

progress bars indicating task progress. The subject invention 
also relates to methods of encouraging secure behavior, espe 
cially secure behavior in electronic communication. 

2. Related Art 
Progress indicators, such as progress bars, are Well knoWn 

and Widely used, especially in computing environments. 
Progress bars are used, e.g., to indicate the progress of a ?le 
doWnload to a computer or other computing machines, such 
as handheld units. Such bars generally progress linearly 
according to the siZe of the ?le and the part that has been 
doWnloaded up to the indicated point. Progress bars are also 
used When a user has to perform a given task, so as to indicate 
the progress of the user toWards the completion of the task. 
Again, such progress indicators generally relate to the part 
completed, as compared to the total task. Progress indicators 
may also be used for task relating to security features. For 
example, a progress bar may be displayed When a user is 
asked to enter a passWord. HoWever, using prior art method 
ology, such progress bars indicate the amount of task that is 
completed. For example, if the user is asked to enter a pass 
Word of length betWeen 6-8 characters, the progress bar 
Would linearly advance according to the hoW many characters 
the user entered as compared to hoW many the user must enter. 

The security derived from cryptographic mechanisms is 
measured by a Work factor k. Here, k corresponds to the 
length of a cryptographic key or (the entropy of) a passWord 
measured in bits. For manual key entry or veri?cation tasks, 
given a problem With a Work factor of k, it is common to 
assume that an adversary requires 2k units of Work in order to 
breach the security. Alternatively, the adversary’s probability 
of breaching the security is about 2'1“ in each attempt. User 
interfaces that require a user to enter a passWord or to verify 
tWo cryptographic keys for equality typically shoW progress 
by rendering a linear display of the Work factor. This is highly 
misleading because the displayed progress differs signi? 
cantly from the actual level of attained security, Which is 
exponential in the Work factor. On the other hand, an accurate 
rendering of the attained security Would be frustrating for 
users as no progress Would be visible for the majority of the 
interactions. 

FIG. 1A illustrate a progress bar according to the prior art, 
used for a passWord generation or key veri?cation task. As is 
shoWn, the progress is generated linearly With the data entry 
by the user. Such a progress bar is bene?cial in providing the 
user an indication of progress in completing the task, but may 
be misleading With respect to the level of security obtained. 
For example, according to the illustration of FIG. 1A, the 
advancement made from 0.25 to 0.625 is more than double, 
While the security has not doubled While advancing via these 
steps. 

FIG. 1B illustrates a progress bar that directly correlates to 
the level of security attained With the user’ s input. The bars of 
FIG. 1B correspond to the bars of FIG. 1A. As can be seen, 
providing a progress bar that directly correlates to the security 
level attained may be someWhat puZZling or frustrating to the 
user, as in the early stage no progress indication Would be 
provided, as the level of security attained is too loW to be 
represented in this scale. 
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2 
Accordingly, there is a need in the art to provide a progress 

indicator that more properly re?ects the level of security 
attained, as correlated to the task progress. 

SUMMARY 

The folloWing summary of the invention is provided in 
order to provide a basic understanding of some aspects and 
features of the invention. This summary is not an extensive 
overvieW of the invention and as such it is not intended to 
particularly identify key or critical elements of the invention 
or to delineate the scope of the invention. lts sole purpose is to 
present some concepts of the invention in a simpli?ed form as 
a prelude to the more detailed description that is presented 
beloW. 
The subject invention provides a solution that occupies a 

middle ground betWeen progress indicator that is linearly 
correlated to the task progress and a progress indicator that 
accurately re?ects security progress. The rendering is not 
completely faithful to either one of the approaches discussed 
above, but it is meant to entice users to behave more securely 
than in the linear case Without frustrating them, as the expo 
nential case certainly Would. 

According to various aspects of the invention, a method for 
providing a security progression indication to a user is pro 
vided, comprising: selecting maximum expected security 
level; selecting a non-linear function that crosses Zero secu 
rity level and the maximum expected security level; and gen 
erating a security level display that progresses With the user’ s 
input according to the non-linear function. The non-linear 
function may folloW an S-curve, The non-linear function may 
folloW a shallow slope at a range adjacent to Zero security, an 
increased slope at mid-range, and reverts to shalloW slope at 
a range adjacent the maximum expected security. The non 
linear function may folloW a BeZier curve. The non-linear 
function may be bounded by a linear function and an expo 
nential function representing the Work function necessary to 
breach security. Selecting a maximum expected security level 
may comprise selecting a plurality of maximum expected 
levels, and Wherein selecting a non-linear function comprises 
selecting a plurality of non-linear functions, each correspond 
ing to one of the maximum expected levels, and Wherein 
generating the display comprises monitoring the totality of 
the user’s input to determine Which of the plurality of non 
linear functions should be used to generate the display. The 
method may further comprise generating a task progress dis 
play correlated to the amount of completion of a task by the 
user. The method may further comprise generating security 
score display providing an indication of the security level of 
the user’s complete entry With respect to the search space 
corresponding to the user’s complete entry. Generating a 
security level display comprises generating a progression bar 
display. Generating a security score display may comprise 
generating a numerical display. 

According to other aspects of the invention, a method for 
encouraging secure behavior in a computing environment is 
provided, comprising: prompting the user to complete a task 
by entering a plurality of input characters; de?ning a Zero 
security level and a maximum security level for completion of 
the task; selecting a non-linear function that crosses the Zero 
security level and the maximum security level; and monitor 
ing the user’s input of characters and in response generating 
a security level display that progresses With the user’ s input of 
characters according to the non-linear function. The task may 
comprise at least one of: entering a passWord, generating an 
electronic key, verify integrity of a code, and verifying 
authenticity of a code. The non-linear function may folloW an 
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S-curve. The non-linear function may folloW a BeZier curve. 
The non-linear function may folloW a shallow slope at a range 
adjacent to Zero security, an increased slope at mid-range, and 
reverts to shalloW slope at a range adjacent the maximum 
expected security. Selecting a maximum expected security 
level may comprise selecting a plurality of maximum 
expected levels, and Wherein selecting a non-linear function 
comprises selecting a plurality of non-linear functions, each 
corresponding to one of the maximum expected levels, and 
Wherein generating the display comprises monitoring the 
totality of the user’s input to determine Which of the plurality 
of non-linear functions should be used to generate the display. 
The method may further comprise generating a task progress 
display correlated to the amount of completion of the task by 
the user. The task progress display may folloW a linear func 
tion. The method may further comprise generating security 
score display providing an indication of the security level of 
the user’s complete entry With respect to the search space 
corresponding to the user’ s complete entry. Generating a 
security level display may comprise generating a progression 
bar display. Generating a security score display may comprise 
generating a color-coded display. The non-linear function 
may be bounded betWeen a linear function and an exponential 
function representing the Work function necessary to breach 
security. 

Other aspects and features may be apparent from the fol 
loWing non-limiting description of various embodiments of 
the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying draWings, Which are incorporated in 
and constitute a part of this speci?cation, exemplify the 
embodiments of the present invention and, together With the 
description, serve to explain and illustrate principles of the 
invention. The draWings are intended to illustrate major fea 
tures of the exemplary embodiments in a diagrammatic man 
ner. The draWings are not intended to depict every feature of 
actual embodiments nor relative dimensions of the depicted 
elements, and are not draWn to scale. 

FIG. 1A illustrates a linear progress bar, While FIG. 1B 
illustrates a progress bar that directly correlates With the level 
of security attained. 

FIG. 2 illustrates a plot of proportional progress vs. pro 
portional user input. 

FIG. 3 illustrates an embodiment having a progress and 
security level indicators, according to the invention. 

FIGS. 4A and 4B illustrate embodiments Wherein an indi 
cation of the total security achieved is provided in addition to 
the progress bar. 

DETAILED DESCRIPTION 

Various embodiments of the invention provide progress 
indicators that have functional correlation to the level of 
security attained. The progress indicators according to 
embodiments of the invention entice a secure behavior by the 
user, While avoiding frustrating the user. 

Current security technology may require users to generate 
passWords, verify tWo cryptographic keys, produce “random 
ness” for key generation, etc. Typically, the security derived 
from n units of Work of the user is such that an opponent 
Would have to perform in the order of b” units of Work, Where 
b is a suitable base. For instance, if the entropy of an English 
letter is 1.3 bits and the user enters a passWord With n letters 
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4 
then it is fair to assume that an adversary must perform in the 
order of 1.3” units of Work in order to break the passWord by 
brute force. 

During the aforementioned tasks, modern systems provide 
feedback to the user in the form of progress indicators, Which 
are knoWn to be an important and useful interface tool. These 
progress indicators are meant to indicate the level of security 
that a user has achieved at any given time so that the user can 
make an informed trade-offbetWeen the amount of Work he or 
she Wishes to spend and the desired security level. Therefore, 
the progress indicator has an in?uence on the amount of Work 
the user is motivated and Willing to spend on the task. 

It is common to indicate progress by a linear display of the 
user’s Work up to a desired maximum. For instance, if 80 bits 
Worth of entropy are desired for a passWord then for each 
added letter the progress bar Would advance a fraction of 80. 
HoWever, this suggests to the user that the increase in security 
is linear in the amount of Work he or she spends, Which is very 
misleading. 

FIG. 2 illustrates a plot of proportional progress vs. pro 
portional user input. The abscissa gives the proportion of 
Work performed by the user toWards the desired maximum 
level of security. The ordinate gives the proportion of security 
achieved up to the desired maximum level. The linear curve, 
A, illustrates the prior art linear correlation to user input, 
While exponential curve B illustrates the progress ’ correlation 
to real level of security attained, i.e., the estimated Work, k, 
required to breach security given a base b:2. As can be seen 
from curve B, illustrating direct correlation to level of secu 
rity is someWhat impractical, as the user Would not see any 
progress for several steps. Therefore, according to embodi 
ments of the invention, modi?ed correlation is provided to 
illustrate the progress. 

For instance, the progress indicator can advance sloWer in 
the beginning so that users are less optimistic about the 
achieved level of security. During the middle, the indicator 
advances faster in order to keep the user motivated and to feed 
his or her desire to achieve maximum security. Subsequently, 
the indicator sloWs doWn in order not to overshoot its bounds 
toWards the maximal security level. 

Notably, it has been proposed in the prior art that providing 
a “sloW-to-fast” progress indicator, e. g., an indicator that 
initially progresses sloWer than linear and then accelerates 
toWards the end, is detrimental and causes user disengage 
ment (break off). HoWever, in contrast to such suggestion in 
the prior art, the inventors of the subject invention propose 
that using a functional sloW-fast-sloW progress indicator may 
lead users to a more secure behavior. 

TWo examples of sloW-to-fast functions according to 
embodiments of the invention are shoWn in FIG. 2 by graph 
C 1 and graph C2. Graph C 1 increases at a rate betWeen that of 
A and B. After an accelerated groWth rate in the middle range, 
the function plateaus at a level that is similar to A. Thus, the 
function C l is generally betWeen the curves representing user 
input (A) and attacker Work to breach security (B). It gives the 
user a sense that progress is being made toWard a reasonable 
level of security, but does not over represent the level of 
security attained. By accelerating the progress bar in the 
middle range, the user Will have a sense that rapid progress is 
being made and that further efforts Will pay off in measurably 
better security. This Will encourage the user to continue, 
leading to better security, although not to the level suggested 
byA. Graph C2 is similar, except that it actually accelerates to 
a higher value more quickly than C 1, leading to a value in the 
progress indicator that is even higher thanA. For certain users 
in certain contexts, the closeness to the maximum to be 
obtained is a strong motivator. 
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The expected bene?t of this approach Would be to entice 
users to perform more units of Work on average. Since the 
level of security increases exponentially With the user’ s Work, 
enticing the user to perform one more unit of Work (compared 
to the prior art case) Would double the attained level of secu 
rity. This in turn Would have a positive impact on the bottom 
line security for organizations Whose security against attacks 
on their IT infrastructure often depends on the Weakest link. 

In some instances, there may be tension developed 
betWeen the need to provide the user With an indication of task 
progress and an indication of security level. In such cases, tWo 
indicators may be provided, as illustrated in FIG. 3. In FIG. 3, 
the top indicator, labeled “progress” indicates a linear rela 
tionship to the task completion, While the bottom indicator, 
labeled “security level” indicates a functional relationship to 
the level of security attained. 
As can be understood, embodiments of the invention may 

use various functions to generate the progression curve that, 
While may not have a direct functional relation to the security 
attained, provides the user an apprehension of improved secu 
rity and entice the user to perform more units of Work to 
achieve higher security. In some embodiments the functions 
are also designed so as not to convey a “too optimistic” vieW 
of the security achieved, i.e., not more optimistic than a linear 
display, although this is not an absolute requirement, as Will 
be illustrated by curve C2. In the example illustrated in curve 
C1 of FIG. 2, a BeZier function is used. HoWever, this is just 
one example of a function that may be used. In general, the 
curve is an S-shaped curve having a relatively shalloW slop at 
the beginning, increasing slop about the middle section, and 
shalloW slop toWards the end. 
The security measure depends on the expected entropy of 

each entry. Thus for example, if the passWord is of 8 charac 
ters that together spell an English Word, then the search space 
is much smaller than if the 8 characters Were random and did 
not correspond to an English Word. Moreover, if the charac 
ters involve numerical characters and random loWer case and 
capital letters, then the search space is much increased and 
likelihood of a breach is diminished. Various embodiments of 
the invention resolve this issue in different Ways. 

According to one embodiment of the invention, an 
expected search space is assumed, and the function is gener 
ated according to the expected search space. The expected 
search space may be determined experimentally, or by using 
some averaging function of the search spaces available, e.g., 
averaging of search spaces for random loWercase letters, 
English Words, English Words and numbers, random numbers 
and letters, etc. In this manner, the progress bar Would provide 
an indication of security relative to some expected search 
?eld, regardless of the search ?eld of the passWord generated 
by the user. 

According to another embodiment of the invention, several 
curves are generated, each corresponding to one search space. 
As the user progresses in its task, different curves may be used 
as the system learns more about the user’s entries. For 
example, on initial entry it is not clear Whether the user Will 
input an English Word. Therefore, the random letters space 
may be used. Then, if the user inputs a number, the function 
may be changed to that representing search space of letters 
and numbers, and so on. Similarly, at the start the function 
corresponding to the expected search space may be used, and 
as the user progresses a different curve may be used as more 

information becomes available about the user’s chosen pass 
Word. 
As can be appreciated, according to embodiments of the 

invention, the advancement of the progress bar may be cor 
related not to the progress in the user’s completion of the task 
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6 
at hand, but rather according to a function that stimulates 
secure behavior. The function may be selected according to 
the entropy ascribed to the user’s entries. As characters are 
entered, the entropy of the character, as related to the 
increased security or the Work it takes to break the code, is 
used to select the appropriate function for the progression of 
the progress bar. An apparent disadvantage of such an 
embodiment is that as more characters are added, the security 
level may actually go doWn, resulting in the progress bar 
reverting to a loWer value. For example, if after typing ?ve 
letters the system recogniZes that the letters form an English 
Word, the search space is dramatically reduced and the secu 
rity drops. Consequently, the maximum attainable security is 
loWer, and the function selected for the progress bar Would 
re?ect that. On the other hand, this may further encourage the 
user to select a more secure passWord that correspond to a 

larger search space then the chosen passWord. 
With respect to the illustration of FIG. 2, in order to gen 

erate the curve according to any of the embodiments of the 
invention, one may take the origin as Zero security, While the 
maximum value on the y-axis as the maximum security 
attainable for the requested input. For example, if the 
requested input is a passWord of 8 characters, the maximum 
value on the y-axis Would correspond to the security attained 
by entering 8 random characters, Which may include loWer 
case, uppercase, and numbers. A curve is then ?t betWeen 
these tWo values (Which may be normalized). Then, each 
entry of the user provides an e advancement on the curve. 
According to some embodiments of the invention, the curve is 
mapped to be betWeen a linear curve, i.e., x+e—>a+e, and the 
exponential curve that is characteristic of the increased secu 
rity, i.e., x+eQa("+é). 
As noted above, a BeZier curve may be used to generate the 

progress bar. A Way to illustrate the advancement per user 
input in a someWhat mathematical or formal Way Would be as 
folloWs: Where x is the amount of user input and y is the 
current progress display, the neW progress display y' for addi 
tional user input, 6, Would be y' such that (x+e, y') is a point on 
a tWo-dimensional BeZier curve f from (0,0) to (1,1), Where 
(0,0) represents no security and (1,1) represents the maxi 
mum level of security desired for the application. 

According to yet another example, a progress bar advances 
according to a function that terminates in expected security. 
HoWever, once the user completes the entry, the complete 
passWord is examined to determine its search space. For 
example, the entry may be compared to an onboard dictio 
nary. When the search space is determined, the user is given 
an indication of the security level based on the search space. 
Examples of such embodiments are shoWn in FIGS. 4A and 
4B. In FIG. 4A, the progress bar advances according to a 
function according to any of the described embodiments. The 
security score changes according to the search space of the 
total entry. Consequently, if the complete entry is an English 
Word, a social security number, a birth date, etc. the score 
Would be loWer than if the total entry is composed of random 
loWercase, upper case, and numbers. In FIG. 4B, the same 
concept is folloWed, except that a different color is used to 
convey security level of the total entry. 
As can be appreciated, the progress indicator according to 

the embodiments of the invention progresses according to a 
non-linear parameteriZed function that, While not correlates 
the user entry to the level of security attainable by the com 
pleted entry, entices user to invest more units of Work in order 
to achieve higher security. This is in contrast to the prior art, 
Where the progress is linear or correlates to the advancement 
of completion of the task, rather than to the security attained. 



US 8,156,342 B2 
7 

The present invention has been described in relation to 
particular examples, which are intended in all respects to be 
illustrative rather than restrictive. Those skilled in the art will 
appreciate that many different combinations of hardware, 
software, and ?rmware will be suitable for practicing the 
present invention. Moreover, other implementations of the 
invention will be apparent to those skilled in the art from 
consideration of the speci?cation and practice of the inven 
tion disclosed herein. It is intended that the speci?cation and 
examples be considered as exemplary only, with a true scope 
and spirit of the invention being indicated by the following 
claims. 

The invention claimed is: 
1.A method for providing a security progression indication 

to a user, comprising: 
a. selecting maximum expected security level; wherein 

selecting a maximum expected security level comprises 
selecting a plurality of maximum expected levels, and 
wherein selecting a nonlinear function comprises select 
ing a plurality of non-linear functions, each correspond 
ing to one of the maximum expected levels, and wherein 
generating the display comprises monitoring the totality 
of the user’ s input to determine which of the plurality of 
non-linear functions should be used to generate the dis 
Play; 

b. selecting a non-linear function bounded by a linear func 
tion and an exponential function that crosses Zero secu 
rity level and the maximum expected security level, the 
non-linear function indicative of an estimated work 
required to breach security of a password generated by 
user input, the estimated work required to breach secu 
rity being based on entropy of the user input; 

c. generating in a computing environment a security level 
display that progress with the user’s input for the pass 
word according to the estimated work required to breach 
security indicated by non-linear function and displaying 
the security level display on a display device. 

2. The method of claim 1, wherein the non-linear function 
follows an S-curve. 

3. The method of claim 1, wherein non-linear function 
follows a shallow slope at a range adjacent to Zero security, an 
increased slope at mid-range, and reverts to shallow slope at 
a range adjacent the maximum expected security. 

4. The method of claim 1, wherein the non-linear function 
follows a BeZier curve. 

5. The method of claim 1, further comprising generating a 
task progress display correlated to the amount of completion 
of a task by the user. 

6. The method of claim 1, further comprising generating 
security score display providing an indication of the security 
level of the user’s complete entry with respect to the search 
space corresponding to the user’s complete entry. 

7. The method of claim 1, wherein generating a security 
level display comprises generating a progression bar display. 
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8. The method of claim 5, wherein generating a security 

score display comprises generating a numerical display. 
9. A method for encouraging secure behavior in a comput 

ing environment comprising: 
prompting the user to complete a task by entering a plural 

ity of input characters; de?ning a Zero security level and 
a maximum security level for completion of the task; 
wherein selecting a maximum expected security level 
comprises selecting plurality of maximum expected lev 
els, and wherein selecting a nonlinear function com 
prises selecting a plurality of non-linear function, each 
corresponding to one of the maximum expected levels, 
and wherein generating the 

display comprises monitoring the totality of the user’s 
input to determine which of the plurality of non-linear 
function should be used to generate the display 

selecting a non-linear function bounded by a linear func 
tion and an exponential function that crosses the Zero 
security level and the maximum security level, the non 
linear function indicative of an estimated work required 
to breach security of a password generated by user input, 
the estimated work required to breach the security being 
based on entropy of the user input; 

monitoring the user’s input of characters and in response 
generating in a computing environment a security level 
display that progresses with the user input of characters 
according to the estimated work required to breach secu 
rity indicated by the nonlinear function and displaying 
the security level display on a display device. 

10. The method of claim 9, wherein the task comprises at 
least one of: entering a password, generating an electronic 
key, verify integrity of a code, and verifying authenticity of a 
code. 

1 1. The method of claim 9, wherein the non-linear function 
follows an S-curve. 

12. The method of claim 9, wherein the non-linear function 
follows a BeZier curve. 

13. The method of claim 9, wherein non-linear function 
follows a shallow slope at a range adjacent to Zero security, an 
increased slope at mid-range, and reverts to shallow slope at 
a range adjacent the maximum expected security. 

14. The method of claim 9, further comprising generating 
a task progress display correlated to the amount of comple 
tion of the task by the user. 

15. The method of claim 14, wherein the task progress 
display follows a linear function. 

16. The method of claim 9, further comprising generating 
security score display providing an indication of the security 
level of the user’s complete entry with respect to the search 
space corresponding to the user’s complete entry. 

17. The method of claim 9, wherein generating a security 
level display comprises generating a progression bar display. 

18. The method of claim 9, wherein generating a security 
score display comprises generating a color-coded display. 

* * * * * 


