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(57) ABSTRACT 
In order to provide an authentication system and a terminal 
capable of saving user’ 5 trouble and allowing quick and accu 
rate determination as to Whether the user is a registered user or 
not, a data processing device capable of data communication 
With a plurality of image forming apparatuses decides an IC 
card standard used by an IC card reader connected to each 
image forming apparatus, and transmits a signal notifying the 
standard to the image forming apparatus having a corre 
sponding identi?cation ID. Based on the 1C card standard 
decided by the data processing device, the image forming 
apparatus sets the 1C card standard used by the 1C card reader 
and determines Whether or not the user is a registered user. 

21 Claims, 7 Drawing Sheets 
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AUTHENTICATION SYSTEM AND 
TERMINAL HAVING FUNCTION OF 

SETTING IDENTIFICATION INFORMATION 
READING METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This nonprovisional application claims priority under 35 
U.S.C. §l 19(a) on Patent Application No. 2008-174828 ?led 
in Japan on Jul. 3, 2008, the entire contents of Which are 
hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to an authentication system 

and a terminal for determining Whether a user is a registered 
user or not and, more speci?cally, to an authentication system 
and a terminal making the determination based on a set iden 
ti?cation information reading method. 

2. Description of the Background Art 
Some image forming apparatuses such as copy machines 

and printers are provided With a record management device 
for performing user authentication to limit users and perform 
ing budget management and resource management by keep 
ing track of use of the image forming apparatuses. The record 
management device as such generally includes an identi?ca 
tion information reading device for reading identi?cation 
information for identifying a user. Assume, for example, that 
a card reader is used as the identi?cation information reading 
device. In that case, When a card having magnetically or 
optically recorded identi?cation information thereon is put in 
the card reader, the record management device performs user 
authentication based on the identi?cation information read 
from the card. Then, based on the result, it controls operations 
of the image forming apparatus and counts the number of 
printed sheets and the like department by department, or 
process by process such as color/black-and-White mode, 
paper siZe or double-sided/single-sided mode. 
By Way of example, Japanese Patent Laying-Open No. 

2002-351274 (hereinafter denoted as ‘"274 reference”) dis 
closes a record management device including a card reader 
capable of reading tWo different types of codes including a 
?rst authentication code corresponding to the image record 
ing apparatus as an object of management, and a second 
authentication code corresponding to a plurality of image 
recording apparatuses. 

According to the technique disclosed in ’ 274 reference, it is 
necessary to store the ?rst and second authentication codes in 
the record management device in advance, to perform the user 
authentication process. Speci?cally, in the conventionally 
used record management device, at the time of initial opera 
tion or When a card used for user authentication is changed, a 
user represented by an administrator must each time decide 
and set the method of reading identi?cation information to be 
used for the user authentication process. It is troublesome and 
imposes much burden on the user. Further, if there is a mistake 
in setting by the user, quick and accurate user authentication 
becomes impossible. 

SUMMARY OF THE INVENTION 

An object of the present invention is to provide an authen 
tication system and a terminal that can accurately and quickly 
determine Whether or not a user is a registered user, While 
saving user’s trouble. 
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2 
According to an aspect, the present invention provides an 

authentication system including a plurality of terminals 
including an identi?cation information reading device read 
ing identi?cation information for identifying a registered 
user, and a data processing device performing data commu 
nication With the plurality of terminals through a netWork; 
Wherein the terminal includes ?rst storage storing in advance 
an identi?cation ID unique to the terminal, an identi?cation 
information reading method supported by the identi?cation 
information reading device, and limiting information for lim 
iting the registered user from among users, related to each 
other as ?rst data, a ?rst transmitting device transmitting the 
?rst data to the data processing device, a ?rst receiving device 
receiving a signal indicating an identi?cation information 
reading method used by the identi?cation information read 
ing device, from the data processing device, a setting device 
setting an identi?cation information reading method used by 
the identi?cation information reading device, based on the 
indicated identi?cation information reading method, a deter 
mining device determining Whether or not a user is the reg 
istered user, based on Whether or not the identi?cation infor 
mation can be read by the set identi?cation information 
reading method, and a controller controlling an operation of 
the terminal based on the result of determination. The data 
processing device includes second storage storing in advance 
the limiting information and an identi?cation information 
reading method usable only by the registered user, related to 
each other as second data, a second receiving device receiving 
the ?rst data transmitted from the terminal, a deciding device 
deciding an identi?cation information reading method used 
by the identi?cation information reading device based on the 
received ?rst data and the second data, and a second trans 
mitting device transmitting a signal indicating the decided 
identi?cation information reading method to the terminal 
having the corresponding identi?cation ID. 
As described above, the data processing device capable of 

data communication With a plurality of terminals decides the 
identi?cation information reading method used by the iden 
ti?cation information reading device included in each termi 
nal, and transmits a signal indicating the method to the ter 
minal having the corresponding identi?cation ID. Based on 
the identi?cation information reading method decided by the 
data processing device, the terminal sets the identi?cation 
information reading method used by the identi?cation infor 
mation reading device, and determines Whether or not the 
user is a registered user. Therefore, it becomes unnecessary 
for an administrator or the like of the terminal to decide and 
set the identi?cation information reading method used by the 
identi?cation information reading device for every terminal. 
Therefore, the trouble required for determining Whether or 
not the user is a registered user can be saved. Further, the 
identi?cation information reading method is set automati 
cally and, therefore, error in setting can be eliminated, and 
hence, determination as to Whether the user is a registered 
user or not can be made quickly With high accuracy. Further, 
as the data processing device stores the second data that is 
required for deciding the identi?cation information reading 
method used by the identi?cation information reading device 
included in each terminal, it becomes unnecessary to store in 
advance the second data in each terminal. Therefore, the load 
necessary for the storage process in each terminal can be 
reduced. In addition, changes to all terminals can be made by 
one change of the second data and, therefore, it is possible to 
further save the user’s trouble. 

Further, the data processing device decides the identi?ca 
tion information reading method used by the identi?cation 
information reading device based on the ?rst data, Which is 
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stored in advance, having the identi?cation ID unique to each 
terminal, the identi?cation information reading method sup 
ported by the identi?cation information reading device, and 
the limiting information for limiting the registered user 
among the users related to each other, and the second data, 
Which is stored in advance, having the limiting information 
and the identi?cation information reading method usable 
only by the registered user related to each other. Therefore, 
the decision can be made quickly With high accuracy. As a 
result, it becomes possible to quickly and accurately deter 
mine Whether or not the user is a registered user. 

Preferably, the ?rst transmitting device transmits the ?rst 
data to the data processing device When the terminal is acti 
vated. Therefore, even When at least the ?rst data or the 
second data is changed, the identi?cation information reading 
method used by the identi?cation information reading device 
can be decided accurately and, therefore, the determination as 
to Whether the user is a registered user or not can alWays be 
done accurately. Further, even When at least the ?rst data or 
the second data is changed, it is unnecessary for the admin 
istrator or the like of the terminal device to decide and set the 
identi?cation information reading method to be used by the 
identi?cation information reading device terminal by termi 
nal. Therefore, it becomes possible to further save the trouble 
required to determine Whether or not the user is a registered 
user. 

More preferably, the identi?cation information reading 
device is an IC (Integrated Circuit) card reader reading iden 
ti?cation information for identifying a registered user from an 
IC card; the ?rst storage includes a ?rst storage unit storing in 
advance an identi?cation ID unique to the terminal, an IC card 
standard supported by the IC card reader, and limiting infor 
mation for limiting the registered user from among users, 
related to each other as ?rst data; the ?rst receiving device 
includes a receiving unit receiving a signal indicating an IC 
card standard used by the IC card reader, from the data pro 
cessing device; the setting device includes a setting unit set 
ting the IC card standard used by the IC card reader, based on 
the indicated IC card standard; the determining device 
includes a determining unit determining Whether or not a user 
is the registered user, based on Whether the identi?cation 
information can be read by the set IC card standard; the 
second storage includes a second storage unit storing in 
advance the limiting information and an IC card standard 
usable by an IC card held only by the registered user related 
to each other as second data; the deciding device includes a 
deciding unit deciding the IC card standard used by the IC 
card reader, based on the received ?rst data and the second 
data; and the second transmitting device includes a transmit 
ting unit transmitting a signal indicating the decided IC card 
standard to the terminal having the corresponding identi?ca 
tion ID. 
As described above, the data processing device capable of 

data communication With the plurality of terminals decides 
the IC card standard used by the IC card reader included in 
each terminal, and transmits a signal indicating the method to 
the terminal having the corresponding identi?cation ID. 
Based on the IC card standard decided by the data processing 
device, the terminal sets the IC card standard used by the IC 
card reader and determines Whether or not the user is a reg 
istered user. Therefore, it becomes unnecessary for an admin 
istrator or the like of the terminal to decide and set the IC card 
standard used by the IC card reader for every terminal. There 
fore, the trouble required for determining Whether or not the 
user is a registered user can be saved. Further, the IC card 
standard is set automatically and, therefore, error in setting 
can be eliminated, and hence, determination as to Whether the 
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4 
user is a registered user or not can be made quickly With high 
accuracy. Further, as the data processing device stores the 
second data that is required for deciding the IC card standard 
used by the IC card reader included in each terminal, it 
becomes unnecessary to store in advance the second data in 
each terminal. Therefore, the load necessary for the storage 
process in each terminal can be reduced. In addition, changes 
to all terminals can be made by one change of the second data 
and, therefore, it is possible to further save the user’ s trouble. 

Further, the data processing device decides the IC card 
standard used by the IC card reader, based on the ?rst data, 
Which is stored in advance, having the identi?cation ID 
unique to each terminal, the IC card standard supported by the 
IC card reader, and the limiting information for limiting the 
registered user among the users related to each other, and the 
second data, Which is stored in advance, having the limiting 
information and the IC card standard usable by the IC card 
held only by the registered user, related to each other. There 
fore, the decision can be made quickly With high accuracy. As 
a result, it becomes possible to quickly and accurately deter 
mine Whether or not the user is a registered user. 
More preferably, the terminal further includes a ?rst input 

device alloWing a user to input a passWord. The ?rst storage 
includes a storage unit storing in advance a passWord 
assigned only to the registered user. The determining device 
includes a determining unit determining Whether or not a user 
is the registered user, based on Whether or not the passWord 
stored in advance in the storage unit matches the passWord 
input through the ?rst input device. As described above, deter 
mination as to Whether the user is a registered user or not can 

be made not only by the identi?cation information reading 
device but also by using a password. Therefore, even if deter 
mination by the identi?cation information reading device 
becomes impossible because of some trouble, determination 
is still possible. Therefore, convenience for the user of the 
terminal can be improved. 
More preferably, the determining unit determines, When 

the ?rst transmitting device is incapable of transmitting the 
?rst data to the data processing device, or When the ?rst 
receiving device does not receive the signal indicating the 
identi?cation information reading method used by the iden 
ti?cation information reading device from the data process 
ing device, Whether or not a user is a registered user based on 
Whether or not the pas sWord stored in advance in the storage 
unit matches the passWord input through the ?rst input 
device. 
As described above, When transmission of the ?rst data that 

is transmitted from the terminal to the data processing device 
is impossible, or When the signal indicating the identi?cation 
information reading method used by the identi?cation infor 
mation reading device transmitted from the data processing 
device to the terminal is not received, Whether or not the user 
is a registered user is determined using a passWord. There 
fore, even When determination using the identi?cation infor 
mation reading device fails because of communication 
trouble or the like, determination is still possible, and there 
fore, convenience of the user using the terminal can be 
improved. 
More preferably, the ?rst input device includes an input 

unit alloWing input of the ?rst data; and the data processing 
device further includes a second input device for inputting the 
second data. This alloWs change to the ?rst and second data. 
Therefore, even When the information stored in the ?rst and 
second data should be changed as the identi?cation informa 
tion reading device is exchanged or the registered user is 
changed, it is possible to quickly and accurately decide the 
identi?cation information reading method used by the iden 
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ti?cation information reading device. Therefore, determina 
tion as to Whether the user is a registered user can be made 

more quickly With higher accuracy. Therefore, convenience 
for the user using the terminal can further be improved. 
More preferably, the limiting information is site informa 

tion indicating a site Where the terminal is installed. There 
fore, it becomes possible to change, site by site of installation 
of the terminal, the identi?cation information reading method 
used for determining Whether or not the user is a registered 
user. Therefore, it becomes possible to limit the users of the 
terminal site by site, for example, room by room or ?oor by 
?oor. Therefore, a user is prevented from using a terminal 
installed outside the room or ?oor Where use is permitted. 
This realiZes accurate terminal management and higher secu 
rity for the use of the terminal. 
More preferably, the limiting information is group infor 

mation indicating a group to Which the terminal belongs. 
Therefore, it is possible to change, group by group to Which 
the terminal belongs, the identi?cation information reading 
method used for determining Whether or not the user is a 
registered user. Therefore, the users of the terminal can be 
limited by the unit of a group, for example, limited to a 
department or the like. Therefore, a user is prevented from 
using a terminal that belongs to a group other than the group 
such as the department to Which the user belongs. This real 
iZes accurate terminal management and higher security for 
the use of the terminal. 
More preferably, the terminal includes a mounting unit 

formed to alloW attachment/detachment of third storage stor 
ing the identi?cation information reading method indicated 
by the second transmitting device; and the setting device 
includes a setting unit setting, When the third storage is 
mounted on the mounting unit, the identi?cation information 
reading method used by the identi?cation information read 
ing device, based on the identi?cation information reading 
method stored in the third storage. 

Accordingly, even in a situation in Which communication 
betWeen the terminal and the data processing device is impos 
sible because of some trouble in communication, it is possible 
to determine Whether or not the user is a registered user, When 
the registered user mounts the third storage to the terminal. 
Therefore, convenience for the user of the terminal can fur 
ther be improved. 
More preferably, the terminal further includes a display 

device for displaying information to be indicated to a user; 
and if it is determined by the determining device that the user 
is not a registered user, the display device displays that the 
user is not a registered user. Therefore, the user Who is about 
to use the terminal readily recognizes that he/she is not a 
registered user. Therefore, convenience for the user of the 
terminal can further be improved. 

According to another aspect, the present invention pro 
vides a terminal, including an identi?cation information read 
ing device reading identi?cation information for identifying a 
registered user, and performing data communication With a 
data processing device deciding an identi?cation information 
reading method used by the identi?cation information read 
ing device through a network, including: storage storing in 
advance an identi?cation ID unique to the terminal, an iden 
ti?cation information reading method supported by the iden 
ti?cation information reading device, and limiting informa 
tion for limiting the registered user from among users, related 
to each other as data; a transmitting device transmitting the 
data to the data processing device; a receiving device receiv 
ing a signal indicating an identi?cation information reading 
method used by the identi?cation information reading device, 
from the data processing device; a setting device setting an 
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6 
identi?cation information reading method used by the iden 
ti?cation information reading device, based on the indicated 
identi?cation information reading method; a determining 
device determining Whether or not a user is the registered 
user, based on Whether or not the identi?cation information 
can be read by the set identi?cation information reading 
method; and a controller controlling an operation of the ter 
minal based on the result of determination. 
As described above, based on the identi?cation informa 

tion reading method decided by the data processing device, 
the terminal sets the identi?cation information reading 
method to be used by the identi?cation information reading 
device, and determines Whether or not the user is a registered 
user. Therefore, it becomes unnecessary for an administrator 
or the like of the terminal to decide and set the identi?cation 
information reading method used by the identi?cation infor 
mation reading device for every terminal. Therefore, the 
trouble required for determining Whether or not the user is a 
registered user can be saved. Further, the identi?cation infor 
mation reading method is set automatically and, therefore, 
error in setting can be eliminated, and hence, determination as 
to Whether the user is a registered user or not can be made 

quickly With high accuracy. 
According to the present invention, the data processing 

device capable of data communication With the plurality of 
terminals decides the identi?cation information reading 
method used by the identi?cation information reading device 
included in each terminal, and transmits a signal indicating 
the method to the terminal having the corresponding identi 
?cation ID. Based on the identi?cation information reading 
method decided by the data processing device, the terminal 
sets the identi?cation information reading method to be used 
by the identi?cation information reading device, and deter 
mines Whether or not the user is a registered user. Therefore, 
it becomes unnecessary for an administrator or the like of the 
terminal to decide and set the identi?cation information read 
ing method used by the identi?cation information reading 
device for every terminal. Therefore, the trouble required for 
determining Whether or not the user is a registered user can be 
saved. Further, the identi?cation information reading method 
is set automatically and, therefore, error in setting can be 
eliminated, and hence, determination as to Whether the user is 
a registered user or not can be made quickly With high accu 
racy. Further, as the data processing device stores the second 
data that is required for deciding the identi?cation informa 
tion reading method used by the identi?cation information 
reading device included in each terminal, it becomes unnec 
essary to store in advance the second data in each terminal. 
Therefore, the load necessary for the storage process in each 
terminal can be reduced. In addition, changes to all terminals 
can be made by one change of the second data and, therefore, 
it is possible to further save the user’s trouble. 

Further, the data processing device decides the identi?ca 
tion information reading method used by the identi?cation 
information reading device based on the ?rst data, Which is 
stored in advance, having the identi?cation ID unique to each 
terminal, the identi?cation information reading method sup 
ported by the identi?cation information reading device, and 
the limiting information for limiting the registered user 
among the users related to each other, and the second data, 
Which is stored in advance, having the limiting information 
and the identi?cation information reading method usable 
only by the registered user related to each other. Therefore, 
the decision can be made quickly With high accuracy. As a 
result, it becomes possible to quickly and accurately deter 
mine Whether or not the user is a registered user. 
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The foregoing and other objects, features, aspects and 
advantages of the present invention will become more appar 
ent from the following detailed description of the present 
invention when taken in conjunction with the accompanying 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic illustration showing a con?guration 
of the user authentication system in accordance with an 
embodiment of the present invention. 

FIG. 2 is a block diagram showing a con?guration of an 
image forming apparatus to which an IC card reader is con 
nected. 

FIG. 3 is a block diagram showing a con?guration of the 
data processing device. 

FIG. 4 shows, in the form of a ?owchart, a program struc 
ture for realiZing the user authentication system in the image 
forming apparatus. 

FIG. 5 shows, in the form of a ?owchart, a program struc 
ture of an operation panel authentication process. 

FIG. 6 shows, in the form of a ?owchart, a program struc 
ture for realiZing the user authentication system in the data 
processing device. 

FIG. 7 shows an exemplary display on the operation panel. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

In the following description and in the drawings, the same 
components are denoted by the same reference characters and 
same names. Their functions are also the same. Therefore, 
detailed description thereof will not be repeated each time. 

Referring to FIG. 1, a user authentication system 10 
includes a plurality of image forming apparatuses 22 includ 
ing an IC card reader 14 reading identi?cation information for 
identifying a registered user from an IC card 12; and a data 
processing device 24 performing data communication with 
the plurality of image forming apparatuses 22 through a net 
work 20. Image forming apparatus 22 and IC card reader 14 
are electrically connected to each other through a USB (Uni 
versal Serial Bus: registered trade mark) cable, and capable of 
transmitting/receiving various data to/ from each other. Image 
forming apparatus 22 and data processing device 24 are con 
nected to each other through network 20 implemented by 
LAN (Local Area Network) line, and capable of transmitting/ 
receiving various data to/ from each other. 

In the user authentication system 10, data processing 
device 24 decides IC card standard to be used by IC card 
reader 14 connected to each image forming apparatus 22. The 
IC card standard here refers to the standard de?ned by ISO/ 
IEC 14443 for a proximity type IC card, ISO/IEC 10536 for 
a close coupling type IC card, ISO/IEC 15693 for the vicinity 
type IC card as international standards of non-contact type IC 
cards, Felica (Registered Trademark) or the like. In the 
present speci?cation, individual IC card standard will be 
speci?ed by adding an alphabet representing each IC card 
standard after the term “Type,” and expressed such as “Type 
A,” or “Type-B.” Image forming apparatus 22 performs the 
user authentication process based on whether the identi?ca 
tion information can be read in accordance with the decided 
IC card standard, and executes various processes depending 
on the result of user authentication process. Here, the user 
authentication process refers to a process for determining 
whether or not the user who is about to use the image forming 
apparatus 22 is a registered user allowed to use the image 
forming apparatus 22. 
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<Hardware Con?guration> 
[Image Forming Apparatus 22] 
Referring to FIG. 2, image forming apparatus 22 is, for 

example, an MFP (Multi-Function Printer) having a scanner 
function, a copy function, a facsimile function and a printer 
function. Image forming apparatus 22 includes a control unit 
50, an HDD (Hard Disk Drive) 52, an operation panel 54, an 
image reading unit 56, an image processing unit 58, an image 
forming unit 60, a ?rst USB interface (USB UP) 62, a second 
USB UP 64, an LAN interface (LAN UP) 66 and a user 
information management unit 68. 

Control unit 50 is substantially a computer, including a 
CPU (Central Processing Unit) 70, an ROM (Read-Only 
Memory) 72, and a ?rst RAM (Random Access Memory) 74. 
A bus line 76 is connected to CPU 70, and to bus line 76, ROM 
72 and the ?rst RAM 74 are electrically connected. CPU 70 
executes desired processes such as operations of various com 
ponents of image forming apparatus 22 and communication 
with external equipment such as data processing device 24, by 
executing various computer programs in accordance with 
instructions from operation panel 54 and the like. The various 
computer programs mentioned above are stored beforehand 
in ROM 72, and when a desired process is to be executed, the 
program is read from ROM 72 and transferred to the ?rst 
RAM 74. CPU 70 reads a program instruction from an 
address in the ?rst RAM 74 designated by a value stored in a 
register called a program counter, not shown, in CPU 70, and 
interprets the instruction. Further, CPU 70 reads data neces 
sary for operation from an address designated by the read 
instruction, and executes an operation corresponding to the 
instruction on the data. The result of execution is also stored 
at an address designated by the instruction, such as a register 
in CPU 70, HDD 52 or the ?rst RAM 74. 

In the present embodiment, ROM 72 stores a computer 
program for controlling and operating the user authentication 
system 10. The program structure for realiZing the user 
authentication system 10 in the computer program will be 
described later. 

To the bus line 76, HDD 52, operation panel 54, image 
reading unit 56, image processing unit 58, image forming unit 
60, ?rst USB UP 62, second USB UP 64, LAN UP 66 and user 
information management unit 68 are further connected elec 
trically. 
HDD 52 includes a magnetic storage medium. HDD 52 

provides a storage area storing various data including user 
information reading method data, password and image data 
input from image memory 88, as will be described later. 
Speci?cally, HDD 52 stores in advance an identi?cation ID 
(Identi?cation Number) of image forming apparatus 22, all 
IC card standards supported by IC card reader 14, and instal 
lation site name of image forming apparatus 22, in relation to 
each other, as user information reading method data. Here, 
identi?cation ID refers to an ID uniquely assigned to each 
image forming apparatus 22, for identifying and distinguish 
ing image forming apparatuses 22 from each other. The iden 
ti?cation ID is not speci?cally limited and any number or the 
like generally used in the art may be used. By way of example, 
an IP (Internet Protocol) address or the like may be used. If the 
IP address is used as the identi?cation ID, each image form 
ing apparatus 22 can be recogniZed as an individual image 
forming apparatus on the network 20, and therefore, an exter 
nal device such as data processing device 24 can perform data 
processing for the individual image forming apparatus 22. 
The installation site name of image forming apparatus 22 
refers to the site information indicating the site where the 
image forming apparatus 22 is installed. The site information 
is, by way of example, the name or number set individually 
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for a room in an of?ce building in Which different companies 
occupy different rooms. The installation site name of image 
forming apparatus 22 is input through operation panel 54 by 
an administrator of image forming apparatus 22, for example, 
When image forming apparatus 22 is installed. Table 1 shoWs 
an example of user information reading method data. 

TABLE 1 

IP address IC card standard Installation site name 

192.0.0.1 Type-A Type-C Room a 

Referring to Table 1, in the present embodiment, an IP 
address “192. 0.0.1” as an identi?cation ID unique to image 
forming apparatus 22, Type-A and Type-C as the IC card 
standards supported by IC card reader 14 and the name 
“Room a” of installation site of image forming apparatus 22 
are stored in relation to each other, in the form of a table. In the 
present speci?cation, the room named “Room a” (hereinafter 
simply denoted as “Room a”) is a room to Which “Company 
A” belongs, in an of?ce building in Which different compa 
nies occupy different rooms. The registered users of image 
forming apparatus 22 installed in “Room a” are company 
members of Company A. 
HDD 52 further stores in advance a passWord to determine 

Whether or not the user Who is about to use image forming 
apparatus 22 is a registered user. Here, the passWord refers to 
a character sequence including a numeral, letter, sign or the 
like given only to the registered user Who is alloWed to use 
image forming apparatus 22. 

Operation panel 54 is formed by an input unit including a 
touch panel With various input keys and the like alloWing the 
user to input the passWord, data of user information reading 
method and the like, and a display unit such as a liquid crystal 
display (LCD), placed in an overlapping manner. On opera 
tion panel 54, When an image of operation keys are displayed 
on the display unit and coordinates of the position of the 
operation key that is touched by the user at the input unit are 
knoWn, the user instruction related to the operation and vari 
ous settings of image forming apparatus 22 can be under 
stood. When information to be indicated to the user such as 
the contents of user instruction is displayed on the display unit 
and a control signal corresponding to the instruction is output 
to control unit 50, a process in accordance With the input 
operation by the user can be realiZed. By appropriately 
sWitching images displayed on the display unit, images of a 
large number of different operation keys can be displayed 
and, therefore, using operation panel 54 of a limited area, user 
input operations related to many processes can be realiZed. 
On the display unit, not only the displays related to the input 
operation but also information such as messages for giving 
notice to the user are displayed. 

Image reading unit 56 includes an optical system including 
a document detection sensor and a CCD (Charge-Coupled 
Device) line sensor (both not shoWn). The document detec 
tion sensor forms, on the CCD line sensor, an image of a 
re?ected light obtained by irradiating an image-bearing sur 
face of a document placed on a platen (not shoWn) manually 
by the user or by anADF (Automatic Document Feeder) With 
light from a light source (not shoWn). The CCD line sensor 
successively performs photo-electric conversion of the image 
formed by re?ected light, and outputs the result as image data 
to an image memory 88, Which Will be described later. Image 
reading unit 56 reads, using the document detection sensor, 
image information of the document placed on the platen at the 
time of copying or scanning a document, converts the read 
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10 
image information to electric signals by the CCD line sensor, 
and outputs the result as the image data to image memory 88. 

Image processing unit 58 includes an MPU (Micro Pro 
cessing Unit, not shoWn). Image processing unit 58 performs 
prescribed image processing operations such as y (gamma) 
correction and ?ltering, on the image data input from image 
reading unit 56 or from an external device to image memory 
88, and performs various processes such as compression and 
expansion, using a second RAM 86 as a dedicated memory, 
outputs image data subjected to such processes once to image 
memory 88 page by page, and then stores the image data in 
HDD 52. 

Image forming unit 60 includes image memory 88 and a 
printing unit 90. Image memory 88 includes an RAM, and 
temporarily stores the image data page by page. In response to 
an instruction from control unit 50 or the like, image memory 
88 successively reads image data to be transmitted to printing 
unit 90 from HDD 52 page by page and stores the data 
temporarily, and in synchronization With image formation by 
printing unit 90, outputs the stored image data to printing unit 
90. In this manner, as the HDD 52 stores a plurality of image 
data and image memory 88 successively processes the image 
data page by page even When there are a plurality of image 
data to be transmitted to printing unit 90, it is possible to 
perform image forming operations quickly and ef?ciently. 

Printing unit 90 includes a photoreceptor, a charger, an 
LSU (Laser Scanning Unit), a developer, a transfer unit, a 
cleaning unit, and a ?xing unit (all not shoWn). Printing unit 
90 further includes a manual feed tray and ?rst and second 
paper feed trays (all not shoWn) that are detachably attached 
to image forming apparatus 22. These paper feed trays are 
arranged from top to bottom in this order. These paper feed 
trays hold sheets of recording paper, and feed sheets of 
recording paper to a paper feeding unit (not shoWn). The 
manual feed tray is for alloWing the user to set a desired sheet 
of recording paper. The ?rst and second paper feed trays are to 
hold sheets of recording paper of different siZes. In response 
to an instruction from control unit 50 or the like, printing unit 
90 forms an image based on the image data transmitted from 
image memory 88, on the sheet of recording paper fed from 
any of the paper feed trays through the paper feeding unit. 

First and second USB I/Fs 62 and 64 are each Hot-Plug 
supporting interface having a USB port. First and second 
USB I/Fs 62 and 64 automatically recogniZe an external 
device electrically connected to image forming apparatus 22 
While the apparatus is in operation, through a USB cable. In 
the present embodiment, IC card reader 14 is connected to 
?rst USB I/F 62. IC card reader 14 is an identi?cation infor 
mation reading device for performing a process of reading 
identi?cation information included in an IC card 12. IC card 
reader 14 is formed to support a plurality of IC card standards 
(in the present embodiment, Type-A and Type-C). When IC 
card 12 is inserted to a card insertion slot (not shoWn), IC card 
reader 14 reads identi?cation information included in IC card 
12 in accordance With IC card standard set at user information 
management unit 68, and outputs a read signal including the 
read identi?cation information to control unit 50. To the sec 
ond USB I/F 64, a USB memory 84, for example, as an 
auxiliary storage unit is connected. USB memory 84 can be 
freely attached to/detached from second USB I/F 64. 

Image forming apparatus 22 is connected to netWork 20 
formed of LAN line, through LAN I/F 66. Image forming 
apparatus 22 is capable of facsimile communication With a 
facsimile machine or the like connected to netWork 20, and 
capable of data communication With data processing device 
24. 
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User information management unit 68 includes an MPU 
and an RAM (both not shown). User information manage 
ment unit 68 sets IC card standard to be used by IC card reader 
14, and sets a user authentication method to be used for user 
authentication by image forming apparatus 22. Speci?cally, 
in response to an instruction from control unit 50 or the like, 
the MPU performs the settings mentioned above by tempo 
rarily storing the IC card standard to be used by IC card reader 
14 and the user authentication method to be used by image 
forming apparatus 22 in the RAM. In the RAM, various data 
are stored temporarily, as old information is erased or over 
Written by latest data. In the present embodiment, image 
forming apparatus 22 is adapted to support an IC card authen 
tication method (authenticationusing IC card) or an operation 
panel authentication method (authentication using operation 
panel), Which Will be described later, as the user authentica 
tion method. 
A poWer source (not shoWn) is connected to each compo 

nent of image forming apparatus 22 such as user information 
management unit 68 and CPU 70 of control unit 50. Opera 
tions of various components in image forming apparatus 22 
are realiZed When voltage is applied from the poWer source. 
By the operations of various components mentioned 

above, image forming apparatus 22 executes any of various 
operation modes including a copy mode in Which a document 
image is read and printed on a sheet of recording paper, a 
printer mode in Which image data transmitted from an exter 
nal device or the like is received and printed on a sheet of 
recording paper, a scanner mode in Which a document image 
is read and transmitted to an external device and a FAX mode 
in Which facsimile communication With a facsimile machine 
takes place, in accordance With an instruction given by an 
input operation by the user through operation panel 54 or an 
instruction from an external device. 

[Data Processing Device 24] 
Referring to FIG. 3, data processing device 24 is a server 

including a control unit 100, an HDD 110, an operating unit 
114, a display unit 116 and an LAN UP 118. 

Control unit 100 is substantially a computer, including a 
CPU 122, an ROM 124 and an RAM 126. To CPU 122, a bus 
line 128 is connected, and to bus line 128, ROM 124 and 
RAM 126 are electrically connected. CPU 122 executes a 
desired process such as communication With an external 
device such as image forming apparatus 22 and operations of 
various components of data processing device 24, by execut 
ing various computer programs in accordance With an instruc 
tion from operating unit 114 or from an external device such 
as image forming apparatus 22. The various computer pro 
grams mentioned above are stored in advance in ROM 124, 
and When a desired process is executed, read from ROM 124 
and transferred to RAM 126. CPU 122 reads a program 
instruction from an address in RAM 126 designated by a 
value stored in a register, Which is referred to as a program 
counter, not shoWn, in CPU 122, and interprets the instruc 
tion. Further, CPU 122 reads data necessary for operation 
from an address designated by the read instruction, and 
executes an operation corresponding to the instruction on the 
data. The result of execution is also stored at an address 
designated by the instruction, in a register, for example, in 
CPU 122 and RAM 126. 

In the present embodiment, ROM 124 stores a computer 
program for controlling and operating user authentication 
system 10. The program structure for realiZing the user 
authentication system 10 in the computer program Will be 
described later. 

To bus line 128, HDD 110, operating unit 114, display unit 
116 and LAN UP 118 are also electrically connected. 
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12 
HDD 110 includes a magnetic recording medium. HDD 

110 provides a storage area for storing various data including 
management data as Will be described later. Speci?cally, 
HDD 110 stores in advance the installation site name of 
image forming apparatus 22, and IC card standard usable by 
IC card 12 that is held only by the registered user Who is 
alloWed to use image forming apparatus 22 installed at the 
site, in relation to each other as management data. Table 2 
shoWs an example of management data. 

TABLE 2 

Installation site 
name IC card standard 

Room a Type A Type-B i i 

Room b Type-C i i i 

Room 11 Type A Type-C Type-D Type-Z 

Referring to Table 2, in the present embodiment, the instal 
lation site name “Room a” of image forming apparatus 22 and 
Type-A and Type-B as the IC card standards of IC card 12 
held by company member of “Company A” as the registered 
user of image forming apparatus 22 installed in “Room a” are 
stored in relation to each other in the form of a table. Speci? 
cally, to a company member of “Company A” as a registered 
user of image forming apparatus 22 installed in “Room a”, an 
IC card 12 satisfying the IC card standard of Type-A or 
Type-B is handed out beforehand by an administrator or the 
like. Similarly, a plurality of installation site names from 
Room a to Room n, and IC card standards of IC cards 12 held 
only by registered users of image forming apparatuses 22 
installed in respective installation sites are stored in relation 
to each other. 

Operating unit 114 is implemented by a keyboard as an 
input device alloWing character input and the like. The man 
agement data mentioned above is input by an administrator or 
the like of data processing device 24, through operating unit 
114. Display unit 116 is a display device formed of a liquid 
crystal display or the like, for displaying result of processing 
by data processing device 24 and the like. Operating unit 114 
and display unit 116 are connected to bus line 128 through an 
interface (not shoWn). 

Data processing device 24 is connected to netWork 20 
formed of a LAN line, through LAN UP 118. Data processing 
device 24 is capable of data communication With image form 
ing apparatus 22 connected to netWork 20. 

To components of data processing device 24 such as dis 
play unit 116 and CPU 122 ofcontrol unit 100, a poWer source 
(not shoWn) is connected. The operation of each component 
of data processing device 24 is realiZed When a voltage is 
applied from the poWer source. 

<SoftWare Con?guration> 
[Image Forming Apparatus 22] 
As described above, the computer program stored in ROM 

72 of image forming apparatus 22 is programmed to control 
user authentication system 10 as a Whole, to enable its opera 
tion. The program is executed through a determining function 
and an operation control function realiZed by cooperation 
betWeen hardWare and the computer program, by a computer 
including a CPU 70 substantially constituting control unit 50, 
controlling operations of IC card reader 14 and image form 
ing apparatus 22 in accordance With the computer program 
described above. The determining function refers to the func 
tion of performing each of the determining processes as Will 
be described later such as a determination as to Whether the 
user Who is about to use the image forming apparatus 22 is a 
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registered user or not, and the operation control function 
refers to a function of setting image forming apparatus 22 to 
a usable or an unusable state. 

Referring to FIG. 4, the program for realiZing the user 
authentication system 10 in image forming apparatus 22 is 
activated by the user or the like turning on the poWer of image 
forming apparatus 22. When image forming apparatus 22 is 
poWered on, that is, When image forming apparatus 22 is 
activated, image forming apparatus 22 is set to a state unus 
able by control unit 50, and at user information management 
unit 68, the IC card authentication method is set as the user 
authentication method. 

The program includes: a step 101 of determining Whether 
or not USB memory 84 is connected to second USB UP 64 
and branching control How depending on the result of deter 
mination; a step 102 executed if it is determined at step 101 
that USB memory 84 has been connected (YES), of deter 
mining Whether or not USB memory 84 is storing IC card 
standard; and a step 103 executed if it is determined at step 
102 that USB memory 84 is storing the IC card standard 
(YES), of reading the IC card standard from USB memory 84 
and setting the read IC card standard to the user information 
management unit 68. 

The program further includes: a step 104 executed if it is 
determined at step 101 that USB memory 84 is not connected 
(NO) or if it is determined at step 102 that USB memory 84 
does not have the IC card standard stored therein (NO), of 
reading user information reading method data from HDD 52 
and transmitting the read user information reading method 
data through LAN UP 66 and netWork 20 to data processing 
device 24; a step 105 of monitoring LAN UP 66 to determine 
Whether or not transmission of user information reading 
method data has been successful, and branching control How 
depending on the result of determination; and a step 106 
executed if it is determined at step 105 that transmission of 
user information reading method data has been successful 
(YES), of monitoring LAN UP 66 and determining Whether or 
not a signal indicating an IC card standard used by TC card 
reader 14 has been received from data processing device 24 
Within a predetermined prescribed time period, and branch 
ing control How depending on the result of determination. 

The program further includes a step 107 executed if it is 
determined at step 105 that the transmission of user informa 
tion reading method data has not been successful (NO), or if 
it is determined at step 106 that the signal indicating the IC 
card standard has not been received Within the predetermined 
prescribed time period (NO), of executing an operation penal 
authentication process, Which Will be described later. 

The program further includes: a step 108 executed if it is 
determined at step 106 that the signal indicating the IC card 
standard has been received Within the predetermined pre 
scribed time period (YES), of setting, in user information 
management unit 68, the IC card standard to be used by TC 
card reader 14 based on the indicated IC card standard; and a 
step 109 of again determining Whether or not USB memory 
84 is connected to second USB UP 64, and branching control 
How depending on the result of determination. 

The program further includes: a step 110 executed if it is 
determined at step 109 that USB memory 84 is connected 
(YES), of storing the indicated IC card standard in USB 
memory 84; and a step 111 of displaying a message asking 
insertion of IC card 12 to a card insertion slot (not shoWn) of 
IC card reader 14, such as “Insert Card”, on the display unit of 
operation panel 54. Step 111 is also executed if it is deter 
mined at step 109 that USB memory 84 is not connected 

(NO). 
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The program further includes a step 112 of monitoring IC 

card reader 14 and determining Whether or not IC card 12 has 
been inserted to the card insertion slot (not shoWn) of IC card 
reader 14, and branching control How depending on the result 
of determination. If it is determined at step 112 that IC card 12 
has not yet been inserted (NO), step 112 is repeated until 
insertion is determined. 
The program further includes a step 113 executed if it is 

determined at step 112 that IC card 12 has been inserted 
(YES), of causing IC card reader 14 to read identi?cation 
information from IC card 12 in accordance With the IC card 
standard set in user information management unit 68, deter 
mining Whether or not the user is a registered user depending 
on Whether the identi?cation information can be read or not, 
and branching control How depending on the result of deter 
mination. 
The program further includes a step 114 executed if it is 

determined at step 113 that the user is not a registered user 
(NO), that is, if it is determined that inserted IC card 12 does 
not satisfy the IC card standard set in user information man 
agement unit 68 and the read signal output to control unit 50 
is unacceptable, of ej ecting the IC card 12 from card insertion 
slot (not shoWn) of IC card reader 14, displaying an error 
message such as “Card not supported” indicating that the user 
is not a registered user and the image forming apparatus 22 
cannot be used, on the display unit of operation panel 54, and 
ending the present process. By such a display, the user Who is 
about to use the image forming apparatus 22 can easily rec 
ogniZe that he/ she is not a registered user and that the image 
forming apparatus 22 is not available. Therefore, convenience 
for the user using image forming apparatus 22 can further be 
improved. 
The program further includes a step 115 executed if it is 

determined at step 113 that the user is a registered user (YES), 
that is, if it is determined that the inserted IC card 12 satis?es 
the IC card standard set in user information management unit 
68 and the read signal output to control unit 50 is acceptable, 
of setting image forming apparatus 22 to a state ready to use, 
and displaying a setting image alloWing the user to input an 
instruction or instructions related to various processes to be 
performed by image forming apparatus 22, on the display unit 
of operation panel 54. 

FIG. 5 shoWs, in the form of a ?owchart, a program struc 
ture of an operation panel authentication process executed at 
step 107 shoWn in FIG. 4. Referring to FIG. 5, the program 
realiZing the operation panel authentication process includes: 
a step 200 of changing the user authentication method set in 
user information management unit 68 from IC card authenti 
cation method to operation panel authentication method, and 
displaying a message asking input of a passWord such as 
“Enter passWord” on the display unit of operation panel 54; 
and a step 201 of monitoring a user input operation to opera 
tion panel 54 and determining Whether or not a passWord has 
been input Within a predetermined prescribed time period, 
and branching control How depending on the result of deter 
mination. 
The program further includes a step 202 executed if it is 

determined at step 201 that a passWord is input Within the 
predetermined prescribed time period (YES), of reading a 
passWord stored in advance in HDD 52 and determining 
Whether or not the read passWord matches the passWord input 
through operation panel 54 to determine Whether or not the 
user is a registered user, and branching control How depend 
ing on the result of determination. 
The program further includes a step 203 executed if it is 

determined at step 202 that the user is not a registered user 
(NO), that is, if it is determined that the passWords do not 
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match, of displaying an error message such as “Incorrect 
passWor ” informing that the input password is incorrect, on 
the display unit of operation panel 54, and ending the present 
process. Step 203 is also executed if it is determined at step 
201 that no passWord has been input Within the predetermined 
prescribed time period (NO). 

The program further includes a step 204 executed if it is 
determined at step 202 that the user is a registered user (YES), 
that is, if it is determined that the passWords match, of setting 
image forming apparatus 22 to a state ready to use, and 
displaying a setting image alloWing the user to input an 
instruction or instructions related to various processes to be 
performed by image forming apparatus 22, on the display unit 
of operation panel 54. 

In this manner, the user authentication process for deter 
mining Whether or not the user is a registered user is possible 
not only by using IC card reader 14 but also by using a 
pas sWord. Therefore, even if determination by IC card reader 
14 is impossible because of some trouble, determination is 
still possible. Therefore, convenience for the user using 
image forming apparatus 22 can further be improved. 

Further, if transmission of user information reading 
method data to be transmitted from image forming apparatus 
22 to data processing device 24 should fail, or if reception of 
a signal notifying the IC card standard to be used by IC card 
reader 14 transmitted from data processing device 24 to 
image forming apparatus 22 should fail, determination as to 
Whether the user is a registered user or not is performed by 
using a passWord. Therefore, even if determination by IC card 
reader 14 is impossible because of some communication 
trouble, determination is still possible. Therefore, conve 
nience for the user using image forming apparatus 22 can 
further be improved. 

[Data Processing Device 24] 
As described above, the computer program stored in ROM 

124 of data processing device 24 is programmed to control 
user authentication system 10 as a Whole and to enable its 
operation. The program is executed by the deciding function 
and the like realiZed by cooperation of hardWare and com 
puter program, by a computer including CPU 122 substan 
tially constituting control unit 100 controlling the operation 
of data processing device 24 in accordance With the computer 
program. The deciding function mentioned above refers to 
the function of deciding the IC card standard used by IC card 
reader 14. 

Referring to FIG. 6, the program for realiZing the user 
authentication system 10 in data processing device 24 is 
activated by the user or the like turning on the poWer of data 
processing device 24. 

The program includes a step 300 of monitoring LAN UP 
118 and determining Whether or not LAN UP 118 has 
received the user information reading method data transmit 
ted from image forming apparatus 22 connected thereto, and 
branching control How depending on the result of determina 
tion. If it is determined at step 300 that the user information 
reading method data has not been received (NO), step 300 is 
repeated until reception is determined. 

The program further includes a step 301 executed if it is 
determined at step 300 that the user information reading 
method data has been received (YES), of reading manage 
ment data stored in advance in HDD 110, and deciding, based 
on the read management data and the received user informa 
tion reading method data, the IC card standard used by IC card 
reader 14. Speci?cally, at step 301, the management data and 
the user information reading method data are compared using 
the installation site name of image forming apparatus 22 as a 
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key, and the matching IC card standard is decided to be the IC 
card standard used by IC card reader 14. 
The program further includes a step 302 of transmitting a 

signal indicating the IC card standard decided at step 301 to 
image forming apparatus 22 having a corresponding identi 
?cation ID, through LAN UP 118 and netWork 20. 

<Operation> 
(When USB Memory 84 is not Mounted on Image Forming 

Apparatus 22) 
When USB memory 84 is not mounted on image forming 

apparatus 22, data processing device 24 and image forming 
apparatus 22 to Which IC card reader 14 is connected in 
accordance With the present embodiment operate in the fol 
loWing manner. 
The poWer of data processing device 24 is alWays on and 

CPU 122 of control unit 100 of data processing device 24 
monitors LAN UP 118 constantly. The management data is 
input beforehand by an administrator or the like of data pro 
cessing device 24 through operating unit 114 to HDD 110, 
and the user information reading method data is input before 
hand by an administrator or the like of image forming appa 
ratus 22 through operation panel 54 to HDD 52, When image 
forming apparatus 22 is neWly installed. 
When a user Who is going to use the image forming appa 

ratus 22 turns on the poWer of image forming apparatus 22, 
CPU 70 of control unit 50 of image forming apparatus 22 sets 
image forming apparatus 22 to a state not ready to use, and 
starts monitoring of second USB UP 64, LAN UP 66 and IC 
card reader 14, While user information management unit 68 
sets the IC card authentication method as the user authenti 
cation method. 

Determining that USB memory 84 is not connected to 
second USB UP 64, CPU 70 of control unit 50 reads the user 
information reading method data from HDD 52, and trans 
mits the read user information reading method data to data 
processing device 24 through LAN UP 66 and netWork 20. 

Determining that LAN UP 118 has received the user infor 
mation reading method data transmitted from image forming 
apparatus 22, CPU 122 of control unit 100 of data processing 
device 24 reads the management data that has been stored in 
advance in HDD 1 10, and based on the read management data 
and the received user information reading method data, 
decides the IC card standard used by IC card reader 14. In the 
present embodiment, the management data (see Table 2) and 
the user information reading method data (see Table 1) are 
compared using the installation site name “Room a” of image 
forming apparatus 22 as a key. Of Type-A and Type-B as the 
IC card standards stored in relation to “Room a” in the man 
agement data, Type-A, Which is the IC card standard that 
matches the IC card standard supported by IC card reader 14 
stored in user information reading method data, is decided to 
be the IC card standard used by IC card reader 14. As the 
management data and the user information reading method 
data are compared using the installation site name of image 
forming apparatus 22 as a key and the IC card standard is 
decided thereby, it is possible to change the IC card standard 
used for user authentication process by site of installation of 
the image forming apparatus 22. Therefore, it is possible to 
limit the users of image forming apparatus 22 on the basis of 
location, such as a room or a ?oor. Therefore, it is possible to 
prevent a user from using an image forming apparatus 22 
installed at a site different from a site such as a room or ?oor 

Where the use is alloWed, and hence, correct management of 
image forming apparatus 22 becomes possible. Further, secu 
rity related to the use of image forming apparatus 22 can be 
enhanced. Further, a company member of “Company A” that 
occupies the room named “Room a” is authoriZed as a regis 
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tered user of image forming apparatus 22 installed in “Room 
a” if he/she uses IC card 12 handed out beforehand. There 
fore, it becomes unnecessary to prepare different IC cards 12 
for each image forming apparatus 22. Therefore, convenience 
for the user using image forming apparatus 22 can further be 
improved. 
CPU 122 of control unit 100 transmits a signal indicating 

the decided IC card standard to image forming apparatus 22 
having the IP address “1 92.0.0.1” as the corresponding iden 
ti?cation ID, through LAN UP 118 and netWork 20. As the 
destination of transmitting the signal is decided based on the 
identi?cation ID stored in the user information reading 
method data, it is possible to reliably indicate the decided IC 
card standard to the corresponding image forming apparatus 
22, even When the user information reading method data are 
transmitted from a plurality of image forming apparatuses 22 
to data processing device 24. 

Determining that transmission of user information reading 
method data is successful and that LAN UP 66 has received 
the signal indicating the decided IC card standard from data 
processing device 24 Within a predetermined prescribed time 
period, CPU 70 of control unit 50 sets in user information 
management unit 68, the IC card standard to be used by IC 
card reader 14, based on the indicated IC card standard. 

Again determining that USB memory 84 is not connected 
to the second USB UP 64, CPU 70 of control unit 50 displays 
a message such as “Insert card” on the display unit of opera 
tion panel 54, asking insertion of IC card 12 to the card 
insertion slot (not shoWn) of IC card reader 14. 
When the user inserts IC card 12 to the card insertion slot 

(not shoWn) of IC card reader 14, CPU 70 of control unit 50 
determines that IC card 12 has been inserted to the card 
insertion slot (not shoWn) of card reader 14, and causes IC 
card reader 14 to read the identi?cation information from IC 
card 12, in accordance With the IC card standard set in user 
information management unit 68. Then, depending on 
Whether or not the identi?cation information can be read, it 
determines Whether or not the user is a registered user. 

Determining that the inserted IC card 12 supports Type-B 
not satisfying the IC card standard set in user information 
management unit 68, the read signal output to control unit 50 
is unacceptable and the user is not a registered user, CPU 70 
of control unit 50 ejects IC card 12 from the card insertion slot 
(not shoWn) of IC card reader 14, and displays a message such 
as “Card not supported” on the display unit of operation panel 
54, indicating that the user is not a registered user and that 
image forming apparatus 22 is unavailable. At this time, 
image forming apparatus 22 is kept in a state not ready to use, 
and the user cannot use the image forming apparatus 22. 

Determining that the inserted IC card 12 satis?es the IC 
card standard set in user information management unit 68, the 
read signal output to control unit 50 is acceptable and hence 
the user is a registered user, CPU 70 of control unit 50 sets 
image forming apparatus 22 to a state ready to use, and 
displays a setting image alloWing the user to input an instruc 
tion or instructions related to various processes to be per 
formed by image forming apparatus 22, on the display unit of 
operation panel 54. 

If any communication trouble betWeen image forming 
apparatus 22 and data processing device 24 should occur 
during the operation described above, CPU 70 of control unit 
50 determines that transmission of user information reading 
method data failed, or LAN UP 66 did not receive the signal 
indicating the decided IC card standard from data processing 
device 24 Within the predetermined prescribed time period, 
and changes the user authentication method set in user infor 
mation management unit 68 from the IC card authentication 
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method to the operation panel authentication method, and 
displays a message such as “Enter passWord” on the display 
unit of operation panel 54, asking input of a passWord. 

If the user inputs a passWord through operation panel 54 
Within a predetermined prescribed time period, CPU 70 of 
control unit 50 determines that the passWord has been input 
Within the predetermined prescribed time period, reads a 
passWord stored beforehand in HDD 52, and depending on 
Whether or not the read passWord matches the passWord input 
through operation panel 54, determines Whether or not the 
user is a registered user. If the passWord does not match and 
the user is determined not to be the registered user, a message 
such as “Incorrect passWord” is displayed on the display unit 
of operation panel 54, informing that the input passWord is 
incorrect. The message is also displayed if it is determined by 
CPU 70 of control unit 50 that a passWord Was not input 
Within the predetermined prescribed time period. When this 
message is displayed, image forming apparatus 22 is kept in 
a state not ready to use, and the user cannot use the image 
forming apparatus 22. 

Determining that the passWords match and the user is a 
registered user, CPU 70 of control unit 50 sets image forming 
apparatus 22 to a state ready to use, and displays a setting 
image alloWing the user to input an instruction or instructions 
related to various processes to be performed by image form 
ing apparatus 22, on the display unit of operation panel 54. 
When the registered user con?rms the displayed setting 

image and performs an input operation for executing a desired 
job through operation panel 54, CPU 70 of control unit 50 
executes a process in accordance With the input operation by 
the user, based on the control signal input from operation 
panel 54. 
When all desired processes end, the user ejects IC card 12 

from the card insertion slot (not shoWn) of IC card reader 14, 
turns off the poWer of image forming apparatus 22, and ends 
use of the image forming apparatus 22. 
The management data can be reWritten by an input opera 

tion from operating unit 114 by an administrator or the like of 
data processing device 24, and the user information reading 
method data can be reWritten by an input operation from 
operation panel 54 by an administrator or the like of image 
forming apparatus 22. 
Assume, for example, that IC card 12 held by company 

member of “Company A” as the registered user of image 
forming apparatus 22 installed in “Room a” is changed and 
that Type-A and Type-B as the IC card standards stored in 
relation to “Room a” in the management data (see Table 2) are 
changed to Type-B and Type-C by, for example, an adminis 
trator of data processing device 24. CPU 122 of control unit 
100 decides the IC card standard used by IC card reader 14 in 
the folloWing manner. Speci?cally, it compares the manage 
ment data and the user information reading method data using 
“Room a” as the installation site name of image forming 
apparatus 22 as a key, and of Type-B and Type-C as the IC 
card standards stored in relation to “Room a” in the manage 
ment data, Type-C that is the IC card standard matching the IC 
card standard supported by IC card reader 14 stored in the 
user information reading method data is decided to be the IC 
card standard used by IC card reader 14. 

In this manner, the user information reading method data 
and the management data can be changed by operation panel 
54 of image forming apparatus 22 and operating unit 114 of 
data processing device 24. Therefore, if the information 
stored in the management data and the user information read 
ing method data are changed When, for example, IC card 
reader 14 is exchanged or the registered user is changed, the 
IC card standard used by IC card reader 14 can quickly and 
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accurately be decided. As a result, the user authentication 
process can be done quickly and accurately. Therefore, con 
venience for the user using image forming apparatus 22 can 
further be improved. 
(When USB Memory 84 is Mounted on Image Forming 

Apparatus 22) 
When USB memory 84 is mounted on image forming 

apparatus 22, image forming apparatus 22 to Which IC card 
reader 14 is connected and data processing device 24 in 
accordance With the present embodiment operate in the fol 
loWing manner. The operations When USB memory 84 is 
mounted are the same as those When USB memory 84 is not 
mounted, except for the operation from the determination by 
CPU 70 of control unit 50 that USB memory 84 is connected 
until a message asking insertion of IC card 12 is displayed on 
the display unit of operation panel 54. 

Determining that USB memory 84 is connected to second 
USB UP 64, CPU 70 of control unit 50 determines Whether 
USB memory 84 stores the IC card standard or not. Deter 
mining that USB memory 84 stores the IC card standard, it 
reads the IC card standard from USB memory 84, and sets the 
read IC card standard to user information management unit 
68. 

Determining that USB memory 84 does not store the IC 
card standard, CPU 70 of control unit 50 sets the IC card 
standard in user information management unit 68 in the same 
manner as When USB memory 84 is not mounted. Then, again 
determining that USB memory 84 is connected to second 
USB UP 64, it stores the IC card standard noti?ed from data 
processing device 24, in USB memory 84. 
CPU 70 of control unit 50 displays a message such as 

“Insert card” on the display unit of operation panel 54, asking 
insertion of IC card 12 to the card insertion slot (not shoWn) of 
IC card reader 14. 

In this manner, When USB memory 84 storing the IC card 
standard is mounted on image forming apparatus 22, CPU 70 
of control unit 50 does not transmit the user information 
reading method data to data processing device 24 through 
LAN UP 66 and netWork 20, but sets the IC card standard used 
by IC card reader 14 based on the IC card standard stored in 
USB memory 84. Therefore, even if communication betWeen 
image forming apparatus 22 and data processing device 24 
should fail because of some communication trouble, user 
authentication is possible if the registered user mounts USB 
memory 84 to image forming apparatus 22. Therefore, con 
venience for the user using image forming apparatus 22 can 
further be improved. Further, repetition of the same opera 
tions such as the data transmission/reception process in image 
forming apparatus 22 and determination and data transmis 
sion/reception processes in data processing device 24 can be 
saved. Therefore, load on the image forming apparatus 22 and 
data processing device 24 can be reduced. 

[Modi?cation] 
A modi?cation of user authentication system 10 has the 

same con?guration as user authentication system 10 in the 
embodiment above, except that the user information reading 
method data stored in HDD 52 of image forming apparatus 22 
and the management data stored in HDD 110 of data process 
ing device 24 are different. In the present modi?cation, com 
ponents having the same functions as those of user authenti 
cation system 10 are denoted by the same reference characters 
and same names, and detailed description thereof Will not be 
repeated. 

<HardWare Con?guration> 
[Image Forming Apparatus 22] 
HDD 52 stores in advance an identi?cation ID of image 

forming apparatus 22, all IC card standards supported by IC 
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card reader 14, and a netWork domain name of image forming 
apparatus 22, in relation to each other, as user information 
reading method data. Here, the netWork domain name of 
image forming apparatus 22 is group information indicating a 
group to Which image forming apparatus 22 belongs. The 
netWork domain name is allotted individually for each depart 
ment in a company or the like organiZed such that different 
departments are in charge of different kinds of Work. The 
netWork domain name of image forming apparatus 22 is input 
through operation panel 54 by an administrator of image 
forming apparatus 22, for example, When image forming 
apparatus 22 is installed. Table 3 shoWs an example of user 
information reading method data. 

TABLE 3 

IP address IC card standard Network domain name 

192.001 Type-B Domain a 

Referring to Table 3, in the present embodiment, an IP 
address “192. 0.0.1” as an identi?cation ID of image forming 
apparatus 22, Type-B as the IC card standard supported by IC 
card reader 14 and “Domain a” as the netWork domain name 
of image forming apparatus 22 are stored in relation to each 
other, in the form of a table. In the present speci?cation, 
“Domain a” represents a netWork domain name allocated 
individually to a “Department of Management” of “Company 
A” organiZed such that different departments are in charge of 
different kinds of Work. The registered user of image forming 
apparatus 22 belonging to “Domain a” is a company member 
Who belongs to “Department of Management.” 

[Data Processing Device 24] 
HDD 110 stores in advance the netWork domain name of 

image forming apparatus 22, and IC card standard usable by 
IC card 12 held by the user Who is alloWed to use image 
forming apparatus 22 belonging to the group to Which the 
netWork domain name is allocated, in relation to each other as 
management data. Table 4 shoWs an example of management 
data. 

TABLE 4 

Network domain 
name IC card standard 

Domain a Type-A Type-B i 

Domain b Type-D i i 

Domain n Type-C Type-E Type-Z 

Referring to Table 4, in the present embodiment, “Domain 
a” as the netWork domain name of image forming apparatus 
22 and Type-A and Type-B as the IC card standards of IC card 
12 held by company member of “Department of Manage 
ment” as the registered user of image forming apparatus 22 
belonging to the “Department of Management” to Which 
“Domain a” is allocated are stored in relation to each other in 
the form of a table. Speci?cally, to the company member 
belonging to “Department of Management” as the registered 
user of image forming apparatus 22 belonging to “Depart 
ment of Management,” IC card 12 satisfying the IC card 
standard of Type-A or Type-B is handed out beforehand by an 
administrator or the like. Similarly, netWork domain names 
from Domainb to Domain n and IC card standards of IC cards 
12 held only by registered users of image forming apparatuses 
22 belonging to the groups having respective netWork domain 
names allocated thereto are stored in relation to each other. 
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<SoftWare Con?guration> 
[Image Forming Apparatus 22 and Data Processing Device 

24] 
Computer programs stored in ROM 72 of image forming 

apparatus 22 and ROM 124 of data processing device 24 are 
programmed to control and operate the modi?cation of user 
authentication system 10 as a Whole, to enable its operation. 
The program for realizing the modi?cation of user authenti 
cation system 10 in image forming apparatus 22 is the same as 
the program for realiZing user authentication system 10 in the 
embodiment above. The program for realiZing the modi?ca 
tion of user authentication system 10 in data processing 
device 24 is the same as the program for realiZing the user 
authentication system 10 in the embodiment above except for 
the process at step 301 (see FIG. 6) described above. In the 
following, the process of step 301 Will be described. 

Step 301 is executed if it is determined at step 300 that the 
user information reading method data is received (YES), and 
at this step, the management data stored beforehand in HDD 
110 is read and, based on the read management data and the 
received user information reading method data, the IC card 
standard used by IC card reader 14 is decided. Speci?cally, at 
step 301, the management data and the user information 
reading method data are compared using the netWork domain 
name of image forming apparatus 22 as a key, and the match 
ing IC card standard is decided to be the IC card standard used 
by IC card reader 14. 

<Operation> 
Image forming apparatus 22 to Which IC card reader 14 is 

connected and data processing device 24 in accordance With 
the present modi?cation operate in the folloWing manner. In 
the present modi?cation, the operations are the same as those 
of the embodiment above except for the operation of deciding 
the IC card standard used by IC card reader 14 When USB 
memory 84 is not mounted on image forming apparatus 22. 
Only the different operation Will be described. 

Determining that LAN UP 118 has received the user infor 
mation reading method data transmitted from image forming 
apparatus 22 connected thereto, CPU 122 of control unit 100 
reads the management data stored in advance in HDD 110, 
and based on the read management data and the received user 
information reading method data, decides the IC card stan 
dard used by IC card reader 14. In the present embodiment, 
the management data (see Table 4) and the user information 
reading method data (see Table 3) are compared using 
“Domain a” as the netWork domain name of image forming 
apparatus 22 as a key, and of Type-A and Type-B as the IC 
card standards stored in relation to “Domain a” in the man 
agement data, Type-B, Which is the IC card standard that 
matches the IC card standard supported by IC card reader 14 
stored in user information reading method data, is decided to 
be the IC card standard used by IC card reader 14. As the 
management data and the user information reading method 
data are compared using the netWork domain name of image 
forming apparatus 22 as a key and the IC card standard is 
decided thereby, it is possible to change the IC card standard 
used for user authentication process by group to Which the 
image forming apparatus 22 belongs. Therefore, it is possible 
to limit the users of image forming apparatus 22 group by 
group, for example, department by department. Therefore, it 
is possible to prevent a user from using an image forming 
apparatus 22 belonging to a group different from the group to 
Which the user belongs, and hence, correct management of 
image forming apparatus 22 becomes possible. Further, secu 
rity related to the use of image forming apparatus 22 can be 
enhanced. Further, a company member belonging to “Depart 
ment of Management” as the group to Which “Domain a” is 
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allocated is authorized as a registered user of image forming 
apparatus 22 belonging to “Department of Management” if 
he/ she uses IC card 12 handed out beforehand. Therefore, it 
becomes unnecessary to prepare different IC cards for each 
image forming apparatus 22. Therefore, convenience for the 
user using image forming apparatus 22 can further be 
improved. 
The management data can be reWritten by an input opera 

tion from operating unit 114 by an administrator or the like of 
data processing device 24, and the user information reading 
method data can be reWritten by an input operation from 
operation panel 54 by an administrator or the like of image 
forming apparatus 22. 
Assume, for example, that IC card 12 held by company 

member belonging to “Department of Management” as the 
registered user of image forming apparatus 22 belonging to 
“Department of Management” is changed and Type-A and 
Type-B as the IC card standards stored in relation to “Domain 
a” in the management data (see Table 4) are changed to 
Type-B and Type-C by, for example, an administrator of data 
processing device 24. Then, CPU 122 of control unit 100 
decides the IC card standard used by IC card reader 14 in the 
folloWing manner. Speci?cally, it compares the management 
data and the user information reading method data using 
“Domain a,” Which is the netWork domain name of image 
forming apparatus 22, as a key, and of Type-B and Type-C as 
the IC card standards stored in relation to “Domain a” in the 
management data, Type-B that is the IC card standard match 
ing the IC card standard supported by IC card reader 14 stored 
in the user information reading method data is decided to be 
the IC card standard used by IC card reader 14. 

<Functions/Effects> 
The user authentication system 10 in accordance With the 

present embodiment and the modi?cation thereof are directed 
to a user authentication system including a plurality of image 
forming apparatuses 22 including an IC card reader 14 for 
reading identi?cation information for identifying a registered 
user from IC card 12, and a data processing device 24 per 
forming data communication With the plurality of image 
forming apparatuses 22 through netWork 20. In image form 
ing apparatus 22, HDD 52 stores in advance an identi?cation 
ID unique to image forming apparatus 22, IC card standards 
supported by IC card reader 14, and installation site name of 
the image forming apparatus 22 or the netWork domain name 
to Which image forming apparatus 22 belongs as limiting 
information limiting a registered user from among users, in 
relation to each other, as user information reading method 
data; LAN UP 66 transmits the user information reading 
method data to data processing device 24 and receives a signal 
indicating the IC card standardused by IC card reader 14 from 
data processing device 24; user information management unit 
68 sets the IC card standard used by IC card reader 14 based 
on the indicated IC card standard; the determining function of 
control unit 50 determines Whether or not the user is a regis 
tered user depending on Whether or not the identi?cation 
information can be read by the set IC card standard, and the 
operation control function of control unit 50 sets, When the 
user is determined to be a registered user by the determining 
function, the image forming apparatus 22 to a state ready to 
use. In data processing device 24, HDD 110 stores in advance 
the installation site name of the image forming apparatus 22 
or the netWork domain name of image forming apparatus 22 
as the limiting information, and IC card standard usable by IC 
card 12 that is held only by the registered user, in relation to 
each other as management data; LAN UP 118 receives the 
user information reading method data transmitted from image 
forming apparatus 22; the deciding function of control unit 
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100 decides the IC card standard used by IC card reader 14 
based on the received user information reading method data 
and the management data; and LAN UP 1 18 transmits a signal 
indicating the decided IC card standard to the image forming 
apparatus 22 having the corresponding identi?cation ID. 

In this manner, data processing device 24 capable of data 
communication With a plurality of image forming appara 
tuses 22 decides the IC card standard used by IC card reader 
14 included in each image forming apparatus 22, and trans 
mits a signal indicating the standard to image forming appa 
ratus 22 having the corresponding identi?cation ID. Image 
forming apparatus 22 sets the IC card standard used by IC 
card reader 14 based on the IC card standard decided by data 
processing device 24, and determines Whether the user is a 
registered user or not. Therefore, it becomes unnecessary for 
an administrator or the like of image forming apparatus 22 to 
decide and set the IC card standard to be used by IC card 
reader 14 for each image forming apparatus 22. Therefore, the 
troublesome Work of determining Whether the user is a reg 
istered user or not can be saved. Further, as the IC card 
standard is automatically set, error in setting can be pre 
vented, and the determination as to Whether the user is a 
registered user or not can be made quickly and accurately. 
Further, data processing device 24 stores the management 
data required for deciding the IC card standard used by IC 
card reader 14 connected to image forming apparatus 22 and, 
therefore, it becomes unnecessary for each image forming 
apparatus 22 to store the management data in advance. There 
fore, the load required for the storage in each image forming 
apparatus 22 can be reduced, and by one change to the man 
agement data, changes to all image forming apparatuses 22 
can be made. Therefore, the user’s trouble can further be 
saved. 

Further, data processing device 24 decides the IC card 
standard used by IC card reader 14 based on the user infor 
mation reading method data stored in advance including the 
identi?cation ID unique to each image forming apparatus 22, 
the IC card standard supported by IC card reader 14 and the 
installation site name of image forming apparatus 22 or the 
netWork domain name to Which the image forming apparatus 
22 belongs as the limiting information for limiting the regis 
tered users from among users in relation to each other, and 
based on the management data stored in advance including 
the limiting information and the IC card standard usable only 
by the registered user in relation to each other. Therefore, 
decision can be made quickly and accurately. Thus, Whether 
the user is a registered user or not can be determined quickly 
and accurately. 

Further, in the present embodiment, When image forming 
apparatus 22 is activated, the program for realiZing user 
authentication system 10 or its modi?cation is activated. 
Therefore, even When at least the user information reading 
method data or the management data is changed, the IC card 
standard used by IC card reader 14 can be decided accurately. 
Therefore, the user authentication process can alWays be per 
formed accurately. Further, even When at least the user infor 
mation reading method data or the management data is 
changed, it is unnecessary for the administrator or the like of 
image forming apparatus 22 to decide and set the IC card 
standard used by IC card reader 14 for each and every image 
forming apparatus 22. Therefore, the trouble required for 
determining Whether the user is a registered user or not can 
further be saved. 

In the embodiment above, input of the management data is 
realiZed by an input operation through operating unit 114 and 
the input of user information reading method data is realiZed 
by an input operation through operation panel 54. The present 
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invention, hoWever, is not limited to such an embodiment. By 
Way of example, such input may be realiZed by an input 
operation through an input device of an external device, such 
as a personal computer connected to netWork 20. 

Further, in the embodiment above, the process for storing 
IC card standard in USB memory 84 at step 110 (see FIG. 4) 
is performed before the process for determining Whether the 
user is a registered user or not. The present invention, hoW 
ever, is not limited to such an embodiment. By Way of 
example, the process for storing may be performed simulta 
neously With the process for setting image forming apparatus 
22 to a state ready to use and the process for displaying the 
setting image on the display unit of operation panel 54, at step 
115 (see FIG. 4). Then, it folloWs that the IC card standard 
used for the user authentication process is stored only When 
the user of image forming apparatus 22 is a registered user. 
Therefore, security of use of the image forming apparatus 22 
can further be improved. It is noted that the process of step 
110 described above may not be performed in the present 
invention. 

In the embodiment above, immediately after activation of 
image forming apparatus 22, the process for setting IC card 
standardbased on the IC card standard stored in USB memory 
84 of steps 101 to 103 (see FIG. 4) is performed. The present 
invention, hoWever, is not limited to such an embodiment. By 
Way of example, the process may be performed before start 
ing the operation panel authentication process of step 107 
(see FIG. 4). In that case, preferably, the operation panel 
authentication process is performed if it is determined that 
USB memory 84 is not connected, or if it is determined that 
USB memory 84 does not store the IC card standard. By such 
an approach, the IC card standard used by IC card reader 14 
can be set based on the IC card standard decided by data 
processing device 24 in every process, except When a com 
munication trouble occurs. Therefore, even When at least the 
user information reading method data or the management 
data is changed, the IC card standard used by IC card reader 
14 can be decided accurately, and hence, the user authentica 
tion process can alWays be performed accurately. It is noted 
that the process of steps 101 to 103 described above may not 
be performed in the present invention. 

Further, in the embodiment above, determination as to 
Whether the user using IC card reader 14 is a registered user or 
not is made once. The present invention, hoWever, is not 
limited to such an embodiment. By Way of example, if the 
user is determined not to be the registered user in the deter 
mination mentioned above, the determination may be 
repeated for a predetermined number of times. In this manner, 
When the user is determined not to be a registered user, by 
performing the determination as to Whether the user is a 
registered user or not for a predetermined number of times, 
erroneous determination can be prevented When, for example, 
IC card 12 is not properly inserted to the card insertion slot 
(not shoWn) of IC card reader 14. Therefore, more accurate 
user authentication process can be performed. In that case, 
desirably, a message such as “Card not supported. Try again 
using different card” in the example shoWn in FIG. 7 should 
be displayed on operation panel 54, asking the user to try 
again, every time the user is determined not to be the regis 
tered user. When the user re-inserts the card and makes an 
input operation on an OK button 55 after con?rmation of such 
message, the determination process starts. 

Further, in the embodiment above, if the user is determined 
to be a registered user in the user authentication process, 
image forming apparatus 22 is set to a state ready to use, and 
if the user is determined not to be the registered user, image 
forming apparatus 22 is kept in a state not ready to use. The 








