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ROW-LEVEL SECURITY IN A RELATIONAL
DATABASE MANAGEMENT SYSTEM

SUMMARY OF THE INVENTION

CROSS-REFERENCE TO RELATED PATENT
APPLICATION

security Within a relational database. They offer many advan

The systems described here provide mandatory roW-level
tages over conventional database systems that are available

today. They can provide a security enforcement mechanism
that is mandatory and automatic, that can implement security

This is a continuation of application Ser. No. 11/746,896
?led May 10, 2007 Which is a continuation of application Ser.
No. 10/ 233,397 ?led Sep. 4, 2002. The entire disclosure of the

schemes that Would be dif?cult to express in a traditional

Structured Query Language (SQL) vieW or query, and

achieve performance optimizations that minimize processing

prior applications, application Ser. No. 10/233,397 and
11/746,896, are hereby incorporated by reference.

requirements and elapsed time overhead associated With
making roW-level security checks. The systems described
here also provide a security enforcement mechanism that

BACKGROUND OF THE INVENTION

does not have to rely upon special vieWs or database session
1. Field of the Invention

variables to provide roW-level security controls.

The invention relates to information processing systems,
and more particularly to providing security in database man

agement systems.
2. Description of the Related Art
With the growth of the World-Wide Web (“Web”) and
e-business solutions, database security and privacy are
becoming increasingly critical. Hosting a Web site on a server,
referred to as Web hosting, is another trend that magni?es the
importance of database security. The Web server includes a
relational database storing a customer’s data in many related
tables. A Web ho sting company is motivated to store data from
many customers in a single database management system to
minimize its expenses. HoWever, an increasing number of

customers need a higher degree of security than is available

20

roW has a roW security label. The apparatus includes a user

security unit having recorded therein a hierarchy of security
25

database. The read security unit is con?gured to return the

30

security label is located in the hierarchy at a level With privi
leges that are greater than or equal to privileges for a level in
the hierarchy at Which the roW security label is located.
The request from a user does not need to contain a query of
a vieW nor does it require a join of a table containing access
control information, in order to limit user access to the data

ment system is used to host more than one customer’s Web
35

all access to a data item, such as a database roW, is controlled.

base.
Features and advantages of the invention Will become

apparent upon consideration of the folloWing descriptions
and descriptive ?gures of speci?c embodiments thereof.

Many customers also need to use a hierarchical security

scheme that simultaneously supports multiple levels of
access control. These concepts of mandatory access controls
and hierarchical security schemes are Well knoWn. They are

labels. It also includes a read security unit connected to the
user security unit and betWeen the data manager and the
roW from the database to the data manager only if the user

With database management systems conventionally used by
hosting companies, especially When the database manage
site and data.
Some customers need mandatory access controls in Which

According to an embodiment, an apparatus for use Within
a database management system having a data manager and a
database, determines Whether a user is authorized to perform
a requested operation on a roW of data held Within the data
base. The user is associated With a user security label and the

40

While these descriptions go into speci?c details of the inven
tion, it should be understood that variations may and do exist

described, for example, in a Department of Defense standard

and Would be apparent to those skilled in the art based on the

DoD 5200.28-STD, Department of Defense Trusted Com
puter System Evaluation Criteria, December 1985, Which is
incorporated by reference herein.

descriptions herein.

Conventional relational databases, such as the database
described in US. Pat. No. 5,751,949 to Thomson et al., pro
vide security based on tables and vieWs of those tables. VieWs

BRIEF DESCRIPTION OF THE DRAWINGS
45

FIG. 1 is a block diagram shoWing a Web host having a

conventional database management system managing data
for more than one Web site.

can be used to limit access to selected roWs and columns
Within one or more database tables. For example, in Thomson

et al., vieWs are used to join data tables With a security table
containing user authorization information. Certain users,
hoWever, such as system administrators can bypass vieWs and
access tables directly, thereby circumventing the access con

50

trol provided by vieWs. Also, it is often cumbersome for the
database administrator and application programmer to con

55

struct vieWs that have the desired level of granularity.
Although vieWs can be effective for read-only access, vieWs
are more dif?cult to de?ne for updating, inserting and delet

ing. Triggers, database constraints and stored procedures are
often needed for update controls.

FIGS. 2A-D shoW a database table, SQL statements to
create a vieW, the vieW, and a query, respectively, that are used
in conventional methods for limiting a user’s access to certain
roWs of data in the database table.
FIG. 3 is a block diagram shoWing an access control system
that includes a database management system With a read

mandatory security enforcement unit and a Write mandatory
security enforcement unit that support roW-level access con
trol that enables mandatory access control.
FIG. 4 shoWs an example of a security hierarchy scheme
supported by the access control system shoWn in FIG. 3.

60

FIGS. 5A and B shoW a query, a database table and a

security mechanism employing the security hierarchy illus

Although many applications need roW-level security
Within a relational database so that individual user access can

trated in FIG. 4. The query canbe applied to the database table

be restricted to a speci?c set of roWs, there is a need to make

using mandatory roW-level security enforcement provided by

the security control mandatory. With mandatory access con
trol, users, application programmers and database adminis
trators are unable to bypass the roW-level security mecha
nism.

the security mechanism.
65

FIG. 6 illustrates the use of a cache in the database man

agement system shoWn in FIG. 3 to improve performance
When providing roW-level mandatory access control.

US 8,l31,664 B2
4

3
FIGS. 7A and B are ?oWcharts for querying a database

that is received at a Web site. The SQL query is passed to the

management system that provides mandatory roW-level

query processor 20 for parsing and execution by the DBMS.

access control.

Based on the query, the query processor 20 controls the data
manager 22 to interact With the data repository 24 to handle

FIGS. 8A-C are ?oWcharts illustrating sending a request

the appropriate data satisfying the query.

for a roW update and updating the roW in a database manage

FIG. 2A shoWs an example of a conventional user table

ment system that provides mandatory roW-level access con
trol.

(USER.TABLE) 26 held Within the DBMS shoWn in FIG. 1.
The table contains various columns of data, labeled Col1,
C012, and C013 shoWn in FIG. 2A. The user table also
includes a security label (SECLABEL) column. Each roW is

DETAILED DESCRIPTION

associated With a speci?c security label. Here, the security

The embodiments described beloW are described With ref
erence to the above draWings, in Which like reference numer

labels are the names of various colors such as red, blue,

als designate like components.
Certain conventional database management systems

yelloW, green, for example. Each color name represents a
particular set of security privileges associated With the user
table roW. For example, a security label of “red” may have one
set of access privileges associated With that label, Whereas

(DBMS) provide some capabilities to limit access to roWs

Within the database. HoWever, those conventional systems
rely on a database administrator to create vieWs that restrict
access to the desired roWs. The application programmer must

then use those special vieWs to enforce the security controls.

Often, the application programmer must populate session

20

another security label, such as security label blue, is associ
ated With another set of privileges.
Access to USER.TABLE, in a conventional DBMS, is
controlled by a database vieW. A system administrator creates

variables With values that the vieWs use to control access to

a vieW of the related tables Within the database in order to

the data roWs. Although such conventional systems do alloW

restrict access based on a user’s security label.

The system administrator creates a table by using, for

a programmer to control access to the data, those conven

tional systems suffer from several disadvantages.
For example, conventional DBMSs use vieWs to control

example, SQL statements as shoWn in FIG. 2B. Here a system
25

administrator creates a vieW called USER.VIEW 28a in

database is cumbersome for the database administrator and

Which the vieW is selected from three columns, namely,
U.COL1, U.COL2, U.COL3, as shoWn in line 28b of FIG. 2.

the application programmer to implement. For example, it is

Those columns are selected from the USER.TABLE shoWn in

access to a database. Using vieWs to control access to the

common to have to create separate vieWs for each security

level (e. g., a TOP_SECRET VIEW, a SECRET VIEW, etc.) in

30

the security scheme.
Using vieWs to control access is also error prone, since it is

FIG. 2A. A security table (SECURITYTABLE) 30 relates a
user ID (USERID) With a security label (SECLABEL) such
as security labels “red”, “blue”, or “green.” This is shoWn in
line 280 of FIG. 2B. Line 28d of FIG. 2B requires that the user

easy to implement the vieWs incorrectly and inadvertently

security label equals the security label de?ned in the security

permit access to the Wrong data roWs. Also, some security

table, and that the user ID in the security table equals the

schemes are dif?cult to express as additional predicates on the
vieW or user query. There is a need to automatically enforce
access to the data such that no changes are required to the user

35

current user’s security label. Although this conventional

application logic or vieWs.

The security policy achieved using vieWs is only discre
tionary rather than mandatory. A person With database admin
istrator authority is able to vieW the data in the database

40

mechanism. There is a need to provide mandatory security
controls that prevent unauthoriZed access by end users, appli
45

the system security administrator should be the only indi
vidual With unbridled access to the data.
FIG. 1 shoWs a system level diagram of a conventional

database application, involving a Web server 10 hosting a

50

plurality of Web sites, namely Web site 1211, Web site 12b and
Web site 120. The Web server is connected to a data commu

nications netWork 14, such as the Internet, that provides con
nectivity With a plurality of clients, such as clients 16a and
16b. The Web server includes a single DBMS 18 that services
each of the Web sites. The DBMS manages data used by the
plurality of Web sites. Since many Web sites are hosted by the
Web server, yet are served by a single DBMS, security must be
provided to prevent unauthoriZed access of data from one Web
site by a person using another Web site hosted by Web server

55

HoWever, this conventional access control technique does not

support hierarchical security schemes, and it requires the use

These problems With conventional database management
systems can be overcome using the folloWing concepts to

DBMS.

query might be a Structured Query Language (SQL) query

26, the USER.TABLE 26 is joined With SECURITY.TABLE
30 to produce USER.VIEW 32.
FIG. 2D shoWs an example query 34 requested by the user
SALLY. SALLY’s query includes a select SQL clause select
ing all roWs from USER.VIEW. The conventional DBMS
system operates by applying the vieW shoWn in FIG. 2B to the
USER.TABLE 26 shoWn in FIG. 2A. As shoWn in the SECU
RITYTABLE 30 of FIG. 2C, SALLY’s security label is
“blue”, and accordingly, the resulting user vieW 32 includes
only those roWs of USER.TABLE 26 having a security label
equal to the security label “blue”. In this manner, a conven

of vieWs to limit access.

nected to a data repository 24 that holds data managed by the

The query processor 20 processes requests containing que

are applied to USER.VIEW 32. If the vieW of FIG. 2B is
applied for user “SALLY” to access the USER.TABLE 26,
the result is shoWn in FIG. 2C. Here, in FIG. 2C, When the user
SALLY requests access to the USER.TABLE, the vieW of
FIG. 2B limits SALLY’s vieW of the table 26 to the USER.
VIEW 32 shoWn in FIG. 2C. When the vieW is applied to table

tional DBMS limits the user’s access to only certain roWs.
60

10. In conventional Web servers, the DBMS includes a query
processor 20 and a data manager 22. The DBMS 18 is con

ries received at a Web site from a client. For example, a typical

access control scheme provides a degree of access control, it
does not support a hierarchical security scheme.
FIG. 2C shoWs a relationship betWeen a security table 30

and the resulting vieW When the SQL statements of FIG. 2B

Without using the special vieWs that implement the security
cation programmers, and database administrators. In order to
limit the universe of users With access to data in the database,

current user. This limits access to only those roWs in USER.T

ABLE of FIG. 2A that have a security label equal to the

65

provide roW-level security.
1. Each end user of the database management system is
assigned a SECURITY_LABEL. That label identi?es a secu

US 8,131,664 B2
5
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rity level for the user Within a multilevel security scheme and

activated automatically When a relational database table is

de?nes certain privileges for accessing data in the database.
The security label also identi?es security categories Within

knoWn to include a speci?c column name. The mechanism

that security level that the user is allowed to access. An

data roWs to be Written in the database. This Write access

example of a security category is a software development

security mechanism forces each of those updated roWs to
contain one of the folloWing possible values.

determines Which security label is recorded in the updated

project on Which the user is authorized to Work. For example,

a given user might be alloWed to vieW data designated by
certain security levels, such as the security levels: TOP
SECRET, SECRET, and UNCLASSIFIED. That user also

a. A security label that is the same as the user’s security
label is used as the security label for the updated roW.
b. If a user is specially authorized, that user is alloWed to
update roWs using a roW security label that has a loWer level
than the user’s current security label indicates. The Write
access security mechanism veri?es that the user’s security

can be permitted to access data that pertains to certain cat

egories, such as, for example, projects ABC, DEF, and XYZ.
The value stored in the security label is encoded in a manner

dominates the roW’s security, such that all of the folloWing

that expresses the security level and category information to
the security system. An example of such an encoding is the

conditions are true, before alloWing the roW to be updated.
i) The user is specially authorized to Write data in a roW

label SECRETABC, Where “SECRET” speci?es the security
level and “ABC” specify security categories A, B and C,

having a security label designated for a security level
loWer than a security level associated With the user’s

Which could be identi?ers of projects on Which the user is

security label.

assigned to Work.

ii) The security label speci?ed for the roW has a security

The user’ s security label can be determined using different

techniques. For example, the user’s security label can be
determined With a lookup using the relational DBMS catalog;
by making a security call to an external security manager; or
by a call to a trusted installation exit routine, for example. It
Will be understood that other techniques to determine the
user’s security label can be employed.

20

ciated With the user’s security label.

iii) The security categories for the security label speci?ed
for the roW are a proper subset of the security categories
25

2. Each roW Within a secure table is associated With a

security label, Which can be a column Within that security
table. For example, that column can have a predetermined
name (eg SECURITY_LABEL) or it can be identi?ed

through an SQL clause When the table is de?ned (e.g. AS

level that is less than or equal to the security level asso

30

SECURITY LABEL clause on the CREATE TABLE column

de?nition). It Will be understood that other techniques can be

associated With the user’s security label. That is, all the
security categories associated With the roW’s label are
also associated With the user’s security label.
The Write access security mechanism uses several different
techniques to enforce the access scheme. For example, it can
perform a lookup With the relational DBMS catalog; make a
security call to an external security manager; or make a call to
a trusted installation exit routine.
A DBMS that supports mandatory access control at the roW

used to associate a security label With a roW.

level is illustrated in FIG. 3. Here, the DBMS 18, in addition

The SECURITY_LABEL column in the roW identi?es the
security level of the data contained in the roW, as Well as

to a query manager 20 and a data manager 22, also includes a
35

security categories to Which the roW applies. For example, the
roW might contain data having a security level of “SECRET”,
that pertains to projects ABC and XYZ (security categories).
The value stored in the SECURITY_LABEL is encoded in a
manner that expresses the security level and category infor

DB2® for the z/OS® operating system. Each mandatory
security unit is coupled to the data manager 22 and to the data

storage unit 24. Both of the mandatory security units operate
40

mation to the security system.
3. A mandatory security enforcement mechanism controls

By placing the mandatory security units betWeen the data
manager 22 and the data repository 24, mandatory access
45

50

data manager With a security label associated With the
requested roW of data in the data storage unit 24. If the

55

granted. That is, the read mandatory security unit 36 deter
mines, from the user’s security label, the user’s security level
and security categories. It also determines, from the roW’s
security label, the roW security level and roW security catego

a. The security level indicated by the user’s security label is
greater than or equal to the security level indicated by the
roW’s security label.
b. The security categories associated With the roW’s secu
rity label are a proper subset of the security categories asso

conditions discussed above are met, access to the roW is

ciated With the user’s security label.

ries. If the user’s security level is greater than or equal to the
security level for the roW, and if the security categories asso

Write access is controlled separately, so that users can

force compliance With the general rule of not reading from
roWs having higher security levels than the user or Writing to
roWs having loWer security levels than the user.

control is achieved. If the data manager 22 attempts to read a
roW of data from the data storage unit 24, the request is

directed through the read mandatory security unit 36. That
security unit compares a user’s security label passed by the

dominates the roW’s security, in Which both of the folloWing
conditions are true:

to control access by a user, or application program 40 such as

a Web site, to the data according to a hierarchical security
scheme.

read access to the secure data roWs. That mechanism is acti

vated automatically When a relational database table is knoWn
to include a SECURITY_LABEL column. This read security
enforcement mechanism compares the user’s security label to
the roW’s security label to determine Whether access should
be alloWed. Read access is alloWed only if the user’s security

read mandatory security unit 36 and a Write mandatory secu
rity unit 38.An exemplary embodiment ofDBMS 18 is IBM’ s

60

ciated With the roW are a proper subset of the security catego
ries associated With the user’ s security level, then read access
is alloWed. Since every attempted read access to the data

passes through the read mandatory security unit, mandatory

The read and Write access security mechanisms can use

several various techniques to enforce the access scheme, such

access control is achieved.

as by using a lookup With the relational DBMS catalog; using

Similarly, When Writing an updated roW to the database, the
Write mandatory security unit 38 receives from the data man

a security call to an external security manager; or using a call

to a trusted installation exit routine, for example.

4. A mandatory security enforcement mechanism controls
Write access to the secure data roWs. This mechanism is

65

ager 22 the request to store the roW in the data storage unit 24.

The Write mandatory security unit 38 ensures that the condi
tions discussed above are met before alloWing the roW to be
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updated in the data storage unit 24. That is, the write manda
tory security unit ensures that the user’s security label indi
cates both that the user’s security level and security categories

in row 64b of the security mechanism 64. For example the
user “BOSS 1” has access privileges de?ned in table 64 by the
label “rainbow” in row 64b, thereby giving that user a higher
degree of access. Similarly, another user, e.g., “BIG BOSS,”

correspond with the security level and categories indicated by
the security label of the row to be updated.

also can use the same high level label, such as the rainbow
security level, as illustrated in row 640.

A hierarchical security scheme is illustrated, conceptually,
in FIG. 4. Here, the security scheme shows security levels

Another example of a hierarchical security level is shown

labeled using names of colors. For example, security level 42
bears the label “red,” security level 44 bears the label
“orange,” and the security level 46 bears the label “yellow.”
Similarly, security level 48 bears the label “green,” level 50
bears the label “blue,” level 52 bears the label “indigo,” and
level 54 bears the label “violet.” These security levels, namely

in row 64d for the user ID “BOSS 2.” BOSS 2 has a security

label “sunset.”As shown in FIG. 4, BOSS 2, having a security
label of “sunset,” has access privileges that include all the

privileges of security labels red, orange, and yellow. Accord
ingly, when BOSS 2 submits the query shown in FIG. 5A, the

read mandatory security unit compares the security label for
BOSS 2 with the security labels for each of the rows in
USER.TABLE 26. Since the “sunset” label includes all the

the color names, are similar to the security label shown in
FIG. 2A used in a conventional database. However, the
scheme shown in FIG. 4 is a hierarchical security scheme in

privileges of the red, yellow, and orange security labels, the

Accordingly, the security label sunset is located at a higher

read mandatory security unit 36 returns the rows 2611, having
a security label “red,” row 260 having a security label “yel
low,” and row 26g having a security label “red.” Since those
security labels are subordinate in the hierarchy to the “sunset”
label, as shown in FIG. 4, the other rows, namely, rows 26b,
26d, 26e, 26], and 26h, are not returned because the security

level in the security scheme than the security labels red,
orange and yellow. Similarly, the security level 58, labeled
“pastel,” includes all the privileges of the lower level security
labels in its branch, namely, security labels blue, indigo, and

labels for those rows are not within the “sunset” branch of the
hierarchy shown in FIG. 4. In this manner, the user BOSS 2
can submit query 62 shown in FIG. 5A without using a view
to limit access to only those rows having a security level the

which security levels are grouped together to create different
levels of security in a multilevel security system. For

example, the security level 56 bearing the label “sunset”
includes all the access privileges for the lower level security

20

labels within its branch, namely, red, orange and yellow.

25

violet. In this manner the pastel security label is located at a

same as or at a lower level than the security label associated

higher level in the hierarchical security scheme than the labels

with BOSS 2.
FIG. 6 illustrates an alternative embodiment of the DBMS
system shown in FIG. 3. Here a cache is employed to improve

blue, indigo and violet.
Security level 60, labeled “rainbow” is located at the high
est level of the security hierarchy. As shown in FIG. 4, the

30

performance. The cache operates to store the security label

rainbow label includes all the privileges of every security
label in the tree structure shown in FIG. 4. This hierarchical

security scheme supports multilevel access control.
In a DBMS employing the mandatory security access con

35

information in readily available memory so that every time a
row is accessed the security label need not be interpreted,
whether by calling an external routine or performing a look
up to determine the security level and associated privileges,

trols described here, a user may query the DBMS tables

and categories associated with the particular security label.

directly and mandatory access control is automatically per

Here, the DBMS includes a cache 66 for holding the security
label information that is determined for each query that is
processed for a speci?c user.

formed. This allows a query, such as query 62 shown in FIG.
5A, to be applied to the DBMS without having to use a view
to control access as in a conventional DBMS. Here, a query 40

from “BOSS 2,” shown in FIG. 5A, includes a SELECT
clause 62. The SELECT clause is intended to select all data

the query begins by opening a cursor and executing a loop.

from the user table “USER.TABLE.” If the DBMS does not
include any access control, the contents of the entire table

would be returned regardless of the user’s security level.
However, when this query is applied to the DBMS having the
mandatory access controls, shown in FIG. 3, the only rows of

The loop includes getting the next row which causes interac
45

tion with the data manager/mandatory security unit 70 shown
in FIG. 6. The data manager/mandatory security unit 70 can
include the functions of both the data manager and the read

mandatory security units 36 and write mandatory security

data that are returned are the rows that the user is authorized
to access.

This control aspect is illustrated in FIG. 5B. Here, the user
table 26 includes rows that each bear a security label, namely

In the embodiment shown in FIG. 6, a user submits an SQL
query 68 to the DBMS. The query processor 20 processes the
received query in a conventional manner. As shown in FIG. 6,

50

units 38 shown in FIG. 3, either individually or in combina
tion. Here, in FIG. 6, they are shown in the same unit. For ease

of description, the data manager/mandatory security unit 70
will be referred to simply as “data manager” 70.

a security label “red,” “blue,” “yellow,” etc. When the query
shown in FIG. 5A, originating from a user or an application

The data manager 70 retrieves the next row from the data

40, is received by the DBMS the query processor 20 processes
the query and sends requests to the data manager 22 to select
all rows of the USER.TABLE 26. However, the read security

storage unit 24. Upon retrieving a row from the data storage
55

function of checking whether the returned row includes a
security label. If so, the cache 66 is searched to determine if

unit 36 operates to limit the rows of the user table that are

information associated with that security label is already
present in the cache. If so, the security information within the

returned based on a security mechanism 64. A variety of
security mechanisms can be used, such as a table as shown in
FIG. 5B, that relates a user ID to a security label for the user.

unit 24 the data manager 70 performs the mandatory security

60

Although, it will be understood that other security mecha
nisms can be used to determine a security label associated

cache is used to compare the user security level with the
security level associated with the retrieved row. If the security
label is not found in the cache then the data manager 70

with a user.

determines the information associated with the security label.

The security label might be a security level at a leaf node in
the hierarchy shown in FIG. 4, such as security label “red”
shown in row 6411. However, the security label might be a
higher level label such as the security level “rainbow” shown

This can be performed in various ways, such as by calling a
security layer, as illustrated in FIG. 6. The result of the secu

65

rity label information determination is then placed in the
cache 66 to thereby cache the result of the security label call.
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archical security schemes (e.g., TOP SECRET,
SECRET, UNCLASSIFIED levels).

Once the security information is available, the security
level and category of the label associated With the retrieved
roW are compared With the security level and category asso

b. The security categories the user is associated With and

ciated With the user’s security label. A determination then is

authorized to access. For example, a user might be asso

ciated With three different projects (e.g., projects A, B

made Whether to alloW the user to access that roW.

If the result of the comparison is that the user is to be given

and C, each of Which can be designated as a security

access, then the roW is returned to the query processor 20 for
return to the user. The loop shoWn in the query processor 20

FIG. 7A illustrates a process for a user to query a database

category).

then continues until the query is complete.
When the query is complete, the query processor noti?es

in Which mandatory access controls are present. A user, in
operation 72, prepares a query for submission to a DBMS that
has a table that includes a SECURITY_LABEL column. The

the data manager Which then purges the cache. In this manner,
the cache information is used only for a single query by a
single user. In other Words, for each query made by a user, the
security label information held in the cache is refreshed so

user, by logging on to the DBMS or by another method, is
identi?ed to the DBMS. The user’ s security level and security
categories are determined in operation 74 using the tech
niques described earlier. A request With the user’s query is
prepared in operation 76 by a client, for example, in a client/
server system. The request includes, in addition to the query,

that the information in the cache is present only during the
time When a user’s query is processed. A user’s security level
and a roW’s security level are assumed to stay unchanged

during the period When a query is performed. HoWever, by
purging the cache after each query, changes to both the user’ s
security level and to the security levels of roWs in the data can
occur Without having to invalidate information held in the
cache.
The folloWing are examples of processes that can be used
to provide roW-level security With mandatory access control.

a user security label encoded With the user’ s security level and
20

security categories. The request is sent in operation 78 to the
DBMS.

Referring to FIG. 7B, the DBMS receives the user’s

request in operation 80. In operation 82 the DBMS, through
25

When a database administrator creates a table in the DBMS

the query processor and data manager, processes the query
and scans the requested tables to ?nd roWs that satisfy the
user’ s query predicates. Before returning any data to the user

shoWn in FIG. 3, the administrator includes a SECURITY_

application, the DBMS invokes the security mechanism to

LABEL column in the table. The administrator also can add a
SECURITY_LABEL column to a table to be protected. The
DBMS uses the presence of the SECURITY_LABEL column

determine Whether the user is authorized to vieW the data. The

?rst decision, in operation 84, is to determine if the database
30

table has a SECURITY_LABEL column. If the table does not
have a SECURITY_LABEL column, then the query is pro
cessed in a conventional manner in operation 86 and the
results of the query are returned to the user in operation 88.
If the table has a SECURITY_LABEL column, then the

35

security mechanism is invoked in operation 90 Where the
user’s security level and security categories are determined
by decoding the user’s security label. The roW’s security label
is retrieved from the SECURITY_LABEL column and
decoded. The security mechanism can be implemented in

40

many Ways, such as via a lookup Within the DBMS’s autho
rization tables, via a call to an external security product, or via

to automatically activate roW-level security. Thus, the roW

level security mechanism is driven by the presence of the
SECURITY_LABEL column and the content of the data roW.

The SECURITY_LABEL column enables the use of security
controls for roWs in a database that do not depend upon

database administrators creating special vieWs that identify
the roWs that each user is alloWed to access. Such security

controls make roW-level security mandatory for the table
Whenever the security label is present, and those controls

cannot be bypassed by directly accessing the table (i.e. using
or avoiding special vieWs that control roW access). The secu
rity label stored in each roW has an encoded value that encap

an installation exit routine, for example. The security mecha
nism is responsible for examining the roW’s security label to

sulates the folloWing tWo speci?c pieces of information.
a. The security level of the data contained in the roW. This

alloWs implementation of multilevel, hierarchical secu

determine Whether the user is authorized to retrieve that par
45

rity schemes (e.g., TOP SECRET, SECRET, UNCLAS

SIFIED).

There are tWo possible cases for each roW.
a. The security label of the roW has a value that is Within a
range of values that are accessible to the user. This is the case

b. The security categories to Which this roW of data applies.
For example, a roW of data might be associated With six

security categories (e.g., projects A, B, C, D, E, F on

50

When the user’s security dominates the roW’ s security, both of
the folloWing conditions are true.

Which the roW is used). The security label can be
encoded in a manner that alloWs the security mechanism

i) The security level indicated by the user’s security label is

to determine the subset of the possible security catego
ries to Which this roW of data pertains.
When the end user logs on to the DBMS, the user Will

ticular roW. This is accomplished in operation 92 by compar
ing the user’s security level With the roW’s security level.

greater than or equal to the security level indicated by the
roW’s security label, as determined in operation 94. If
55

not, the user is denied access to the roW in operation 96.

provide authentication tokens (e.g., userid/passWord, KER

If so, then the next condition is tested in operation 98.

BEROS ticket, etc.) that identify the user to the DBMS. Once
the user’s identity has been ascertained, the DBMS deter
60

ii) The security categories associated With the roW’s secu
rity label are a proper subset of the security categories
associated With the user’s security label, as determined
in operation 98. If that is the case, the DBMS processes

mines the security label associated With the end user. This can
be done using many different techniques, such as via a table

lookup in the DBMS’s authorization tables; via a security
check to an external security product; or via a trusted user exit

routine, for example. As With the security label for the roW,
the user’s security label is encoded to encapsulate the folloW

ing information.

the roW and retrieves the requested data values and
returns the result to the user in operation 102. If not, the
user is denied access to the roW in operation 100.

b. The security label associated With the roW is outside the
range of values corresponding to the user’s security label. In

a. The security level of the data the user is authorized to

this case, the DBMS either ignores the roW, or declares an

access. This alloWs implementation of multilevel, hier

attempted security violation depending upon the security
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policy employed for the database management system. The

that is different from the user’s security level. If the user is not

user is thus denied access to the protected roW, as shoWn in

specially authoriZed, then access for making the update to the

operations 96 and 100.
To minimiZe the computer processor usage and elapsed
time associated With the roW-level security checks, the

table is denied in operation 126. HoWever, if the user is

specially authoriZed, then the user’s security level, deter
mined from the user’s security label, is compared With the

processing a user’s transaction. If subsequent roWs are

security level for the roW to be updated, in operation 128 to
determine if the user’ s security dominates the roW’s security.
In this operation the user’s security label and the roW’s secu
rity label are decoded to determine the security information

encountered With security label values that are already
present in the user’s cache, the security check can be

mented using many different techniques, such as via a lookup

DBMS can cache the roW security label values that Were

authenticated successfully during the course of running the
transaction, in cache 66 shoWn in FIG. 6, during the course of

encoded therein. This decoding operation can be imple

bypassed, since that particular security label value already
passed the security check. The cache of validated security

Within the DBMS’s authorization tables; via a call to an

label values is destroyed at database commit and rollback

boundaries, so that subsequent changes in the security policy

for example. The information from the decoded security
labels, such as the security level information, is compared in

are re?ected in the next unit of Work.

operation 128.

Having the security mechanism check both security level
and security category gives the security mechanism a great
deal of ?exibility in supporting various security policies.
Some examples of this include the folloWing.

FolloWing connector “A” to FIG. 8C, in operation 130 it is
determined, based on the comparison, if the user’s security

external security product; or via an installation exit routine,

level is greater than or equal to the security level for the roW.
20

exact match (user security label:“RED” and roW security

label:“RED”).
b. An installation might choose to alloW access only When
the roW’s security label is a proper subset of the user’s secu

If not, the user is denied access to the roW to make the update,

in operation 132. HoWever, if the user’s security level is
greater than or equal to the roW’s security level, then opera
tion 134 is performed to compare security categories.
In operation 134, if the security categories of the roW to be

a. An installation might choose to alloW access only on an

25

rity label (user security label:“RAINBOW” Which means

updated form a proper subset of the user’ s security categories,
then the updated roW is recorded in the database, in operation

the user Would alloW access to all security levels at that same

136. The security categories for the roW form a proper subset
of the security categories for the user if all of the roW’s
security categories are included in the set of security catego
ries for the user. HoWever, if the security categories for a roW
do not form a proper subset of the security categories of the
user, then in operation 138 the user is denied access to update

level and beloW, namely for “TOP SECRET”, “SECRET”,

the roW.

“RED,” “ORANGE,” “YELLOW,” “GREEN,” “BLUE,”
“INDIGO,” and “VIOLET” are alloWable values for the roW

security label for this user).
c. An installation might choose to alloW access based on a 30

hierarchy. For example, a “TOP SECRET” security label for
and “UNCLASSIFIED” roW security label values.
d. Combinations of the above schemes also can be used,

In updating a roW, the security mechanism, such as the
35

depending on the application.
Referring to FIG. 8A, When the user, in operation 104,
requests an update to data in a roW of a database table, either
a change to the data in the roW or inserting a roW, the user is

identi?ed and the user’s security level and security categories

40

Write mandatory security unit 38, shoWn in FIG. 3, can be
provided not only With the user’s security label value but also
With a proposed value of the roW’s security label. That pro
posed value can be provided, for example, by the user’s SQL
update operation. The security mechanism can choose to
alloW the roW’s security label to be recorded Without change,

are determined in operation 106. A request is prepared in

or it can choose to force a different value into the roW’s

operation 108 that includes the roW update as Well as the

security label based on the installation’s security policy. This
alloWs installations to employ any desired security policy. For
example, a security policy can be chosen to force all updates
to record in the modi?ed roW’s security label the security

user’s security level and categories. That request is then sent
to the DBMS in operation 110.
Referring to FIG. 8B, once the user issues an update

45

request, such as an SQL request that updates data (INSERT,

label of the user Who made the update. An alternative security

UPDATE, etc.), the DBMS receives that request in operation

policy can be chosen to alloW selected users to make updates
With roW security label values that are different than the user’ s
security label. Examples of such a security label value are a
value that is a proper subset of the user’s security label values,
and a value that is less than or equal to the user’s security
level.

1112. The request includes the update to the data in the roW
and the user’s security label Which indicates the user’s secu

rity level and security categories. The security mechanism

50

determines a security label to associate With the updated roW,

in operation 114. In this embodiment, the user’s security label
is used as the security label for the updated roW. Alternatively,

IBM Corporation’s Resource Access Control Facility

a different security label can be selected, based on criteria

(RACF®) is an example of a product that can be used to

appropriate for the application and operating environment. In

55

operation 116 the security mechanism determines if the roW
to be updated contains a SECURITY_LABEL column. If not,
the update is processed in a conventional manner in operation
118.
If the roW includes a SECURITY_LABEL column, then

operation 120 is performed Which determines if the user’s
security label is equal to the security label for the roW. If it is,
the update is performed in operation 122, and the roW’s secu
rity label is set equal to the user’s security label.
If the user’s security label is not equal to the roW’s security
label, then it is determined in operation 124 if the user is
specially authoriZed to record updates With a security level

perform the functions of the mandatory security units.
According to one embodiment, a database table can activate

roW level security support by adding a specially named col
umn that acts as the security label. A RACF® exit is used to
60

check for each security label value that is accessed Within a
cursor, and determine Whether a SQL query requester sub
mitting an SQL query is alloWed to access the data roW. The

security layer in RACF® Will understand hierarchical rela
tionships such as the hierarchy representing the colors of the
rainboW illustrated in FIG. 4.
65

With that hierarchy established in RACF®, the DBMS
understands that users With authority to access pastel infor
mation can access any roW associated With blue, indigo, vio
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let, or pastel. With these capabilities that type of security
scheme can be implemented Without requiring application

compares, for each roW of the database satisfying the

programs to access the data using special vieWs or predicates.

requested operation, the user security level associated With

Having described apparatuses, articles of manufacture and
methods of providing roW-level security in a relational data
base management system, it is believed that other modi?ca
tions, variations and changes Will be suggested to those
skilled in the art in vieW of the teachings set forth herein. It is
therefore to be understood that all such variations, modi?ca
tions and changes are believed to fall Within the scope of the
present invention as de?ned by the appended claims.
Although speci?c terms are employed herein, they are used in
their ordinary and accustomed manner only, unless expressly
de?ned differently herein, and not for purposes of limitation.

the user With the roW security level associated With the roW.

7. The apparatus of claim 1, Wherein the read security unit

8. The apparatus of claim 1, Wherein the hierarchy of
security labels correspond to a group of different levels of

security in a multilevel security system.
9. A program product embodied on a computer readable
medium, for controlling access to a relational database, com
prising program instructions Which When executed cause a
computer to:
receive a user request for data from the database, the

request including a request to perform a database opera
tion and a user security label;
determine user security information from the user security

TRADEMARKS

label;
retrieve, in response to the user request, roWs of data from

IBM, DB2, z/OS and RACF are trademarks or registered
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a table in the database satisfying the database operation,
the roWs each having a security label;
determine roW security information for each of the
retrieved roWs based on the roW’s security label;
determine, for each retrieved roW, Whether the user is
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information and the roW security information by deter
mining if the user security information dominates the
roW security information; and

trademarks of International Business Machines, Corporation
in the United States and other countries.

What is claimed is:
1. An apparatus for use Within a database management

authorized to access the roW based on the user security

system having a data manager and a database, for determining
Whether a user is authorized to perform a requested operation
on a roW of data held Within the database, the user being
associated With a user security label and the roW having a roW

return only the roWs for Which the user is determined to

security label, the apparatus comprising:

have authorization to access.

a user security unit having recorded therein a hierarchy of

security labels;
a read security unit connected to the user security unit and

10. The program product of claim 9, Wherein the request
30 one or more queries of one or more tables.

11. The program product of claim 9, Wherein the table
containing the roWs of data contains access control informa

betWeen the data manager and the database, and con?g
ured to return the roW from the database to the data

manager only if the user security label is located in the
hierarchy at a level With privileges that are greater than
or equal to privileges for a level in the hierarchy at Which
the roW security label is located.
2. The apparatus of claim 1, further comprising a Write
security unit connected to the data security unit and betWeen
the data manager and the database, and con?gured to set the
roW security label to the same value as the user security label

tion for limiting user access to the database.

12. The program product of claim 9, Wherein the database
operation is a query.

13. The program product of claim 9, Wherein the database
operation involves a roW update.

14. The program product of claim 9, Wherein said deter
mining roW security information includes checking a cache
40

if the requested operation is a roW update operation.
3. The apparatus of claim 2, Wherein the Write security unit

15. The program product of claim 9, Wherein the user

security label is one of plurality of security labels arranged in
a hierarchy of security levels.

is further con?gured to set the roW security label With a level
loWer than the user security level if the user is authorized to

16. The program product of claim 15, Wherein the user is

update roWs With a loWer level security label and if security
categories speci?ed for the loWer level security label are a
proper subset of security categories associated With the user

determined to be authorized to access the retrieved roW only

if the user security level corresponds to a security level having
greater than or equal degree of access than a security level

security label.
4. The apparatus of claim 1, Wherein the requested opera
tion is submitted in a request from a user that does not contain
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a vieW operation.
5. The apparatus of claim 1, Wherein a table containing the
roW of data contains access control information for limiting
user access to the database.

6. The apparatus of claim 1, further comprising a cache
con?gured to store security information associated With a
cached security label, Wherein the read access control unit
uses the security information in the cache if the roW security

label matches the cached security label.

for roW security information corresponding to the roW’ s secu

rity label.
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indicated by the retrieved roW’s security label.
17. The program product of claim apparatus of claim 15,
Wherein the hierarchy of security labels correspond to a group
of different levels of security in a multilevel security system.
18. The program product of claim 9, Wherein the determin
ing if the user security information dominates the roW secu
rity information is based on comparing, for each roW of the

database satisfying the requested operation, the user security
level associated With the user With the roW security level
associated With the roW.
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