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METHOD AND APPARATUS AS PERTAINS TO 
A BIOMETRIC TEMPLATE AND A 

CORRESPONDING PRIVACY POLICY 

TECHNICAL FIELD 

This invention relates generally to tWo-Way communica 
tions and more particularly to the dissemination and/or use of 
user information. 

BACKGROUND 

So-called social netWorks are knoWn in the art. As used 
herein, this expression refers to a group of users Who share 
content With one another as members in a structured sharing 
context via an intervening data communications netWork 
(such as, but not limited to, an Internet Protocol-based com 
munications network). In particular, these users are able to 
employ the netWork to share their information With one 
another notWithstanding a lack of being face-to-face With one 
another. To a groWing extent, mobile communications plat 
forms (such as, but not limited to, cellulartelephones) are able 
to support varying kinds of social networking capabilities. 
This, in turn, permits the users of such platforms to remain in 
touch With their respective social netWork members. 

Though popular and groWing With respect to usage and 
applications, present social netWorking methodologies do not 
necessarily meet all potential user needs and requirements. As 
one pertinent example in this regard, many such social net 
Working techniques presume and rely upon some level of trust 
that may, or may not, in fact be a valid presumption. Part of the 
problem is that there are at least tWo primary areas Where trust 
can be breached; With respect to the security of the data 
communications netWork itself and With respect to the recipi 
ents and their treatment and use of a given user’s dissemi 
nated content. Many prior art solutions are directed primarily 
at the former but give scant attention to the latter. 
As a result, in all too many application settings, a given 

social netWorking approach Will provide adequate security 
for information While conveying that information betWeen 
members of the social netWork (using, for example, encryp 
tion or the like) but Will provide inadequate assurances 
regarding Who actually legitimately receives that information 
and What they do next. Lack of trust in this regard can hamper 
and discourage certain users from making use of social net 
Working technologies With respect to at least some of their 
interests. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above needs are at least partially met through provi 
sion of the method and apparatus as pertains to a biometric 
template and a corresponding privacy policy described in the 
folloWing detailed description, particularly When studied in 
conjunction With the draWings, Wherein: 

FIG. 1 comprises a How diagram as con?gured in accor 
dance With various embodiments of the invention; and 

FIG. 2 comprises a block diagram as con?gured in accor 
dance With various embodiments of the invention. 

Skilled artisans Will appreciate that elements in the ?gures 
are illustrated for simplicity and clarity and have not neces 
sarily been draWn to scale. For example, the dimensions and/ 
or relative positioning of some of the elements in the ?gures 
may be exaggerated relative to other elements to help to 
improve understanding of various embodiments of the 
present invention. Also, common but Well-understood ele 
ments that are useful or necessary in a commercially feasible 
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2 
embodiment are often not depicted in order to facilitate a less 
obstructed vieW of these various embodiments of the present 
invention. It Will further be appreciated that certain actions 
and/ or steps may be described or depicted in a particular order 
of occurrence While those skilled in the art Will understand 
that such speci?city With respect to sequence is not actually 
required. It Will also be understood that the terms and expres 
sions used herein have the ordinary technical meaning as is 
accorded to such terms and expressions by persons skilled in 
the technical ?eld as set forth above except Where different 
speci?c meanings have otherWise been set forth herein. 

DETAILED DESCRIPTION 

Generally speaking, these various embodiments can be 
carried out, in Whole or in part, at a tWo-Way communications 
apparatus of choice. This can comprise detecting a tWo-Way 
communications apparatus user instruction and then, in 
response to detecting that instruction, providing certain infor 
mation to a nearby tWo-Way communications apparatus via a 
near ?eld communications link. This information can com 
prise, at least in part, a biometric template as pertains to a user 
of the tWo-Way communications apparatus and a privacy 
policy as pertains to further dissemination of the biometric 
template. 
The near ?eld communications link can comprise any of a 

variety of suitable carriers including, but not limited to, a 
radio frequency-based carrier, a light-based carrier, and a 
sound-based carrier. The biometric template can be based, for 
example, upon a biological physical pattern as pertains to the 
user, a behavioral pattern as pertains to the user, and so forth. 
The privacy policy can comprise, if desired, a policy Which 

has been selected from amongst a plurality of available can 
didate privacy policies. By this approach a given user can 
select a particular policy having conditions and stipulations 
that best serve the needs of a given instance and application 
setting. This privacy policy can control, for example, further 
dissemination of the biometric template by the immediate 
recipient of the biometric template and/or subsequent recipi 
ents (that is, other parties and/or platforms Who receive the 
biometric template other than from the original source of the 
biometric template). In addition, if desired, this privacy 
policy can contain terms and the like to control usage of other 
information as may be provided by the user of the tWo-Way 
communications apparatus (either via the near ?eld commu 
nications link or via some other communications link such as 
a Wireless telephony link). 

So con?gured and arranged, these teachings permit a given 
user to establish a high level of trust With respect to the 
individual recipients of their information. In particular, if 
desired, a given user can limit their social netWork to only 
those persons Whom the given user has met in a face-to-face 
encounter (and hence providing the required proximity to 
support the aforementioned near ?eld communications 
opportunity). As a further example of the ?exibility offered 
via these teachings, such a user could also elect to permit the 
sharing of their information With other persons Who have not 
met face-to-face With the user but Who have met face-to-face 
With another user in Whom the given user has trust. 
The aforementioned biometric template can be employed 

in various Ways to control the dissemination and/or use of a 
given corresponding user’ s information as Will be Well under 
stood by those skilled in the art. It Will be further appreciated 
that these teachings are highly leverageable and can be 
employed in conjunction With a Wide variety of social net 
Working and other netWorking methodologies. This includes 
both presently existing approaches as Well as approaches that 



US 8,l27,337 B2 
3 

are developed going forward. It Will also be appreciated that 
these teachings are highly scalable and Will readily accom 
modate a relatively smaller or larger number of participants 
and application settings. It Will also be noted that these teach 
ings can be implemented in a relatively cost effective manner. 

These and other bene?ts may become clearer upon making 
a thorough revieW and study of the folloWing detailed descrip 
tion. Referring noW to the draWings, and in particular to FIG. 
1, an illustrative process that is compatible With many of these 
teachings Will noW be presented. As noted above, these teach 
ings are applicable for use With a tWo-Way communications 
apparatus (including, for example, both short range and long 
range mobile and stationary Wireless platforms such as, but 
not limited to, cellular telephones, server platforms, or the 

like). 
Pursuant to the illustrated process 100, the tWo-Way com 

munications apparatus detects 101 the occurrence of a tWo 
Way communications apparatus user instruction. This can be 
facilitated in any of a variety of Ways. By one approach, for 
example, the tWo-Way communications apparatus can receive 
such a user instruction via a push button, a key pad, a touch 
screen, a voice command, and so forth. The particular inter 
face element employed can be dedicated to this purpose or 
can comprise a dynamically assignable interface element as 
desired. Those skilled in the art Will recognize and understand 
that these examples are intended to serve only in an illustra 
tive capacity and are not intended to comprise an exhaustive 
listing of all possibilities in this regard. The user instruction 
itself can comprise a instruction that is con?gured and 
arranged to speci?cally cause the folloWing actions to be 
taken or can comprise an instruction that causes the folloWing 
actions to be taken as incidental to, or supportive of, some 
other directly speci?ed functionality or activity. 

In the absence of detecting 101 this user instruction, this 
process 100 can proceed as may otherWise be desired by the 
programmer or designer. Upon detecting such a user instruc 
tion, hoWever, this process 100 then provides 102, to a nearby 
tWo-Way communications apparatus and via a near ?eld com 
munications link, certain information. 
As used herein, this reference to “near by” Will be under 

stood to refer to a distance that is commensurate With an 
ordinary face-to-face human verbal exchange and can range 
from a feW inches to perhaps 2 or three meters. Accordingly, 
it Will be understood and appreciated that these particular 
steps are typically carried out When the user of the tWo-Way 
communications apparatus and the user of the nearby tWo 
Way communications apparatus are engaged in a face-to-face 
encounter (though other circumstances Which Will yield the 
desired personal association may be encompassed as Well). 

Also as used herein, this reference to “near ?eld” Will be 
understood to refer to a form of Wireless communications that 
is, by design and/ or operation, a very short range approach to 
communications. Such an operational limitation Will then 
assist With tending to ensure that these particular actions are 
only successfully undertaken With respect to a nearby tWo 
Way communications apparatus having a corresponding user 
Who is also nearby to the user of the tWo-Way communica 
tions apparatus. Bluetooth-based communications, for 
example, might comprise one example in this regard though 
standard Bluetooth has a range of about ten meters Which Will 
typically exceed requirements in this regard. Light-based free 
space methodologies (employing, for example, modulated 
infrared light pulses) may also apply in this regard. Generally 
speaking, the near ?eld communications link can comprise 
any carrier mechanism of choice including but not limited to 
a radio frequency-based carrier, a light-based carrier, or a 
sound-based carrier. 
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4 
The aforementioned information as is provided to the 

nearby tWo -Way communications apparatus via the near ?eld 
communications link can comprise, for example, a biometric 
template as pertains to a user of the tWo-Way communications 
apparatus and a privacy policy as pertains, at least in part, to 
further dissemination of the biometric template. This biomet 
ric template can vary With the needs and/or opportunities as 
tend to characterize a given application setting. Examples 
include, but are not limited to, a biological physical pattern as 
pertains to the user (such as, but not limited to, asperity 
patterns (such as ?ngerprints, toeprints, palm prints, and so 
forth), retinal patterns, vocal patterns, DNA-based markers, 
handWriting patterns, and so forth) and/or behavioral patterns 
as pertain to the user (such as, but not limited to, keypad 
typing patterns or the like). This biometric template can be 
encrypted using any encryption methodology of choice, if 
desired. 

Various means and Ways of capturing and characterizing 
such biometrics are knoWn in the art and others are likely to be 
developed going forWard. Various approaches are knoWn in 
the art in this regard. As these teachings are not overly sensi 
tive to any particular selection in this regard, for the sake of 
brevity and the preservation of clarity, further elaboration in 
this regard Will not be presented here aside from noting that 
the amount of resolution and/or speci?city as is utilized to 
capture and characterize the biometric of choice can vary With 
the needs and/or opportunities as tend to characterize a given 
application setting. Those skilled in the art Will recognize that 
such biometric information may be captured in the ?rst 
instance by the tWo-Way communications apparatus itself 
(presuming the onboard availability of appropriate corre 
sponding biometric detectors) and/or can be received by the 
tWo-Way communications apparatus from another (likely 
trusted) source (for example, as contained Within a small 
memory card as may be inserted into the tWo-Way communi 
cations apparatus by the user, as may be received via a cor 
responding Website or other online source, and so forth). 
As noted, the privacy policy can pertain, at least in part, to 

further dissemination of the biometric template itself. This 
privacy policy can comprise, by one approach, a particular 
user-selected policy as Was selected by the user from amongst 
a plurality of available candidate privacy policies. (As used 
herein, the expression “available candidate privacy policies” 
Will be understood to refer to policies that are at least sub 
stantially complete With respect to their relevant terms and 
conditions such that the user is able to select from amongst a 
variety of already-speci?ed policies. These candidate policies 
may all be already resident and available at the tWo-Way 
communications apparatus or may be, for example, doWn 
loadable or otherWise accessible to the user via the tWo-Way 
communications apparatus. It Will be further understood that 
the expression “available candidate privacy policies” does not 
preclude policies that are partially incomplete and Which may 
be (or must be) completed in certain details by the user.) 
As another example, this privacy policy can pertain to 

further dissemination of the biometric template by another 
user Who receives the biometric template from this initial 
nearby user. To illustrate, such further dissemination may be 
prohibited. As another illustrative example, such further dis 
semination may be permitted provided certain conditions are 
met as may be identi?ed by the privacy policy. 

Such a policy can stipulate, for example, certain rules, 
requirements, and/ or preferences With respect to further dis 
semination of the biometric template by a user of the nearby 
tWo-Way communications apparatus. To illustrate, one such 
policy might prohibit any further dissemination of the bio 
metric template by this particular recipient. As another illus 
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trative example, one such policy might permit this nearby 
recipient to further disseminate the biometric template to only 
certain particularly identi?ed parties. The identifying infor 
mation for such parties might be speci?cally contained in the 
privacy policy (and may even include, for example, the cor 
responding biometric templates for such persons). By another 
approach, the privacy policy may contain information (such 
as a netWork address) that can be used by the recipient to 
acquire the identifying information (as When, for example, 
the recipient is to access a remote server in order to obtain the 

described information). 
By one approach, this policy can be complete in and of 

itself In such a case, for example, the policy contains terms 
and conditions With su?icient speci?city so as to be fully or 
largely self-implementable Without requiring the recipient to 
access other resources for enabling content or interpretation. 
By another approach, this policy may be represented by an 
abbreviated identi?er. In such a case the identi?er may com 
prise, for example, an alphanumeric code, marker, pointer, or 
link that the recipient uses in conj unction With other informa 
tion (such as, in one simple example, a look-up table) in order 
to determine the stipulations of the privacy policy. Those 
skilled in the art Will recogniZe that the privacy policy may 
also comprise a combination of both of these approaches. 

The particular requirements or preferences as may apply to 
dissemination of the biometric template can be as many and/ 
or as varied as may suit the needs of a given application 
setting. Some possibilities in this regard include, but are not 
limited to, limitations regarding to Whom the biometric tem 
plate can be disseminated, limitations regarding hoW the bio 
metric template can be disseminated, limitations regarding 
When the biometric template can be disseminated, and so 
forth. 

In addition to containing requirements or preferences 
regarding further dissemination of the biometric template, the 
privacy policy can also contain requirements or preferences 
regarding the further dissemination and/ or use of other infor 
mation as may also be provided by user of the tWo-Way 
communications apparatus. This can refer both to informa 
tion as may be provided via the aforementioned near ?eld 
communications link as Well as information as may be pro 
vided via another communications link. Examples as to the 
latter might include, but are not limited to, a cellular tele 
phone-based communications link. 
As With dissemination of the biometric template itself, the 

privacy policy can set requirements or preferences regarding 
Who can receive oruse content such as other information, hoW 
such other information is conveyed, stored, and/or used, and/ 
or When such other information is conveyed, stored, and/or 
used. Other possibilities exist in this regard as Well and Will 
vary from one application setting to another. 

There are various Ways in Which this biometric template 
and its corresponding privacy policy can be employed and 
leveraged. For the sake of illustration, numerous examples in 
this regard Will noW be provided. Those skilled in the art Will 
recogniZe and understand that these examples are intended to 
serve only in an illustrative capacity and are not intended to 
comprise an exhaustive listing of all possibilities in this 
regard. 

With continued reference to FIG. 1, this process 100 can 
optionally provide for receiving 103, from another tWo-Way 
communications apparatus and again via the aforementioned 
near ?eld communications link, a biometric template (re 
ferred to hereafter as a received biometric template) along 
With a corresponding privacy policy Which both pertain to the 
user of this another tWo-Way communications apparatus. In 
such a case, the receiving tWo-Way communications appara 
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6 
tus can then use 104 this receivedbiometric template in accor 
dance With its corresponding privacy policy. 

This can comprise, as one example, controlling further 
dissemination of the received biometric template to others. 
By one approach, as noted above, the corresponding privacy 
policy may prohibit such dissemination under any circum 
stances. By another approach, the corresponding privacy 
policy may permit fur‘ther dissemination of the received bio 
metric template to other recipients Who meet some prede?ned 
criteria (such as having a particular user identi?er, belonging 
to a speci?c trusted a?inity group, and so forth). 

With continued reference to FIG. 1, this process 100 Will 
also accommodate using 105 the received biometric template 
to facilitate, for example, controlling use of other information 
as is also received from the user of the another tWo-Way 
communications apparatus. This can speci?cally include, for 
example, information that is received other than via the afore 
mentioned near ?eld communications link (and hence can 
include, for example, information received via a longer range 
communications link such as a cellular telephony link, a 
so-called WiMAX link, and so forth). This can also apply 
both to such other information as is received directly from the 
user of the another tWo-Way communications apparatus as 
Well information that is received indirectly (via, for example, 
one or more intervening other users). 

To provide further illustrative examples in this regard, but 
again Without intending any corresponding limitations as to 
the scope of these teachings, this can comprise later receiving 
a biometric sample from the user of the another tWo-Way 
communications apparatus and comparing that biometric 
sample With the aforementioned received biometric template 
to thereby yield and provide a comparison result. Use of the 
aforementioned other information can then be controlled as a 

function, at least in part, of this comparison result. As one 
simple example in this regard, further use of the information 
may be prohibited When this comparison result is negative 
(Which Would of course suggest that the user providing the 
biometric sample is not, in fact, the user they purport to be). 
This can also include, if desired, prohibiting changes to the 
biometric template and/or the corresponding privacy policy 
in such a case. 

As alluded to earlier, these teachings Will also accommo 
date receiving biometric templates and corresponding pri 
vacy policies for users With Whom the present user is not 
engaged in a face-to-face encounter (presuming, of course, 
that the applicable privacy policy permits such a transaction 
to occur). In such a case, and referring still to FIG. 1, this 
process 100 Will optionally accommodate receiving 106 (via 
the near ?eld communications link) additional received bio 
metric templates and corresponding additional privacy poli 
cies as pertain to these other users of other tWo-Way commu 
nications apparatuses. Upon their receipt, the receiving 
platform can then use 1 07 these additional received biometric 
templates in accordance With their corresponding additional 
received privacy policy (essentially, in this example, as if such 
information had been obtained directly from the original 
sourcing user). 

So con?gured and arranged, those skilled in the art Will 
recogniZe and understand that these teachings are highly 
leverageable and can be usefully applied in a Wide variety of 
application settings. The privacy policies can be used to con 
trol, for example, further dissemination of corresponding bio 
metric templates and can also be used to control the further 
dissemination and/ or use of other information as may pertain 
to the corresponding user. 

In many of the illustrative examples provided above, the 
actions taken tend to occur With the receiving platform fol 
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lowing the initial provision of the biometric template. It Will 
be Well understood, however, that these teachings are also 
highly applicable in conjunction With the operations and 
functionality of the transmitting platform. As but one 
example in this regard, and again Without intending any limi 
tations by Way of this example, these teachings Will readily 
accommodate facilitating a comparison of a biometric sample 
from the user of a given tWo-Way communications apparatus 
With the initially mentioned biometric template to provide a 
corresponding comparison result. The use of information of 
persons other than this user can then be controlled as a func 

tion, at least in part, of these comparison results. This 
approach can tend to ensure, for example, that the person 
attempting to access or otherWise use or manipulate a given 
party’s information must ?rst essentially prove and con?rm 
their identity before such access Will be enabled. 

These biometric templates and their privacy policies can be 
employed in other Ways as Well. By one approach, for 
example, a given biometric template at a given apparatus 
(Whether created in the ?rst instance by that apparatus or 
received directly or indirectly as described above) can be used 
to authenticate the identity of a given person Who is using that 
apparatus to attempt to access some information that is stored 
at or that is otherWise available via that apparatus. This Will 
permit, for example, members of a common social netWork to 
have controlled access to content on one another’s devices if 

desired. By Way of illustration, a ?rst person could gain 
access to their oWn information is as stored on another per 
son’ s cellular telephone upon verifying their identity through 
presentation of the corresponding biometrics (presuming that 
their biometric template is available at that cellular telephone 
and presuming further that the corresponding privacy policy 
provides for such access). 
By one approach, this identi?cation functionality can be 

fully locally supported. In this case, the tWo-Way communi 
cations apparatus itself receives the biometric sample and 
makes the corresponding comparison With a locally stored 
biometric template. By another approach, at least part of this 
functionality can be supported via a remote resource such as 
a corresponding identi?cation con?rmation server. By this 
approach, for example, the tWo-Way communications appa 
ratus can forWard the biometric sample to the server Which 
then makes the desired comparison and provides the corre 
sponding comparison result back to the tWo-Way communi 
cations apparatus. 

Those skilled in the art Will appreciate that the above 
described processes are readily enabled using any of a Wide 
variety of available and/or readily con?gured platforms, 
including partially or Wholly programmable platforms as are 
knoWn in the art or dedicated purpose platforms as may be 
desired for some applications. Referring noW to FIG. 2, an 
illustrative approach to such a platform Will noW be provided. 

In this illustrative example, a tWo-Way communications 
apparatus 200 can be comprised of a processor 201 that oper 
ably couples to a user interface 202, a ?rst memory 203 
(Which serves, at least in part, to store one or more of the 
aforementioned biometric templates), a second memory 204 
(Which serves, at least in part, to store one or more of the 
aforementioned corresponding privacy policies), and a near 
?eld communications link interface 205. Those skilled in the 
art Will recogniZe and appreciate that such a processor 201 
can comprise a ?xed-purpose hard-Wired platform or can 
comprise a partially or Wholly programmable platform. All of 
these architectural options are Well knoWn and understood in 
the art and require no further description here. It Will also be 
understood that the memory components shoWn can com 
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8 
prise a plurality of memory elements (as is suggested by the 
illustration) or can be comprised of a single memory element. 
The user interface 202 can comprise any interface modality 

of choice including but not limited to a Wide variety of but 
tons, potentiometers, sliders, sWitches, touch screens, and/or 
cursor control and selection tools as are knoWn in the art. 
Similarly, the near ?eld communication link interface 205 can 
be selected to compatibly accommodate any of a Wide variety 
of near ?eld communication links 206 including, but not 
limited to, radio frequency-based carriers, light-based carri 
ers, and sound-based carriers. 
The processor 201 can then be con?gured and arranged 

(via, for example, corresponding programming as Will be 
Well understood by those skilled in the art) to carry out one or 
more of the steps, actions, and functionality described herein. 
This can comprise, for example, detecting the assertion of a 
user instruction via the user interface 202 and responsively 
providing to a nearby tWo-Way communications apparatus 
208, via the near ?eld communications link interface 205, a 
biometric template and privacy policy as recovered from the 
corresponding memories 203 and 204. This can also include 
any of the other steps and actions described herein including, 
for example, receiving biometric templates/privacy policies 
from the aforementioned nearby tWo-Way communications 
apparatus 208 as pertain to a user of that nearby tWo-Way 
communications apparatus 208 and/or as pertain to the users 
of more distant tWo-Way communications apparatuses 209. 
As noted above, these biometric templates and privacy 

policies can be used to also control the dissemination and/or 
usage of other information as may be received or transmitted 
by the tWo-Way communications apparatus 200. ToWards this 
end, if desired, the tWo-Way communications apparatus 200 
can also have a Wide area communications link interface 207 
that operably couples to the processor 201 to facilitate send 
ing and/or receiving such other information. This Wide area 
communications link interface 207 can comprise, for 
example, a cellular telephone link, a push-to-talk long range 
radio netWork link (such as a public safety radio netWork 
link), or a WiMAX link, to note but a feW examples in this 
regard. 

Those skilled in the art Will recogniZe and understand that 
such an apparatus 200 may be comprised of a plurality of 
physically distinct elements as is suggested by the illustration 
shoWn in FIG. 2. It is also possible, hoWever, to vieW this 
illustration as comprising a logical vieW, in Which case one or 
more of these elements can be enabled and realiZed via a 
shared platform. It Will also be understood that such a shared 
platform may comprise a Wholly or at least partially program 
mable platform as are knoWn in the art. 

So con?gured and arranged, these teachings are Well suited 
to support the controlled sharing of sensitive information 
Within a social netWork of choice. The user Who sources such 
information can be provided With a considerable degree of 
?exibility and control regarding hoW far such information can 
be dispersed and hoW the usage of such information can be 
controlled When dispersed. Considerable faith and trust in the 
sanctity of the care of their information is suitably based upon 
a fundamental tenant of interpersonal relations (in particular, 
the face-to-face encounter) and the folloW-on use of biomet 
rics that can reliably ensure the veracity of a given user’s 
identi?cation and credentials. 

Those skilled in the art Will recogniZe that a Wide variety of 
modi?cations, alterations, and combinations can be made 
With respect to the above described embodiments Without 
departing from the spirit and scope of the invention, and that 
such modi?cations, alterations, and combinations are to be 
vieWed as being Within the ambit of the inventive concept. As 
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one example in this regard, these teachings Will readily 
accommodate using more than one biometric template for a 
given user. This might include, for example, providing a 
plurality of ?ngerprint biometrics to accommodate more than 
one ?nger of the user. As another example, this might include 
providing both a ?ngerprint biometric template and a retinal 
pattern biometric template. As another example in these 
regards, in lieu of the aforementioned biometric template or 
in conjunction thereWith, one may also employ a similar 
mechanism to accommodate using environmental and/or 
contextual patterns or conditions information as a vetting 
mechanism. These teachings could also be further extended 
to include such other information as information regarding 
the individual’s hobbies, favorite movies, foods, restaurants, 
drinks, songs, or the like, their friends and family, particular 
photographs or videos, and so forth. 

We claim: 
1. A method comprising: 
at a tWo-Way communications apparatus: 

detecting a tWo-Way communications apparatus user 
instruction; 

in response to detecting the tWo-Way communications 
apparatus user instruction, providing to a nearby tWo 
Way communications apparatus, via a near ?eld com 
munications link, the near ?eld communications link 
operating Within a range of about ten meters or less: 
a biometric template as pertains to a user of the tWo 
Way communications apparatus; 

a privacy policy as pertains to further dissemination of 
the biometric template; and 

the biometric template and the dissemination of the 
biometric template being controlled by the user 
instruction. 

2. The method of claim 1 Wherein the near ?eld commu 
nications link comprises at least one of: 

a radio frequency-based carrier; 
a light-based carrier; 
a sound-based carrier. 
3. The method of claim 1 Wherein the biometric template 

comprises a template as pertains to at least one of: 
a biological physical pattern as pertains to the user; 
a behavioral pattern as pertains to the user. 
4. The method of claim 1 Wherein the privacy policy com 

prises a user-selected policy as Was selected from amongst a 
plurality of available candidate privacy policies. 

5. The method of claim 1 Wherein the privacy policy per 
tains to further dissemination of the biometric template by a 
user of the nearby tWo-Way communications apparatus. 

6. The method of claim 5 Wherein the privacy policy further 
pertains to further dissemination of the biometric template by 
another user Who received the biometric template from the 
user of the nearby tWo-Way communications apparatus. 

7. The method of claim 1 further comprising: 
receiving from the another tWo-Way communications 

apparatus, via the near ?eld communications link, a 
received biometric template and a corresponding 
received privacy policy as pertains to a user of the 
another tWo-Way communications apparatus; 

using the received biometric template in accordance With 
the received privacy policy. 

8. The method of claim 7 Wherein using the received bio 
metric template in accordance With the received privacy 
policy comprises controlling further dissemination of the 
received biometric template to third parties as a function, at 
least in part, of the received privacy policy. 
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9. The method of claim 7 further comprising: 
also receiving from the another tWo-Way communications 

apparatus, via the near ?eld communications link, an 
additional received biometric template and a corre 

5 sponding additional received privacy policy as pertains 
to a user of yet another tWo-Way communications appa 

ratus; 
using the additional received biometric template in accor 

dance With the corresponding additional received pri 
vacy policy. 

10. The method of claim 7 further comprising: 
using the received biometric template to facilitate control 

ling use of other information of the user of the another 
tWo-Way communications apparatus as is also received. 

11. The method of claim 10 Wherein using the received 
biometric template to facilitate controlling use of other infor 
mation as is also received from the user of the another tWo 
Way communications apparatus comprises, at least in part: 

receiving a biometric sample from the user of the another 
tWo-Way communications apparatus; 

comparing the biometric sample With the received biomet 
ric template to provide a comparison result; 

controlling the use of the other information as a function, at 
least in part, of the comparison result. 

12. The method of claim 1 further comprising: 
using the biometric template to facilitate controlling an 

ability of a user of the tWo-Way communications appa 
ratus to access received information. 

13. The method of claim 1 further comprising: 
facilitating comparison of a biometric sample from the user 

of the tWo-Way communications apparatus With the bio 
metric template to provide a comparison result; 

controlling use of information of persons other than the 
user of the tWo-Way communications apparatus as a 
function, at least in part, of the comparison result. 

14. An apparatus comprising: 
a user interface; 
a near ?eld communications link interface for accommo 

dating a near ?eld communications link Which operates 
Within a range of about ten meters or less; 

a ?rst memory having at least a biometric template stored 
therein as pertains to a user of the apparatus; 

a second memory having a privacy policy as pertains to 
further dissemination of the biometric template stored 
therein; and 

a processor operably coupled to the user interface, the near 
?eld communications link interface, the ?rst memory, 
and the second memory and being con?gured and 
arranged to: 
detect a user instruction as input via the user interface, 

the user instruction controlling the biometric template 
and the dissemination of the biometric template; 

in response to detecting the user instruction, providing to 
a nearby apparatus being used by another user, via the 
near ?eld communications link interface: 
the biometric template; 
the privacy policy. 

15. The apparatus of claim 14 Wherein the near ?eld com 
60 munications link interface comprises at least one of: 

a radio frequency-based carrier interface; 
a light-based carrier interface; 
a sound-based carrier interface. 
16. The apparatus of claim 14 Wherein the biometric tem 

65 plate comprises a template as pertains to at least one of: 
a biological physical pattern as pertains to the user; 
a behavioral pattern as pertains to the user. 
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17. The apparatus of claim 14 wherein the second memory 
has stored therein a plurality of available candidate privacy 
policies. 

18. The apparatus of claim 14 Wherein the privacy policy 
pertains to further dissemination of the biometric template by 
the another user of the nearby apparatus. 

19. The apparatus of claim 14 Wherein the processor is 
further con?gured and arranged to: 

receive from the nearby apparatus, via the near ?eld com 
munications link interface, a received biometric tem 
plate and a corresponding received privacy policy as 
pertains to the another user of the nearby apparatus; 

5 

12 
using the received biometric template in accordance With 

the received privacy policy. 
20. The apparatus of claim 19 Wherein the processor is 

further con?gured and arranged to use the received biometric 
template in accordance With the received privacy policy by 
controlling further dissemination of the received biometric 
template to third parties as a function, at least in part, of the 
received privacy policy. 

21. The method of claim 2, Wherein the radio frequency 
based carrier comprises a Bluetooth-based link and the light 
based carrier comprises modulated infrared light. 

* * * * * 


