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SYSTEMS AND METHODS TO MINIMIZE 
CUSTOMER EQUIPMENT DOWNTIME IN A 
VOICE OVER INTERNET PROTOCOL (VOIP) 

SERVICE NETWORK 

FIELD OF THE DISCLOSURE 

This disclosure relates generally to voice over Internet 
protocol (VoIP) networks and, more particularly, systems and 
methods to minimize customer equipment downtime in a 
VoIP service network. 

BACKGROUND 

Consumer Voice over Internet Protocol (VoIP) services are 
steadily gaining popularity. In some cases a consumer has a 
subscription with one network service provider for data Inter 
net and VoIP services. A residential gateway and a customer 
premises equipment (CPE) device such as, for example, a 
VoIP phone receives service from the same network service 
provider. In other cases a consumer has a subscription with a 
?rst network service provider for Internet service and addi 
tionally a subscription with a second network service pro 
vider forVoIP service. In this situation the residential gateway 
accesses the Internet via the ?rst network service provider 
while the CPE receives service via the second network ser 
vice provider. In such circumstances, the CPE accesses the 
second network service provider through the residential gate 
way served by the ?rst network service provider. 
Many network service providers use dynamic Internet Pro 

tocol (IP) addresses. These network service providers change 
the dynamic IP addresses of subscribers from time to time 
(e.g., periodically) through their Dynamic Host Con?gura 
tion Protocol (DHCP) servers. Typically, the ?rst network 
service provider updates or changes the IP address of a sub 
scriber by sending a new IP address to the subscriber’s resi 
dential gateway. The second network service provider (which 
did not change the IP address) typically receives a noti?cation 
of the IP address when the CPE registers the new IP address 
with the IP Multimedia subsystem (IMS) of the second net 
work service provider. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1A is a schematic illustration of an example commu 
nication system including a CPE and a residential gateway. 

FIG. 1B is a schematic illustration of the example commu 
nication system of FIG. 1A showing the communication 
paths for an IP address update. 

FIG. 2 is a schematic illustration of an example communi 
cation system showing the communication paths for an IP 
address change and the corresponding LST monitoring of the 
IP address change. 

FIG. 3 is a block diagram of the example CPE and the 
residential gateway of FIGS. 1A and 1B. 

FIG. 4A is a block diagram of the example LST server of 
FIGS. 1A, 1B, and 2. 

FIG. 4B is a block diagram of the example DHCP server of 
FIGS. 1A, 1B, and 2. 

FIG. 5 illustrates example protocol message exchanges in 
a communication session that may be executed by the 
example CPE, the example residential gateway, the example 
DHCP server, and/or the example IMS core of FIGS. 1A and 
1B. 

FIG. 6 is a ?owchart representative of example machine 
accessible instructions that may be executed by, for example, 
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2 
a processor to implement any or all of the example residential 
gateway and/or the example CPE of FIGS. 1A, 1B and/or 3. 

FIG. 7 is a ?owchart representative of example machine 
accessible instructions that may be executed by, for example, 
a processor to implement any or all of the example LST server 
ofFIGS. 1A, 1B, 2 and/or 3. 

FIG. 8 is a ?owchart representative of example machine 
accessible instructions that may be executed by, for example, 
a processor to implement any or all of the example transaction 
processor, data analyZer and/or the example report generator 
within the LST server of FIG. 4A. 

FIG. 9 is a ?owchart representative of example machine 
accessible instructions that may be executed by, for example, 
a processor to implement any or all of the example DHCP 
server of FIG. 4B. 

FIG. 10 is a schematic illustration of an example processor 
platform that may be used and/ or programmed to carry out the 
protocol message exchanges and/ or the example machine 
accessible instructions of FIGS. 6, 7, 8 and/or 9 to implement 
any or all of the example methods and systems described 
herein. 

DETAILED DESCRIPTION 

Although the following describes example systems and 
methods including, among other components, software and/ 
or ?rmware executed on hardware, it should be noted that 
these examples are merely illustrative and should not be con 
sidered as limiting. For example, it is contemplated that any 
or all of the hardware, software, and/ or ?rmware components 
could be embodied exclusively in hardware, exclusively in 
software, exclusively in ?rmware, or in any combination of 
hardware, ?rmware, and/ or software. Accordingly, while the 
following describes example systems and methods, the 
examples provided are not the only way to implement such 
systems and methods. Throughout the following disclosure a 
new IP address refers to a second IP address to replace a ?rst 
IP address. The terms replacement, new, updated, changed, 
and/or second are used interchangeably when referring to an 
IP address. 

Currently many consumers subscribe to network service 
provider services that use dynamic Internet Protocol (IP) 
addresses. These network service providers may change the 
dynamic IP addresses of subscribers from time to time (e.g., 
periodically) through their Dynamic Host Con?guration Pro 
tocol (DHCP) servers. Typically, the ?rst network service 
provider updates or changes the IP address of a consumer by 
sending a new IP address to the consumer’s residential gate 
way. The second network service provider (which did not 
change the IP address) typically receives a noti?cation of the 
IP address change via the CPE re-registering the updated IP 
address with the IP Multimedia subsystem (IMS) of the sec 
ond network service provider. 

Additionally, the consumer’ s residential gateway may pro 
vide network address translation (NAT) by linking an external 
dynamic or static IP address that is assigned by a ?rst service 
provider to the residential gateway to a private local IP 
address associated with the CPE. NAT enables multiple CPEs 
with different private local IP addresses to share one residen 
tial gateway for Internet access. Data and/ or VoIP calls trans 
mitted via the Internet to a CPE connected to a single resi 
dential gateway are routed to the residential gateway by its 
dynamic IP address. The residential gateway then re-ad 
dresses the data and/orVoIP call with the private IP address of 
the CPE and forwards the data and/or VoIP call to the CPE. 
Likewise, data and/or VoIP calls transmitted from the CPE 
using its private IP address is received at the residential gate 
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way. The residential gateway replaces the private IP address 
with its assigned dynamic IP address and forwards the trans 
mission to the intended source. 

In a typical example, a residential gateway accesses the 
Internet via a ?rst network service provider using an assigned 
dynamic IP address while a CPE receives VoIP service from 
a second network service provider. The CPE includes a pri 
vate local IP address used to receive and send data to the 
Internet through the residential gateway. Additionally, the 
typical CPE re-registers with the second network service 
provider at periodic intervals that may range from a few 
minutes to a few hours. During the time period between 
re-registering, the ?rst network service provider sends the 
residential gateway a replacement IP address to replace a ?rst 
IP address. The second network service provider is not 
updated with the replacement IP address until the CPE re 
registers at the end of the time period. The CPE re-registers by 
sending a register message to the residential gateway which 
then forwards the register message to the second network 
service provider. Upon receiving the register message, the 
residential gateway also links the private IP address associ 
ated with the CPE to the replacement IP address within the 
residential gateway. 
A period of time occurs from when the residential gateway 

receives the new IP address to when the new IP address is 
changed within the IMS of the second network service pro 
vider. This time can vary from a few minutes to a couple of 
hours and, in extreme cases, a few days. Assuming the second 
service provider is a VoIP service provider, during this time, 
VoIP calls directed to the consumerVoIP CPE cannot be setup 
and routed by the second network service provider. Speci? 
cally, the second network service provider attempts to route 
any such VoIP call to the last known IP address of the CPE. 
However, because the residential gateway and CPE have been 
re-addressed with a new IP address, the call is mis-addressed 
and, then, the call is dropped. The time between the residen 
tial gateway receiving the updated IP address and the second 
network service provider updating their IMS with the IP 
address is referred to as Lost Subscriber Time (LST). The 
total LST for a network service provider can total hundreds of 
millions of hours over the course of a year for a network 
service provider with tens of millions of subscribers. 

Systems and methods to minimiZe customer premises 
equipment downtime in a VoIP service network are disclosed. 
An example method includes receiving a replacement IP 
address to replace a ?rst IP address in a residential gateway 
that is associated with a ?rst network service provider. The 
example method includes sending a re-authenticate message 
from the residential gateway to a CPE associated with a 
second network service provider and receiving the re-authen 
ticate message in the CPE device. The example method fur 
ther includes re-registering the CPE with the second network 
service provider immediately upon receiving the re-authen 
ticate message. 

The LST is reduced in the example method by sending the 
re-authenticate message from the residential gateway to the 
CPE and forcing the CPE to initiate a registration with its 
associated VoIP network service provider immediately upon 
receiving the re-authenticate message. Typical CPEs register 
with their associated network service providers after a time 
period. The time period may be from a few minutes to a few 
hours. Additionally, typical residential gateways may not 
send messages to CPEs. Thus, if a replacement IP address is 
sent to a typical residential gateway during the time between 
CPE registrations, the VoIP network service provider associ 
ated with the CPE will not receive the replacement IP address 
until the typical CPE registers at the end of the time period. 
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4 
Another disclosed example method includes subscribing a 

CPE associated with a second network service provider to the 
residential gateway associated with a ?rst network service 
provider. Then some time later, receiving a replacement IP 
address to replace a ?rst IP address in the residential gateway 
in response to the residential gateway requesting an IP 
address and sending a re-authenticate message within a ses 
sion initiation protocol (SIP) Notify message from the resi 
dential gateway to the CPE in response to the residential 
gateway receiving the replacement IP address. Then, receiv 
ing the re-authenticate mes sage in the CPE and registering the 
CPE with the second network service provider immediately 
upon receiving the re-authenticate message. The CPE regis 
ters with the second network service provider by sending a 
register message to the residential gateway which then links a 
private IP address associated with the CPE to the replacement 
IP address and forwards the register message including the 
replacement IP address to the second network service pro 
vider. 

Another disclosed example method includes sending a 
replacement IP address to replace a ?rst IP address from a 
DHCP server to a residential gateway associated with a net 
work service provider. The example method further includes 
sending an indication of an IP address change from the DHCP 
server to one or more of the VoIP components (e.g., a session 
border controller) of the network service provider. In a typical 
network service provider the DHCP server assigns a replace 
ment IP address but does not register the replacement IP 
address with the VoIP components of the same network ser 
vice provider. IP address registration is performed by a CPE. 
LST can result from the time a residential gateway receives 
the replacement IP address to the time the CPE device regis 
ters with its associated network service provider. The 
example method reduces LST by the DHCP server registering 
the replacement IP address with the VoIP components of the 
network service provider associated with the CPE device 
upon assigning the replacement IP address to the CPE device. 

Another disclosed example method includes receiving an 
indication of an IP address change within a Lost Subscriber 
Time (LST) server, creating a database entry for the sub 
scriber associated with the IP address change, determining 
whether a network transaction is a failed network transaction 
associated with the IP address change and storing the failed 
network transaction to the database entry of the subscriber. 
Additionally, the example method includes the network ser 
vice provider analyZing the database entries for a plurality of 
subscribers and IP address changes to determine one or more 
causes to resolve customer inquiries regarding loss of service 
and to design improvements to correct or minimiZe the 
causes. 

A disclosed example system includes a residential gateway 
associated with a ?rst network service provider con?gured to 
receive a replacement IP address to replace a ?rst IP address 
from a ?rst network service provider and send a re-authenti 
cate message to a CPE associated with a second network 
service provider. The CPE receives the re-authenticate mes 
sage from the residential gateway and immediately re-regis 
ters upon receiving the re-authenticate message. Altema 
tively, the CPE may be associated with the ?rst network 
service provider and re-register the replacement IP address 
with the ?rst network service provider. The residential gate 
way may also be con?gured to send a replacement IP address 
message to an LST server. 

Additionally, the disclosed example system includes a LST 
server associated with a network service provider con?gured 
to monitor for failed network transactions and the LST asso 
ciated with IP address changes. The LST server receives an 
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indication of an IP address change and creates a database 
entry for the subscriber associated with the IP address change. 
The LST then determines if a network transaction is a failed 
network transaction associated with the IP address change. If 
the failed network transaction is associated with the IP 
address change, the LST server stores the failed network 
transaction to the database entry of the corresponding sub 
scriber. Additionally, the LST server analyzes the database 
entries to provide statistics regarding LST time for customer 
service inquiries, government inquiries and/or for network 
service provider modi?cations to reduce LST. 
The disclosed example system also contains a DHCP 

server con?gured to send a replacement IP address message 
to one or more of the VoIP components within the network 
service provider. For example, the DHCP server may sent an 
indication of the IP address change to a speci?c session bor 
der controller that is used to route VoIP packets to and from a 
VoIP CPE. The session border controller may be uniquely 
identi?ed by ?rst inquiring a subscriber database to identify a 
particular Serving Call Session Control Function (S-CSCF) 
server assigned to a CPE and subsequently retrieving the 
address of the speci?c session border controller from that 
S-CSCF. The replacement IP address message updates the 
mapping of the IP address to the uniform resource locator 
(URL) within the network service provider without the resi 
dential gateway and/ or the CPE registering with the network 
service provider. The DHCP server may additionally send a 
replacement IP address message to the LST server for track 
ing purposes. 

The example system operates within a communication sys 
tem including the ?rst and second network service providers. 
In current communication systems, there are cases when a 
residential gateway receives a replacement IP address from its 
associated network service provider but the CPE connected to 
the residential gateway subscribes to (i.e., receives service 
from) a different VoIP network service provider. There is a 
time period, known as LST that can range from a few minutes 
to a few hours or longer, in which the service provider asso 
ciated with the CPE is not informed or updated with the 
replacement IP address. The LST results from the length of 
time that the VoIP network service provider has not adjusted 
its data to re?ect the updated IP address of the residential 
gateway. Alternatively, the CPE may be associated with the 
?rst network service provider. Thus, the LST approximately 
corresponds to the time from the residential gateway receiv 
ing a replacement IP address from the DHCP server within 
the ?rst network service provider, to the time when the CPE 
re-registers the replacement IP address with an IMS within 
the second network service provider. 

During this LST period, the network service provider asso 
ciated with the CPE is unable to route or resolve calls and/or 
Internet traf?c directed to the CPE. The rejected calls and 
LST can be troublesome for network service providers. For 
example, a network service provider with 65 million custom 
ers, where each customer experiences 12 IP address changes 
a year, with an approximate average LST of 10 minutes for 
each subscriber results in a total of approximately 130 million 
hours of avoidable LST. The system disclosed herein signi? 
cantly reduces or eliminates LST because a residential gate 
way is con?gured to notify a communicatively coupled CPE 
of an IP address change in response to the residential gateway 
receiving a replacement IP address as opposed to waiting for 
the CPE to register. In response to receiving the a re-authen 
ticate message from a residential gateway, the CPE immedi 
ately re-registers with its associated VoIP network service 
provider using the new IP address to thereby enable the VoIP 
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6 
network service provider to update its records by matching 
the new IP address associated with the CPE to its URL. 
By way of a more speci?c example, a DSL modem that is 

integrated with residential gateway and NAT functions pro 
vides a gateway to the Internet for a local consumer home 
network. Included within the local network is a SIP-based 
VoIP phone CPE that is communicatively coupled to the DSL 
modem using a local-area network (LAN). The DSL modem 
is provided access to the Internet through Service ProviderA 
while the VoIP phone has VoIP service through Service Pro 
vider B. Service Provider A informs the DSL modem of a 
replacement to its IP address and updates its IP address 
records. In response, the DSL modem sends a SIP Notify 
message with the re-authenticate message to the VoIP phone. 
Upon receiving the SIP Notify message, the VoIP phone sends 
a SIP Register message to the DSL modem. The DSL modem 
links the replacement IP address to the private LAN IP 
address associated with the VoIP phone and forwards the SIP 
Register message including the replacement IP address to the 
Service Provider B. Service Provider B updates its IP address 
records to re?ect the URL of the VoIP phone with the replaced 
IP address. As a result, Service Provider B continues to route 
and setup calls with the VoIP phone with signi?cantly reduced 
and/or approximately no service disruption. 

Throughout the following disclosure references are made 
to the example IMS based voice over IP (VoIP) networks 110 
and 130 of FIG. 1. Moreover, the following disclosure will be 
made using session initiation protocol (SIP) message 
exchanges. However, the systems and methods described 
herein to minimize CPE downtime in a VoIP service network 
are applicable to other VoIP communication systems and/or 
networks (e.g., networks based on soft switches), VoIP 
devices, feature servers, border elements, access networks, 
residential gateways, broadband gateways, IP networks and/ 
or other types of protocols, messages, and/or message 
exchanges such as, for example, media gateway control pro 
tocol (MGCP). The systems and methods being described 
herein are presented for a VoIP environment, but are appli 
cable to other similar environments such as, but not limited to, 
various multimedia (e. g., voice, data, video, or any combina 
tions thereof) communications. For brevity, VoIP is used 
herein without loss of generality or limitations. 

FIG. 1A is a schematic illustration of an example commu 
nication system 100 including an example CPE 102 and an 
example residential gateway 104. CPEs include, but are not 
limited to, IMS VoIP phones, VoIP enabled personal comput 
ers (PC), VoIP endpoints, wireless VoIP devices (e. g., a wire 
less-?delity (WiFi) Internet protocol (IP) phone), VoIP adapt 
ers (e.g., an analog telephone adapter (ATA)), VoIP enabled 
personal digital assistants (PDA), SIP CPEs, and/ or VoIP 
kiosks. The example CPE 102 may be implemented and/or be 
found at any number and/ or type(s) of locations. Further, the 
CPE 102 may be a ?xed location device, a substantially ?xed 
location device, and/or a mobile device. The example resi 
dential gateway 104 may include a VoIP residential gateway, 
an IP router, a multiport Ethernet switch, a cable modem, a 
DSL modem, a satellite modem, a ?rewall, and/ or a wireless 
access point. The residential gateway 104 connects a local 
network with a wide area network (WAN) and/ or the Internet. 
Additionally, the residential gateway 104 may provide a NAT 
function, enabling a plurality of CPEs connected to the resi 
dential gateway 104 to share one IP address. In this example, 
the residential gateway 104 and CPE 102 are coupled together 
via a communication link 103 such that the CPE 102 accesses 
the Internet through the residential gateway 104. The com 
munication link 103 may be wireless and operate, for 
example, in accordance with the IEEE 802.11x wireless pro 
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tocols. Alternatively, the communication link 103 may 
include a wired link such as, for example, an Ethernet con 
nection. The residential gateway 104 and/ or the CPE 102 may 
have additional equipment communicatively and/or electri 
cally coupled thereto. For example, the CPE 102 may be a SIP 
analog telephone adapter that is coupled to an analog tele 
phone, and/ or the residential gateway 104 may be coupled to 
a PC and/or set-top box. 

The example CPE 102 and the example residential gateway 
1 04 may be associated with the same and/ or different network 
service providers. In the illustrated example of FIG. 1A, the 
residential gateway 104 is associated with a Network Service 
ProviderA 110 and the CPE 102 is associated with a Network 
Service Provider B 130. The residential gateway 104 includes 
an assigned dynamic IP address. The CPE 102 includes a 
private Local-Area Network (LAN) IP address corresponding 
to the LAN through which the CPE 102 is communicatively 
coupled to the residential gateway 104. The CPE 102 accesses 
the VoIP Network Service Provider B 130 through the resi 
dential gateway 104 and the Network Service ProviderA 110. 
Communication messages and/or data transmitted from the 
CPE device 102 to the Internet using its private IP address are 
received by the residential gateway 104. The residential gate 
way replaces (e.g., using a NAT function) the private IP 
address with its WAN (e.g., the Internet) dynamic IP address 
and forwards the communication messages and/ or data 
including the dynamic IP address to the Internet. The example 
residential gateway 104 is con?gured to notify the example 
CPE 102 of an IP address change in response to the residential 
gateway 1 04 receiving an updated or changed IP address from 
the Network Service Provider A 110. The example CPE 102 
is con?gured to immediately re-register with the Network 
Service Provider B 130 upon receiving the re-authenticate 
message from the example residential gateway 104. In an 
alternative implementation, the example CPE 102 and the 
example residential gateway 104 may both subscribe to the 
Network Service Provider A 110. The CPE 102 and residen 
tial gateway 104 are described in further detail in FIG. 3. 

The example Network Service Provider A 110 provides 
services to a ?rst set of subscribers (e. g., residential gateway 
104). Likewise, the example Network Service Provider B 130 
provides services to a second set of subscribers (e.g., CPE 
102). In general, the example Network Service Provider A 
110 and Network Service Provider B 130 of FIG. 1 provide 
and/or enable IMS communication services and other ser 
vices such as, for example, telephone services, Internet ser 
vices, data services, messaging services, instant messaging 
services, electronic mail (email) services, chat services, video 
services, audio services, gaming services, voicemail, fac 
simile services, etc. 

In the illustrated example of FIG. 1A, the Network Service 
ProviderA 110 includes a broadband gateway 112, an session 
border controller 114, a peered border element 118, a DHCP 
server 150, an LST server 160, and an IMS core 120. The 
example Network Service Provider B 130 includes a broad 
band gateway 132, a session border controller 134, a peered 
border element 138, and an IMS core 140. Additionally, the 
Network Service Provider B 130 may include a DHCP server 
(not shown) and/ or an LST server (not shown). The IMS cores 
120 and 140 are shown in high-level forms and may contain 
more components that those that are shown. 

The residential gateway 104 connects across a network link 
105 to the broadband gateway 112 of the Network Service 
Provider A 110. Example network links include any type of 
public switched telephone network (PSTN) system(s), public 
land-mobile network (PLMN) system(s), wireless distribu 
tion system(s), wired or cable distribution system(s), coaxial 
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8 
cable distribution system(s), ?ber-to-the-home network(s), 
?ber-to-the-curb network(s), ?ber-to-the-pedestal network 
(s), ?ber-to-the-vault network(s), ?ber-to-the-neighborhood 
network(s), Ultra High Frequency (U HF)/Very High Fre 
quency (VHF) radio frequency system(s), satellite or other 
extra-terrestrial system(s), cellular distribution system(s), 
power-line broadcast system(s), and/or combinations and/or 
hybrids of these devices, systems and/or networks. 
The example broadband gateways 112 and 132 may be 

implemented by a wireless base station (e.g., implemented in 
accordance with the IEEE 802.16x and/or IEEE 802.11x 
families of standards), a digital subscriber line (DSL) access 
multiplexer (DSLAM) (e. g., implemented in accordance with 
the ITU-T G.992.x family of standards), and/ or a cable 
modem termination system (CMTS) (e.g., implemented in 
accordance with the ITU-T 1.112 and/or J .122 standards). 

Additionally, the example broadband gateways 112 and 
132 of FIG. 1A include routers to direct arriving packets of 
data and/or switches to provide paths in and out of the broad 
band gateways 112 and 132. The example broadband gateway 
112 of the Network Service ProviderA 110 connects to and 
communicates with the example broadband gateway 132 of 
the Network Service Provider B 130 through a communica 
tions network 160, which can be implemented using various 
technologies and may include other networks. The Network 
Service ProviderA 110 and the Network Service Provider B 
130 include a plurality of session border controllers and/or 
peered border elements such as, for example the respective 
session border controllers 114 and 134 and the respective 
peered border elements 118 and 138 of FIG. 1A. 
The example session border controllers 114 and 134 are 

signaling entities functionally positioned at the edge of the 
respective network service provider to provide access func 
tions for the respective IMS cores 120 and 140. For instance, 
because the CPE 102 subscribes to the Network Service Pro 
vider B, the communication network 160 is used by the Net 
work Service Provider A 110 to route VoIP communications 
and data from the CPE 102 to the session border controller 
134 of Network Service Provider B 130. The example session 
border controller 134 then routes the communication or data 
originating from the CPE 102 to the IMS core 140. Addition 
ally, the session border controllers 114 and 134 re-address 
communication or data originating from the respective IMS 
cores 120 and 140 to the target dynamic IP addresses assigned 
to residential gateways. For example, the P-CSCF server 147 
and/or the HSS 145 IMS core 140 include a URL address of 
the CPE 102. When the IMS core 140 sends the CPE 102 
packet data, the communication is routed through the session 
border controller 134 which re-addresses the URL to the 
dynamic IP address assigned to the CPE 102 through the 
residential gateway 104 enabling the packet data to reach the 
CPE 102. 
The example communication system 100 of FIG. 1A also 

includes a mated pair of peered border elements 118 and 138 
to communicatively couple the IMS cores 120 and 140. The 
example mated pair of peered border elements 118 and 138 
implement, for example, handshaking, media translation(s) 
and/or protocol message modi?cation(s) to facilitate commu 
nication sessions between subscribers of the example Net 
work Service Provider A 110 and the example Service Pro 
vider B IMS network 130. Further, while the Network Service 
Provider A 110 of FIG. 1 is illustrated as having a peering 
relationship with the Network Service Provider B 130, either 
or both of the Network Service Provider A 110 and the Net 
work Service Provider B 130 may have other peering rela 
tionships with other service providers. Additionally, there 
may be more than one pair of peered bordered elements for 
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any two network service providers. Such peered border ele 
ments may be connected using any one or more communica 

tion network(s) such as communication network 170, which 
may be a private network, a direct connection, or other com 
munication network. 

In the illustrated example of FIG. 1A, the service provider 
broadband gateways 112 and 132 are used to interface their 
corresponding subscribers to the communication network 
160 and/or various network components of Network Service 
Providers A 110 and/or B 130, respectively. For example, a 
computer (not shown) communicatively coupled to broad 
band gateway 104 may connect to a server on the Internet (not 
shown) through the broadband gateway 112 and the commu 
nication network 160. In another example, the CPE 102 may 
register with the IMS Core 140 of Network Service Provider 
B through the broadband gateway 112, the communication 
network 160, the broadband gateway 132, and the session 
border controller 134. 

Each of the respective IMS cores 120 and 140 facilitate, in 
part, VoIP communication services for the example Network 
Service Provider A 110 and the Network Service Provider B 
130 ofFIG. 1A. The example IMS Cores 120 and 140 include 
respective Serving Call Session Control Function (S-CSCF) 
servers 126 and 146, SIP registrars 122 and 142, Home Sub 
scriber Servers (HSS) 125 and 145, Proxy-CSCF (P-CSCF) 
servers 117 and 147, and Interrogating-CSCF (I-CSCF) serv 
ers 129 and 149. Although only one is shown, the respective 
IMS cores 120 and 140 may include more than one P-CSCF 
server, more than one S-CSCF server, and/or more than one 

I-CSCF server. Additionally or alternatively, the P-SCCF 
servers 127 and 147 may be included within the respective 
session border controllers 114 and 134. 

In the illustrated example of FIG. 1A, each VoIP device 
(e.g., the example residential gateway 104) that is registered 
to the example Network Service ProviderA 110 is associated 
with and/or assigned to an S-CSCF server (i.e., S-CSCF 
server 126). The example S-CSCF servers 126 and 146 of 
FIG. 1A are responsible for handling incoming and/or outgo 
ing IMS (e.g., VoIP) communication sessions (e. g., telephone 
calls, and/or data and/ or video sessions) associated with their 
registered VoIP devices. For example, the S-CSCF server 146 
within the Network Service Provider B 130 is responsible for 
handling the communication sessions of the CPE 102. 

The example HSSs 125 and 145 store subscriber informa 
tion. For example, when the CPE 102 registers with the IMS 
140, the example S-CSCF server 146 places its own address 
in the HSS 145 so that the S-CSCF server 146 can be discov 
ered by the example I-CSCF server 149 when a new session 
initiation request (e.g., a SIP INVITE) for the CPE 102 arrives 
at the IMS core 140. The HSS 145 may be queried by an IMS 
component (e.g., an I-CSCF 149) to identify the S-CSCF 
server (such as the S-CSCF server 146) to which the CPE 102 
is registered. The S-CSCF server 146 includes a list of which 
particular P-CSCF server (i.e., P-CSCF server 147) needs to 
be used to route packets (e.g., a SIP INVITE) to the CPE 102. 
The list is updated using the registration request data from the 
CPE 102. In turn, each P-CSCF server uses the registration 
packet ?ow to determine which session border controller to 
use to route packets to the example CPE 102. Hence, upon 
registration of the CPE 102 with the IMS core 120 or 140, the 
particular P-CSCF server 127 or 147 (respectively) that is 
used to route to that CPE 102 in the respective IMS core is 
uniquely determined. Furthermore, the particular session bor 
der controller 114 or 134 (respectively) is also uniquely iden 
ti?ed by the corresponding P-CSCF server 127 or 147 (re 
spectively) during the registration procedure. 
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10 
The assignment of the session border controller 114 or 134 

to the CPE 102 may be dynamically determined (e.g., using 
the example DHCP server 150 in network service providerA 
110, and another one (not shown) in network service provider 
B 130) using the subscriber information in the HSS 125 or 
145 (respectively), the S-CSCF server 126 or 146 (respec 
tively), and the corresponding P-CSCF server 127 or 147 
(respectively). In summary, different cited IMS core compo 
nents and the speci?c session border controller in an IMS 
core-CPE path are determined upon registration of the CPE 
102 with either IMS core 140 or 120. The functions hereby 
attributed to the DHCP server 150 may be implemented using 
other servers or processes or any other means without loss of 
generality and are described in the example DHCP server 150 
for convenience. 

While two example S-CSCF servers 126 and 146 are illus 
trated in FIG. 1A, the IMS cores 120 and 140 and/or, more 
generally, the example Network Service ProviderA 110 and 
the Network Service Provider B 130 may include any number 
and/or type(s) of S-CSCF servers, and each such S-CSCF 
server may support any number and/or type(s) of CPEs. The 
example S-CSCF servers 126 and 146 of FIG. 1 perform 
session control and enable communications for their associ 
ated and/or registered VoIP devices. For instance, when the 
example CPE 102, registered with the IMS core 140, initiates 
an outgoing telephone call, a communication session initia 
tion message (e. g., a SIP INVITE message) sent by the CPE 
102 is routed by the broadband gateway 112 to the Network 
Service Provider B 130 which routes the message to the 
S-CSCF server 146. The S-CSCF server 146 then routes the 
message to the IMS core of the called party or target network 
service provider. 

In an example, a CPE A (not shown) is registered with the 
IMS core 120. The CPEAplaces a call (e.g., by sending a SIP 
INVITE packet) to the CPE 102. To locate the CPE 102, the 
example IMS core 120 of FIG. 1A communicates with the 
target I-CSCF server 149 in the IMS core 140 to locate the 
target S-CSCF server (e.g., the example S-CSCF server 146). 
The target S-CSCF server then utiliZes the registration infor 
mation of the CPE 102 to direct the SIP INVITE packet to the 
CPE 102 through the P-CSCF server 147 and the session 
border controller 134. 
As discussed above, the Network Service ProviderA 110 

of FIG. 1A includes the DHCP server 150. The DHCP server 
150 may be a single server or may include a plurality of 
servers within the Network Service Provider A 110. In the 
illustrated example of FIG. 1A, the DHCP server 150 admin 
isters network parameter assignments by assigning residen 
tial gateways IP addresses, subnet masks, default gateways, 
and/or other transmission control protocol (TCP)/IP param 
eters. The example DHCP server 150 assigns dynamic TCP/ 
IP parameters. The dynamic TCP/IP parameters may be 
leased to a residential gateway for any period of time (e.g., a 
few minutes, a few hours, a few months, etc.). Additionally, 
the example DHCP server 150 may assign static TCP/IP 
parameters. Static TCP/IP parameters are permanently 
assigned to a residential gateway. The LST can be adversely 
impacted by dynamic IP address changes, and systems and 
methods to reduce such adverse impacts are described herein. 

In the illustrated example of FIG. 1A, the DHCP server 150 
provides a ?rst IP address upon receiving an initial request 
from the residential gateway 104. The residential gateway 
104 renews the IP address lease with the DHCP server 150 at 
various times. For example, the DHCP server 150 may send 
the residential gateway 104 a replacement IP address in 
response to the residential gateway 104 requesting a new IP 
address. Further, the example DHCP server 150 sends a 
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replacement IP address message to the example LST server 
160 and/or the session border controller 114 when the DHCP 
server 150 assigns a replacement IP address or reassigns the 
same IP address of a residential gateway. The replacement IP 
address message provides an indication of an IP address 
change including a ?rst IP address and the replacement IP 
address. If the CPE 102 has already registered with IMS core 
120, the LST server 160 associates the IP address change with 
the URL of the CPE 102, as will be shown in the following. 

The example LST server 160 within the Network Service 
Provider 110 tracks LST and failed network transactions 
associated with changing the IP address of a residential gate 
way. The example LST server 160 receives a noti?cation 
message from the DHCP server 150 of an IP address change, 
creates a database entry for the subscriber associated with the 
IP address change, stores registration noti?cations (which 
includes the URL of the CPE 102) from session border con 
troller 114 and/or the IMS core 120, receives indications of 
failed network transactions from the IMS core 120 and/or the 
session border controller 114, monitors network tra?ic for 
failed network transactions, and/ or determines whether a net 
work transaction is a failed network transaction associated 
with the IP address change. If the network transaction is a 
failed network transaction due to, for example, the IP address 
change, then the LST server 160 stores the failed network 
transaction(s). Alternatively, the LST server 160 may store an 
indication of the failed network transaction(s). The LST 
server 160 records the URL of the CPE 102 and associates 
that URL with the IP address of the residential gateway 104 
upon the CPE 102 registering with an IMS core (e.g., the IMS 
core 120). Furthermore, the associated session border con 
troller (e.g., session border controller 134) records the map 
ping between the URL of the CPE 102 and the IP address of 
the residential gateway 104 upon registration of the CPE 102. 
To illustrate, when the DHCP server 150 sends the residential 
gateway 104 a replacement IP address to replace a ?rst IP 
address, the example DHCP server 150 will also send a 
replacement IP address message to the LST server 160. The 
LST server 160 which creates a database entry to record the 
time, the replacement IP addresses, and/ or the ?rst IP address 
associated with the residential gateway. Additionally, the 
example LST server 160 monitors network tra?ic from the 
IMS core 120 for failed network transactions relating to the IP 
address of the CPE 102 that is addressed using the IP address 
of the residential gateway 104. In the event that the LST 
server 160 detects a failed network transaction such as, for 
example, a rejected call (e.g., an unsuccessful delivery of a 
SIP INVITE message intended for and addressed to the URL 
of the CPE 102), then the LST server 160 stores the failed 
network transaction and/ or an indication of the failed network 
transaction in the database entry associated to the CPE 102 of 
the residential gateway 104. The associated network service 
provider may access and analyZe a plurality of database 
entries to determine if an IP address change was a cause for 
loss of service in certain instances. As described in further 
detail below, the example LST server 160 may be used to 
generate reports of the total LST and/or associated failed 
network transactions to respond to inquiries by customers, 
businesses, government agencies, etc. Also, the network ser 
vice provider may use the data to con?gure and/or design 
improvements to session border controllers, IMS cores, 
DHCP servers, CPEs, and/or communications between one 
or more entities to improve LST and/or the associated failed 
network transactions. 

While the example Network Service Provider A 110 has 
been illustrated in FIG. 1A, the devices, networks, systems, 
servers and/ or processors illustrated in FIG. 1A may be com 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

12 
bined, divided, re-arranged, eliminated and/ or implemented 
in any way. For example, the example broadband gateway 
112, the example session border controller 114, the example 
peered border element 118, the example DHCP server 150, 
the example IMS core 120, the example SIP registrar server 
122, the example S-CSCF server 126, the example P-CSCF 
server 127, the example I-CSCF server 129, the example HSS 
125, and/ or the example LST server 160 illustrated in FIG. 1A 
may be implemented separately and/or in any combination 
using, for example, machine accessible instructions executed 
by one or more computing devices and/or computing plat 
forms (e.g., the example processing platform 1000 of FIG. 
10). Further, the example broadband gateway 112, the 
example session border controller 114, the example peered 
border element 118, the example DHCP server 150, the 
example IMS core 120, the example SIP registrar server 122, 
the example S-CSCF server 126, the example P-CSCF server 
127, the example I-CSCF server 129, the example HSS 125, 
the example LST server 160, and/or, more generally, the 
Network Service Provider A 110 may be implemented by 
hardware, software, ?rmware and/or any combination of 
hardware, software and/ or ?rmware. Thus, for example, any 
of the example broadband gateway 112, the example session 
border controller 114, the example peered border element 
118, the example DHCP server 150, the example IMS core 
120, the example SIP registrar server 122, the example 
S-CSCF server 126, the example P-CSCF server 127, the 
example I-CSCF server 129, the example HSS 125, the 
example LST server 160, and/ or, more generally, the example 
Network Service Provider A 110 could be implemented by 
one or more circuit(s), programmable processor(s), applica 
tion speci?c integrated circuit(s) (ASIC(s)), programmable 
logic device(s) (PLD(s)) and/or ?eld programmable logic 
device(s) (FPLD(s)), etc. When any of the appended claims 
are read to cover a purely software or ?rmware implementa 
tion, at least one of the example broadband gateway 112, the 
example session border controller 114, the example peered 
border element 118, the example DHCP server 150, the 
example IMS core 120, the example SIP registrar server 122, 
the example S-CSCF server 126, the example P-CSCF server 
127, the example I-CSCF server 129, the example HSS 125, 
the example LST server 160, and/or the example Network 
Service Provider A 110 are hereby expressly de?ned to 
include a tangible medium such as a memory, DVD, CD, etc. 
storing such software or ?rmware. Further still, the example 
Network Service Provider A 110 may include additional 
devices, servers, systems, networks, gateways, portals, and/or 
processors in addition to, or instead of, those illustrated in 
FIG. 1A and/or may include more than one of any or all of the 

illustrated devices, servers, networks, systems, gateways, 
portals, and/or processors. For example, the IMS core 120 
may include one or more of a proxy CSCF (P-CSCF) server, 
an interrogating CSCF (I-CSCF) server, a feature server, an 
application server, a home subscriber server (HSS), a media 
gateway, a breakout gateway control function (BGCF) sever, 
a media gateway control function (MGCF) server, a soft 
switch, an IP router, an IP switch, etc. 

Likewise, while the example Network Service Provider B 
130 has been illustrated in FIG. 1A, the devices, networks, 
systems, servers and/ or processors illustrated in FIG. 1A may 
be combined, divided, re-arranged, eliminated and/ or imple 
mented in any way. For instance, the example broadband 
gateway 132, the example session border controller 134, the 
example peered border element 138, the example IMS core 
140, the example SIP registrar server 142, the example 
S-CSCF server 146, the example I-CSCF server 149, the 
example HSS 145, and/or the example P-CSCF server 147 
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illustrated in FIG. 1A may be implemented separately and/or 
in any combination using, for example, machine accessible 
instructions executed by one or more computing devices and/ 
or computing platforms (e.g., the example processing plat 
form 1000 of FIG. 10). Further, the example broadband gate 
way 132, the example peered border element 138, the 
example session border controller 134, the example IMS core 
140, the example SIP registrar server 142, the example 
S-CSCF server 146, the example I-CSCF server 149, the 
example HSS 145, the example P-CSCF server 147 and/or, 
more generally, the Network Service Provider B 130 may be 
implemented by hardware, software, ?rmware and/or any 
combination of hardware, software and/or ?rmware. Thus, 
for example, any of the example broadband gateway 132, the 
example peered border element 138, the example session 
border controller 134, the example IMS core 140, the 
example SIP registrar server 142, the example S-CSCF server 
146, the example I-CSCF server 149, the example HSS 145, 
the example P-CSCF server 147 and/or, more generally, the 
example Network Service Provider B 130 could be imple 
mented by one or more circuit(s), programmable processor 
(s), application speci?c integrated circuit(s) (ASIC(s)), pro 
grammable logic device(s) (PLD(s)) and/or ?eld 
programmable logic device(s) (FPLD(s)), etc. When any of 
the appended claims are read to cover a purely software 
implementation or ?rmware, at least one of the example 
broadband gateway 132, the example peered border element 
138, the example session border controller 134, the example 
IMS core 140, the example SIP registrar server 142, the 
example I-CSCF 149, the example S-CSCF server 146, the 
example HSS 145, the example P-CSCF server 147 and/ or the 
example Network Service Provider B 130 are hereby 
expressly de?ned to include a tangible medium such as a 
memory, DVD, CD, etc. storing such software or ?rmware. 
Further still, the example Network Service Provider B 130 
may include additional devices, servers, systems, networks, 
gateways, portals, and/ or processors in addition to, or instead 
of, those illustrated in FIG. 1A and/or may include more than 
one of any or all of the illustrated devices, servers, networks, 
systems, gateways, portals, and/or processors. 

FIG. 1B is a schematic illustration of the example commu 
nication system 100 of FIG. 1A showing the communication 
paths for an IP address change. In the illustrated example of 
FIG. 1B, the example residential gateway 104 initiates an IP 
address update by requesting a replacement IP address to 
replace a ?rst IP address from the DHCP server 150 (not 
shown). In response, the example DHCP server 150 sends the 
residential gateway 104 a replacement IP address in the mes 
sage 170. 

In the example of FIG. 1B, once the residential gateway 
104 receives the replacement IP address, a re-authenticate 
message 172 is sent (e.g., via a SIP Notify message) to the 
CPE 102 via the communication link 103. The CPE 102 
receives the re-authenticate message 172 from the residential 
gateway 104 and immediately registers with the IMS core 140 
of the Network Service Provider B 130. The re-authenticate 
message 172 triggers a high priority function within the CPE 
102 to initiate immediate registration. The CPE 102 registers 
by sending a register message 174 to the residential gateway 
104 via the communication link 103. The register message 
174 may include, for example, a SIP Register message. The 
residential gateway receives the register message 174, 
replaces the private IP address of the CPE 102 in the register 
message 174 with the replacement IP address that was 
assigned by the example DHCP server 150 and forwards the 
register message 174 to the IMS core 140. Additionally, the 
residential gateway 104 re-addresses (e.g., links) the private 
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14 
IP address of the CPE 102 to the replacement IP address 
within the residential gateway 104. The residential gateway 
transmits the register message 174 to the IMS core 140 be 
sending the register message 174 to the broadband gateway 
112 via the network link 105. The broadband gateway 112 
determines the register message 174 is addressed to the Net 
work Service Provider B 130 and sends the register message 
174 through the communication network 160, through the 
broadband gateway 132, through session border controller 
134 to the SIP registrar 142 in IMS core 140. Upon successful 
exchange of information between the CPE 102 and the SIP 
registrar 142, CPE 102 is registered with IMS core 140. 
Additionally, the session border controller 134 updates its 
internal mapping of the URL of the CPE 102 from the ?rst IP 
address to the replacement IP address. At this point, a URL to 
IP address mapping is established and the CPE 102 may 
receive calls. In the network scenarios and con?gurations that 
are described herein, there is no need for the session border 
controller 134 to consult a Domain Name System (DNS) 
server to map a URL to a dynamic IP address of a residential 
gateway, but such a possibility is not precluded. 

Unlike current CPEs and/ or residential gateways that typi 
cally take a time period (e. g., a few minutes to a few hours) to 
re-register with their associated network service provider, the 
systems and methods described herein minimize and/or 
eliminate instances of loss of service by re-registering with 
the associated network service provider in response to the 
example residential gateway receiving a replacement IP 
address to replace a ?rst IP address. 

In other example circumstances, the CPE 102 may sub 
scribe to the residential gateway 104 at some time before the 
residential gateway 104 receives a replacement IP address. 
The subscribe message from the CPE 102 may include, for 
example, a SIP Subscribe message. By subscribing to the 
residential gateway 104 the CPE 102 informs the residential 
gateway 104 to send the CPE 102 a re-authenticate message 
when the residential gateway 104 receives a replacement IP 
address. 

FIG. 2 is a schematic illustration of an example communi 
cation system 200 displaying the communication paths for an 
IP address change and the corresponding LST monitoring of 
the IP address change. The example communication system 
200 of FIG. 2 includes the Network Service ProviderA 110, 
and the Network Service Provider B 130 of FIGS. 1A and 1B, 
a residential gateway 204, and a CPE 202. Unlike the example 
residential gateway 104 of FIGS. 1A and 1B, the residential 
gateway 204 of FIG. 2 is not con?gured to notify a CPE of an 
IP address change in response to receiving an IP address. As 
a result, a time period elapses between the residential gateway 
204 receiving an IP address and the CPE 202 registering with 
its IMS core. Additionally, in the illustrated example of FIG. 
2, the CPE 202 does not send a register message to its asso 
ciated network service provider in response to the residential 
gateway 204 receiving a replacement IP address. This results 
in a time period between the residential gateway 204 receiv 
ing the replacement IP address and when the CPE 202 sends 
a registration message to the associated network service pro 
vider. The residential gateway 204 is con?gured to send an 
indication of the IP address change to the LST server 160 
upon receiving a replacement IP address. Additionally, in the 
illustrated example of FIG. 2, the residential gateway 204 and 
the CPE 202 both subscribe to and/ or are associated with the 
same Network Service ProviderA 110. The example DHCP 
server 150 of FIG. 2 is con?gured to send a replacement IP 
address message to the example LST server 160 and/or the 
session border controller 114 upon assigning a replacement 
IP address to the residential gateway 204. 


























