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(57) ABSTRACT 

A storage system, Which is coupled to a computer, includes a 
storage device, a controller, a plurality of cache memory 
units, and a connecting unit. Each of the plurality of cache 
memory units includes: a cache memory for storing data; an 
auxiliary storage device for holding a content of data even 
after shutdown of poWer; and a cache controller for control 
ling an input/ output of data to/ from the cache memory and the 
auxiliary storage device. The cache controller store data 
stored in the cache memory, Which is divided into a plurality 
of parts, into a plurality of the auxiliary storage devices 
included in the plurality of cache memory units. 

8 Claims, 12 Drawing Sheets 
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STORAGE SYSTEM AND DATA 
MANAGEMENT METHOD 

TECHNICAL FIELD 

This invention relates to a storage system for storing data 
according to an instruction from a computer, in particular, a 
technology of managing data stored in a cache memory. 

BACKGROUND ART 

In a storage system according to a conventional technol 
ogy, data written from a host computer is written into a cache 
memory before being written onto a disk drive. The moment 
that the data is written into the cache memory, the storage 
system noti?es the host computer that a write process has 
been completed, which improves responsiveness to the host 
computer. 
A DRAM is generally used as the cache memory in terms 

of the number of times that a read/write is performed and an 
access speed. Therefore, the data stored in the cache memory 
volatiliZes (disappears) when power to the storage system is 
shut down, which necessitates backup of data (dirty data) 
before being written onto the disk drive by supplying power 
from a battery in case of service interruption. 

Further, JP 2004-21811 A discloses a storage system in 
which a non-volatile memory is used as a cache memory to 
thereby prevent data from volatiliZing (disappearing) even 
when power is shut down. 

DISCLOSURE OF THE INVENTION 

According to the above-mentioned conventional technol 
ogy, data stored in a cache memory can be read by detaching 
the cache memory or a non-volatile memory (cache memory 
package) which is subjected to backup by a battery, leading to 
leakage of the data stored in the cache memory, which raises 
a problem in terms of security. 

Further, if dirty data stored in a DRAM is backed up by 
supplying power from a battery, a capacity of the battery 
needs to be increased depending on the period of time neces 
sary for backup in case of service interruption, which raises a 
problem of an increase in cost of the battery. 

Further, in a case where a ?ash memory is used as the cache 
memory, the ?ash memory is slower in access speed than the 
DRAM, which raises a problem of a decrease in response 
(response to host computer of storage system) of the cache 
memory. 

Therefore, there is desired a storage system capable of 
backing up dirty data even in case of long-term service inter 
ruption without decreasing the response to the host computer 
of the storage system. 
A representative example of this invention will be 

described as follows. Speci?cally, a storage system, which is 
coupled to a computer, includes: a storage device for storing 
data for which write is requested by the computer; a controller 
for controlling transfer of data in the storage system; a plu 
rality of cache memory units for temporarily storing data to be 
stored into the storage device; and a connecting unit for 
connecting at least the plurality of cache memory units. Each 
of the plurality of cache memory units includes: a cache 
memory for storing data; an auxiliary storage device for hold 
ing data even after shutdown of power; and a cache controller 
for controlling an input/output of data to/ from the cache 
memory and the auxiliary storage device. The cache control 
ler stores data stored in the cache memory, which is divided 
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2 
into a plurality of parts, into a plurality of the auxiliary storage 
devices included in the plurality of cache memory units. 

Further, according to another example of this invention, the 
storage system further includes a watch unit for watching 
power supplied to the plurality of cache memory packages. 
The cache controller stores at least one of con?guration infor 
mation and control information stored in the cache memory, 
which is divided into a plurality of parts, into the plurality of 
the auxiliary storage devices before the watch unit detects an 
abnormality in the power supplied to the plurality of cache 
memory units. 

According to an embodiment of this invention, data stored 
in the original cache memory cannot be restored only with 
data stored in one of the auxiliary storage devices, which can 
ensure secrecy of data. 

Further, during a normal operation, the con?guration infor 
mation and control information that are stored in the cache 
memory are stored in the auxiliary storage device, and hence 
it is possible to reduce an amount of data to be backed up to 
the auxiliary storage device when power is shut down, and to 
reduce a period of time required to store data in the auxiliary 
storage device. Accordingly, it is possible to reduce the capac 
ity of the battery for backup of data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram showing a con?guration of a 
storage system in accordance with a ?rst embodiment of this 
invention. 

FIG. 2 is a block diagram showing a con?guration of a 
cache memory package in accordance with the ?rst embodi 
ment of this invention. 

FIG. 3 is an explanatory diagram of a storage area provided 
to a backup memory in accordance with the ?rst embodiment 
of this invention. 

FIG. 4 is a block diagram showing a con?guration of the 
storage system around a switch unit in accordance with the 
?rst embodiment of this invention. 

FIG. 5 is a block diagram showing a con?guration of the 
storage system around a power supply line in accordance with 
the ?rst embodiment of this invention. 

FIG. 6 is an explanatory diagram of SSD memory address 
allocation information in accordance with the ?rst embodi 
ment of this invention. 

FIG. 7 is an explanatory diagram of destination address 
information in accordance with the ?rst embodiment of this 
invention. 

FIG. 8 is an explanatory diagram of source address infor 
mation in accordance with the ?rst embodiment of this inven 
tion. 

FIG. 9 is a ?owchart showing a saving process of writing 
data into the backup memory in accordance with the ?rst 
embodiment of this invention. 

FIG. 10 is a ?owchart showing a recovery process of writ 
ing data stored in the backup memories into a cache memory 
in accordance with the ?rst embodiment of this invention. 

FIG. 11 is a ?owchart showing the recovery process of 
writing data stored in the backup memories into the cache 
memory in accordance with the ?rst embodiment of this 
invention. 

FIG. 12 is a block diagram showing a con?guration of a 
storage system around a switch unit in accordance with a 
modi?ed example of the ?rst embodiment of this invention. 

FIG. 13 is an explanatory diagram of an operation of a 
backup memory during a normal operation in accordance 
with a second embodiment of this invention. 
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FIG. 14 is a ?owchart showing a process of writing sec 
ondary cache data into the backup memory in accordance 
with the second embodiment of this invention. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

First Embodiment 

FIG. 1 is a block diagram showing a con?guration of a 
storage system in accordance with a ?rst embodiment of this 
invention. 

The storage system according to this embodiment com 
prises a plurality of channel adapters (CHAs) 100, a plurality 
of disk adapters (DKAs) 200, a plurality of cache memory 
packages (CACHEs) 300, and a processor package (MP) 400. 
The channel adapters 100, the disk adapters 200, the cache 
memory packages 300, and the processor package 400 are 
coupled to one another via a switch package (SW) 500. As 
shown in FIG. 1, the storage system generally includes the 
plurality of channel adapters 100, the plurality of disk adapt 
ers 200, and the plurality of cache memory packages 300, but 
may be provided with only one channel adapter 100, one disk 
adapter 200, and one cache memory package 300. 

The channel adapter 100 comprises a protocol controller 
110 for controlling a protocol for communication with a host 
computer 10 and a transfer controller 120 for controlling an 
address of data transferred from the channel adapter 100 to 
the cache memory package 300. The channel adapter 100 is 
coupled to the host computer 10 via, for example, a storage 
area network (SAN) that communicate by using a ?bre chan 
nel protocol. It should be noted that the channel adapter 100 
and the host computer 10 may be coupled to each other via 
Ethernet. In this case, the channel adapter 100 and the host 
computer 10 communicate with each other via an I-SCSI 
protocol. 

The disk adapter 200 comprises a protocol controller 210 
for controlling a protocol for communication with a disk drive 
20 and a transfer controller 220 for controlling an address of 
data transferred from the disk adapter 200. The disk adapter 
200 is coupled to the disk drive 20. 

The disk drive 20 may be any one of a magnetic disk, an 
optical disk, a semiconductor storage device, and a magnetic 
tape. An interface of the disk drive 20 may be one of a ?bre 
channel and an SATA. It should be noted that, though the disk 
drive 20 is shown in FIG. 1, it does not matter whether the 
storage system includes the disk drive 20 or the storage sys 
tem includes no disk drive 20 (so-called NAS). 

The cache memory package 300 temporarily stores data for 
which write has been requested, and temporarily stores data 
read from the disk drive 20. FIG. 2 will be used to later 
describe a detailed con?guration of the cache memory pack 
age 300. 

The processor package 400 comprises a microprocessor 
410. The microprocessor 410 controls an operation of the 
storage system (for example, transfer of data from channel 
adapter 100 to cache memory package 300), and manages 
con?guration information on the storage system. 

The switch package 500 comprises a switch for coupling 
among the channel adapter 100, the disk adapter 200, the 
cache memory package 300, and the processor package 400. 
Examples of the switch can be con?gured by a crossbar 
switch. The switch package 500 constitutes an internal net 
work for coupling the channel adapter 100, the disk adapter 
200, the cache memory package 300, and the processor pack 
age 400 with one another. The internal network is used to 
transfer data among those components. 
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4 
The storage system may comprise an interface (SVP) to 

which a maintenance terminal is coupled. 
When the channel adapter 100 receives a write request for 

data from the host computer 10, the protocol controller 110 
converts the received write request into a protocol within the 
storage system, and transmits the write request with the pro 
tocol having been converted, to the transfer controller 120. 
The transfer controller 120 analyZes an address of the 
received write request, and transmits results of the analysis to 
the processor package 400. The processor package 400 deter 
mines a transfer destination of the write request (data) on the 
basis of the results of analyZing the address, and instructs the 
transfer destination to the switch package 500. The switch 
package 500 changes over the switch so that the data is 
transferred to the transfer destination speci?ed by the proces 
sor package 400. 
The write request (data) transmitted from the host com 

puter 10 is transferred from the channel adapter 100 to the 
cache memory package 300, and the transferred data is tem 
porarily stored into a cache memory 320 by a cache memory 
adapter 310. When the data is stored into the cache memory 
320, a noti?cation of write completion is responded to the 
host computer 10, which can improve performance of 
response to the host computer 10. 
The data stored in the cache memory 320 is transferred to 

the disk adapter 200 by the cache memory adapter 310. The 
protocol controller 210 converts the transferred data into a 
protocol (for example, ?bre channel protocol) used for trans 
fer to the disk drive 20. The data with the protocol having been 
converted is written onto the disk drive 20. 

FIG. 2 is a block diagram showing a con?guration of the 
cache memory package 300 in accordance with the ?rst 
embodiment of this invention. 
The cache memory package 300 comprises the cache 

memory adapter 310, the cache memory 320, a backup 
memory 330, a backup memory controller 340, a power con 
troller 350, and a battery 360. 
The cache memory adapter 310 controls an input/ output of 

data to/from the cache memory 320. 
The cache memory 320 is a memory for temporarily stor 

ing data input to/ output from the disk drive 20, and is gener 
ally con?gured by a DRAM whose access speed is high. 
Therefore, when power is shut down, data stored in the cache 
memory 320 is erased unless the cache memory 320 is backed 
up by supplying power from the battery 360 to the cache 
memory 320. 
The cache memory adapter 310 stores data to be written 

onto the disk drive 20, into the cache memory 320.Among the 
data stored in the cache memory 320, data that is not written 
on the disk drive 20 is managed as dirty data. Accordingly, for 
each item of data stored in the cache memory 320, the cache 
memory adapter 310 manages cache memory management 
information in which an attribute of data (dirty data or clean 
data), an address thereof on the disk drive, and an address 
thereof in the cache memory are associated with one another. 

The dirty data is stored only in the cache memory 320 
within the storage system, and therefore needs to be prevented 
from being lost when power is shut down. 
The backup memory 330 is a backup-purpose memory for 

preventing data stored in the cache memory 320 from being 
lost even when power is shut down, and is generally con?g 
ured by a non-volatile memory (for example, ?ash memory). 
It should be noted that, instead of the non-volatile memory, a 
volatile memory (such as DRAM) to which backup power is 
supplied may be used as the backup memory 330. In addition, 
as shown in FIG. 2, a packaged solid-state disk (SSD) is 
preferably used as the backup memory 330. 
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It is preferable that a single cache memory package 300 be 
provided With a plurality of backup memories 330. This is 
because resistance to a fault is improved by making the 
backup memory 330 redundant, and data is transferred in 
parallel at high speed by de?ning a backup memory in Which 
a data is to be saved for each cache memory 320. 

The backup memory controller 340 controls an input/out 
put of data to/from the backup memory 330. It should be 
noted that, in this embodiment, When poWer is shut doWn, the 
backup memory controller 340 is supplied With the poWer 
from the battery 360, and transfers data stored in the cache 
memory 320 for backup. 

The poWer controller 350 Watches a poWer supply voltage 
supplied to the cache memory package 300 to thereby detect 
shutdoWn of poWer. The battery 360 supplies poWer neces 
sary for an operation of the cache memory package 300 upon 
the shutdoWn of power. It should be noted that, though the 
battery 360 is provided outside the cache memory package 
300 in FIG. 2, the battery 360 may be provided inside the 
cache memory package 300. 
Upon detection of the shutdoWn of poWer, the poWer con 

troller 350 sWitches over the poWer so that the poWer from the 
battery 360 is supplied to each component of the cache 
memory package 300. It should be noted that, even if the 
poWer controller 350 does not sWitch over the poWer to the 
one supplied from the battery 360 When poWer is shut doWn, 
the poWer from the battery 3 60 may be automatically supplied 
to a poWer supply line When poWer is shut doWn With the 
battery 360 having such a ?oating con?guration as to be 
coupled to the poWer supply line. 

FIG. 3 is an explanatory diagram of a storage area provided 
to the backup memory 330 in accordance With the ?rst 
embodiment of this invention. 

The storage area of the backup memory 330 is divided into 
a backup address information storage area 331, a con?gura 
tion information storage area 332, a data storage area 333, and 
a CRC area 334. 

The backup address information storage area 331 stores 
information indicating a correlation betWeen an address in the 
cache memory 320 and an address in the backup memory 33 0, 
in other Words, a pair of destination address information 1100 
shoWn in FIG. 7 and source address information 1200 shoWn 
in FIG. 8. The con?guration information storage area 332 
stores con?guration information on the storage system. The 
con?guration information on the storage system includes the 
number of respective packages implemented in the storage 
system, an identi?er thereof, performance information 
thereon, and a layout of data. 

The data storage area 333 stores, for the purpose of backup, 
user data and control information that are stored in the cache 
memory 320. The CRC area 334 stores an error-checking 
code. It should be noted that the error-checking code may be 
another type than a CRC type, and an error-correcting code 
may be stored instead of the error-checking code. 

FIG. 4 is a block diagram shoWing a con?guration of the 
storage system around the sWitch package 500 in accordance 
With the ?rst embodiment of this invention. 

The storage system according to this embodiment com 
prises the plurality of cache memory packages 300 (300A, 
300B, and 300C). The cache memory packages 300A, 300B, 
and 300C each comprise a plurality of ports, and each of the 
ports is coupled to the sWitch package 500. 

Further, in the storage system according to this embodi 
ment, as described later, the data stored in the cache memory 
320 is Written into the backup memory 330 When poWer is 
shut doWn, Which means that the sWitch package 500 needs to 
operate for a predetermined period of time after the shutdoWn 
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6 
of poWer. Therefore, a battery 510 is coupled to the sWitch 
package 500, and even after the poWer to the storage system 
has been shut doWn, poWer is supplied from the battery 510 to 
the sWitch package 500. It should be noted that, though the 
battery 510 is provided outside the sWitch package 500 in 
FIG. 4, the battery 510 may be provided inside the sWitch 
package 500. 

It should be noted that, as described above, each compo 
nent of the cache memory package 300 is supplied With the 
poWer from the battery 360 When poWer is shut doWn. 

Those backup poWer supplies 360 and 510 alloW the cache 
memory package 300 and the sWitch package 500, respec 
tively, to operate for a predetermined period of time after the 
shutdoWn of poWer to the storage system. Accordingly, the 
data stored in the cache memory 320 can be transferred to 
another cache memory package 300 via the sWitch package 
500, and stored into the backup memory 330 of the another 
cache memory package 300. 

Next, description Will be made of redundancy of a cache 
memory package. 

The cache memory packages 300A and 300B form a pair. 
In other Words, the same data is stored in the cache memory 
320 of the cache memory package 300A (CMPK00) and the 
cache memory 320 of the cache memory package 300B 
(CMPK01). The cache memory package 300 is thus made 
redundant to thereby achieve safety against data loss. In addi 
tion, loads on access are balanced to thereby improve perfor 
mance of response to the host computer 10. 

In this case, as described later, the data stored in the cache 
memory 320 of any one of the cache memory packages 300A 
and 300B is the only data to be stored into the backup memory 
330 for backup When poWer is shut doWn. 

FIG. 5 is a block diagram shoWing a con?guration of the 
storage system around the poWer supply line in accordance 
With the ?rst embodiment of this invention. 

During a normal operation, poWer is supplied from a poWer 
supply 600 to the cache memory package 300 and the sWitch 
package 500. The poWer supply 600 converts utility poWer 
supply of alternating current to the storage system into DC 
poWer having a voltage necessary for each component of the 
storage system, and outputs the DC poWer obtained after 
conversion to a poWer supply line 620. 

If a poWer sWitch 610 of the poWer supply 600 is shut doWn, 
if the supply of AC poWer to the poWer supply 600 is inter 
rupted, or if the poWer supply 600 breaks doWn, a voltage 
applied to the poWer supply line 620 is decreased. The poWer 
controller 350 of the cache memory package 300 Watches a 
poWer supply voltage supplied to the cache memory package 
300 to thereby detect loWering of the poWer supply voltage. 

It should be noted that, instead of the poWer controller 350 
Watching a poWer supply voltage, in such a con?guration that 
the poWer supply 600 outputs a signal indicating a poWer 
supply abnormality, the poWer controller 350 may detect the 
decreasing of the poWer supply voltage by receiving the sig 
nal indicating a poWer supply abnormality output from the 
poWer supply 600. 

FIG. 6 is an explanatory diagram of SSD address allocation 
information 1000 in accordance With the ?rst embodiment of 
this invention. 
The SSD address allocation information 1000 is one item 

of the con?guration information on the storage system, and is 
de?ned for each cache memory package 300. The SSD 
address allocation information 1000 is managed by the pro 
cessor package 400. 
The SSD address allocation information 1000 is informa 

tion indicating an area of the backup memory 330 provided to 
each cache memory package 300, Which is allocated to the 
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cache memory package 300, and includes an identi?er 1001 
of a backup memory and an allocation address area 1002 
thereof. 

The identi?er 1001 of a backup memory is an identi?er of 
the backup memory 330 Which is unique across the entire 
storage system. The allocation address area 1002 indicates an 
address range of the backup memory 330, Which is allocated 
to the cache memory package 300 that uses the SSD address 
allocation information 1000. 

In other Words, each cache memory package 300 canuse an 
address in the backup memory 330 Within a range de?ned by 
the SSD address allocation information 1000 to save data 
stored in its oWn cache memory 320. 

FIG. 7 is an explanatory diagram of the destination address 
information 1100 in accordance With the ?rst embodiment of 
this invention. 

The destination address information 1100 is generated 
along With the source address information 1200 shoWn in 
FIG. 8 in Step S104 ofa saving process shoWn in FIG. 9. In 
addition, a pair of the destination address information 1100 
and the source address information 1200 constitute backup 
address information. 

The destination address information 1100 is information 
indicating an address of the transfer destination of the data 
stored in the cache memory 320, and includes an identi?er 
1101 of a cache memory package, an identi?er 1102 of a 
backup memory, and an address 1103 in the backup memory. 

The identi?er 1101 of a cache memory package is a unique 
identi?er of the cache memory package 300 at the transfer 
destination of the data. The identi?er 1102 of a backup 
memory is a unique identi?er of the backup memory 330 at 
the transfer destination of the data. The address 1103 in the 
backup memory is an address of the transfer destination of the 
data in the backup memory 330. 

FIG. 8 is an explanatory diagram of the source address 
information 1200 in accordance With the ?rst embodiment of 
this invention. 

The source address information 1200 is information indi 
cating an address at Which data to be transferred is stored in 
the cache memory 320, and includes an identi?er 1201 of a 
cache memory package, an identi?er 1202 of a cache 
memory, and an address 1203 in the cache memory. 

The identi?er 1201 of a cache memory package is a unique 
identi?er of the cache memory package 300 in Which data to 
be transferred to the backup memory 330 is stored. The iden 
ti?er 1202 of a cache memory is a unique identi?er of the 
cache memory 320 in Which the data to be transferred is 
stored. The address 1203 in the cache memory is an address at 
Which the data to be transferred is stored in the cache memory 
320. 

FIG. 9 is a ?oWchart shoWing the saving process of Writing 
data into the backup memory 330 in accordance With the ?rst 
embodiment of this invention. 

First, at startup of the storage system, the microprocessor 
410 stores the backup memory address allocation information 
1000 into a con?guration information storage register Within 
the cache memory adapter 310. It should be noted that, also 
When the storage system has its con?guration changed, the 
microprocessor 410 generates the SSD address allocation 
information 1000, and stores the generated SSD address allo 
cation information 1000 into the con?guration information 
storage register (S101). It should be noted that the con?gu 
ration information storage register is a storage area provided 
to the cache memory adapter 310. 

After that, When the poWer controller 350 detects shutdoWn 
of poWer (S102), the poWer is sWitched over so that the poWer 
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from the battery 360 is supplied to each component of the 
cache memory package 300 (S103). 

Then, the backup memory controller 340 reads the SSD 
address allocation information 1000 from the con?guration 
information storage register, and generates backup address 
information for storing the data stored in the cache memory 
320 into the backup memory 330 (S104). The data stored in 
the cache memory 320 is divided into a predetermined num 
ber of blocks (for example, Write blocks) to be stored into 
different backup memories 330, and hence the backup 
address information (pair of destination address information 
1100 and source address information 1200) is generated for 
each block of the divided data. It should be noted that the data 
can be divided into not only blocks but also bits, sectors, or 
other various units. 

It should be noted that, in this embodiment, cache data is 
desirably stored into the backup memories 330 provided to 
different cache memory packages 300, but instead, the cache 
data may be divided to be stored into a plurality of backup 
memories 330 provided to one cache memory package 300. 

Further, as described above, in a case Where tWo or more 
cache memory packages 300 form a pair, the same data is 
stored in the cache memories 320 of the cache memory pack 
ages 300 that form the pair, and hence the data stored in the 
cache memory 320 of one of the cache memory packages 300 
that form the pair may be stored into the backup memory 330. 

After that, the backup memory controller 340 reads the 
con?guration information on the storage system from the 
con?guration information storage register, and stores the read 
con?guration information into the con?guration information 
storage area 332 of the backup memory 330. Further, the 
backup memory controller 340 stores the generated destina 
tion address information 1100 and source address informa 
tion 1200 into the backup address information storage area 
331 of the backup memory 330 (S105). 

In addition, the backup memory controller 340 reads data 
from the cache memory 320 on an address basis, and on the 
basis of the destination address information 1100 correspond 
ing to an address at Which the data has been read, speci?es an 
address at Which the read data is Written into the backup 
memory 330, and Writes the read data into the data storage 
area 333 of the backup memory 330 at the speci?ed address 

(S106). 
After Step S106 has been executed on all of storage areas 

(at all of addresses) of the cache memory 320, the saving of 
the data stored in the cache memory 320 completes normally, 
Which is a completion of the saving process (S107). On the 
other hand, if Step S106 cannot be executed on a part of 
storage areas (at part of addresses) of the cache memory 320, 
the saving of the data stored in the cache memory 320 stops 
abnormally, Which is a failure of the saving process (S108). 

After that, the backup memory controller 340 stores a 
saving process execution status regarding the data stored in 
the cache memory 320 into the con?guration information 
storage area 332 of the backup memory 330 (S109). The 
saving process execution status has values such as “normal 
end”, “abnormal end”, and “unprocessed”. In other Words, if 
the saving of data ends With regard to all of storage areas of 
the cache memory 320, the saving process execution status 
becomes “normal end”. On the other hand, if the saving of 
data cannot be executed on a part of storage areas of the cache 
memory 320, the saving process execution status becomes 
“abnormal end”. 

After that, the backup memory controller 340 instructs the 
poWer controller 350 to shut doWn the supply of poWer from 
the battery 360. The poWer controller 350 shuts doWn the 
supply of poWer from the battery 360 to each component of 
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the cache memory package 300 (S110). Then, the storage 
system stops its operation (S111). 
As described above, When the poWer is abnormal, the data 

stored in the cache memory 320 is stored into the backup 
memory 330, Which holds stored data even When the poWer is 
shut doWn. Accordingly, it is not necessary to provide a large 
capacity battery in order to back up data during long-term 
shutdoWn of poWer, Which can reduce the cost of the battery. 

Further, the data stored in the cache memory 320 of one of 
the cache memory packages 300 is divided to be stored into 
the backup memory 330 of a plurality of cache memory 
packages 300. Accordingly, the data stored in the original 
cache memory 320 cannot be restored only With the data 
stored in one of the backup memories 330, Which can ensure 
the secrecy of data. 

For example, according to the conventional technology, in 
a state in Which data is stored in the backup memory 330 (for 
example, in case of service interruption), the cache memory 
package 300 (or only backup memory 330) is removed from 
the storage device, and then the data stored in the removed 
backup memory 330 is read, thereby alloWing data that Was 
stored in the cache memory 320 to be knoWn. HoWever, by 
dividing, as in this embodiment, the data stored in the cache 
memory 320 of one of the cache memory packages 300 so as 
to be stored into the backup memory 330 of a plurality of 
cache memory packages 300, it is impossible to knoW the data 
that Was stored in the cache memory 320 even if the data 
stored in one of the backup memories 330 can be read. 

In addition, only the data stored in the cache memory 320 
of a part of the cache memory packages 300 (one of cache 
memory packages 300 that form pair) is stored into the 
backup memory 330, thereby reducing the amount of cache 
data to be saved upon the shutdoWn of poWer, Which can 
reduce the period of time necessary for the saving process. 
Accordingly, it is possible to reduce the capacity of the bat 
tery used for supplying poWer after the shutdoWn of poWer. 
Further, it is possible to reduce the period of time necessary 
for a recovery process of recovering the data stored in the 
backup memory 330 into the cache memory 320. In addition, 
a general ?ash memory has a limited number of reWrites, and 
hence, in a case Where the ?ash memory is used as the backup 
memory 330, it is possible to reduce the number of reWrites of 
the backup memory 330, suppress deterioration of the ?ash 
memory, and decrease an exchange cycle of the backup 
memory 330. 

FIGS. 10 and 11 are ?oWcharts shoWing the recovery pro 
cess of Writing the data stored in the backup memories 330 
into the cache memory 320 in accordance With the ?rst 
embodiment of this invention. It should be noted that FIG. 10 
shoWs a process executed by the processor package 400, 
While FIG. 11 shoWs a process executed by the cache memory 
package 300. 

First, description Will be made of the process shoWn in FIG. 
10 Which is executed by the microprocessor 410 of the pro 
cessor package 400. 
When the poWer sWitch 610 of the poWer supply 600 of the 

storage system is operated, poWer starts to be supplied to the 
storage system (S201). After that, the microprocessor 410 
reads the con?guration information from the con?guration 
information storage area 332 of the backup memory 330, and 
initialiZes each component of the storage system (S202). 

After that, the microprocessor 410 reads the saving process 
execution status from the con?guration information storage 
area 332 of the backup memory 330 (S203). Then, if the read 
saving process execution status is “normal end” (YES in Step 
S204), the procedure advances to Step S205 to recover the 
cache data into the cache memory 320. On the other hand, if 
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the read saving process execution status is not “normal end” 
(NO in Step S204), the procedure advances to Step S207 to 
end a device startup process Without the need to recover the 
cache data into the cache memory 320. 

In other Words, if the read saving process execution status 
is not “normal end”, the data stored in the backup memory 
330 is not the one that has been obtained by normally backing 
up the cache data that Was stored in the cache memory 320, 
and hence the cache memory 320 is judged to be in a volatile 
state, Which leads to the startup of the storage system. 

In Step S205, the microprocessor 410 issues an instruction 
to recover the cache data. To be speci?c, the microprocessor 
410 Writes a recovery command into a predetermined area 
(register) of the cache memory adapter 310. The Written 
recovery command is read by the cache memory package 300 
(Step S301 of FIG. 11). 

After that, the microprocessor 410 Watches the end of the 
recovery process. To be speci?c, the microprocessor 410 uses 
a polling method to Watch recovery completion status infor 
mation stored in the predetermined area (internal register) of 
the cache memory adapter 310 (S206). 
When the microprocessor 410 detects that the recovery 

process has come to an end on the basis of a value (recovery 

process execution status) of an inner register Written in Step 
S305 of FIG. 11, the device startup process comes to an end 

(S207). 
Next, description Will be made of the process shoWn in 

FIG. 11 Which is executed by the backup memory controller 
340 of the cache memory package 300. 
When the backup memory controller 340 is started and 

initialiZed, the backup memory controller 340 Waits for the 
instruction to recover the cache data (issued in Step S205 of 
FIG. 10) from the microprocessor 410 (S301). Then, if the 
backup memory controller 340 receives the instruction to 
recover the cache data (if the recovery command is Written 
into the predetermined area (internal register of the backup 
memory controller 340)), the backup memory controller 340 
generates recovery-purpose address information for storing 
the data stored in the backup memory 330 into the cache 
memory 320 (S302). To be speci?c, the destination address 
information 1100 as shoWn in FIG. 7 and the source address 
information 1200 as shoWn in FIG. 8, Which have been stored 
in Step S105, are read from the backup address information 
storage area 331 of the backup memory 330. In other Words, 
in the recovery-purpose address information, the destination 
address information 1100 is set as a read source address, and 
the source address information 1200 is set as a Write destina 
tion address. 

Subsequently, the backup memory controller 340 read the 
saved data from the backup memory 330 according to the 
generated recovery-purpose address information (destination 
address information 1100), and store the read data into the 
cache memory 320 according to the generated recovery-pur 
pose address information (source address information 1200) 
(S303). 

Then, after data has been Written for all of the storage areas 
of the cache memory 320, the backup memory controller 340 
completes the data recovery into the cache memory 320 
(S304). 

Subsequently, the backup memory controller 340 stores 
the recovery process execution status for the data recovery 
into the cache memory 320, into the con?guration informa 
tion storage area 332 of the backup memory 330 (S305). The 
recovery process execution status has values such as “normal 
en ” and “abnormal end”. For example, if the data recovery 
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has been completed for all of the storage areas of the cache 
memory 320, the recovery process execution status becomes 
“normal end”. 

After that, the backup memory controller 340 deletes the 
saving process execution status regarding the data Written in 
Step S109 of FIG. 9 (S306). This is because, if the saving 
process execution status regarding the data cannot be stored 
next time poWer is shut doWn, the storage system is prevented 
from starting With erroneous information at the subsequent 
startup. 

FIG. 12 is a block diagram shoWing a con?guration of a 
storage system around the sWitch package 500 in accordance 
With a modi?ed example of the ?rst embodiment of this 
invention. 
As described above, in the storage system according to this 

embodiment, the data stored in the cache memory 320 is 
Written into the backup memory 330 upon the shutdoWn of 
poWer. Therefore, even after the poWer supplied to the storage 
system has been shut doWn, data needs to be transferred 
betWeen the cache memory packages 300. 

In the modi?ed example shoWn in FIG. 12, in addition to 
the sWitch package 500 (not shoWn), there is provided a 
communication line 700 for transferring data betWeen the 
cache memory packages 300 during the shutdoWn of poWer. 
For example, a PCI Express can be used as the communica 
tion line 700. 

Accordingly, in the same manner as the case shoWn in FIG. 
4 Where the sWitch package 500 is operated by the poWer 
supplied from the battery 510, data can be transferred 
betWeen the cache memory packages 300 for a predetermined 
period after the poWer supplied to the storage system has been 
shut doWn. Therefore, this modi?ed example eliminates the 
need to provide the sWitch package 500 With the battery 510. 

Second Embodiment 

In the ?rst embodiment described above, the backup 
memory 330 is used only When the poWer is shut doWn, but is 
not used during the normal operation. HoWever, in the second 
embodiment, in addition to the operation upon the shutdoWn 
of poWer according to the ?rst embodiment described above, 
the backup memory 330 is used as a secondary cache during 
the normal operation. 

FIG. 13 is an explanatory diagram of the operation of the 
backup memory 330 during the normal operation in accor 
dance With the second embodiment of this invention. 
When the con?guration information and control informa 

tion on the device are received from the processor package 
400, the cache memory package 300 stores the received con 
?guration information and control information into the cache 
memory 320 as Well as user data Written from the host com 
puter 10. 
When the con?guration information and the control infor 

mation are stored into the cache memory 320, the backup 
memory controller 340 divides the con?guration information 
and the control information that are stored in the cache 
memory 320, and stores the divided data into the backup 
memories 330 of a plurality of cache memory packages 300. 

The con?guration information and the control information 
that are stored in the backup memories 330 are held even 
during the shutdoWn of poWer, and therefore do not need to be 
stored onto the disk drive 20. In this case, after having been 
stored into the backup memories 330, the con?guration infor 
mation and the control information become clean data, and 
can be deleted from the cache memory 320. 

In a case Where the backup memory 330 and the disk drive 
20 are con?gured by a non-volatile semiconductor storage 
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device (such as ?ash memory) and a magnetic disk, respec 
tively, the backup memory 330 can have data input to/output 
from the disk drive 20 at high speed, Which can improve 
accessibility to the con?guration information and the control 
information. 

It should be noted that the con?guration information and 
the control information that are stored in the backup memo 
ries 330 may be stored onto the disk drive 20. In this case, 
after having been stored onto the disk drive 20, the con?gu 
ration information and the control information become clean 
data, and can be deleted from the cache memory 320. 
The con?guration information and the control information 

that are stored in the cache memory 320 do not need to be 
processed at high speed in the cache memory package 300 
unlike the user data Written from the ho st computer 1 0. There 
fore, even if the con?guration information and the control 
information that are stored in the cache memory 320 are 
stored into the backup memory 330 during the normal opera 
tion, little in?uence is exerted upon the response to the host 
computer 10. 
The con?guration information and the control information 

may be divided into a predetermined number of units (for 
example, bits, sectors, or blocks) as in the manner described 
above in the ?rst embodiment that the data stored in the cache 
memory 320 is divided upon the shutdoWn of poWer. 

FIG. 14 is a ?owchart shoWing a process of Writing sec 
ondary cache data into the backup memory 330 in accordance 
With the second embodiment of this invention. 

First, the microprocessor 410 stores the SSD address allo 
cation information 1000 into the con?guration information 
storage register of the cache memory adapter 310. In the 
second embodiment, for each of the backup memories 330, an 
address at Which the con?guration information is stored into 
the con?guration information storage area 332 is set, and an 
address at Which the control information is stored into the data 
storage area 333 is set (S401). 

After that, the microprocessor 410 Writes data into a pre 
determined area of the backup memory controller 340 (for 
example, enables store bit of backup memory controller 340). 
When the store bit is enabled, the backup memory controller 
340 stores the con?guration information and the control 
information into the backup memory 330 (S402). 

Subsequently, if the backup memory controller 340 con 
?rms that the store bit has been enabled, the backup memory 
controller 340 reads the con?guration information from the 
con?guration information storage register, generates the 
backup address information that stores the read con?guration 
information, and further generates the backup address infor 
mation that stores the read control information (S403). The 
con?guration information and the control information that 
are stored in the cache memory 320 are divided into a prede 
termined number of blocks (for example, Write blocks) to be 
stored into different backup memories 330, and hence the 
backup address information (pair of destination address 
information 1100 and source address information 1200) is 
generated for each item of the divided data. It should be noted 
that, also in the second embodiment, the data can be divided 
into not only blocks but also bits, sectors, or other various 
units. 

After that, the backup memory controller 340 stores the 
con?guration information read from the con?guration infor 
mation storage register into the con?guration information 
storage area 332 of the backup memory 330. Further, the 
backup memory controller 340 stores the destination address 
information 1100 and the source address information 1200 
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that are included in the generated con?guration information 
into the backup address information storage area 331 of the 
backup memory 330 (S404). 

Further, the backup memory controller 340 stores the con 
trol information into the data storage area 333 of the backup 
memory 330. In addition, the backup memory controller 340 
stores the destination address information 1100 and the 
source address information 1200 that are included in the 
generated control information into the backup address infor 
mation storage area 331 of the backup memory 330 (S405). 

After Step S404 has been executed on all of the con?gu 
ration information storage registers (all of con?guration 
information) and control information of the cache memories 
320, the storing of the con?guration information and the 
control information that are stored in the cache memory 320 
into the backup memory 330 is completed (S406). 

After that, the backup memory controller 340 stores the 
saving process execution status regarding the con?guration 
information and the control information that are stored in the 
cache memory 320 into a predetermined area (inner register 
of backup memory controller 340) (S407), and the backup 
memory controller 340 ends the saving process for the control 
information. 
On the other hand, the microprocessor 410 Watches the end 

of the recovery process at such intervals as to exert no in?u 

ence on the response. To be speci?c, the microprocessor 410 
uses the polling method to Watch information on the saving 
process execution status stored in the predetermined area 
(inner register of backup memory controller 340). Then, upon 
detection of the end of the recovery process based on the value 
(information on saving process execution status) of the inner 
register, the microprocessor 410 ends the saving process for 
the control information (S408). 
As has been described above, according to the second 

embodiment of this invention, the con?guration information 
and the control information that are stored in the cache 
memory 320 are stored into the backup memory 330 during 
the normal operation, and hence it is possible to reduce the 
amount of data to be saved upon the shutdoWn of poWer, 
Which can reduce the period of time necessary for the saving 
process. It should be noted that the second embodiment has 
been described by taking the example case Where both the 
con?guration information and the control information are 
stored into the backup memory 330, but only one of the 
con?guration information and the control information may be 
stored into the backup memory 330. 

Further, in the second embodiment, the con?guration 
information and the control information are described as 
examples of such data as to exert no in?uence on the response 
to the host computer 10, but the second embodiment can be 
applied to other such data as to exert no in?uence on the 
response to the host computer 10. 

Further, in the case Where the backup memory 330, in 
Which the con?guration information and the control informa 
tion are stored, and the disk drive 20 are con?gured by a 
non-volatile semiconductor storage device (such as ?ash 
memory) and a magnetic disk, respectively, it is possible to 
improve the access speed With respect to the con?guration 
information and the control information that are stored in the 
backup memories 330. In addition, the con?guration infor 
mation and the control information are divided to be stored in 
a plurality of backup memories 330, and hence it is possible 
to further improve the accessibility than in the case Where the 
con?guration information and the control information are 
stored in one backup memory 330. 
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14 
INDUSTRIAL APPLICABILITY 

This invention can be applied to a storage system including 
a cache memory, in Which data stored in the cache memory 
does not volatiliZe (disappear) even When poWer is shut doWn. 
The invention claimed is: 
1. A storage system, Which is coupled to a computer, com 

prising: 
a storage device for storing data for Which Write is 

requested by the computer; 
a controller for controlling transfer of data in the storage 

system; 
a plurality of cache memory units for temporarily storing 

data to be stored into the storage device; and 
a connecting unit for connecting at least the plurality of 

cache memory units, 
each of the plurality of cache memory units comprising: 

a cache memory for storing data; 
an auxiliary storage device for holding data even after 

shutdoWn of poWer; and 
a cache controller for controlling an input/output of 

data to/ from the cache memory and the auxiliary 
storage device, 

Wherein the cache controller is con?gured to store data 
stored in the cache memory, Which is divided into a 
plurality of parts, into a plurality of the auxiliary storage 
devices included in the plurality of cache memory units, 

Wherein: 
the plurality of cache memory units comprise: 

a ?rst cache memory unit; and 
a second cache memory unit for storing the same data as 

stored in the ?rst cache memory unit; and 
the cache controller is con?gured to: 
store data stored in the cache memory of the ?rst cache 
memory unit into the plurality of the auxiliary storage 
devices; and 

prevent to store data stored in the cache memory of the 
second cache memory unit into the plurality of the aux 
iliary storage devices. 

2. The storage system according to claim 1, further com 
prising a Watching unit for Watching poWer supplied to the 
plurality of cache memory units, 

Wherein the cache controller is con?gured to store the data 
stored in the cache memory into the plurality of the 
auxiliary storage devices in case of Which the Watching 
unit detects an abnormality in the poWer supplied to the 
plurality of cache memory units. 

3. The storage system according to claim 1, Wherein each 
of the plurality of the auxiliary storage devices comprises a 
non-volatile memory for holding data even after the shutdoWn 
of the poWer. 

4. The storage system according to claim 1, further com 
prising an auxiliary connecting unit for connecting the plu 
rality of cache memory units, Wherein: 

the connecting unit is con?gured to stop the transfer of data 
When poWer supplied to the connecting unit stops; and 

the auxiliary connecting unit is con?gured to enable the 
transfer of data betWeen the plurality of cache memory 
units When the poWer supplied to the connecting unit 
stops. 

5. The storage system according to claim 1, further com 
prising a Watch unit for Watching poWer supplied to the plu 
rality of cache memory units, 

Wherein the cache controller is con?gured to stores at least 
one of con?guration information and control informa 
tion stored in the cache memory, Which is divided into a 
plurality of parts, into the plurality of the auxiliary stor 




