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communication unit pre-registered in the terminal registra 
tion table 23T via the mobile communication netWork. In this 
Way, since function lock information of a contactless type 
communication device ?tted in a mobile communication ter 
minal is appropriately noti?ed via a mobile communication 
netWork, convenience for the user is improved. 
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FUNCTION LOCK INFORMATION 
NOTIFICATION METHOD AND MOBILE 

COMMUNICATION TERMINAL 

RELATED APPLICATION 

This is a continuation application of the international 
patent application No. PCT/JP2006/304260 ?led With Appli 
cation date: Mar. 6, 2006. The present application is based on, 
and claims priority from, J .P. Application 2005-064020, ?led 
on Mar. 8, 2005, the disclosure of Which is hereby incorpo 
rated by reference herein its entirety. 

BACKGROUND OF THE INVENTION 

The present invention relates to a function lock information 
noti?cation method and a mobile communication terminal, 
and in more detail relates to a function lock information 
noti?cation method, in the mobile communication terminal 
?tted With a contactless type communication device, Which is 
capable of communicating With the mobile communication 
terminal for notifying lock information for a function of the 
contactless type communication device via a Wired commu 
nication path, and to a mobile communication terminal for 
notifying the function lock information noti?cation method. 

BACKGROUND ART 

Portable information terminals such as portable telephones 
have become Widespread in recent years. With mobile tele 
phones, for example, that have seen remarkable improve 
ments in the functions and performance of these type of 
portable information terminals, devices are being introduced 
that are provided With contactless type communication 
devices that perform contactless type communication in addi 
tion to necessary functions such as a call function and an 
e-mail transceiving function, and also ful?ll a so-called IC 
card function Which has become Widely used in recent years. 
Here, a “contactless communication device” refers to devices 
that perform contactless type communication utiliZing radio 
communication betWeen communicating parties, such as a 
reader Writer, and no communication contacts on the surface 
of a device. Such a “contactless type communication device” 
derives operating poWer using electromagnetic induction 
generated by radio Waves from a communicating party 
received by an antenna (coil) mounted Within the device. As 
such contactless type communication devices, there are those 
that are card shaped, such as a so-called IC card, that are 
capable of being inserted into a portable information terminal 
(see patent document 1), and those that are ?xedly built into a 
portable information terminal (see patent document 2). 

These types of contactless communication devices contain 
IC chips such as a CPU (central processing unit) chip or a 
memory chip. Such contactless communication devices have 
a high degree of security, and as a result are gradually being 
used for functions that are important to an individual, such as 
storing information that should not easily be made available 
to others, for example, prepaid rail card usage history and 
?nancial transaction type electronic money. 

With portable communication devices ?tted With a contact 
less type communication device, it is generally possible for a 
user to arbitrarily lock a function of the contactless type 
communication device by issuing a command from an oper 
ating section of the portable information device. Technology 
has also been proposed Where, in locking the functions of the 
contactless type communication device, in the event that a 
portable information terminal ?tted With the contactless com 
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2 
munication device is lost, the functions of the contactless type 
communication device are locked via a mobile communica 

tion netWork (hereafter, referred to as “remote function lock” 
or “remote lock”) (see patent document 3). 
A method Where a user performs instruction input from an 

operating section of the portable information device and a 
function con?rmation screen is displayed on a display section 
by changing the display section screen is adopted in con?rm 
ing this type of lock of a contactless type communication 
device function. 

Patent document 1: Japanese patent laid-open No. 2001 
223 631 

Patent document 2: Japanese patent laid-open No. 2003 
85466 

Patent document 3: Japanese patent laid-open No. 2004 
2971 56 

SUMMARY OF THE INVENTION 

The above-described remote function lock technology is 
excellent for handling situations such as loss of the mobile 
communication terminal. HoWever, With the proposed remote 
function lock method, it Was not possible for the user to be 
reliably noti?ed of the fact that a function had been locked as 
a result of sending a remote function lock instruction to the 
mobile communication terminal. 

For this reason, once the remote function lock instruction 
has beenperformed there is no Way for the user to con?rm that 
the remote function lock instruction has been correctly 
executed. As a result, it can not be certain that the remote 
function lock command has been implemented. 

In order to resolve the aforementioned situation, it is the 
object of the present invention to provide a function lock 
information noti?cation method capable of improving con 
venience to a user by appropriately notifying information 
about a function lock of a contactless type communication 
device contained in a mobile communication terminal via a 
mobile communication netWork. 

Another object of the present invention is to provide a 
mobile communication terminal capable of appropriately 
notifying function lock information of a ?tted contactless 
type device via a mobile communication netWork. 
The present invention is directed to a function lock infor 

mation noti?cation method for notifying lock information for 
a function of a contactless type communication device of a 
mobile communication terminal ?tted With the contactless 
communication device that is capable of communication via 
a Wired communication path, comprising the steps of, per 
forming, to the mobile communication terminal, a lock 
request for a function of the contactless type communication 
device from a locking terminal via a mobile communication 
network; causing the mobile communication terminal to lock 
the function of the contactless type communication device via 
the Wired communication path; and notifying the fact that the 
function of the contactless communication device has been 
locked to a function lock information noti?ed party pre-reg 
istered in the communication terminal via the mobile com 
munication netWork by the mobile communication terminal. 

With this function lock information noti?cation method, in 
the function lock request step, if a lock request for a function 
of the contactless type communication device from the lock 
ing terminal is executed in the mobile communication termi 
nal via the mobile communication netWork, then in the func 
tion lock step the mobile communication terminal locks the 
function of the contactless communication device via the 
Wired netWork. This contactless type communication device 
remote function lock is carried out With a speci?ed user action 
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as a trigger, for example, When the mobile communication 
terminal is lost and so forth, as soon as the user realizes he has 
lost his phone. 

In this Way, if a remote function lock for a contactless type 
communication device is carried out, then in the function lock 
noti?cation step the fact that the function of the contactless 
type communication device has been locked is noti?ed by the 
mobile communication terminal to a function lock noti?ca 
tion party pre-registered in the mobile communication termi 
nal. As a result, it is possible for the user of the mobile 
communication terminal to con?rm that the function of the 
contactless communication device provided in the mobile 
communication terminal has been locked by referring to the 
communication terminal of the function lock noti?cation 
parry 

”Iherefore, according to the function lock information noti 
?cation method of the present invention, since it is possible 
for a user to con?rm that the function of a contactless type 
communication device built in to a mobile communication 
terminal has been locked; it is possible to improve the con 
venience for the user. 

With the function lock information noti?cation method of 
the present invention, it is possible for the locking terminal to 
be a communication terminal having an identi?er for a lock 
request possible originator pre-registered in the mobile com 
munication terminal. In this case, as a result of the user setting 
a home telephone, public telephone or home personal com 
puter and so forth as a lock request possible originator in the 
mobile communication terminal in advance and registering 
identi?ers such as phone numbers or e-mail addresses of 
these devices, it is possible to ensure the convenience for the 
user While appropriately restricting lock request possible 
originators. In this case, “e-mail” also includes short mes 
sages exchanged using a circuit sWitching method. Also, 
“e-mail address” refers to an identi?er for a terminal carrying 
out transmission or reception of e-mail, and also includes a 
telephone number and an “e-mail address” used as an identi 
?er for a transmitting terminal or receiving terminal relating 
to short mes sages, for example. In this speci?cation, the terms 
“e-mail” and “e-mail address” Will be used to convey this 
meaning. 

With the function lock information noti?cation method of 
the present invention it is also possible for the locking termi 
nal to comprise at least one calling phone, and for the mobile 
communication terminal to recogniZe that a lock request has 
been received upon detection of generation of a calling tone a 
predetermined number of times after a call is received from 
the at least one calling phone. In this case, “generation of a 
calling tone a predetermined number of times” does not mean 
generation of the calling tone less than the predetermined 
number of times, or generation of a calling tone in excess of 
the predetermined number of times, but the generation of the 
calling tone exactly the predetermined number of times. In 
this speci?cation, the term “generation of a calling tone a 
speci?ed number of times” is used to convey this meaning. 

In this case, it is possible to lock function of a contactless 
type communication device provided in a mobile communi 
cation terminal that has been lost by the simple operation of 
generating a calling tone a predetermined number of times 
using a calling telephone unit such as a home telephone or a 
public telephone. 

Also, With the function lock information noti?cation 
method of the present invention, it is possible for at least one 
messaging terminal to be contained in the locking terminal, 
and the mobile communication terminal recogniZes that there 
is a lock request upon receipt of an e-mail of predetermined 
content from the at least one messaging terminal. In this case, 
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4 
it is possible to lock the function of a contactless type com 
munication terminal provided in a mobile communication 
terminal that has been lost by the simple operation of sending 
an e-mail With predetermined content, such as a title and text, 
for example, to the mobile communication terminal as a func 
tion lock request mail using the messaging terminal such as a 
home personal computer. 

With the function lock information noti?cation method of 
the present invention, it is possible to further comprising the 
steps of performing, to the mobile communication terminal, a 
con?rmation request for lock of the function from a con?r 
mation terminal via a mobile communication network; and 
sending con?rmation information, Wherein content that the 
function of the contactless type communication device is 
locked, to the con?rmation terminal in response to the con 
?rmation request, by the mobile communication terminal, 
When the function of the contactless type communication 
device is locked. 

In this case, in the lock con?rmation request step, When, to 
the mobile communication terminal, a con?rmation request 
for lock of the function of the contactless type communica 
tion terminal from a con?rmation terminal is executed via a 
mobile communication netWork, if the function of the con 
tactless type communication device is locked, then in the 
con?rmation information transmission step the mobile com 
munication terminal transmits con?rmation information With 
content that the function of the contactless type communica 
tion terminal is locked to the con?rmation terminal as a 
response to the con?rmation request. As a result, after func 
tion lock of the contactless type communication device, the 
user of the mobile communication terminal can con?rm that 
the function of the contactless communication device is 
locked in the con?rmation terminal used for the con?rmation 
request. 
The con?rmation terminal can be a communication termi 

nal having an identi?er for a con?rmation request possible 
originator pre-registered in the mobile communication termi 
nal. In this case, as a result of the user setting a home tele 
phone, public telephone or home personal computer and so 
forth as a con?rmation lock terminal in the mobile commu 
nication terminal in advance and registering identi?ers such 
as phone numbers or e-mail addresses of these terminals, it is 
possible to ensure the convenience for the user While appro 
priately restricting the con?rmation request possible termi 
nal. 

It is also possible for the con?rmation terminal to comprise 
at least one calling phone, and for the mobile communication 
terminal to con?rm that the con?rmation request has been 
received upon detection of generation of a calling tone more 
than a predetermined number of times after a call is received 
from the at least one calling phone. In this case, it is possible 
to con?rm that function of a contactless type communication 
device provided in a mobile communication terminal that has 
been lost has been locked by the simple operation of gener 
ating a calling tone more than a speci?ed number of times 
using a calling telephone unit such as a house telephone or a 
public telephone. 

In the case of adopting a calling telephone as a con?rma 
tion terminal, the con?rmation information can be made a 
voice message. In this case, the con?rmation information is 
noti?ed to the con?rmation terminal in a form that is easy for 
the user to comprehend. 

Also, in the case Where con?rmation is carried out using a 
con?rmation terminal, it is possible to include the con?rma 
tion terminal in the locking terminal. 
A mobile communication terminal of the present inven 

tion, is ?tted With a contactless type communication device 
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capable of communication via a Wired communication path, 
and comprises: lock request detection means for detecting a 
lock request for a function of the contactless type communi 
cation terminal received from the locking terminal via a 
mobile communication network; function lock means for 
locking the function of the contactless type communication 
device, via the Wired communication path, When the lock 
request has been detected by the function lock request detec 
tion means; and function lock noti?cation means for notify 
ing the fact that the function of the contactless communica 
tion device has been locked to a pre-registered function lock 
noti?ed party via the mobile communication netWork. 

With this mobile communication terminal, if a lock request 
for function of the contactless type communication device 
from the locking terminal via the mobile communication 
netWork is executed to the mobile communication terminal, 
then the function lock means locks the function of the con 
tactless communication device via the Wired network. Con 
tinuing on, function lock noti?cation means noti?es the fact 
that the function of the contactless communication device has 
been locked to a function lock information noti?ed party 
pre-registered Within the mobile communication terminal via 
the mobile communication netWork. 

Namely, it is possible to use the above-described function 
lock information noti?cation method by using the mobile 
communication terminal of the present invention. Accord 
ingly, With the mobile communication terminal of the present 
invention it is possible to appropriately notifying function 
lock information of a ?tted contactless type device via a 
mobile communication netWork, making it possible to 
improve convenience for the user. 

With the mobile communication terminal of the present 
invention, it is possible to further provide storage means for 
storing a terminal registration table registering an identi?er 
for the locking terminal and identi?ers for noti?cation com 
munication terminals that are noti?ed parties for the fact that 
the function is locked. In this case, as a result of the user 
setting a home telephone, public telephone or home personal 
computer and so forth as a lock request possible originator in 
the mobile communication terminal in advance and register 
ing identi?ers such as phone numbers or e-mail addresses of 
these devices, it is possible to ensure the convenience for the 
user While appropriately restricting lock request possible 
originators. 

Also, With the mobile communication terminal of the 
present invention it is also possible for the locking terminal to 
comprise at least one calling telephone, and for the mobile 
communication terminal to be provided With calling tone lock 
request detection means for recognizing that there is a lock 
request upon detection of generation of a calling tone a pre 
determined number of times after a call has been received 
from the at least one calling telephone. In this case, it is 
possible to lock function of a contactless type communication 
device provided in a mobile communication terminal that has 
been lost by the simple operation of generating a calling tone 
a predetermined number of times using a calling telephone 
unit such as a home telephone or a public telephone. 

Also, With the mobile communication terminal of the 
present invention, it is possible for at least one messaging 
terminal to be contained in the locking terminal, and for the 
lock request detection means to be provided With mail lock 
request detection means for con?rming that there is a lock 
request upon receipt of an e-mail of predetermined content 
from the at least one messaging terminal. In this case, it is 
possible to lock startup of a contactless type communication 
device provided in a mobile communication terminal that has 
been lost by the simple operation of sending an e-mail With 
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6 
predetermined content, such as a title and text, for example, to 
the mobile communication terminal as a function lock request 
mail using the messaging terminal such as a home personal 
computer. 

Also, With the mobile communication terminal of the 
present invention, it is possible to further comprise lock con 
?rmation request detection means for detecting receipt of a 
con?rmation request for lock of the function from a con?r 
mation terminal via a mobile communication netWork; and 
con?rmation information transmission means for transmit 
ting con?rmation information, With content that the function 
of the contactless type communication device is locked, to the 
con?rmation terminal in response to the con?rmation 
request, When the function of the contactless type communi 
cation device is locked. 

In this case, if a con?rmation request for function lock of 
the contactless type communication device from the con?r 
mation terminal via the mobile communication netWork is 
carried out to the mobile communication terminal, the lock 
con?rmation request detection means detects the con?rma 
tion request. Continuing on, in the event that function of the 
contactless type communication device is locked, the con?r 
mation information transmission means transmits con?rma 
tion information With content that the function of the contact 
less type communication device is locked to the con?rmation 
terminal in response to the con?rmation request. As a result, 
after function lock of the contactless type communication 
device, the user of the mobile communication terminal can 
con?rm that the function of the contactless communication 
device is locked in the con?rmation terminal used for the 
con?rmation request. 
The terminal registration table can be con?gured to further 

register an identi?er for the con?rmation terminal. In this 
case, as a result of the user setting a home telephone, public 
telephone or home personal computer and so forth as a con 
?rmation terminal in the mobile communication terminal in 
advance and registering identi?ers such as phone numbers or 
e-mail addresses of these devices, it is possible to ensure the 
convenience for the user While appropriately restricting the 
con?rmation request possible terminal. 

It is also possible for the con?rmation terminal to have at 
least one calling phone, and for the lock con?rmation request 
detection means to be provided With calling tone con?rma 
tion detection means for con?rming that there is a con?rma 
tion request upon detection of generation of a calling tone 
more than a predetermined number of times after a call has 
been received from the at least one calling phone in a state 
Where function of the contactless type communication device 
is locked. In this case, it is possible to con?rm that function of 
a contactless type communication device provided in a 
mobile communication terminal that has been lost has been 
locked by the simple operation of generating a calling tone 
more than a predetermined number of times using a calling 
telephone unit such as a home telephone or a public tele 
phone. 

In the case of adopting a calling telephone as a con?rma 
tion terminal, the con?rmation information transmission 
mean can be con?gured to send voice guidance as the con?r 
mation information. In this case, the con?rmation informa 
tion is noti?ed to the con?rmation terminal in a form that is 
easy for the user to comprehend. 
As has been described above, according to the function 

lock information noti?cation method of the present invention, 
it is possible to improve convenience for a user by appropri 
ately notifying function lock information for a contactless 
type communication device provided in a mobile communi 
cation terminal via a mobile communication netWork. 
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Also, according to the mobile communication terminal of 
the present invention, it is possible to appropriately notify 
function lock information of a ?tted contactless type device 
via a mobile communication netWork. 

BRIEF DESCRIPTION OF DRAWINGS 

FIG. 1A is a front vieW schematically showing the external 
structure of a cellularphone of one embodiment of the present 
invention; 

FIG. 1B is a rear vieW schematically showing the external 
structure of a cellularphone of one embodiment of the present 

invention; 
FIG. 2 is functional block diagram for describing the inter 

nal structure of the cellular phone of FIG. 1; 
FIG. 3 is a draWing for describing the structure of softWare 

executed in the control section of FIG. 2; 
FIG. 4 is a draWing for describing the structure of a termi 

nal registration table of FIG. 2 and FIG. 3; 
FIG. 5 is a functional block diagram shoWing the structure 

of an IC card function section of FIG. 2; 
FIG. 6 is a ?rst screen transition diagram for explaining an 

operation of registering to the terminal registration table of 
FIG. 4; 

FIG. 7 is a second screen transition diagram for explaining 
an operation of regi stering to the terminal registration table of 
FIG. 4; 

FIG. 8 is a third screen transition diagram for explaining an 
operation of registering to the terminal registration table of 
FIG. 4; 

FIG. 9 is a sequence diagram for describing one example of 
a remote function lock and function lock con?rmation opera 
tion for the IC card function section of FIG. 2; 

FIG. 10 is a sequence diagram for describing another 
example of a remote function lock and function lock con?r 
mation operation for the IC card function section of FIG. 2; 

FIG. 11A is a front vieW schematically shoWing the exter 
nal structure of a cellular phone of a modi?ed example; 

FIG. 11B is a rear vieW schematically shoWing the external 
structure of a cellular phone of a modi?ed example; and 

FIG. 12 is a functional block diagram shoWing the structure 
ofan IC card ofFIG. 11. 

DETAILED DESCRIPTION 

One embodiment of the present invention Will be described 
in the folloWing With reference to FIG. l-FIG. 1 0. Note that in 
these draWings, elements that are the same or equivalent have 
the same reference numbers assigned, and repeat description 
Will be omitted. Also, in the description of this embodiment 
the simple term “mail” means “e-mail”. 

The external structure of a cellular phone 10, being a 
mobile communication terminal, is schematically shoWn in 
FIG. 1A and FIG. 1B. In this embodiment, a front vieW of the 
external appearance of the cellular phone 10 is shoWn in FIG. 
1A, and a rear vieW of the external appearance of the cellular 
phone 10 is shoWn in FIG. 1B. 
As shoWn comprehensively in FIG. 1A and FIG. 1B, the 

cellular phone 10 comprises (a) a cellular phone main body 
11, (b) an operation section 12 having a numerical key pad for 
inputting telephone numbers and function keys for inputting 
various commands such as functional mode sWitching to a 
control section 21, (c) a display section 13 having a liquid 
crystal display for displaying operational guidance, opera 
tional status, received messages and so forth, (d) a speaker for 
conversation 14 for reproducing voice signals transmitted 
from a opposite party at the time of a call, (e) a microphone 15 
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8 
for inputting sound during the capture and for inputting voice 
at the time of a call, (f) a guidance speaker 16 for generating 
calling tones and guidance, and (g) an antenna 17 for transfer 
of Wireless signals to and from a base station. 
As shoWn in FIG. 2, the cellular phone main body 11 is 

internally provided With (i) a control section 21 for control 
ling overall operation of the cellular phone 10, (ii) a trans 
ceiver section 22 for transceiving Wireless signals to and from 
a base station via the antenna 17, (iii) a storage section 23 
having read only memory (ROM) elements and random 
access memory (RAM) elements for storing various data, (iv) 
an IC card function section 30 ful?lling an IC card function, 
(v) a card communication section 24 for the control section 21 
to perform contact type communication With the IC card 
function section 30, and (vi) an antenna 25 for the IC card 
function section 30 to perform contactless type communica 
tion With a reader Writer 50. Note that, With this embodiment 
the IC card function section 30 is set so that it is possible to 
execute functions using contactless type communication. 
The control section 21 is equipped With a central process 

ing unit (CPU) and digital signal processor (DSP) and so forth 
for carrying out various data processing for implementing 
general cellular phone functions, and for carrying out control 
of operations of other structural elements described above. 
Among the softWare such as programs executed on the con 
trol section 21, the structure of softWare groups related to 
remote function lock of the IC card function section 30 is as 
shoWn in FIG. 3. 

Speci?cally, the softWare group relating to remote function 
lock of the IC card function section 30 includes (i) a lock 
request detection section 51 for detecting a remote function 
lock request for the IC card function section 30 received via 
the transceiver section 22 While appropriately referencing the 
storage section 23, (ii) a function lock section 52 for locking 
the function of the IC card function section 30 via the card 
communication section 24 When noti?cation to the effect that 
a remote function lock request has been detected is received 
from the lock request detection section 51 during operation of 
the IC card function section 30 and (iii) a function lock 
noti?cation section 53 for transmitting function lock infor 
mation via the transceiver section 22 While appropriately 
referencing the storage section 23 When noti?cation to the 
effect that function of the IC card function section 30 has been 
locked in accordance With a remote function lock request 
from the function lock section 52. 

In this embodiment, the lock request detection section 51 
comprises a calling tone lock request detection section 51C 
and a mail lock request detection section 51M. After a call had 
been received from the locking telephone unit Whose tele 
phone number is registered in the terminal registration table 
23T, if calling tones for designated call number of times 
Which is registered in the terminal registration table 23T has 
occurred, and after the calling tones no neW calling tone 
occurred, the calling tone lock request detection section 51C 
recogniZes that there is a remote function lock request. 
The mail lock request detection section 51M recogniZes 

that there is a remote function lock request upon receipt of an 
e-mail of predetermined content from the locking messaging 
terminal having an e-mail address registered in the terminal 
registration table 23T. In this embodiment, the e-mail content 
for a lock request is stored in the storage section 23 separately 
from the terminal registration table 23T. Note that With this 
embodiment, a requirement as the e-mail for lock request is to 
have a predetermined title and text body is a requirement that 
in its content. 
The function lock noti?cation section 53 transmits an 

e-mail of predetermined content toWards the locking noti? 
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cation messaging terminal having an e-mail address regis 
tered in the terminal registration table 23T. In this case, the 
e-mail content for a lock noti?cation is stored in the storage 
section separately from the terminal registration table 23T. 
The software group relating to remote function lock for the 

IC card function section 30 also includes (iv) a con?rmation 
request detection section 54 for detecting a con?rmation 
request for function lock of the IC card function section 30 
that has been received via the transceiver section 22, While 
appropriately referencing the storage section 23, and (v) a 
con?rmation information noti?cation section 55 for transmit 
ting con?rmation information for a function lock via the 
transceiver section 22, While appropriately referencing the 
storage section 23, When noti?cation to the effect that a con 
?rmation request for function lock has been received from the 
con?rmation request detection section 54 While the function 
of the IC card function section 30 is locked. 

In this embodiment, the con?rmation request detection 
section 54 recogniZes that there is a con?rmation request for 
the fact that function of the IC card function section 30 is 
locked When a calling tone has been generated more than a 
designated call tone number of times that is registered in the 
terminal registration table 23T, after a call has been received 
from the con?rming telephone unit having a telephone num 
ber registered in the terminal registration table 23T. Also, the 
function lock noti?cation section 53 transmits voice guidance 
as con?rmation information for the fact that the function of 
the IC card function section 30 is locked toWards the con?rm 
ing telephone unit that is making a call. The content of the 
voice guidance is stored in the storage section 23 separately 
from the terminal registration table 23T. 

Note that in this embodiment, incidentally, the lock request 
telephone unit may also be the con?rming telephone unit, and 
in that case Would be called a locking/con?rming telephone 
unit. 

Returning to FIG. 2, tWo types of telephone number, such 
as lock/con?rmation telephone number #1, #2, can be regis 
tered in the terminal registration table 23T inside the storage 
section 23 as identi?ers for the lock/con?rmation telephone 
units, as shoWn in FIG. 4. It is also possible to further register 
a lock mail address, being an identi?er for a lock messaging 
terminal, a designated calling tone number of times, and a 
lock noti?cation mail address being an identi?er for a lock 
noti?cation messaging terminal, in the terminal registration 
table 23T. Operation of registering to the terminal registration 
table 23T Will be described later. 
As shoWn in FIG. 5, the IC card function section 30 is 

provided With (a) a control section 33 for carrying out control 
of communication With the control section 21 via a Wired 
communication path and contactless type communication 
With the reader Writer 50 via the antenna 25, as Well as overall 
control of the IC card function section 30, such as reading 
from and Writing to the storage section 34, Which Will be 
described later, and (b) a storage section 34 for storing data 
and so forth of the IC card function section 30. 

Note that the reader Writer 50 shoWn in FIG. 2 and FIG. 5 
is a proximity Wireless transceiver for carrying out contact 
less type communication With the IC card function section 30 
via the antenna 25. 
A registration operation into the terminal registration table 

23T Will noW be described. 
When the poWer supply of the telephone unit 10 is turned 

on, an initialiZation operation takes place in the telephone unit 
10, and after that a standby screen shoWn by the display F6A 
in FIG. 6 is displayed on the display section 13. If the user 
then inputs menu display commands from the operation sec 
tion 12 in this state, the menu screen shoWn by the display 
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10 
F6B is displayed on the display section 13. If the user selected 
“3. remote lock setting” from this menu display screen, the 
PIN number input screen shoWn by F7A in FIG. 7 is dis 
played. 

If the user correctly inputs the PIN number in the PIN 
number input screen, the remote lock setting (1) screen shoWn 
by the display F7B is displayed. At least one type of lock/ 
con?rmation telephone number and a lock mail address, if 
required, are input by the user in this remote lock setting (1) 
screen. An example of a lock/con?rmation telephone number 
and a lock e-mail address input in this manner is shoWn by the 
display F7C. Note that the display F7C shoWs an example 
Where a speci?c telephone number (03 -ABCD-EFGH), such 
as a telephone number of a home telephone, is input as the 
lock/con?rmation telephone number #1, and a plurality of 
telephone numbers having a speci?c attribute such as public 
telephone is input as a lock/con?rmation telephone number 
#2 using “public telephone”. The display F7C also shoWs an 
example Where an address (mn@pqr.com) of a speci?c mes 
saging terminal such as an e-mail address of a home personal 
computer is input as a lock mail address. 

After the lock/con?rmation telephone number and lock 
mail address if required have been input in the above-de 
scribed manner, the user performs con?rmation to complete 
designation of the lock/con?rmation telephone number and 
lock mail address. Once designation of the lock/con?rmation 
telephone number and the lock mail address, if required, has 
been completed in this Way, after being registered in the 
above-described terminal registration table 23T, the remote 
lock setting (2) screen shoWn by display F7D is displayed. 
The above-described designated calling tone number of times 
and lock noti?cation mail address are input by the user in this 
remote lock setting (2) screen. An example of a designated 
calling tone number of times and lock noti?cation address 
input in this manner is shoWn by the display F8A in FIG. 8. 
The display F8A shoWs an example Where “7” times is input 
as the designated calling tone number of times, and the same 
mail address as the above-described lock mail address is input 
as the lock noti?cation mail address. 

After input of the designated calling tone number of times 
and lock noti?cation mail address in the above-described 
manner, designation of the designated calling tone number of 
times and lock noti?cation mail address is completed upon 
con?rmation by the user. Once designation of the designated 
calling tone number of times and the lock noti?cation mail 
address has been completed in this Way, after being registered 
in the above-described terminal registration terminal 23T the 
remote lock setting completion screen shoWn by display F8B 
is displayed. 

After this, When a set time has elapsed the above-described 
menus screen is returned to, as shoWn by display 138C. If a 
clear doWn key, functioning also as a reset key for returning to 
the standby screen display state is then pressed, the standby 
screen is returned to as shoWn by display 138D. 
Note that, description has been given for a setting sequence 

in a case Where there is no remote lock setting, but a case 
Where some or all current remote lock settings are changed, 
the changed content is designated in the same manner as 
described above. In the case Where remote lock setting has 
been performed previously, When there is display of the 
remote lock setting (1) screen and the remote lock setting (2) 
screen for content change, the registered content in the ter 
minal registration table 23T at that time Will be displayed in 
the ?elds of displays F7B and F7D. 

Next, description Will be given for the function of an IC 
card function section 30 remote function lock operation and 
an IC card function section 30 function lock con?rmation 
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operation in the cellular phone 10 having the above-described 
structure and in Which the above-described remote lock set 
tings have been carried out. 
As a prerequisite, at least one telephone number is regis 

tered as a lock/con?rmation telephone number. In the folloW 
ing, a telephone unit having the lock/con?rmation telephone 
number is called a “locking/con?rmation telephone unit”. 

Also as a prerequisite, the same e-mail address as the lock 
mail address and the lock noti?cation mail address is regis 
tered. Therefore, since the locking messaging terminal and 
the lock noti?cation messaging terminal are the same device, 
the device Will be referred to as a “locking/noti?cation mes 
saging terminal” in the folloWing. 
<Remote Function Lock Request and Lock Con?rmation 
Request from Locking/Con?rmation Telephone Unit> 

First of all, the case of executing a remote function lock 
request from the locking/ con?rmation telephone unit, and 
executing a lock con?rmation request from the locking/con 
?rmation telephone unit Will be described With reference to 
FIG. 9. 

In this case, When a user realiZes that he has misplaced and 
lost his cellular phone 10, a telephone call is made to the 
cellular phone 10 from the locking/con?rmation telephone 
unit having its telephone number registered in the terminal 
registration table 23T of the cellular phone 10, as shoWn in 
FIG. 9. After calling tone has been generated the designated 
calling tone number of times registered in the terminal regis 
tration table 23T, the user then performs an off hook operation 
of the locking/ con?rmation telephone unit before the next 
occurrence of calling tone to perform a remote function lock 
request for the IC card function section 30. 

The remote function lock request resulting from this call 
ing tone is detected by the calling tone lock request detection 
section 51C of the above-described lock request detection 
section 51 of the cellular phone 10. At the time of this detec 
tion, the calling tone lock request detection section 51C 
detects a lock request While referencing the registered content 
of the terminal registration table 23T. 
When the remote function lock request is detected, the lock 

request detection section 51 noti?es to this effect to a function 
lock section 52. The function lock section 52 that has received 
this noti?cation transmits a function lock instruction to the IC 
card function section 30 via the card communication section 
24 in the event that the IC card function section 30 is operat 
ing. The control section 33 receives the function lock instruc 
tion in the IC card function section 30. The control section 33 
then locks the function of the IC card function section 30 and 
sends an indication of this fact to the control section 21. Once 
the function is locked in this Way, the control section 33 no 
longer responds even if a transaction is received from the 
reader Writer 50. 

Using the control section 21 the function lock section 52 
receives indication of the fact that the function of the IC card 
function section 30 has been locked. The function lock sec 
tion 52 that has received this indication then sends indication 
of the fact that the function of the IC card function section 30 
has been locked to the function lock noti?cation section 53. 
The function lock noti?cation section 53 receiving this indi 
cation reads out s lock noti?cation mail address from the 
terminal registration table 23T, and also reads out content of 
a lock noti?cation mail (title and text body) from the storage 
section 23. The function lock noti?cation section 53 then 
sends the function lock e-mail as lock noti?cation informa 
tion via the transceiver section 22 and the mobile communi 
cation netWork to the lock noti?cation messaging terminal 
unit having the lock noti?cation mail address. 
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As a result of this, it is possible for the user to knoW that the 

function of the IC card function section 30 of the cellular 
phone 10 has been locked by referencing the lock noti?cation 
messaging terminal unit. 

Note that, in the event that the function of the IC card 
function section 30 is already locked When the remote lock 
request is received, the function lock section 52 does not 
execute the function lock command to the IC card function 
section 30, but sends indication of the fact that the function of 
the IC card function section 30 is locked to the function lock 
noti?cation section 53. The function lock noti?cation section 
53 receiving this indication reads out a lock noti?cation mail 
address from the terminal registration table 23T, and also 
reads out content of an already locked noti?cation mail (title 
and text body) for informing that the function is already 
locked from the storage section 23. The function lock noti? 
cation section 53 then sends the already locked noti?cation 
mail via the transceiver section 22 and the mobile communi 
cation netWork to the lock noti?cation messaging terminal 
unit having the lock noti?cation mail address. 
As a result of this, it is possible for the user to knoW that the 

function of the IC card function section 30 of the cellular 
phone 10 has already been locked by referencing the locking/ 
noti?cation messaging terminal. 

After the function of the IC card function section 30 has 
been locked in the above-described manner, in the event that 
a user Who can not immediately use the lock noti?cation 
messaging terminal Wants to con?rm early that the function of 
the IC card function section has been locked, the user per 
forms a function lock con?rmation request from the locking/ 
con?rmation telephone unit to the cellular phone 10. This 
con?rmation request is carried out as a result of the user 
making a call from the locking/ con?rmation telephone unit to 
the cellular phone 10, and generating calling tone more than 
a designated calling tone number of times. 

This type of con?rmation request is detected by the con 
?rmation request detection section 54 of the cellular phone 
10. At the time of this detection, the con?rmation request 
detection section 54 detects a con?rmation request While 
referencing the registered content of the terminal registration 
table 23T. 
When the con?rmation request is detected, the con?rma 

tion request detection section 54 noti?es to this effect to the 
con?rmation information noti?cation section 55. The con?r 
mation information noti?cation section 55 receiving this noti 
?cation reads out voice guidance data for notifying the fact 
that the function of the IC card function section 30 is locked 
using voice from the storage section 23. The con?rmation 
information noti?cation section 55 then sends the voice guid 
ance via the transceiver section 22 and the mobile communi 
cation netWork to the locking/con?rmation telephone unit 
that is making a call. 
As a result of this, the user Who is making a call to the 

cellular phone 10 using the locking/con?rmation telephone 
unit can con?rm that the function of the IC card function 
section 30 is locked. 
<Remote Function Lock Request from Locking Messaging 
Terminal, and Lock Con?rmation Request from Locking/ 
Con?rmation Telephone Unit> 

Next, the case of executing a remote function lock request 
from the locking messaging terminal, and executing a lock 
con?rmation request from the locking/con?rmation tele 
phone unit Will be described With reference to FIG. 10. 

In this case, When a user realiZes that he has misplaced and 
lost his cellular phone 10, a function lock request e-mail is 
sent to the cellular phone 10 from the locking messaging 
terminal having its e-mail address registered in the terminal 








