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(57) ABSTRACT 
A method for Wireless data communication between a base 
station and at least one transponder by a high-frequency elec 
tromagnetic carrier signal, onto Which information packets 
are modulated, Wherein each information packet has a header 
section, a middle section, and a terminating end section, 
Wherein the middle section has a data ?eld, Which contains 
the data necessary for the data communication, Wherein at 
least one additional control ?eld is inserted into the data ?eld 
by Which the structure of the information packets can be 
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METHOD FOR DATA COMMUNICATION 
BETWEEN A BASE STATION AND A 

TRANSPONDER 

This nonprovisional application claims priority under 35 
U.S.C. §119(a) on German Patent Application No. DE 
1020040185565, Which Was ?led in Germany on Apr. 14, 
2004, and Which is herein incorporated by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to a method for Wireless data 

communication betWeen a base station and at least one tran 
sponder by a high-frequency electromagnetic carrier signal, 
onto Which information packets are modulated. Each infor 
mation packet has a header section, a middle section, and a 
terminating end section, Wherein the middle section has a data 
?eld containing the data necessary for the data communica 
tion. 

2. Description of the Background Art 
The invention falls Within the realm of transponder tech 

nology and in particular Within the ?eld of contactless com 
munication for the purpose of identi?cation. Although it can 
be used in principle in any communication systems, the 
present invention and its underlying problem are explained 
beloW With reference to so-called RFID communication sys 
tems and their application. Here RFID stands for “radio fre 
quency identi?cation.” Reference is made on the general 
background of this RFID technology to the “RFID-Hand 
buch” (RFID Handbook) of Klaus FinkenZeller, Hanser Ver 
lag, third updated edition, 2002, Which is also published in 
English by John Wile & Sons. 

In the case of transponders, an electromagnetic signal 
transmitted by the base station is received and demodulated 
by the transponder. Active, semipassive, and passive tran 
sponders are differentiated here depending on the design of 
their energy supply. In contrast to active transponders, passive 
transponders do not have their oWn energy supply, so that the 
energy necessary in the transponder for demodulating and 
decoding the received electromagnetic signal must be 
obtained from this electromagnetic signal itself transmitted 
by the base station. In addition to this unidirectional energy 
transfer, bidirectional data communication as Well typically 
occurs betWeen the base station and transponder. 

The basis for the bidirectional data transmission betWeen 
the base station and transponder forms a communication pro 
tocol, Which speci?es, in addition to the data information to 
be transmitted, control information for the data communica 
tion. 
A generic RFID communication protocol for a knoWn data 

communication betWeen a base station and transponder is 
described in the Unexamined German Patent Application DE 
101 38 217 A1, Which corresponds to US. Publication No. 
20030133435. Accordingly, an information packet to be 
transmitted from the base station to a transponder has at least 
one header section, a middle section, and an end section. The 
header section de?nes the number of data to be transmitted 
and their identi?cation. The middle section contains the data 
to be transmitted in each case. The end of the information 
packet is communicated in the end section to the receiver of 
the data transmitted in each case. The data communication is 
protected With protection mechanisms, such as, for example, 
a CRC protection ?eld or parity bits. 
A generic RFID method and system for bidirectional data 

communication is also the subject of the so-called Palomar 
Project, Which Was established by the European Commission 
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2 
as part of the so-called IST program. With respect to the 
content of the Palomar project, reference is made to the 
related, generally available publication of the European Com 
mission of J an. 11, 2002, Which corresponds substantially to 
the ISO standard 18000-6. 

For further background on bidirectional data communica 
tion betWeen a base station and transponder, reference is 
made further to the Unexamined German Patent Applications 
DE 102 04 317 A1, DE 100 50 878 A1 (Which corresponds to 
US. Publication No. 2002044595), and DE 102 04 346 A1, 
and the European patent EP 473 569 B1 (Which corresponds 
to US. Pat. No. 5,345,231). 

In most UHF- and microWave-based RFID systems and/or 
sensor systems, the data communication betWeen the base 
station and transponder is initiated ?rst by the base station 
With the base station transmitting a request signal (command, 
data request) to the various transponders located Within the 
vicinity of the base station. The transponder(s) participating 
in the data communication typically respond(s) to this request 
With a response signal (response), but only if the transponder 
(s) has (have) received a complete and valid command from 
the base station. The transponder can noW be operated syn 
chronously or asynchronously relative to the base station. 

Data communication betWeen the transponder and the base 
station occurs only after a complete and valid command has 
been received. If, hoWever, a transponder receives no valid 
command it sends an error code back to the base station to 
signal thereby that it has not received a valid command. The 
transponder, for example, does not receive a valid command 
if the communication line betWeen the base station and the 
transponder Was disrupted, for example, by overlapping of 
interfering signals so that the transmission of the command 
could not be entirely concluded. Another source of error is, 
for example, faulty demodulation and decoding Within the 
transponder. 

In addition, it may also be the case that the transponder is 
not even designed for decoding commands from the transmit 
ting base station, for example, because of its construction. 
This transponder Would then transmit an error code continu 
ously back to the base station even if there is a trouble-free 
communication line. The base station, Which is noW inca 
pable of differentiating Whether an error code Was transmitted 
due to a faulty data communication or originated from a 
transponder not designed for data communication With the 
base station, Would then attempt continually to create a data 
communication With this transponder, although this is tech 
nically impossible. Particularly if the base station Would like 
to communicate With very many transponders, this ties up 
very many resources of the base station, Which can lead very 
easily to jams in the data communication. 
A similar problem arises When the base station has already 

established data communication With one or more transpon 
ders and during the course of this data communication at least 
one other transponder Would like to participate therein, With 
out the base station receiving information on the presence of 
this additional transponder. These later joining transponders, 
Which are not yet synchronous With the already existing data 
communication, as a result send constant error codes, Which 
must be processed by the base station. This ties up additional 
resources of the base station, Which can lead very rapidly to 
jams in data communication particularly in the case of very 
many additionally joining transponders. On the one hand, 
there is indeed the need to establish a functioning data com 
munication With all possible transponders that can be 
accessed by the base station. On the other hand, hoWever, 
such communication jams betWeen base stations and tran 
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sponders are to be prevented as much as possible to maintain 
a high performance of the data communication system. 

Existing RFID systems differ in particular through the use 
of different transponders; in this case, the differences of the 
different transponder derive substantially from their different 
function. Transponders differ from each other in particular in 
the commands and the number of commands they support, 
i.e., that they can demodulate and decode. In particular, so 
called loW cost transponders have a limited instruction set, 
Which is hard-Wired, for example, or placed in a separate 
instruction memory speci?cally provided for this purpose. 
The functionality of a transponder increases With an increase 
in the instructions in its instruction set. The increase in func 
tionality, hoWever, goes hand in hand With an increase in 
transponder circuit costs and thereby an increase in price. For 
this reason, transponders are equipped With a speci?ed 
instruction set With a speci?ed siZe, depending on their 
intended application. HoWever, it is problematic in this case 
that this rigidly predetermines the functionality, Which leads 
to a rather limited transponder ?exibility. 

To realiZe an increase in ?exibility and thereby in the 
functionality of a transponder, a transponder Would have to be 
provided With very different instruction sets and thereby With 
many instructions to be able to communicate With very dif 
ferent base stations. This in fact makes it possible to control 
individually at least the transmission times betWeen the base 
station and the transponder for the speci?c commands. Nev 
ertheless, a very large number of commands Would have to be 
provided here, Which Would have to be stored in a memory 
speci?cally provided for this in the transponder or alterna 
tively hard-Wired into the transponder. The associated 
increase in chip surface area of the transponder is also 
re?ected in its higher cost. 

SUMMARY OF THE INVENTION 

It is therefore an object of the present invention to provide 
a more ?exible data communication betWeen a base station 
and a transponder. In particular, the data communication is to 
be adaptable to a speci?c application. Another object of the 
present invention is to make the duration of the data commu 
nication more ?exible. Another object of the present inven 
tion is also to increase data security during data communica 
tion. 

Provided is a method for Wireless data communication 
betWeen a base station and at least one transponder by a 
high-frequency electromagnetic carrier signal, onto Which 
information packets are modulated, Wherein each informa 
tion packet has a header section, a middle section and a 
terminating end section, Wherein the middle section has a data 
?eld, containing the data necessary for the data communica 
tion, Wherein at least one additional control ?eld is inserted 
into the data ?eld by Which the information packet structure 
can be variably adjusted in the region of the data ?eld. The 
invention relates further to a transponder, a base station, and 
a data communication system. 

Also provided is a transponder for data communication 
With at least one base station, With a transmitting/receiving 
device for receiving high-frequency carrier signals of at least 
one base station and for transmitting appropriate response 
signals to the base station transmitting the carrier signals, 
With a control device, Which controls the data communication 
With the at least one base station, With a device for inserting a 
control ?eld, Which is designed to insert an additional control 
?eld into the information packet structure in the forWard link 
of a data communication. 
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4 
The invention also provides for a base station for data 

communication With at least one transponder, With a trans 
mitting/receiving device for transmitting high-frequency car 
rier signals to the at least one transponder and for receiving 
the appropriate response signals of the at least one transpon 
der receiving the carrier signals, With a control device, Which 
controls the data communication With the at least one tran 
sponder, With a device for inserting a control ?eld, Which is 
designed to insert an additional control ?eld into the infor 
mation packet structure in the forWard link of a data commu 
nication according. 
A data communication system is also provided, in particu 

lar, an RFID data communication system, With at least one 
transponder of the invention and/or With at least one base 
station of the invention. 
The idea forming the basis of the present invention is to 

insert an additional control ?eld Within the region of the 
middle section and in particular Within the region of the data 
?eld. An adaptive control of the protocol structure results by 
a selective use of one or more control symbols. The intro 
duced additional control ?eld thereby does not interfere With 
the data transmission protocol. Overall, this results in a sig 
ni?cant increase in the functionality of a data communication 
system in general and a transponder or the corresponding 
base station in particular. Especially in this case, a desired 
application can be selectively adjusted to the result desired in 
each case. 

A duration of an information packet can be adjusted vari 
ably by insertion of the additional control ?eld, according to 
an example embodiment. 

In another example embodiment, the additional control 
?eld has at least a ?rst EOF (End of File) symbol. 

In yet another example embodiment of the invention, the 
additional control ?eld has a jump function so that at least one 
?eld, immediately folloWing the additional control ?eld, of 
the information packet or at least a portion of the ?elds are 
skipped and thereby not processed during further data com 
munication. 
The end of the jump function and thereby the time of the 

information packet When data communication is to be con 
tinued can be determined by a second EOF symbol. 
The data ?eld can contain a long instruction structure With 

a command ?eld, parameter data ?eld, address data ?eld, and 
program data ?eld. By the insertion of the additional control 
?eld, immediately after a command ?eld, the parameter data 
?eld, address data ?eld, and program data ?eld are skipped to 
create a data ?eld With a short instruction structure, Which 
contains, in addition to the command ?eld, sometimes a 
parameter data ?eld, address data ?eld, and program data 
?eld. 
By insertion of the additional control ?eld, at least one 

additional protection ?eld can be inserted immediately after 
the additional control ?eld. 
A ?xed speci?ed number of additional protection ?elds can 

be inserted, Whereby a single EOF symbol can be provided as 
the additional control ?eld. 
The number of additional protection ?elds can be adjusted 

variably. In another feature, an end of the inserted additional 
protection ?eld having a variable length is de?ned by the 
insertion of another EOF symbol. Typically, but not neces 
sarily, the additional EOF symbol is formed by the ?rst sym 
bol of the end section. 
The additional control ?eld in a forWard link of a data 

communication is inserted into the structure of the informa 
tion packet, the data ?eld in the forWard link having at least 
one command ?eld. The additional control ?eld can be 
inserted immediately after the command ?eld. 
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The additional control ?eld in a return link of a data com 
munication can be inserted into the information packet struc 
ture, the data ?eld in the return link having at least one 
read-data ?eld. The control ?eld can be inserted into and/or 
immediately after the read-data ?eld. 

The additional information ?eld can be inserted by the base 
station into a data communication. 

Also, a transponder, Whose protocol does not support the 
function of the additional control ?eld and thereby does not 
recognize its content, ignores the content of the additional 
control ?eld. 

The transponder, Whose protocol does not support the 
function of the additional control ?eld and thereby does not 
recogniZe its content, no longer participates in further data 
communication With the base station. 

In a further example embodiment, another command level 
can be inserted into the structure of the middle section fol 
loWing the additional control ?eld, Wherein the additional 
command level has additional instructions in addition to the 
instructions provided in a command ?eld of a data section. 
An additional information ?eld can be inserted into the 

structure of the middle section folloWing the additional con 
trol ?eld, Wherein information on the employed modulation 
type, additional parameter data, additional address data, addi 
tional program data, frequency information, and/ or country 
speci?c information for the data retransmission in the return 
link and/or clock information for control of a clock generator 
of a transponder participating in the data communication are 
provided in the additional information ?eld. 

Further scope of applicability of the present invention Will 
become apparent from the detailed description given herein 
after. HoWever, it should be understood that the detailed 
description and speci?c examples, While indicating preferred 
embodiments of the invention, are given by Way of illustration 
only, since various changes and modi?cations Within the 
spirit and scope of the invention Will become apparent to 
those skilled in the art from this detailed description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention Will become more fully understood 
from the detailed description given hereinbeloW and the 
accompanying draWings Which are given by Way of illustra 
tion only, and thus, are not limitive of the present invention, 
and Wherein: 

FIG. 1 illustrates a basic structure of an information packet 
for data communication betWeen a base station and transpon 
der; 

FIGS. 2a and 2b illustrate the structure of an information 
packet in the case of a long command (A) and in the case of a 
short command (B); 

FIG. 3 illustrates the structure of an information packet in 
a forWard link of a data communication, according to an 
example embodiment; 

FIG. 4 shoWs an example embodiment of an information 
packet structure expanded by insertion of a control ?eld 
according to the invention; 

FIG. 5 is a How chart describing the insertion of a control 
?eld according to the invention, as shoWn in FIG. 4; 

FIG. 6 is another example embodiment of an information 
packet structure expanded by insertion of a control ?eld 
according to the invention; 

FIG. 7 is a How chart shoWing the insertion of a control ?eld 
according to the invention, as shoWn in FIG. 6; 

FIG. 8 is yet another example embodiment in Which a 
control ?eld in inserted into the structure of an information 
packet in the return link according to the invention; 
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6 
FIG. 9 illustrates another example embodiment in Which a 

control ?eld is inserted into the information packet structure 
in the return link according to the invention; and 

FIG. 10 is a block diagram of an RFID communication 
system containing a base station and at least one transponder. 

DETAILED DESCRIPTION 

In the ?gures of the draWing, the same or functionally 
identical elements, data, and signals, if not speci?ed other 
Wise, are provided With the same reference characters. The 
presentations in FIGS. 1-4, 6, 8, and 9 refer in each case to a 
time sequence of a speci?c data communication in relation to 
the information packet. 
The data communication betWeen a base station and a 

transponder de?nes a channel, Which is designated beloW as 
the forWard link VL (or doWnlink). Conversely, the data com 
munication from the transponder back to the base station 
designates a channel, Which is generally designated as a 
return link RL (or uplink). In addition to the data communi 
cation in the return link RL, in backscattering-based tran 
sponders, data communication also occurs betWeen transpon 
der and base station in Which a transmitted signal is scattered 
back to the sender With use of a backscatter cross section of 
the antenna of the receiver. This method is also generally 
knoWn as the backscatter method. This data communication 
With the backscafter technique can be used in both the for 
Ward and return link. 
The data transmission typically occurs by an amplitude 

modulated carrier Wave, Which is transmitted on the base 
station side and is returned by the transponder. The data 
modulated onto the carrier Wave are generated by pulse pause 
modulation of the carrier signal in that the transmitter of the 
base station, for certain time spans, turns an electromagnetic 
?eld on or off for the carrier signal. In the transponder, thus on 
the input side, a voltage signal is generated that is derived 
from the ?eld strength of the carrier signal, Which has voltage 
dips, is also generally called “notches.” The data information 
noW occurs Within the time span betWeen tWo such voltage 
dips. This time span noW includes in each case a data symbol 
or brie?y a symbol. The ?eld gaps during Which the transmit 
ter of the base station is turned off and/ or no electric magnetic 
carrier signal is transmitted, thus to a certain extent forms a 
separator betWeen tWo successive symbols. The signi?cant 
value of a data symbol is also determined from the time span 
during Which the electromagnetic ?eld is turned on and thus 
the carrier signal has a nominal amplitude. A symbol can noW 
contain a digital code, for example, a logic Zero (“0”) or a 
logic one (“1”), or additional information, such as, for 
example, an EOF symbol. 

FIG. 1 shoWs a basic structure of an information packet 1, 
as it is used for data communication betWeen a base station 
and a transponder and as is knoWn, for example, from the 
aforementioned Unexamined German Patent Application DE 
101 38 217 A1, Which, as noted above, corresponds to US 
Publication No. 20030133435, and Which is incorporated 
herein by reference. 
The information packet 1 has a header section 2, a middle 

section 3, and an end section 4. 
The number of data symbols to be transmitted and their 

identi?cation are de?ned in the header section 2. This is 
necessary to be able to establish the precise position Where a 
speci?c ?eld begins Within the middle section 3 or the end 
section 4. This need results from the fact that the duration At 
of an information packet 1 in general and of the individual 
?elds 2-4 in particular is not ?xedly de?ned and is constant to 
the greatest possible extent, as is the case in many time slot 
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based data transmission methods. Rather, the duration At and 
thereby the information transmitted Within an information 
packet 1 can vary more or less greatly depending on the 
application. The data to be transmitted in the middle section 3 
are coded With the identi?cation Within header section 2. In 
particular, the header section 2 speci?es reference times that 
are used for further data transmission in the middle section 3 
or data ?eld 5. The speed of the data communication betWeen 
the base station and transponder is also established by the 
header section 2, for example, by a frequency of a free 
running oscillator in the transponder. Moreover, in a very 
advantageous embodiment, the header section 2 can also 
contain control information for the ?elds of the middle sec 
tion 3 and the end section 4, Which folloW the header section 
2. 

In this regard, reference is also made to the Unexamined 
German Patent Application DE 101 38 217 A1, by means of 
the header section of a data protocol, by Which the number of 
symbols used for coding in the data region and their identi? 
cation is de?ned. 

The content of the end section 4 indicates to the speci?c 
receiver of the transmitted information packet 1 the end of the 
packet. In the case of the aforementioned Palomar system, an 
EOT end section 4 (EOTIend of transmission) is provided, 
Which has precisely tWo EOF symbols 4a, 4b (EOFIend of 
?le). 

The middle section 3 generally includes a data ?eld 5 and 
a protection ?eld 6 immediately folloWing the data ?eld 5. 
Coded data symbols are transferred in the middle section 3. 
The most diverse data structures can be provided here 
depending on the desired application. This is described by 
means of FIGS. 2(A) and 2(B) With reference to tWo different 
structures (long command, short command) of an informa 
tion packet 1 in the forWard link VL. 

The middle section 3 contains a data ?eld 5 and a protection 
?eld 6 immediately folloWing said data ?eld 5. 

In the present exemplary embodiment in FIGS. 2(A) and 
2(B), the protection ?eld 6 arranged after the data ?eld 5 is 
designed as a so-called CRC protection ?eld 6 (CRCICycIic 
Redundancy Check). The bit Width of the CRC ?eld 6 
depends in particular on the bit Width of the data to be trans 
mitted in the data ?eld 5 and/ or the application determined by 
the user in each case. Depending on the application, therefore, 
a CRC protection ?eld 6 can be provided, Which has a more or 
less Wide bit Width according to the desired protection redun 
dancy. Instead of the embodiment as a CRC protection ?eld 6, 
the protection ?eld 6 can also be occupied by so-called parity 
bits. In particular, a very extensive CRC protection ?eld 6 can 
therefore be provided during the transmission of protection 
relevant data betWeen the base station and the transponder. 
The CRC protection ?eld 6 can have, for example, 16, 32, or 
even 64 bits depending on the data in the data ?eld 5. The 
CRC protection ?eld 6 can also have a number of protection 
bits corresponding to the number of bits in the data ?eld 5. 

In the case of the Palomar system, the information packet 1 
is divided into those that contain long commands and thereby 
long addresses (A) and those that contain short commands 
and therefore short addresses (B). 

FIG. 2(A) shoWs the structure of an information packet 1 in 
the case of a long command. Here, the data ?eld 5 in a time 
sequence successively contains a command ?eld 7, a param 
eter ?eld 8, an address ?eld 9, and a program data ?eld 1 0. The 
content of the ?elds 7-10 depends on the speci?cally desired 
application and in particular on the volume of data symbols to 
be transmitted by the speci?c information packet 1. 
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8 
In the case of an information packet 1, Which has short 

commands, as shoWn in FIG. 2(B), the data ?eld 5 can only 
have one command ?eld 7 and a parameter ?eld 8 placed 
thereafter. 

In a typical embodiment, command ?eld 7, for example, 
has six-bit-Wide commands 11a (instructions), Which are fol 
loWed by tWo protection bits 11b. The separation betWeen the 
command bits 11a and the protection bits 11b is shoWn by the 
dashed line in FIG. 2. 
Command ?eld 7, for example, for data communication 

betWeen the base station and the transponder can contain 
conventional instructions, such as, for example, Write instruc 
tions, read instructions, programming instructions, interrupt 
instructions, arbitration instructions, jump instructions, etc. 
The tWo protection bits 11b placed after the command ?eld 7 
can be used for veri?cation of the speci?cally transmitted 
instructions. 
The parameter ?eld 8 placed after command ?eld 7 can 

have information on Which commands (long or short instruc 
tions) are to be used, Which addressing modes (direct, indi 
rect, or symbolic addressing) are to be used, and Which type of 
modulation (3phase1, FSK, FMO, NRZE, etc.) can be used. 
Parameter ?eld 8 has a corresponding bit Width depending on 
the application and desired functionality. 

Address ?eld 9 folloWing the parameter ?eld 8 speci?es the 
appropriate addresses of the data to be read from the memory 
or to be Written to the memory. A block address can also be 
provided here instead of a bit address. 

The program data ?eld 10 can contain the actual data that 
are to be saved in the memory (Write-data) or read from it 

(read-data). 
It is therefore evident that the duration At of a speci?c 

information packet 1 depends more or less greatly on the data 
symbols to be transmitted, i.e., on the commands, addresses, 
CRC protection data, etc. Without further measures, this 
duration At of an information packet 1 is ?xedly speci?ed. 
The structure of an information packet 1 in the return link 

RL corresponds substantially to that of the forWard linkVL or 
is even occasionally identical to it. 

FIG. 3 shoWs a structure of an information packet accord 
ing to an example embodiment of the invention in the forWard 
link of a data communication. 

According to this example embodiment, an additional con 
trol ?eld 11 is inserted into the structure of an information 
packet 1, namely, in the region of the data ?eld 5. It is assumed 
in the present exemplary embodiment that the inserted addi 
tional control ?eld 11 is a single EOF symbol. HoWever, it 
Would also be conceivable for control ?eld 11 to have more 
than one symbol, Which also does not need to be formed 
solely as EOF symbols. The additional control ?eld 11 can be 
inserted in the forWard link VL and additionally or altema 
tively also in the return link RL of a data communication. 
The insertion of the control ?eld 11 can variably adjust the 

length and thereby the duration At of an information packet 1 
Within certain limits. This variable adjustability of the length 
of the information packet 1 Will be described in further detail 
beloW With reference to FIGS. 4-9. 

FIG. 4 shoWs a ?rst example embodiment of an informa 
tion packet structure expanded by insertion of a control ?eld 
11 according to the invention. 

In this example embodiment, the control ?eld 11 can be 
inserted in the forWard link VL and preferably after command 
?eld 7. The insertion of the control ?eld 11 causes at least one 
of the ?elds 8-10, folloWing the command ?eld 7, to be 
skipped during the data communication. The control ?eld 11 
can be inserted immediately after the command ?eld 7, i.e., at 
time t0. Depending on the desired application and/or the 
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instruction contained in the command ?eld 7, it can noW be 
provided that only parameter ?eld 8 is skipped, Which is 
indicated by the arroW 12. The transmission of the data is 
therefore continued after the skipping of the parameter ?eld 8 
at time t1 and thereby at the beginning of address ?eld 9. It 
Would also be conceivable after insertion of the control ?eld 
11 to skip parameter ?eld 8 and also the subsequent address 
?eld 9, Which is indicated by the arroW 13. The data commu 
nication Would then jump immediately to the beginning of the 
program data ?eld 10 and there continue transmission of the 
data. 

In FIG. 4, the control ?eld 11 is inserted immediately after 
command ?eld 7. Insertion of this control ?eld 11, hoWever, at 
any site Within the data ?eld 5 Would also be conceivable, i.e., 
also after the parameter ?eld 8, after the address ?eld 9, after 
the program data ?eld 10, or also Within one of these ?elds 
8-10. The skips 12, 13 after insertion of the control ?eld 11 
also need not be designed such that the further transmission of 
data is continued each time at the beginning of a subsequent 
?eld 8-10, but can also be continued at any speci?ed site 
Within one of these ?elds 8-10. 

FIG. 5 shoWs a ?oWchart in the transponder in the case of 
the control symbol 11 being inserted according in the forWard 
linkVL according to FIG. 4, Which entails the skipping of one 
or several subsequent ?elds in the region of data ?eld 4. 

The ?oWchart in FIG. 5 here differentiates the constellation 
“long command” and “short command.” In the case of a short 
command, as is Well knoWn, tWo EOF symbols 4a, 4b, Which 
together form the EOT end section 4, folloW immediately 
after the command ?eld 7. In the ?oWchart in FIG. 5, this path 
is designated as steps S1-S5. After the start (S1) of the data 
communication, the transponder via the forward link VL ini 
tially receives a ?rst command sequence (S2), Which is a 
component of the command ?eld 7. If the transponder imme 
diately thereafter receives a ?rst EOF symbol (S3), it checks 
Whether this ?rst EOF symbol is folloWed by a second EOF 
symbol (S4). If this is the case, the transponder concludes that 
a short command is present. The transponder noW executes 
the appropriate command (S5), for example, a read or Write 
command. The transponder is then ready to receive the next 
command sequence (S2) and thereby the next information 
packet. 

If another EOF symbol (S4) does not folloW the ?rst EOF 
symbol (S3), the transponder then interprets the ?rst EOF 
symbol from step S3 as a control symbol being inserted. As a 
result, the transponder skips (S6) at least one subsequent ?eld 
in the data ?eld. The ?eld (S7) folloWing the skipped ?eld is 
then picked up. It is checked further Whether this ?eld is 
folloWed by a CRC protection ?eld 6 (S8). If this is not the 
case, the process continues in step S7 and the ?eld folloWing 
the picked up ?eld is received. If the received ?eld in step S7 
is folloWed by a CRC protection ?eld 6 in step S8, it is then 
checked Whether this CRC protection ?eld 6 is folloWed by 
tWo EOF symbols (S9, S10). If these tWo EOF symbols are 
present in steps S9, S10, the presence of a long command is 
concluded. This long command is then executed in step S11. 
The process can then be continued With step S2. 

If no second EOF symbol is present in step S10, at least one 
?eld Within the data ?eld is again skipped With step S6 
according to the invention. 

If no EOF symbol S3 folloWs after step S2, the presence of 
a long commandiWithout the insertion of a control ?eld 11 
according to inventioniis concluded. The method is then 
continued With step S7. 

The process sequence of the invention in FIG. 5 is thereby 
characterized by a jump functionality in step S6, Which is 
present particularly in the case of a long command. This 
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possibility of skipping at least parts of the data ?eld 4 can be 
controlled in a very simple manner by insertion of a single 
control symbol 11, in the present case a single EOF symbol 
S3, in the region of the data ?eld. 

In addition, the sequence course of the invention in FIG. 5 
can also be supplemented and/or modi?ed. Thus, the path 
(sequence S1-S5) need not be provided to be able to differ 
entiate betWeen a short and long command. This functionality 
of a short command can be realiZed very advantageously also 
by the jump function of step S6. In this case, the same 
sequence Would be used for a long and short command, 
Whereby the jump function is used to differentiate long and 
short commands (not shoWn in FIG. 5). For example, control 
?eld 11 representing the jump function can be inserted after 
the command ?eld 7 of a short command in order to jump 
directly to the CRC protection ?eld 6, so that in this manner a 
long command is reduced overall to a short command. 

Moreover, it Would also be conceivable to insert another 
EOF control symbol betWeen process step S7 and process 
step S8, by Which at least parts of the CRC protection ?eld 6 
can be skipped. 
The original duration At of an information packet 1 can be 

considerably shortened by the jumping of at least parts of the 
data ?eld 4 or by ignoring at least some ?elds of the data ?eld 
4. Overall, this means that With the insertion of an EOF 
control ?eld 11 in the forWard link VL of a data communica 
tion, this can be signi?cantly shortened. 

In the present exemplary embodiment of FIGS. 4 and 5, the 
EOF control symbol 11, Which is used for skipping at least 
parts of data ?eld 4 and thereby shortening the duration At of 
an information packet, is inserted only into the forWard link 
VL. It Would also be conceivable, however, to insert this EOF 
control symbol also into the return link RL for the same 
purpose. 

FIG. 6 shoWs a second exemplary embodiment of an infor 
mation packet structure expanded by insertion of a control 
?eld 11 according to the invention. 

There, according to the invention at time t4 and thereby 
immediately after the command ?eld 7, an EOF control sym 
bol 11 is inserted in the forWard link VL of an information 
packet 1. In contrast to the exemplary embodiment in FIG. 4, 
here through insertion of the control ?eld 11 at least one 
additional CRC protection ?eld 14 is inserted immediately 
after the command ?eld 7 or, any other ?eld. In the present 
exemplary embodiment, due to the EOF control symbol 11, a 
total of three CRC protection ?elds 14a-14c are inserted after 
the command ?eld 7 and before the folloWing parameter ?eld 
8. 

Additive protection is thus achieved by insertion of this 
EOF control symbol lliadditive in the sense that at least 
another protection ?eld 14 is used in addition to the already 
present CRC protection ?eld 6. 

In an initial embodiment, it Was provided that during inser 
tion of such an EOF control symbol 11a ?xed speci?ed num 
ber of CRC protection ?elds 14 are inserted. It is suf?cient in 
this case if for the control ?eld 11, only a single EOF control 
symbol 11 is inserted, Which signals the start Where the addi 
tional CRC protection ?eld(s) 14 is (are) to be inserted. The 
end of the CRC protection ?eld 14 and thereby the beginning 
of the folloWing ?eld is then speci?ed based on the ?xed and 
thereby knoWn length of the additional inserted CRC protec 
tion ?elds 14. 

In a second example embodiment, it can also be provided 
that the length of the inserted CRC protection ?eld 14 and 
thereby the number of the individual CRC protection ?elds 
14a-14c is variably adjustable to the speci?c circum 
stancesifor example, the bit length of the speci?cally pre 
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?xed command ?eld 7 or data ?eld 5. In this case, the end of 
the inserted CRC protection ?eld 14 is characterized by the 
insertion of another EOF control symbol 11a, Which, for 
example, is also a component of the control ?eld 11. This 
variant is shoWn as a dashed line in the ?gure. In this manner, 
a CRC protection ?eld 14, adaptively adjustable in regard to 
its length, can be inserted at any site Within data ?eld 5 at the 
beginning and end at any time controlled by the tWo EOF 
controls symbol 11, 1111. 

In another advantageous embodiment, if the data transmis 
sion application and its protocol alloW, the ?rst EOF symbol 
4a of the EOT end section 4 to form as it Were the additional 
EOF control symbol 1111 mentioned in the previous paragraph 
(not shoWn in the ?gures). 

FIG. 7 shoWs the corresponding ?owchart in the transpon 
der in the case of the control symbol 11 inserted according to 
the invention in the forward link VL according to FIG. 6, by 
Which additional CRC protection ?elds 14 are inserted in the 
region of the data ?eld 4. 

Process steps V1-V5 for identifying a short command cor 
respond to the respective process steps 81-85 in FIG. 5. 
Moreover, process steps V1-V3 and V7-V11 for identifying 
and executing a long command also correspond to the corre 
sponding process steps 81-83 and 87-811 in FIG. 5. 

According to the invention, in FIG. 7, if after process step 
V3 no further EOF symbol (V4) is present, in process step V6 
at least one additional CRC protection ?eld is inserted in the 
region of the data ?eld. 

Through the insertion of at least one additional CRC pro 
tection ?eld, the actual duration At of an information packet is 
in fact increased by the length of the inserted protection ?eld. 
Nevertheless, the security of the data communication is sig 
ni?cantly increased by this, Which is of particular advantage 
especially in the case of transmission of large volumes of 
data, because in this case the present but perhaps too small 
CRC protection ?eld at the end of the middle section of an 
information packet is not su?icient. Overall, this means that 
additive security can be provided thereby With the insertion of 
an additional control ?eld in the forWard link of a data com 
munication. 

FIG. 8 shoWs a third exemplary embodiment of an infor 
mation packet structure expanded by insertion of a control 
?eld 11 according to the invention. 

The middle section 3 or the corresponding data ?eld 5 of an 
information packet 1 in the return link RL here have a read 
data ?eld 15, in Which read data, Which, for example, Were 
requested due to a read instruction of the base station, are read 
out of the memory of the transponder and transmitted to the 
base station. The control ?eld 11 is inserted here into or after 
the read-data ?eld 15. The control ?eld 11 here, as in the 
exemplary embodiment in FIG. 6, has the result that one or 
several immediately successive CRC protection ?elds 14 are 
inserted immediately after the inserted control ?eld 11 in the 
read-data ?eld 15. 

FIG. 9 shoWs a fourth example embodiment of an infor 
mation packet structure expanded by insertion of the control 
?eld 11 according to the invention. 

In contrast to the embodiment in FIG. 8, several control 
?elds 11 are arranged Within the return link RL Within the 
read-data ?eld 15. These control ?elds 11 are inserted at 
intervals, speci?able in each case, in the read-data ?eld 15 and 
have the effect that in each case one or more CRC protection 
?elds 14 are inserted immediately after a respective control 
?eld 11. 

This method has an advantage in the transmission of large 
volumes of data from a transponder to a base station speci? 
cally requesting these data. Here, a simple read instruction is 
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suf?cient to read out a portion or the entire memory of the 
transponder. Because, hoWever, very large volumes of data 
are read out here and transmitted, suitable security must also 
be present. This is no longer assured, hoWever, With very large 
volumes of data by the CRC protection ?eld 6 present in any 
event. Through the insertion of additional CRC protection 
?elds 14 at more or less regular intervals, additive security is 
provided here in a very elegant manner, Which assures su?i 
cient data security also With very large volumes of read-out 
data. 

Especially preferably, this form of insertion of CRC pro 
tection ?elds 14 can be used in association With the so-called 
auto increment instructions and/or auto decrement instruc 
tions. In these auto increment instructions and/ or auto decre 
ment instructions, the address of the memory, Which is to be 
accessed to read a datum, is increased and/or reduced in each 
case by a preset value, for example, by 1, 2, 4, etc. In this 
manner, after an initial address Where the read-out process is 
to start, the entire memory and/or very large sections thereof 
can be read out Without the speci?c data ?eld length and the 
speci?c address for the majority of the read-out data having to 
be identi?ed individually in each case. This enables a very 
effective and very rapid reading out of a large volume of data 
from the memory. In this regard, a CRC protection ?eld 14 
can be inserted advantageously at any sites of the read-out 
data in each case using the method of the invention to assure 
the required data security during the data communication. 
The method of the invention is therefore suitable in a very 

advantageous manner, for example, for reading out a memory 
of the transponder, for example, for the purpose of measuring 
or evaluation. 

FIG. 10 shoWs a block diagram of an RFID communication 
system having a base station and at least one transponder for 
carrying out the method of the invention. 
The communication system designated With reference 

character 20 has a base station 21 and a transponder 22. The 
base station 21 and the transponder 22 have a communication 
link here. The communication system is designed as a so 
called master-slave communication system, the base station 
functioning as the master and the transponder(s) each as 
slaves. The base station 21 has a control device 23 and a 
transmitting/receiving device 24 (transceiver). In a similar 
Way, transponder 22 has a transmitting/receiving device 25 
and a control device 26. The transmitting/receiving device 24 
of the base station 21 is designed to send high-frequency 
carrier signals 29 via antenna 27 to an antenna 28 of the 
transponder 22. In a similar Way, the transmitting/receiving 
device 25 of transponder 22 is designed to transmit the appro 
priate response signals 30 back to base station 21 in full 
duplex or half duplex operation in response to the transmitted 
signals 29. The data communication is controlled in each case 
by means of control devices 23 and/or 26. 
The data communication is further designed so that bidi 

rectional transmission of data occurs betWeen the base station 
21 and the transponder 22, Whereby the tWo directions of the 
data transmission are speci?ed by the forWard link VL and/or 
the return link RL. HoWever, the transponder 22 can be sup 
plied With poWer unidirectionally via the carrier signals 29. 

To carry out the method of the invention, the base station 21 
noW has a device 31 for inserting a control ?eld 11, Which 
provides for the insertion of an additional control ?eld 11 into 
the structure of an information packet 1 in the forWard link 
VLiaccording to FIGS. 4-7. This device 31 is advanta 
geously a component of the control device 23. 
The transponder 22 can have an evaluation device 32, 

Which, for example, is a component of the transmitting/re 
ceiving device 27 on the transponder side or the control 
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device 26 on the transponder side. The evaluation device 32 
evaluates the signals 29 transmitted on the base station side 
via the forWard link VL and recognizes a control ?eld 11 
inserted according to invention. Depending on the applica 
tion, one or more ?elds of data ?eld 5 are noW skipped here 
according to the method described With reference to FIGS. 4 
and 5. 

In a similar Way, noW additionally or alternatively, the 
transponder 22 can also have a device 35 for carrying out the 
method of the invention, Which provides for an insertion 
according to the invention of an additional control ?eld 11 
into the structure of an information packet 1 in the return link 
RL. Upon a request from the base station 21, for example, 
data 33 requested by the base station 21 via a request signal 29 
are read out from a memory 34 of the transponder 22 and 
provided for transmission to the base station 21 . According to 
a method described in FIG. 8 or 9, the device 35 noW inserts 
additional control ?elds 11 and thereby additional CRC pro 
tection ?elds 14 into the structure of a response signal 30 
transmitted back to base station 21. 

Base station 21 as Well has an evaluation device 36, Which, 
for example, can be a component of the transmitting/receiv 
ing device 24 or control device 23 on the base station side. The 
evaluation device 36 evaluates signals 30 transmitted via the 
return link on the transponder side. During this evaluation, the 
evaluation device 32 recogniZes an additional control ?eld 11 
inserted according to the invention and thereby the subse 
quent additional CRC protection ?elds 14. 

Although the present invention Was described above With 
reference to a preferred exemplary embodiment, it is not 
limited thereto but can be modi?ed in many Ways. 

The invention is not particularly limited to RFID systems 
alone, but of course can also be expanded, for example, to 
item identi?cation. The individual items frequently need not 
be uniquely identi?ed. It is often also su?icient here that a 
presence, for example, of a defective item can be ruled out. 
This is also usually called “non-unique” identi?cation. Dur 
ing operation of the transponder in this regard, it has the 
function of a remote sensor. The invention therefore also 

refers explicitly to such transponders designed as sensors, in 
Which a communication for reading out and Writing of data of 
a data carrier or sensor is undertaken. A temperature sensor, 
pressure sensor, or the like are mentioned as examples of such 
so-called remote sensor application. 
The invention is also not limited exclusively to a data 

communication system according to the aforementioned 
Palomar system, but can be used advantageously in any 
generic data communication system. 

The data communication system and method described 
above Were described With the help of the “reader talks ?rst” 
principle. The “tag talks ?rst” principle in Which the base 
station ?rst Waits for a request from a transponder Would 
naturally also be conceivable. Nevertheless, this principle has 
a poor reaction time, so that primarily the “reader talks ?rst” 
principle is employed preferably in modern so-called “long 
range” data communication systems. 

In the exemplary embodiments of FIGS. 4, 6, 8, and 9, it 
Was assumed in each case that the content of the inserted 
additional control ?eld has a single symbol, namely, an EOF 
symbol. It Would naturally also be conceivable that tWo or 
more symbols are provided for the control ?eld here. It Would 
be conceivable further to provide several control ?elds, Which 
are inserted at different sites into the information packet, 
instead of only one control ?eld. With suitable agreement of 
these control ?elds among each other, a highly ?exible data 
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communication is provided thereby, Which can be adapted at 
any time ?exibly to the speci?c data communication circum 
stances. 

The components described With the aid of FIGS. 3-9 of the 
method of the invention can, of course, also be combined With 
each other. For example, it Would also be conceivable if at 
least a subsequent ?eld is skipped With a ?rst control ?eld and 
at least one CRC protection ?eld is inserted With another 
control ?eld Within the same information packet. It Would be 
further conceivable, if, for example, in the forWard link at 
least one subsequent ?eld is skipped by means of a ?rst 
control ?eld and in the return link one or more CRC protec 
tion ?elds are inserted by means of further control ?elds. As 
a result, in the forWard link, Which presumably concerns rapid 
data communication, the duration of this data communication 
can be signi?cantly shortened. In the return link, Which in 
many applications concerns the reading out and transmission 
of a large volume of data, a largely error-free and effective 
data transmission can be assured here. 

In an also very advantageous embodiment, the invention 
With insertion of an additional control ?eld is not necessarily 
limited only to a jump function or the insertion of additional 
CRC protection ?elds. It Would also be conceivable here to 
insert other commands With the additional control ?eld, so 
that here as Well an additional control level beyond the 
already present command ?eld can be created. Generally, any 
?elds can be inserted into the structure of an information 
packet With the additional control ?eld, although at present 
the jump function and the insertion of additional CRC pro 
tection ?elds represent the most effective applications. 

FIG. 10 presents the structure of the base station and the 
transponder intentionally in a very simpli?ed Way for the sake 
of clarity. It goes Without saying that functional units neces 
sary for data communication betWeen a base station and tran 
sponder, such as a demodulator, poWer supply, synchroniZa 
tion device, decoder, and the like, are of course also present in 
these units. 
The invention being thus described, it Will be obvious that 

the same may be varied in many Ways. Such variations are not 
to be regarded as a departure from the spirit and scope of the 
invention, and all such modi?cations as Would be obvious to 
one skilled in the art are to be included Within the scope of the 
folloWing claims. 

What is claimed is: 
1. A method for Wireless data communication betWeen a 

base station and at least one transponder via a high-frequency 
electromagnetic carrier signal, the method comprising: 

modulating information packets onto the high-frequency 
electromagnetic carrier signal, each information packet 
including a header section, a middle section, and a ter 
minating end section, the middle section having a data 
?eld containing data necessary for the data communica 
tion; and 

inserting at least one additional control ?eld into the data 
?eld, by Which a structure of each information packet 
transmitted betWeen the at least one transponder and the 
base station can be variably adjusted in the region of the 
data ?eld. 

2. The method according to claim 1, Wherein, by insertion 
of the additional control ?eld a duration of an information 
packet can be variably adjusted. 

3. The method according to claim 1, Wherein the additional 
control ?eld has at least a ?rst EOE symbol. 

4. The method according to claim 1, Wherein the additional 
control ?eld has a jump function so that at least one ?eld, 
immediately folloWing the additional control ?eld of the 
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information packet or at least a portion of the at least one ?eld 
is skipped and thereby not processed during the data commu 
nication. 

5. The method according to claim 4, Wherein an end of a 
jump function and thereby a time of the information packet 
When the data communication is to be continued is deter 
mined by a second EOF symbol. 

6. The method according to claim 1, Wherein the data ?eld 
contains a long instruction structure With a command ?eld, a 
parameter data ?eld, an address data ?eld, and a program data 
?eld, and Wherein, by insertion of the additional control ?eld 
immediately after a command ?eld, the parameter data ?eld, 
the address data ?eld, and the program data ?eld are skipped 
to create a data ?eld having a short instruction structure, 
Which, in addition to the command ?eld, partially contains the 
parameter data ?eld, the address data ?eld and the program 
data ?eld. 

7. The method according to claim 1, Wherein, by insertion 
of the additional control ?eld, at least one additional protec 
tion ?eld is inserted immediately after the additional control 
?eld. 

8. The method according to claim 7, Wherein a speci?ed 
number of additional protection ?elds are inserted. 

9. The method according to claim 8, Wherein a single EOF 
symbol is provided as the additional control ?eld. 

10. The method according to claim 7, Wherein a number of 
additional protection ?elds can be adjusted variably. 

11. The method according to claim 10, Wherein an end of 
the inserted additional protection ?eld is de?ned by insertion 
of a second EOF symbol. 

12. The method according to claim 11, Wherein the second 
EOF symbol is formed by a ?rst symbol of the end section. 

13. The method according to claim 1, Wherein the addi 
tional control ?eld, in a forward link of a data communication, 
is inserted into the information packet, and Wherein the data 
?eld in the forWard link has at least one command ?eld. 

14. The method according to claim 13, Wherein the addi 
tional control ?eld is inserted immediately after the command 
?eld. 

15. The method according to claim 1, Wherein the addi 
tional control ?eld, in a return link, is inserted into the infor 
mation packet, and Wherein the data ?eld in the return link has 
at least one read-data ?eld. 

16. The method according to claim 15, Wherein the control 
?eld is inserted into and/or immediately after the read-data 
?eld. 

17. The method according to claim 1, Wherein the addi 
tional information ?eld is inserted by the base station. 

18. The method according to claim 1, Wherein the tran 
sponder, Whose protocol does not support the function of the 
additional control ?eld and thereby does not recogniZe its 
content, ignores the content of the additional control ?eld. 

19. The method according to claim 1, Wherein the tran 
sponder, Whose protocol does not support the function of the 
additional control ?eld and thereby does not recogniZe its 
content, no longer participates in further data communication 
With the base station. 

20. The method according to claim 1, Wherein the data 
section has a command ?eld and Wherein an additional com 
mand ?eld is inserted into the middle section folloWing the 
additional control ?eld, and Wherein the additional command 
?eld has additional instructions in addition to the instructions 
provided in the command ?eld of the data section. 
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21. The method according to claim 1, Wherein, folloWing 

the additional control ?eld, an additional information ?eld is 
inserted into the middle section, and Wherein information on 
an employed modulation type, an additional parameter data, 
an additional address data, an additional program data, a 
frequency information, and/ or a country-speci?c information 
for data retransmission in the return link and/or clock infor 
mation to control a clock generator of a transponder partici 
pating in the data communication are provided in the addi 
tional information ?eld. 

22. A transponder for data communication With at least one 
base station, the transponder comprising: 

a transmitting/receiving device for receiving a high-fre 
quency carrier signal from the at least one base station 
and for transmitting an appropriate response signal to 
the base station including an information packet includ 
ing a header section, a middle section having a data ?eld 
containing data necessary for the data communication, 
and a terminating end section; 

a control device, Which controls the data communication 
With the at least one base station; and 

a device for inserting an additional control ?eld into said 
data ?eld of said information packet in a return link of 
the data communication. 

23. A base station for data communication With at least one 
transponder, the base station comprising: 

a transmitting/receiving device for transmitting a high 
frequency carrier signal station including an information 
packet including a header section, a middle section hav 
ing a data ?eld containing data necessary for the data 
communication, and a terminating end section to the at 
least one transponder and for receiving an appropriate 
response signal of the at least one transponder receiving 
the carrier signal; 

a control device, Which controls the data communication 
With the at least one transponder; and 

a device for inserting an additional control ?eld into said 
data ?eld of said information packet in a forWard link of 
the data communication. 

24. A data communication system, comprising at least one 
transponder and at least one base station, both the transponder 
and base station comprising: 

a transmitting/receiving device for transmitting a high 
frequency carrier signal and for receiving a response 
signal each of said carrier signal and saidresponse signal 
including an information packet including a header sec 
tion, a middle section having a data ?eld containing data 
necessary for data communication, and a terminating 
end section; 

a control device, Which controls the data communication 
With either the transponder or the base station; and 

a device for inserting an additional control ?eld into said 
data ?eld of said information packet in the data commu 
nication, Wherein the additional control ?eld is inserted 
in a return link by the transponder and in a forWard link 
by the base station. 

25. The data communication system according to claim 24, 
Wherein the at least one base station and/or the at least one 
transponder has an evaluation device, Which evaluates a 
received signal and recogniZes an additional control ?eld that 
is inserted into the signal. 

26. The data communication system according to claim 24, 
Wherein the data communication system is an RFID data 
communication system. 

* * * * * 


