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(57) ABSTRACT 
Methods and systems for selectively transferring con?dential 
or private information to a user of a communication device are 

disclosed. In an exemplary method, a trigger event is detected 
at a ?rst communication device, resulting in the retrieval of a 
data object for transmission to a second communication 
device. If the data object includes private or con?dential 
information, consent of a user of the ?rst communication 
device is required before the data object may be sent to the 
second communication device. In some embodiments, con 
sent is obtained by explicitly requesting consent from a user. 
In others, consent may be deemed under pre-determined cir 
cumstances. 
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METHOD AND APPARATUS FOR 
CONTROLLING THE TRANSFER OF 

PRIVATE INFORMATION IN A 
COMMUNICATION SYSTEM 

RELATED APPLICATIONS 

The present application claims priority under 35 U.S.C. 
Section 119(e) to provisional application Ser. No. 60/944, 
371, ?led Jun. 15, 2007, the contents of which are incorpo 
rated by reference herein. 

BACKGROUND 

The present invention relates generally to communication 
systems. More speci?cally, the invention relates to the trans 
fer of data objects to communication devices in a communi 
cation system. 

With the convergence of voice and data communication 
networks, portable communication devices are increasingly 
likely to support several communication modes, as well as a 
number of communication-related applications. Single-pur 
pose cellular phones and alphanumeric pagers have given 
way to complex mobile devices supporting voice communi 
cations, e-mail, and instant messaging. A typical device often 
includes a camera, a music player, and sound recorder, and 
may include a global positioning system (GPS) receiver. 
Many of these devices and their supporting wireless networks 
now enable simultaneous use of multiple communication 
modes. Thus, a device user today might engage in a voice call 
and simultaneously send or receive text messages, digital 
images, video clips, or the like. 
A few applications have been developed to take advantage 

of this simultaneous availability of multiple communications 
modes. In particular, several patents and patent application 
publications describe a so-called Phone Pages system, in 
which the generation and transfer of multimedia data objects 
is triggered by various communication-related events. These 
data objects, or Phone Pages, thus supplement a primary 
communication session, such as a voice call, an e-mail 
exchange, or an instant message conversation. The Phone 
Pages concept is described in the following patents and patent 
application publications, the contents of which are each 
incorporated by reference herein: US. Pat. No. 6,922,721, 
titled “Exchange of Information in a Communication Sys 
tem” and issued on Jul. 26, 2005 to Minborg et al.; US. Patent 
Application Publication 2005/ 0271041 A1, titled “Exchange 
of Information in a Communication System” and ?led on Jun. 
1, 2005 by Minborg et al.; US. Pat. No. 6,996,072, titled 
“Method and Apparatus for Exchange of Information in a 
Communication Network” and issued on Feb. 7, 2006 to 
Minborg; US. Pat. No. 6,977,909, titled “System and Method 
for Exchange of Information in a Communication Network” 
and issued on Dec. 20, 2005 to Minborg; and US. Patent 
Application Publication 2006/0114845, also titled “System 
and Method for Exchange of Information in a Communica 
tion networ ” and ?led on Nov. 14, 2005 by Minborg. 

The communication techniques and systems described in 
the preceding references provide a variety of enhancements to 
conventional modes of communication, facilitating the con 
venient exchange of various data objects between users of 
communications devices. These enhancements may be quite 
valuable both for promoting personal relationships and for 
supporting business and enterprise communications. How 
ever, techniques for controlling the transfer of private infor 
mation are needed. 
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2 
SUMMARY 

Methods and apparatus for controlling the exchange of 
private and/ or con?dential information in a communication 
network are disclosed. In an exemplary method, the occur 
rence of a trigger event at a ?rst communication device is 
detected; the trigger event may be related to communications 
between the ?rst communication device and a second com 
munication device. A data object is retrieved or formed, in 
response to the trigger event, and the data object is evaluated 
to determine whether it includes private or con?dential infor 
mation. If the data object comprises private or con?dential 
information, the data object is transferred to the second com 
munication device subject to a determination that a user of the 
?rst communication device has consented to the transfer. In 
some embodiments, consent is determined by evaluating a 
response to an express query. In other embodiments, consent 
may be deemed according to one or more prior actions by the 
user, a prior sequence of events, and/or a pre-determined 
consent pro?le for the user of the ?rst communication device. 

In some embodiments, the methods described herein may 
be implemented at a mobile terminal; in others, the methods 
may be implemented at a data object server. Retrieving a data 
object may comprise, in some embodiments, requesting the 
data object from a data object server and receiving the data 
object in response to the request. 
Embodiments of a communication device con?gured to 

selectively transfer con?dential or private information to 
another communication device are also disclosed, as are 
embodiments of a data object server in accordance with sev 
eral aspects of the invention. Of course, those skilled in the art 
will appreciate that the present invention is not limited to the 
above contexts or examples, and will recogniZe additional 
features and advantages upon reading the following detailed 
description and upon viewing the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a communication system according to 
one or more embodiments of the present invention. 

FIG. 2 illustrates an exemplary system for transferring data 
objects between communication devices in a communica 
tions system. 

FIG. 3 is a logic ?ow diagram according to one or more 
embodiments of the present invention. 

FIG. 4 is a block diagram illustrating an exemplary com 
munication device. 

FIG. 5 is a block diagram illustrating an exemplary data 
object server. 

DETAILED DESCRIPTION 

The present invention is described below in reference to a 
wireless telecommunications system providing voice and 
data services to a mobile device. Various systems providing 
voice and data services have been deployed, such as GSM 
networks (providing circuit-switched communications) and 
GPRS (providing packet-switched communications); still 
others are currently under development. These systems may 
employ any or several of a number of wireless access tech 
nologies, such as Time Division Multiple Access (TDMA), 
Code Division Multiple Access (CDMA), Frequency Divi 
sion Multiple Access (FDA), Orthogonal Frequency Division 
Multiple Access (OFDMA), Time Division Duplex (TDD), 
and Frequency Division Duplex (FDD). The present inven 
tion is not limited to any speci?c type of wireless communi 
cations network or access technology. Indeed, those skilled in 



US 8,040,921 B2 
3 

the art will appreciate that the network con?gurations dis 
cussed herein are only illustrative. The inventive techniques 
disclosed herein may be applied to “wired” devices accessing 
conventional voice or data networks, as well as wireless 
devices. The invention may be practiced with devices access 
ing voice and/or data networks via wireless local area net 
works (WLANs) or via one or more of the emerging wide 
area wireless data networks, such as those under development 
by the 3’d-Generation Partnership Project (3GPP). 

FIG. 1 illustrates an exemplary communications system in 
which the present invention may be employed. Communica 
tions device 100 communicates with other devices through 
base station 110, which is connected to wireless network 120. 
Wireless network 120 is in turn connected to the Public 
Switched Telephone Network (PSTN) 125 and the Internet 
130. Wireless device 100 can thus communicate with various 
other devices, such as wireless device 135, conventional land 
line telephone 140, or personal computer 145. In FIG. 1, 
wireless device 100 also has access to data server 150 via the 
Internet 130; data server 150 may be con?gured to provide 
access through Internet 130 to data or applications stored in 
storage device 160. Storage device 160 may comprise one or 
more of a variety of data storage devices, such as disk drives 
connected to data server 150 or one or more other servers, a 

Redundant Array of Inexpensive Drives (RAID) system, or 
the like. 

Communications device 100 may be a cordless telephone, 
cellular telephone, personal digital assistant (PDA), commu 
nicator, computer device, or the like, and may be compatible 
with any of a variety of communications standards, such as 
the Global System for Mobile Communications (GSM) or 
one or more of the standards promulgated by 3GPP. Commu 
nications device 100 may include a digital camera, for still 
and video images, as well as a digital sound recorder and 
digital music player application. Communications device 100 
may also support various applications in addition to voice 
communications, such as e-mail, text messaging, picture 
messaging, instant messaging, video conferencing, web 
browsing, and the like. 

Communications device 100 also includes a wireless local 
area network (WLAN) transceiver con?gured for communi 
cation with WLAN access point 170. WLAN access point 170 
is also connected to Internet 130, providing communications 
device 100 with alternative connectivity to Intemet-based 
resources such as data server 150. 

Also connected to wireless network 120 is location server 
180. Location server 180 is typically maintained by the opera 
tor of wireless network 120, but may be separately adminis 
tered. The main function of location server 180 is to deter 
mine the geographic location of mobile terminals (such as 
mobile terminal 100) using the wireless network 120. Loca 
tion information obtained by location server 180 may range 
from information identifying the cell currently serving 
mobile terminal 100 to more precise location information 
obtained using Global Positioning System (GPS) technology. 

Other technologies, including triangulation methods 
exploiting signals transmitted from or received at several base 
stations, may also be used to obtain location information. 
Triangulation techniques may include Time Difference of 
Arrival (TDOA) technology, which utiliZes measurements of 
a mobile’s uplink signal at several base stations, or Enhanced 
Observed Time Difference (E-OTD) technology, which uti 
liZes measurements taken at the mobile terminal 100 of sig 
nals sent from several base stations. GPS-based technologies 
may include Assisted-GPS, which utiliZes information about 
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4 
the current status of the GPS satellites derived independently 
of the mobile terminal 100 to aid in the determination of the 
ter'minal’s location. 

FIG. 2 presents a simpli?ed view of a system 200 for 
selectively transferring con?dential or private information to 
or between communication devices. (Although the terms 
“private” and “con?dential” may have somewhat different 
connotations in certain contexts, the terms are used inter 
changeably herein to generally refer to information over 
which a user wishes to retain control, e.g., non-public infor 
mation.) System 200 includes a ?rst communication deviceA 
205, a second communication device B 210, a data object 
server C 215, and an external server D 220. In some embodi 
ments, communication devices A 205 and B 210 may com 
prise any of the end user devices described herein, such as, for 
example, communication device 100 of FIG. 1, and data 
object server 215 may comprise any of the servers described 
herein, such as server 150 or server 180 of FIG. 1. 

In some embodiments, the various systems and methods 
described herein may enable the users of communication 
devices A 205 and B 210iupon the occurrence of a trigger 
event, for exampleito transmit and receive data objects 
between them. These data objects may comprise digital 
audio, digital images, video clips, text, or the like. In some 
embodiments, the data objects may be speci?cally related to 
various events occurring during a communication session 
between devices A 205 and B 210, such as the Phone Pages 
described in the earlier-referenced patents and patent appli 
cations. These triggering events may include, for example, 
the initial establishment of a voice call or other communica 
tion session, or a change in communication status, such as a 
caller being placed on hold, or the arrival or departure of 
another party to a multi-party communication session. Other 
trigger events might include, but are not limited to: 
An outgoing call is or is about to be initiated. 
A called party answers a call. 
A called party is busy. 
A called party does not answer after a pre-determined time 

or number of rings. 
A called party rejects a call. 
A called party is unavailable (e.g., an addressed mobile 

phone is out of coverage). 
An incoming call is imminent or has just begun. 
A conference call is or is about to be initiated. 
A call is disconnected. 
A party is placed on hold. 
The location of a party has changed. 
A communication device is switched on or off. 
A special-function button is pressed on a communication 

device. 
A button or other user interface device is activated in 

response to a query. 
A voice mail, text message, e-mail, instant message, or the 

like is received. 
A voice mail, text message, e-mail, instant message, or the 

like is received. 
While many of the preceding trigger events are related to 
traditional voice communications, those skilled in the art will 
appreciate that many analogous trigger events will apply to 
other communication modes, such as instant messaging, 
e-mail, video conferencing, “chat” sessions, and so on. 

In some embodiments, the data objects may comprise pri 
vate or con?dential data or information that may be of interest 
to the users of communication devices A 205 and B 210, or 
any other data or information that may be transmitted via data 
objects or phone pages. In some cases, particular private or 
con?dential data may only be relevant in the event that one or 
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more particular trigger events have occurred. In any case, the 
data objects, or the constituent data to be used in forming data 
objects, may be stored Within a communication device or 
Within a remote server, database or other storage device. 
As shoWn in FIG. 2, the users of communication devices A 

205 and B 210 are engaged in a primary communication 
session 250. Primary communication session 250 may com 
prise a voice call (e.g., circuit-sWitched or VoIP), instant 
message (IM) session, or any other modes of communication 
such as those described herein or combinations thereof. In 
some embodiments, communication device A 205 and com 
munication device B 210 may each include a module or 
application that is able to determine data or information of 
interest to the users thereof, such as, for example, location 
information of one of the communication devices, or any data 
or information that may be private. In some circumstances, 
this private information may be particularly relevant to the 
primary communication session 250 betWeen the users of 
communication device A 205 and communication device B 
210. The data or information may be identi?ed or determined 
either verbally, autonomously or With the assistance another 
entity attached to the communication network, such as, for 
example, a location server, or a database (e. g., the Phone 
Pages database). In some embodiments, such data or infor 
mation may be transmitted and received via data objects. 

For example, during a session betWeen communication 
deviceA 205 and communication device B 210, the users may 
decide that private information such as the current location of 
one of the communication devices needs to be shared to 
enhance the conversation, complete a desired transaction, or 
simply get directions. For example, tWo people talking on a 
session Who Wish to meet might need location information for 
each other, and perhaps directions. In some embodiments, 
hoWever, such information may generally be regarded as pri 
vate and may only be shared after consent of the data’s oWner 
is sought and received. Thus, the systems and methods 
described herein enable the request and/or giving of consent 
so that otherWise private information can be transmitted as 
described herein. In addition to location information, private 
information may also comprise information regarding private 
banking information, personal data, or any other information 
considered to be valuable to either party. 

In some embodiments, during the primary communication 
session 250 With communication device B 210, a triggering 
event may occur at communication device A 205. Such trig 
ger may occur, for example, upon the occurrence of any of the 
folloWing events or combinations thereof: 

Completing establishment of the session With user B; 
Being in a speci?c location that userA has associated With 

particular private or personal data. (While in NeW 
Orleans I like JaZZ music, While in Seattle I like grunge 
music, etc.); 

UserA manually activates a button or other user interface 
device (explicit request); 

Any other trigger events, such as those described above or 
in US. Pat. No. 6,996,072. 

In some embodiments, in response to the trigger event, an 
application in communication device A 205 may directly 
send4or transmit a request to data object server C 215 for it 
to sendia data object to communication device B 210 con 
taining private data or information related to session betWeen 
communication device A 205 and communication device B 
210. A transfer directly betWeen devices A 205 and B 210 is 
shoWn as data object transfer 255 in FIG. 2. A process using 
server C 215 as an intermediary is also shoWn: a data object 
request to server is shoWn at 260 and the resulting transfer of 
a data object to device B 210 is shoWn at 265. In some 
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6 
embodiments, the request to data object server C 215 may 
include the identity of communication device B 210 and the 
private data or information related to session betWeen com 
munication device A 205 and communication device B 210. 
Those skilled in the art Will appreciate that conventional 
means for communicating the request from the communica 
tion device A 205 to the data object server C 215; in some 
embodiments, for instance, the request may comprise an 
HTTP POST message, although, of course, protocols other 
than HTTP may be employed. 

In some embodiments, hoWever, before the data object 
containing private data or information is transferred, consent 
needs to be obtained from the user Who might be compro 
mised by disclosure of the private data or information. In 
some embodiments, such consent may be provided in 
response to an express query, While in some embodiments, 
consent is deemed granted upon the occurrence of a speci?ed 
event or act. 

The folloWing interaction, illustrating an electronically 
assisted sales transaction, demonstrates one embodiment of 
hoW consent may be achieved or obtained according to the 
systems and methods described herein. The user of commu 
nication device A 205 initiates a primary communication 
session 250 With the user of communication device B 210. 
The initiation of communication session 250 may constitute a 
?rst trigger event. This ?rst trigger event may then lead to the 
sharing (i.e., transmission of a data object from communica 
tion device B 210 to communication device A 205) of non 
con?dential information, such as the image of an object that 
the user of communication device B 210 is selling and the 
price of the object. Communication device B 210 may 
respond directly to the trigger event, sending an image pre 
stored in communication device B 210, or it may send a 
request to data object server 215 so that data object server 215 
sends the appropriate data object to communication device A 
210. 

In addition to an image of the object for sale, the data object 
may include parameters translated into control buttons by the 
communication deviceA 205 user interface, so that the user of 
communication device A 205 may accept or reject the price 
offered by the user of communication device B 210. In this 
example, should the user of communication device A 205 
reject the price (by selecting the appropriate control button, 
for example, thus triggering the generation of a rejection 
message to device B 210), then the user of communication 
device B 210 may choose to update the data object With a neW 
price if he Wishes to. This updated data object may then be 
transmitted to the user of communication device A 205. Those 
skilled in the art Will appreciate that this updating process 
may be automated, so that communication device B 210 
automatically responds to the price rejection trigger. Altema 
tively, the updated data object trigger may be sent in response 
to a manual trigger activated by the user of communication 
device B 210. 
The preceding process may be repeated until such time as 

the user of communication device A 205 agrees to purchase 
the item. In some embodiments, once agreement is reached, 
the user(s) of communication deviceA 205 and/or B 210 may 
be asked for consent to disclose private data or information, 
such as each user’s respective location information, to the 
other. Alternatively, in some embodiments, mere acceptance 
of an offered price by the user of communication deviceA 205 
may constitute consent for his or her sharing location infor 
mation. Once consent is obtained, the corresponding location 
information is sent from the communication device A 205 to 



US 8,040,921 B2 
7 

communication device B 210, and vice-versa. When 
received, each communication device may then use this infor 
mation to create a map, or get tum-by-turn directions, either 
on its oWn or by interacting With an appropriate server that can 
provide or generate such information. In some embodiments, 
the information may be sent to data object server 215 or an 
external server 220, either of Which may generate a query to 
a standard mapping service and return a map object to either 
or both parties so they can meet. 

In some embodiments, the functionality described herein 
may utilize multiple cascading data objects and a decision 
tree that leads to the correct behavior. For example, a decision 
tree can be created that speci?es appropriate actions based on 
certain conditions or events, including one or more of the 
trigger events described above. Thus, referring to the above 
hypothetical, a decision tree can specify particular data 
objects to present in based on responses from the user of 
communication device A 205. If the user accepts the initial 
price, for example, the decision tree may present a ?rst data 
object, Whereas another data object (With a modi?ed price, for 
example) Would be presented if the user rejected the initial 
price. In some embodiments, preparation and administration 
of decision trees, cascading phone pages, and related func 
tionality could be the function of the data object server 215, 
the communication device 210, or some other external 
device. 

In some embodiments, a trigger event may trigger a push or 
pull of a data object automatically, or it may trigger a request 
for permission before executing the push or pull of a data 
object, depending on the prior conditions on use of the data 
object. For example, in the above location information hypo 
thetical, a user may demand or specify that his location data 
object not be sent Without an explicit permission granted to 
the data object server in each instance. Other rules, param 
eters and presumptions for transferring data objects and 
receiving or acknowledging consent are of course possible. In 
some embodiments, one or more parameters may be included 
in or associated With a stored data object, or may be included 
in or associated With one or more data items that may be used 
in forming a data object. In these embodiments, a communi 
cation device or data object server may inspect the data object 
or data item to determine Whether the data object contains 
private or con?dential information. For instance, a simple 
one-bit ?ag may indicate that a particular data object may not 
be transmitted to a second communication device Without the 
consent of a user of the ?rst communication device. 

FIG. 3 illustrates an embodiment of an exemplary method 
for selectively transferring con?dential or private information 
to a user of a communication device. The illustrated method 

may be implemented either at a ?rst communication device, 
such as communication device A 205 of FIG. 2, or at a data 
object server, such as server C 215 of FIG. 2, as Will be 
explained more fully beloW. 

In either case, the illustrated method begins With the moni 
toring for a trigger event at a ?rst communications device. As 
explained above, this trigger event may be any of a Wide 
variety of events related to a communications session or trans 
action betWeen the ?rst communication device and a second 
communication device. If the method is implemented on the 
?rst communication device, the trigger events are of course 
detected directly. If, on the other hand, the pictured method is 
implemented at a server, detection of a trigger event may 
comprise the receipt of a message from the communication 
device. 

In either case, upon the detection of a trigger event at block 
310, a data object is formed or retrieved in response to the 
trigger event, as shoWn at block 320. In some embodiments, a 
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8 
data object may be selected from a plurality of data objects 
stored in a database, using the trigger event type and/or iden 
ti?ers associated With the ?rst or second communication 
devices as selection parameters. In some embodiments, a data 
object may be assembled from tWo or more component data 
items, again With the trigger event type and/ or device identi 
?ers used as parameters for selecting Which data items to use 
in forming the data object. If the method of FIG. 3 is imple 
mented at the ?rst communication device, then retrieving or 
forming the data object may comprise sending a data object 
request to a data object server. In these embodiments, the data 
object request may include parameters indicating the trigger 
event type as Well as identi?ers associated With the ?rst and/or 
second devices, for use by the data object server in selecting 
or assembling a data object to be returned to the ?rst commu 
nication device. 
As discussed above, some data objects might include con 

?dential information that should not be forWarded to the 
second communication device Without the consent of the user 
of the ?rst device. Thus, at block 330, the con?dentiality of 
the data object is checked. In some embodiments, this check 
ing process may comprise evaluating a con?dentiality datum, 
or indicator, included in or associated With the data object; in 
others, the con?dentiality may be determined by evaluating 
the types of data included in the data object. For example, 
some data included in the data object might be identi?ed as 
?nancial data; in some embodiments all ?nancial data may be 
treated as con?dential. In other embodiments, determining 
Whether the data object includes private or con?dential infor 
mation may comprise sending a query to the ?rst communi 
cation device user, and evaluating the response. 

If the data object does not include con?dential information, 
then the data object is forWarded to the second communica 
tion device, as shoWn at block 370. If the data object does 
include con?dential information, on the other hand, then the 
data object is not forWarded unless user consent is obtained. 
In some cases, user consent may be deemed, based on, for 
example, prior actions taken by the user or a prior sequence of 
events. For instance, user consent might be deemed in the 
?nancial transaction described earlier based on the user’s 
acceptance of a price offer. The conditions for Whether user 
consent is deemed or not, if any, are thus evaluated as shoWn 
at block 340. Those skilled in the art Will appreciate that those 
conditions may vary according to the precise contents of the 
data object, so that consent may be deemed for some data 
objects but not for others, even given the same user actions or 
prior sequence of events. 

In some embodiments, the conditions under Which consent 
should be deemed may be characterized in a pre-determined 
consent pro?le for the user of the ?rst communication device. 
This consent pro?le, Which may typically be edited by the 
user, may include various conditions under Which consent 
should be deemed. These conditions may include, by Way of 
non-limiting example, customiZable details With respect to 
data object type (e.g., location information, ?nancial infor 
mation) and/ or device identi?ers. Thus, for instance, the 
device user may include in his consent pro?le information 
indicating that all information may be shared With certain 
devices, but only limited information may be shared With 
others. As those skilled in the art Will appreciate, the consent 
pro?le may include other details for use in evaluating Whether 
consent should be deemed. 

If user consent is not deemed, then a consent query is sent 
to the user, as shoWn at block 350. Generally speaking, this 
comprises the generation of a query for display at the user 
interface of the communication device. In embodiments 
implemented at a data object server, this step may further 
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comprise the transmission of a query message from the data 
object server to the ?rst communication device. In either case, 
the user may be provided With a description of the con?den 
tial information and options for consenting or not to transfer 
of the data object to the second communication device. 

If consent is received, at block 360, then the data object is 
sent to the second communication device, at block 370. If not, 
or if the request is not acknowledged in a pre-determined 
time, then the data object is not sent. As Will be appreciated by 
those skilled in the art, the data object may be forWarded to the 
second communication device by a variety of methods. In 
some cases, the method employed may vary depending on the 
type or siZe of the data object. Some of these methods may 
include a Short Message Service (SMS), a Multimedia Mes 
sage Service (MMS), e-mail, Instant Message (IM), or the 
like. Additional methods and/or protocols may be used as 
Well. The data object may in some instances be sent as part of 
the original communications session betWeen the ?rst and 
second communication device, or via a separate session or 
transaction. As Will be appreciated by those skilled in the art, 
the data object may be sent from the ?rst communication 
device to the second communication device, or from a data 
object server to the second communication device, on behalf 
of the ?rst device. 

FIG. 4 illustrates an exemplary communication device 400 
to be used in one embodiment of the present invention. In the 
pictured embodiment, communication device 400 may com 
prise a mobile telephone, or a personal digital assistance 
(PDA) device With mobile telephone capabilities. Communi 
cation device 400 includes a central processing unit (CPU) 
450, connected to at least one memory unit 451, and at least 
one display 420. The CPU 450 may also be connected to a 
keyboard device or area 452 to alloW subscribers to enter, for 
example, digits or alphanumeric characters. The memory unit 
451 may include non-volatile memory (e.g., ?ash, EEPROM 
or SIM card) in order to retain stored information, should 
poWer be temporarily unavailable. 

The CPU 450 is further connected to a radio unit 410 
con?gured to convert incoming and outgoing data to and from 
radio frequency (RF) modulated signals. The radio unit 410 
also connects to an antenna 460 for transmission and recep 
tion of the RF signals. Radio unit 410 may also directly or 
indirectly be connected to an earphone 430 and a microphone 
440 in order to alloW voice communication. Communication 
device 400 may further comprise a plurality of programs 470, 
such as a broWser 471, that can render at least one type of data 
object, and an encryption/decryption engine 472, alloWing 
data object requests to be encrypted and data objects to be 
decrypted. Communication device 400 may optionally be 
equipped With a cache memory in Which it is possible to store 
and retrieve data objects Without occupying transmission 
resources Within the communication netWork. 

In some embodiments of the present invention, CPU 450 
and/ or other processing logic included in communication 
device 400 is con?gured to carry out one or more of the 
methods described above. In particular, communication 
device 400 may comprise processing logic con?gured to 
detect the occurrence of a trigger event, the trigger event 
related to communication betWeen device 400 and a second 
communication device. In response to the trigger event, the 
processing logic is con?gured to retrieve or form a data 
object; in some embodiments this comprises requesting a data 
object from a remote data object server and receiving the data 
object in response. The processing logic may be further con 
?gured to determine Whether the data object includes private 
or con?dential information; if so, the processing logic deter 
mines Whether a user of the ?rst communication device has 
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10 
consented to transfer of the data object to the second commu 
nication device. In some embodiments, this may comprise 
requesting express consent from the user. Upon receiving 
consent (or, in some embodiments, upon deeming consent), 
the processing logic is con?gured to forWard the data object to 
the second communication device. In some embodiments, 
this may comprise transmitting the data object to the second 
communication device via radio unit 410. 

FIG. 5 illustrates an exemplary data object server 500, 
according to one or more embodiments of the present inven 
tion. Data object server 500 comprises at least one CPU 530 
connected to at least one memory device 510, a cache 
memory 550, at least one database 540 and at least one net 
Work interface 520. Memory devices 510 and databases 540 
may include non-volatile memory, such as ?ash, magnetic, or 
optical storage devices. NetWork interface 520 enables the 
CPU 530 to send and receive data to/from the data netWork 
130. The cache memory 550 alloWs storage of frequently used 
data objects so that the CPU 530 may obtain them readily. The 
database 540 contains the actual data objects that can be 
requested by a communication device, such as communica 
tion device 400, via, for example, the Wireless netWork 120 
and Internet 130 pictured in FIG. 1. The data object server 
may further comprise a number of programs 560 including, 
but not limited to, a ?lter 561, alloWing the data objects to be 
optimiZed according to the rendering capabilities of the com 
munication device 400, and an encryption/decryption engine 
562, alloWing data object requests to be decrypted and data 
objects to be encrypted. 

In some embodiments of the present invention, the data 
object server 500 is con?gured to carry out one or more of the 
methods described above. In particular, data object server 500 
may comprise processing logic (e.g., CPU 530, con?gured 
With appropriate softWare) con?gured to detect the occur 
rence of a trigger event associated With communication 
betWeen a ?rst and second communication device. In some 
embodiments, the trigger event is detected by the receipt of a 
trigger event mes sage from the ?rst communication device. In 
response to the trigger event/trigger event message, the data 
object server is con?gured to retrieve or form a data object. In 
some embodiments, this comprises retrieving the data object 
from database 540 or cache 550; in other embodiments or 
circumstances this may comprise requesting a data object 
from a remote data object server and receiving the data object 
in response. The data object server 500 may be further con 
?gured to determine Whether the data object includes private 
or con?dential information; if so, the data object server 500 
determines Whether a user of the ?rst communication device 
has consented to transfer of the data object to the second 
communication device. In some embodiments, this may com 
prise requesting express consent from the user by sending a 
consent query to the ?rst communication device. Upon 
receiving consent, such as a response to the consent query (or, 
in some embodiments, upon deeming consent), the data 
object server 500 is con?gured to forWard the data object to 
the second communication device, via netWork interface 520. 

Those skilled in the art Will appreciate that the various 
functions of communication device 400 and data object 
server 500 may be performed using various combinations of 
hardWare and softWare. Accordingly, each of the described 
processing blocks may in some embodiments directly corre 
spond to one or more commercially available or custom 

microprocessors, microcontrollers, or digital signal proces 
sors. In other embodiments, hoWever, tWo or more of the 
processing blocks or functional elements of device 400 or 
data object server 500 may be implemented on a single pro 
cessor, While functions of other blocks are split betWeen tWo 
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or more processors. Likewise, memories 451 and 510 are 
representative of the one or more memory devices containing 
the software, ?rmware, and data used to implement base 
station functionality in accordance with one or more embodi 
ments of the present invention. Thus, these memory devices 
may include, but are not limited to, the following types of 
devices: cache, ROM, PROM, EPROM, EEPROM, ?ash, 
SRAM, and DRAM. 

Those skilled in the art should appreciate that the present 
invention broadly provides methods and apparatus for selec 
tively transferring con?dential or private information to a user 
of a communication device. The present invention may, of 
course, be carried out in other speci?c ways than those herein 
set forth without departing from the scope and essential char 
acteristics of the invention. Thus, the present invention is not 
limited to the features and advantages detailed in the forego 
ing description, nor is it limited by the accompanying draw 
ings. Indeed, the present invention is limited only by the 
following claims, and their legal equivalents. 

What is claimed is: 
1. A method for selectively transferring private information 

to a user of a communication device, comprising: 
detecting an occurrence of a trigger event at a ?rst mobile 

terminal; 
retrieving or forming a data object at the ?rst mobile ter 

minal, in response to the trigger event; 
determining whether the data object that was retrieved or 

formed in response to the trigger event includes private 
information; 

determining whether a user of the ?rst mobile terminal has 
consented to transfer of the data object, if the data object 
includes private information; 

sending the data object from the ?rst mobile terminal to a 
second mobile terminal, responsive to the trigger event, 
if the user of the ?rst mobile terminal has consented or if 
the data object does not include private information. 

2. The method of claim 1, wherein retrieving or forming a 
data object in response to the trigger event comprises request 
ing the data object from a data object server and receiving the 
data object in response to the request. 

3. The method of claim 1, wherein determining whether the 
data object includes private information comprises inspecting 
the data object for a con?dentiality indicator. 

4. The method of claim 1, wherein determining whether the 
data object includes private information comprises providing 
a con?dentiality query to the user of the ?rst mobile terminal 
and evaluating a response, if any, to the con?dentiality query. 

5. The method of claim 4, wherein determining whether the 
user of the ?rst mobile terminal has consented to transfer of 
the data object is based on the response to the con?dentiality 
query. 

6. The method of claim 1, wherein determining whether the 
user of the ?rst mobile terminal has consented to transfer of 
the data object comprises evaluating a pre-determined con 
sent pro?le for the user of the ?rst mobile terminal. 
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7. The method of claim 1, wherein determining whether the 

user of the ?rst mobile terminal has consented to transfer of 
the data object comprises providing a consent query to the 
user of the ?rst mobile terminal and evaluating a response, if 
any, to the consent query. 

8. The method of claim 1, wherein the trigger event indi 
cates acceptance of an electronic sales offer by the user of the 
?rst mobile terminal and the data object comprises private 
?nancial information, and wherein determining whether the 
user has consented to transfer of the data object comprises 
deeming consent based on said indication of acceptance. 

9. The method of claim 1 wherein the trigger event com 
prises an establishing of a communication session, a change 
in communication status, the expiration of a timer, or a 
manual activation of a device key by a user of the ?rst mobile 
terminal. 

10. A ?rst mobile terminal con?gured for communication 
with a second mobile terminal, wherein the ?rst mobile ter 
minal comprises processing logic con?gured to: 

detect an occurrence of a trigger event at the ?rst mobile 

terminal; 
retrieve or form a data object in response to the trigger 

event; 
determine whether the data object includes private infor 

mation; 
determine whether a user of the ?rst mobile terminal has 

consented to transfer of the data object, if the data object 
includes private information; 

send the data object to the second mobile terminal, respon 
sive to the trigger event, if the user of the ?rst mobile 
terminal has consented or if the data object does not 
include private information. 

11. The ?rst mobile terminal of claim 10, wherein the 
processing logic is con?gured to retrieve the data object by 
requesting the data object from a data object server and 
receiving the data object in response to the request. 

12. The ?rst mobile terminal of claim 10, wherein the 
processing logic is con?gured to form the data object by 
assembling the data object using one or more stored data 
items selected in view of the triggering event. 

13. The ?rst mobile terminal of claim 10, wherein the 
processing logic is con?gured to determine whether the data 
object includes private information by inspecting the data 
object for a con?dentiality indicator. 

14. The ?rst mobile terminal of claim 10, wherein the 
processing logic is con?gured to determine whether the user 
of the ?rst mobile terminal has consented to transfer of the 
?rst data object by evaluating a pre-determined consent pro 
?le for the user of the ?rst mobile terminal. 

15. The ?rst mobile terminal of claim 10, wherein the 
processing logic is con?gured to determine whether the user 
of the ?rst mobile terminal has consented to transfer of the 
data object by querying the user of the ?rst mobile terminal 
and evaluating a response to the query. 

* * * * * 


