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INTEGRATED CIRCUIT FOR NETWORK 
STRESS TESTING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is related to copending Patent Application 
Ser. No. 60/642,483 entitled “Integrated Circuit for Network 
Delay And Jitter Testing,” ?led Jan. 7, 2005, the disclosure 
thereof incorporated by reference herein in its entirety. 

BACKGROUND 

The present invention relates generally to netWork testing. 
More particularly, the present invention relates to integrated 
circuits for stress testing a netWork. 

Data netWorks are becoming increasingly important to all 
sectors of the economy. As the reliance on these data netWorks 
rises, so do the costs of netWork doWntime or even less than 
optimal netWork performance. For these reasons, netWork 
testing, troubleshooting, and monitoring has also become 
increasingly important. 
One approach to netWork testing is to purchase and deploy 

specialiZed netWork test equipment to test the netWork. One 
disadvantage of this approach is that such equipment is very 
expensive, especially When capable of testing very fast net 
Works. Another disadvantage is that installing this specialiZed 
equipment to obtain meaningful measurements usually 
requires changing the netWork topology, possibly interfering 
With the normal operation of the netWork. 

Another approach is to run netWork testing applications in 
existing netWork devices such as routers and the like that have 
built-in central processing units (CPUs). One disadvantage of 
this approach is that the netWork testing applications burden 
the CPUs and therefore reduce the performance of such net 
Work devices in their normal netWork roles. Furthermore, 
these CPUs are limited in performance relative to the number 
of ports and their speed in the netWork, and so cannot handle 
tra?ic at Wirespeed. 

SUMMARY 

In general, in one aspect, the invention features an inte 
grated circuit comprising a plurality of ports to transmit and 
receive packets of data; a forWarding engine to transfer the 
packets of data betWeen the ports; and a controller to receive 
one or more packet de?nitions that specify characteristics of 
a packet; and Wherein at least one of the ports comprises a 
packet generator to originate one or more packets of data 
according to one or more of the packet de?nitions received by 
the controller. 

Particular implementations can include one or more of the 
folloWing features. The at least one of the ports further com 
prises a netWork transmit interface to transmit the one or more 
packets of data originated by the packet generator. The at least 
one of the ports further comprises an egress queue to store the 
packets of data received by the at least one of the ports from 
the forWarding engine; a test queue to store the packets of data 
originated by the packet generator; and a scheduler compris 
ing a ?rst input in communication With the egress queue, a 
second input in communication With the test queue, and an 
output in communication With the netWork transmit interface. 
The one or more packet de?nitions comprise at least one of 
the group consisting of an address de?nition that speci?es one 
or more addresses for the one or more packets of data to be 
originated by the packet generator; a load de?nition that 
speci?es a number of the one or more packets of data to be 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
originated by the packet generator; a protocol de?nition that 
speci?es one or more netWork protocols for the one or more 

packets of data to be originated by the packet generator; a 
payload de?nition that speci?es one or more data patterns for 
payloads of the one or more packets of data to be originated 
by the packet generator; a data rate de?nition that speci?es 
one or more data rates at Which the one or more packets of 

data to be originated by the packet generator are to be trans 
mitted; and a quality of service de?nition that speci?es one or 
more qualities of service for the one or more packets of data 
to be originated by the packet generator. The at least one of the 
ports further comprises a netWork receive interface to receive 
one or more packets of data representing a number of the one 
or more packets of data originated by the packet generator and 
transmitted by the netWork transmit interface that Were 
received by one or more netWork devices; and Wherein the 
controller determines a packet loss based on a number of the 
one or more packets of data originated by the packet generator 
and transmitted by the netWork transmit interface to the one or 
more netWork devices and the number of the one or more 
packets of data originated by the packet generator that Were 
received by the one or more netWork devices. The controller 
determines the packet loss based on one or more properties of 
the one or more packets of data originated by the packet 
generator and transmitted by the netWork transmit interface. 
The one or more properties comprise at least one of the group 
consisting of a source address of the packet of data represent 
ing the number of the one or more packets of data originated 
by the packet generator and transmitted by the netWork trans 
mit interface that Were received by a netWork device; a des 
tination address of the one or more packets of data originated 
by the packet generator and transmitted by the network trans 
mit interface; and one or more qualities of service for the one 
or more packets of data originated by the packet generator and 
transmitted by the netWork transmit interface. The at least one 
of the ports further comprises a netWork receive interface to 
receive packets of data; and Wherein the integrated circuit 
further comprises a classi?er to identify the packets of data 
that Were received by the netWork receive interface in reply to 
packets of data that Were originated and transmitted by one of 
the ports in the integrated circuit, and a counter to count a 
number of the packets of data received by the netWork receive 
interface in reply to the one or more packets of data that Were 
originated and transmitted by the one of the ports in the 
integrated circuit. The controller determines a packet loss 
based on a number of the packets of data that Were originated 
and transmitted by the one of the ports in the integrated circuit 
and the number of the packets of data received by the netWork 
receive interface in reply to the one or more packets of data 
that Were originated and transmitted by the one of the ports in 
the integrated circuit. The at least one of the ports further 
comprises an ingress queue to store the packets of data 
received by the netWork receive interface. The at least one of 
the ports further comprises a netWork receive interface to 
receive packets of data; and Wherein the integrated circuit 
further comprises a classi?er to determine one or more prop 
erties of the packets of data received by the netWork receive 
interface, and a counter to count a number of packets of data 
received by the netWork receive interface and having proper 
ties that match one or more property de?nitions. The at least 
one of the ports further comprises an ingress queue to store 
the packets of data received by the netWork receive interface. 
The one or more property de?nitions comprise at least one of 
the group consisting of a value for a ?eld in the packets of data 
that indicates the packets of data Were originated by one of the 
ports in the integrated circuit; and a value for a ?eld in the 
packets of data that indicates the packets of data Were origi 
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nated by a port in another integrated circuit; and one or more 
qualities of service for the packets of data. The at least one of 
the ports receives a request for the contents of the counter; and 
transmits a packet of data comprising the contents of the 
counter. A netWork sWitch comprises the integrated circuit. 
An Ethernet sWitch comprises the netWork sWitch. A netWork 
device comprising the integrated circuit. The netWork device 
further comprises a user interface to provide the one or more 
packet de?nitions to the integrated circuit. A netWork device 
comprising the integrated circuit. The netWork device further 
comprises a user interface to provide the one or more property 
de?nitions to the integrated circuit, and to retrieve the con 
tents of the counter. 

In general, in one aspect, the invention features a method 
for an integrated circuit comprising transmitting and receiv 
ing packets of data on a plurality of ports of the integrated 
circuit; transferring the packets of data betWeen the ports; 
receiving one or more packet de?nitions that specify charac 
teristics of a packet; and originating one or more packets of 
data according to one or more of the packet de?nitions. 

Particular implementations can include one or more of the 
folloWing features. The method further comprises transmit 
ting the one or more packets of data originated by the inte 
grated circuit. The one or more packet de?nitions comprise at 
least one of the group consisting of an address de?nition that 
speci?es one or more addresses for the one or more packets of 
data; a load de?nition that speci?es a number of the one or 
more packets of data; a protocol de?nition that speci?es one 
or more netWork protocols for the one or more packets of 
data; a payload de?nition that speci?es one or more data 
patterns for payloads of the one or more packets of data; a data 
rate de?nition that speci?es one or more data rates at Which 
the one or more packets of data are to be transmitted; and a 
quality of service de?nition that speci?es one or more quali 
ties of service for the one or more packets of data. The method 
further comprises: receiving one or more packets of data 
representing a number of the one or more packets of data 
originated and transmitted by the integrated circuit that Were 
received by one or more netWork devices; and determining a 
packet loss based on a number of the one or more packets of 
data originated and transmitted by the integrated circuit and 
the number of the one or more packets of data originated and 
transmitted to the one or more netWork devices by the inte 
grated circuit that Were received by the one or more netWork 
devices. The method further comprises: determining the 
packet loss based on one or more properties of the one or more 
packets of data originated and transmitted by the integrated 
circuit. The one or more properties comprise at least one of 
the group consisting of a source address of the packet of data 
representing the number of the one or more packets of data 
originated and transmitted by the integrated circuit that Were 
received by a netWork device; a destination address of the one 
or more packets of data originated and transmitted by the 
integrated circuit; and one or more qualities of service for the 
one or more packets of data originated and transmitted by the 
integrated circuit. The method further comprises: receiving 
packets of data; and counting a number of the received pack 
ets of data that Were received in reply to the one or more 
packets of data originated and transmitted by the integrated 
circuit. The method further comprises: determining a packet 
loss based on a number of the packets of data that Were 
originated and transmitted by the integrated circuit and the 
number of received packets of data received in reply to the one 
or more packets of data originated and transmitted by the 
integrated circuit. The method further comprises: receiving 
packets of data; determining one or more properties of the 
received packets of data; and counting a number of the 
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received packets of data having properties that match one or 
more property de?nitions. The one or more property de?ni 
tions comprise at least one of the group consisting of: a value 
for a ?eld in the packets of data that indicates the packets of 
data Were originated by the integrated circuit; and a value for 
a ?eld in the packets of data that indicates the packets of data 
Were originated by another integrated circuit; and one or more 
qualities of service for the packets of data. The method further 
comprises: receiving a request for the number of packets of 
data received by the netWork receive interface that have prop 
er‘ties that match the one or more property de?nitions; and 
transmitting a packet of data comprising the number of pack 
ets of data received by the netWork receive interface that have 
properties that match the one or more property de?nitions. 

In general, in one aspect, the invention features an inte 
grated circuit comprising: one or more ports to transmit and 
receive packets of data; a host interface to transmit and 
receive the packets of data; a controller to receive one or more 
packet de?nitions that specify characteristics of a packet; and 
Wherein at least one of the ports comprises a packet generator 
to originate one or more packets of data according to one or 
more of the packet de?nitions received by the controller. 

Particular implementations can include one or more of the 
folloWing features. The at least one of the ports further com 
prises: a netWork transmit interface to transmit the one or 
more packets of data originated by the packet generator. The 
at least one of the ports further comprises: an egress queue to 
store the packets of data received by the at least one of the 
ports from the host interface; a test queue to store the packets 
of data originated by the packet generator; and a scheduler 
comprising a ?rst input in communication With the egress 
queue, a second input in communication With the test queue, 
and an output in communication With the netWork transmit 
interface. The one or more packet de?nitions comprise at least 
one of the group consisting of: an address de?nition that 
speci?es one or more addresses for the one or more packets of 
data to be originated by the packet generator; a load de?nition 
that speci?es a number of the one or more packets of data to 
be originated by the packet generator; a protocol de?nition 
that speci?es one or more netWork protocols for the one or 
more packets of data to be originated by the packet generator; 
a payload de?nition that speci?es one or more data patterns 
for payloads of the one or more packets of data to be origi 
nated by the packet generator; a data rate de?nition that 
speci?es one or more data rates at Which the one or more 

packets of data to be originated by the packet generator are to 
be transmitted; and a quality of service de?nition that speci 
?es one or more qualities of service for the one or more 
packets of data to be originated by the packet generator. The 
at least one of the ports further comprises: a netWork receive 
interface to receive one or more packets of data representing 
a number of the one or more packets of data originated by the 
packet generator and transmitted by the netWork transmit 
interface that Were received by one or more netWork devices; 
and Wherein the controller determines a packet loss based on 
a number of the one or more packets of data originated by the 
packet generator and transmitted by the netWork transmit 
interface to the one or more netWork devices and the number 
of the one or more packets of data originated by the packet 
generator and transmitted by the netWork transmit interface 
that Were received by the one or more netWork devices. The 
controller determines the packet loss based on one or more 
properties of the one or more packets of data originated by the 
packet generator and transmitted by the netWork transmit 
interface. The one or more properties comprise at least one of 
the group consisting of: a source address of the packet of data 
representing the number of the one or more packets of data 
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originated by the packet generator and transmitted by the 
network transmit interface that were received by a network 
device; a destination address of the one or more packets of 
data originated by the packet generator and transmitted by the 
network transmit interface; and one or more qualities of ser 
vice for the one or more packets of data originated by the 
packet generator and transmitted by the network transmit 
interface. The at least one of the ports further comprises a 
network receive interface to receive packets of data; and 
wherein the integrated circuit further comprises a classi?er to 
identify the packets of data that were received by the network 
receive interface in reply to packets of data that were origi 
nated and transmitted by one of the ports in the integrated 
circuit, and a counter to count a number of the one or more 
packets of data received by the network receive interface in 
reply to the packets of data that were originated and transmit 
ted by the one of the ports in the integrated circuit. The 
controller determines a packet loss based on a number of the 
packets of data that were originated and transmitted by the 
one of the ports in the integrated circuit and the number of the 
packets of data received by the network receive interface in 
reply to the one or more packets of data that were originated 
and transmitted by the one of the ports in the integrated 
circuit. The at least one of the ports further comprises: an 
ingress queue to store the packets of data received by the 
network receive interface. The at least one of the ports further 
comprises a network receive interface to receive packets of 
data; and wherein the integrated circuit further comprises a 
classi?er to determine one or more properties of the packets 
of data received by the network receive interface, and a 
counter to count a number of packets of data received by the 
network receive interface and having properties that match 
one or more property de?nitions. At least one of the ports 
further comprises: an ingress queue to store the packets of 
data received by the network receive interface. The one or 
more property de?nitions comprise at least one of the group 
consisting of: a value for a ?eld in the packets of data that 
indicates the packets of data were originated by one of the 
ports in the integrated circuit; a value for a ?eld in the packets 
of data that indicates the packets of data were originated by a 
port in another integrated circuit; and one or more qualities of 
service for the packets of data. The at least one of the ports: 
receives a request for the contents of the counter; and trans 
mits a packet of data comprising the contents of the counter. 
A network interface controller (NIC) comprises. A network 
device comprises the integrated circuit. The network device 
further comprises: a user interface to provide the one or more 
packet de?nitions to the integrated circuit. A network device 
comprises the integrated circuit. The network device of fur 
ther comprises: a user interface to provide the one or more 
property de?nitions to the integrated circuit, and to retrieve 
the contents of the counter. 

In general, in one aspect, the invention features a method 
for an integrated circuit comprising: transmitting and receiv 
ing packets of data on one or more ports of the integrated 
circuit; transmitting and receiving packets of data on a host 
interface of the integrated circuit; receiving one or more 
packet de?nitions that specify characteristics of a packet; and 
originating one or more packets of data according to one or 
more of the packet de?nitions. The method further comprises: 
transmitting the one or more packets of data on one or more of 
the one or more ports. The one or more packet de?nitions 
comprise at least one of the group consisting of: an address 
de?nition that speci?es one or more addresses for the one or 
more packets of data; a load de?nition that speci?es a number 
of the one or more packets of data; a protocol de?nition that 
speci?es one or more network protocols for the one or more 
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6 
packets of data; a payload de?nition that speci?es one or more 
data patterns for payloads of the one or more packets of data; 
a data rate de?nition that speci?es one or more data rates at 

which the one or more packets of data are to be transmitted; 
and a quality of service de?nition that speci?es one or more 
qualities of service for the one or more packets of data. The 
method further comprises: receiving one or more packets of 
data representing a number of the one or more packets of data 
originated and transmitted by the integrated circuit that were 
received by one or more network devices; and determining a 
packet loss based on a number of the one or more packets of 
data originated and transmitted to the one or more network 
devices by the integrated circuit and the number of the one or 
more packets of data originated and transmitted by the inte 
grated circuit that were received by the one or more network 
devices. The method further comprises: determining the 
packet loss based on one or more properties of the one or more 

packets of data originated and transmitted by the integrated 
circuit. The one or more properties comprise at least one of 
the group consisting of: a source address of the packet of data 
representing the number of the one or more packets of data 
originated and transmitted by the integrated circuit that were 
received by a network device; a destination address of the one 
or more packets of data originated and transmitted by the 
integrated circuit; and one or more qualities of service for the 
one or more packets of data originated and transmitted by the 
integrated circuit. The method further comprises: receiving 
packets of data; and counting a number of the received pack 
ets of data that were received in reply to the one or more 
packets of data originated and transmitted by the integrated 
circuit. The method further comprises: determining a packet 
loss based on a number of the packets of data that were 
originated and transmitted by the integrated circuit and the 
number of packets of data received in reply to the one or more 
packets of data originated and transmitted by the integrated 
circuit. The method further comprises: receiving packets of 
data; and determining one or more properties of the packets of 
data received by the integrated circuit, and counting a number 
of the packets of data received by the integrated circuit and 
having properties that match one or more property de?ni 
tions. The one or more property de?nitions comprise at least 
one of the group consisting of: a value for a ?eld in the packets 
of data that indicates the packets of data were originated by 
the integrated circuit; a value for a ?eld in the packets of data 
that indicates the packets of data were originated by another 
integrated circuit; and one or more qualities of service for the 
packets of data. The method further comprises: receiving a 
request for the number of packets of data received by the 
integrated circuit that have properties that match the one or 
more property de?nitions; and transmitting a packet of data 
comprises the number of packets of data received by the 
integrated circuit that have properties that match the one or 
more property de?nitions. 

In general, in one aspect, the invention features an inte 
grated circuit comprising: a plurality of port means for trans 
mitting and receiving packets of data; forwarding means for 
transferring the packets of data between the port means; and 
controller means for receiving one or more packet de?nitions 
that specify characteristics of a packet; and wherein at least 
one of the port means comprises packet generator means for 
originating one or more packets of data according to one or 
more of the packet de?nitions received by the controller 
means. 

Particular implementations can include one or more of the 
following features. The at least one of the port means further 
comprises: network transmit interface means for transmitting 
the one or more packets of data originated by the packet 
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generator means. The at least one of the port means further 
comprises: egress queue means for storing the packets of data 
received by the at least one of the port means from the for 
Warding means; test queue means for storing the packets of 
data originated by the packet generator means; and scheduler 
means comprises ?rst input means for communicating With 
the egress queue means, second input means for communi 
cating With the test queue means, and output means for com 
municating With the netWork transmit interface means. The 
one or more packet de?nitions comprise at least one of the 
group consisting of: an address de?nition that speci?es one or 
more addresses for the one or more packets of data to be 
originated by the packet generator means; a load de?nition 
that speci?es a number of the one or more packets of data to 
be originated by the packet generator means; a protocol de? 
nition that speci?es one or more netWork protocols for the one 
or more packets of data to be originated by the packet gen 
erator means; a payload de?nition that speci?es one or more 
data patterns for payloads of the one or more packets of data 
to be originated by the packet generator means; a data rate 
de?nition that speci?es one or more data rates at Which the 
one or more packets of data to be originated by the packet 
generator means are to be transmitted; and a quality of service 
de?nition that speci?es one or more qualities of service for 
the one or more packets of data to be originated by the packet 
generator means. The at least one of the port means further 
comprises: netWork receive interface means for receiving one 
or more packets of data representing a number of the one or 
more packets of data originated by the packet generator 
means and transmitted by the netWork transmit interface 
means that Were received by one or more netWork devices; 
and Wherein the controller means determines a packet loss 
based on a number of the one or more packets of data origi 
nated by the packet generator means and transmitted by the 
netWork transmit interface means to the one or more netWork 

devices and the number of the one or more packets of data 
originated by the packet generator means that Were received 
by the one or more netWork devices. The controller means 
determines the packet loss based on one or more properties of 
the one or more packets of data originated by the packet 
generator and transmitted by the netWork transmit interface 
means. The one or more properties comprise at least one of 
the group consisting of: a source address of the packet of data 
representing the number of the one or more packets of data 
originated by the packet generator means and transmitted by 
the netWork transmit interface means that Were received by a 
netWork device; a destination address of the one or more 
packets of data originated by the packet generator means and 
transmitted by the netWork transmit interface means; and one 
or more qualities of service for the one or more packets of data 
originated by the packet generator means and transmitted by 
the netWork transmit interface means. The at least one of the 
ports further comprises a netWork receive interface means for 
receiving packets of data; and Wherein the integrated circuit 
further comprises classi?er means for identifying the packets 
of data that Were received by the netWork receive interface 
means in reply to packets of data that Were originated and 
transmitted by one of the port means in the integrated circuit, 
and counter means for counting a number of the packets of 
data received by the netWork receive interface means in reply 
to the one or more packets of data that Were originated and 
transmitted by the one of the port means in the integrated 
circuit. The controller means determines a packet loss based 
on a number of the packets of data that Were originated and 
transmitted by the one of the port means in the integrated 
circuit and the number of the packets of data received by the 
netWork receive interface means in reply to the one or more 
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8 
packets of data that Were originated and transmitted by the 
one of the port means in the integrated circuit. The at least one 
of the port means further comprises: ingress queue means for 
storing the packets of data received by the netWork receive 
interface means. The at least one of the ports further com 
prises a netWork receive interface means for receiving packets 
of data; and Wherein the integrated circuit further comprises 
classi?er means for determining one or more properties of the 
packets of data received by the netWork receive interface 
means, and counter means for counting a number of packets 
of data received by the netWork receive interface means and 
having properties that match one or more property de?ni 
tions. The at least one of the port means further comprises: 
ingress queue means for storing the packets of data received 
by the netWork receive interface means. The one or more 
property de?nitions comprise at least one of the group con 
sisting of: a value for a ?eld in the packets of data that 
indicates the packets of data Were originated by one of the 
port means in the integrated circuit; and a value for a ?eld in 
the packets of data that indicates the packets of data Were 
originated by a port in another integrated circuit; and one or 
more qualities of service for the packets of data. The at least 
one of the port means: receives a request for the contents of 
the counter means; and transmits a packet of data comprises 
the contents of the counter means. A netWork sWitch com 
prises the integrated circuit. An Ethernet sWitch comprises the 
netWork sWitch. A netWork device comprises the integrated 
circuit. The netWork device further comprises: user interface 
means for providing the one or more packet de?nitions to the 
integrated circuit. A netWork device comprises the integrated 
circuit. The netWork device further comprises: user interface 
means for providing the one or more property de?nitions to 
the integrated circuit, and for retrieving the contents of the 
counter. 

In general, in one aspect, the invention features a computer 
program for an integrated circuit comprising: causing the 
integrated circuit to transmit and receive packets of data on a 
plurality of ports of the integrated circuit; transferring the 
packets of data betWeen the ports; receiving one or more 
packet de?nitions that specify characteristics of a packet; and 
originating one or more packets of data according to one or 
more of the packet de?nitions. The computer program further 
comprises: causing the one or more packets of data originated 
by the integrated circuit to be transmitted. The one or more 
packet de?nitions comprise at least one of the group consist 
ing of: an address de?nition that speci?es one or more 
addresses for the one or more packets of data; a load de?nition 
that speci?es a number of the one or more packets of data; a 
protocol de?nition that speci?es one or more netWork proto 
cols for the one or more packets of data; a payload de?nition 
that speci?es one or more data patterns forpayloads of the one 
or more packets of data; a data rate de?nition that speci?es 
one or more data rates at Which the one or more packets of 

data are to be transmitted; and a quality of service de?nition 
that speci?es one or more qualities of service for the one or 
more packets of data. The computer program further com 
prises: receiving one or more packets of data representing a 
number of the one or more packets of data originated and 
transmitted by the integrated circuit that Were received by one 
or more netWork devices; and determining a packet loss based 
on a number of the one or more packets of data originated and 
transmitted by the integrated circuit and the number of the one 
or more packets of data originated and transmitted to the one 
or more netWork devices by the integrated circuit that Were 
received by the one or more netWork devices. The computer 
program further comprises: determining the packet loss based 
on one or more properties of the one or more packets of data 
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originated and transmitted by the integrated circuit. The one 
or more properties comprise at least one of the group consist 
ing of: a source address of the packet of data representing the 
number of the one or more packets of data originated and 
transmitted by the integrated circuit that Were received by a 
network device; a destination address of the one or more 
packets of data originated and transmitted by the integrated 
circuit; and one or more qualities of service for the one or 
more packets of data originated and transmitted by the inte 
grated circuit. The computer program further comprises: 
receiving packets of data; and counting a number of the 
received packets of data that Were received in reply to the one 
or more packets of data originated and transmitted by the 
integrated circuit. The computer program further comprises: 
determining a packet loss based on a number of the packets of 
data that Were originated and transmitted by the integrated 
circuit and the number of received packets of data received in 
reply to the one or more packets of data originated and trans 
mitted by the integrated circuit. The computer program fur 
ther comprises: receiving packets of data; determining one or 
more properties of the received packets of data; and counting 
a number of the received packets of data having properties 
that match one or more property de?nitions. The one or more 

property de?nitions comprise at least one of the group con 
sisting of: a value for a ?eld in the packets of data that 
indicates the packets of data Were originated by the integrated 
circuit; and a value for a ?eld in the packets of data that 
indicates the packets of data Were originated by another inte 
grated circuit; and one or more qualities of service for the 
packets of data. The computer program further comprises: 
receiving a request for the number of packets of data received 
by the network receive interface that have properties that 
match the one or more property de?nitions; and causing the 
integrated circuit to transmit a packet of data comprises the 
number of packets of data received by the netWork receive 
interface that have properties that match the one or more 
property de?nitions. 

In general, in one aspect, the invention features an inte 
grated circuit comprising: one or more port means for trans 
mitting and receiving packets of data; host interface means 
for transmitting and receiving the packets of data; controller 
means for receiving one or more packet de?nitions that 
specify characteristics of a packet; and Wherein at least one of 
the port means comprises packet generator means for origi 
nating one or more packets of data according to one or more 
of the packet de?nitions received by the controller means. 

Particular implementations can include one or more of the 
folloWing features. The at least one of the port means further 
comprises: netWork transmit interface means for transmitting 
the one or more packets of data originated by the packet 
generator means. The at least one of the port means further 
comprises: egress queue means for storing the packets of data 
received by the at least one of the port means from the host 
interface means; test queue means for storing the packets of 
data originated by the packet generator means; and scheduler 
means comprises ?rst input means for communicating With 
the egress queue means, second input means for communi 
cating With the test queue means, and output means for com 
municating With the netWork transmit interface means. The 
one or more packet de?nitions comprise at least one of the 
group consisting of: an address de?nition that speci?es one or 
more addresses for the one or more packets of data to be 
originated by the packet generator means; a load de?nition 
that speci?es a number of the one or more packets of data to 
be originated by the packet generator means; a protocol de? 
nition that speci?es one or more netWork protocols for the one 
or more packets of data to be originated by the packet gen 
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10 
erator means; a payload de?nition that speci?es one or more 
data patterns for payloads of the one or more packets of data 
to be originated by the packet generator means; a data rate 
de?nition that speci?es one or more data rates at Which the 
one or more packets of data to be originated by the packet 
generator means are to be transmitted; and a quality of service 
de?nition that speci?es one or more qualities of service for 
the one or more packets of data to be originated by the packet 
generator means. The at least one of the port means further 
comprises: netWork receive interface means for receiving one 
or more packets of data representing a number of the one or 
more packets of data originated by the packet generator 
means and transmitted by the netWork transmit interface 
means that Were received by one or more netWork devices; 
and Wherein the controller means determines a packet loss 
based on a number of the one or more packets of data origi 
nated by the packet generator means and transmitted by the 
netWork transmit interface means to the one or more netWork 
devices and the number of the one or more packets of data 
originated by the packet generator means and transmitted by 
the netWork transmit interface means that Were received by 
the one or more netWork devices. The controller means deter 
mines the packet loss based on one or more properties of the 
one or more packets of data originated by the packet generator 
means and transmitted by the netWork transmit interface 
means. The one or more properties comprise at least one of 
the group consisting of: a source address of the packet of data 
representing the number of the one or more packets of data 
originated by the packet generator means and transmitted by 
the netWork transmit interface means that Were received by a 
netWork device; a destination address of the one or more 
packets of data originated by the packet generator means and 
transmitted by the netWork transmit interface means; and one 
or more qualities of service for the one or more packets of data 
originated by the packet generator means and transmitted by 
the netWork transmit interface means. The at least one of the 
ports further comprises netWork receive interface means for 
receiving packets of data; and Wherein the integrated circuit 
further comprises classi?er means for identifying the packets 
of data that Were received by the netWork receive interface 
means in reply to packets of data that Were originated and 
transmitted by one of the port means in the integrated circuit, 
and counter means for counting a number of the one or more 
packets of data received by the netWork receive interface 
means in reply to the packets of data that Were originated and 
transmitted by the one of the port means in the integrated 
circuit. The controller means determines a packet loss based 
on a number of the packets of data that Were originated and 
transmitted by the one of the port means in the integrated 
circuit and the number of the packets of data received by the 
netWork receive interface means in reply to the one or more 
packets of data that Were originated and transmitted by the 
one of the port means in the integrated circuit. The at least one 
of the port means further comprises: ingress queue means for 
storing the packets of data received by the netWork receive 
interface means. The at least one of the port means further 
comprises a netWork receive interface means to receive pack 
ets of data; and Wherein the integrated circuit further com 
prises classi?er means for determining one or more properties 
of the packets of data received by the netWork receive inter 
face means, and counter means for counting a number of 
packets of data received by the netWork receive interface 
means and having properties that match one or more property 
de?nitions. The at least one of the port means further com 
prises: ingress queue means for storing the packets of data 
received by the netWork receive interface means. The one or 
more property de?nitions comprise at least one of the group 
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consisting of: a value for a ?eld in the packets of data that 
indicates the packets of data Were originated by one of the 
port means in the integrated circuit; a value for a ?eld in the 
packets of data that indicates the packets of data Were origi 
nated by a port in another integrated circuit; and one or more 
qualities of service for the packets of data. The at least one of 
the port means: receives a request for the contents of the 
counter means; and transmits a packet of data comprises the 
contents of the counter means. A netWork interface controller 
(NIC) comprises the integrated circuit. A netWork device 
comprises the integrated circuit. The netWork device further 
comprises: user interface means for providing the one or more 
packet de?nitions to the integrated circuit. A netWork device 
comprises the integrated circuit. The netWork device further 
comprises: user interface means for providing the one or more 
property de?nitions to the integrated circuit, and for retriev 
ing the contents of the counter means. 

In general, in one aspect, the invention features a computer 
program for an integrated circuit comprising: causing the 
integrated circuit to transmit and receive packets of data on 
one or more ports of the integrated circuit; causing the inte 
grated circuit to transmit and receive packets of data on a host 
interface of the integrated circuit; receiving one or more 
packet de?nitions that specify characteristics of a packet; and 
originating one or more packets of data according to one or 
more of the packet de?nitions. 

Particular implementations can include one or more of the 
folloWing features. The computer program further comprises: 
causing the integrated circuit to transmit the one or more 
packets of data on one or more of the one or more ports. The 
one or more packet de?nitions comprise at least one of the 
group consisting of: an address de?nition that speci?es one or 
more addresses for the one or more packets of data; a load 
de?nition that speci?es a number of the one or more packets 
of data; a protocol de?nition that speci?es one or more net 
Work protocols for the one or more packets of data; a payload 
de?nition that speci?es one or more data patterns for pay 
loads of the one or more packets of data; a data rate de?nition 
that speci?es one or more data rates at Which the one or more 

packets of data are to be transmitted; and a quality of service 
de?nition that speci?es one or more qualities of service for 
the one or more packets of data. The computer program 
further comprises: receiving one or more packets of data 
representing a number of the one or more packets of data 
originated and transmitted by the integrated circuit that Were 
received by one or more netWork devices; and determining a 
packet loss based on a number of the one or more packets of 
data originated and transmitted to the one or more netWork 
devices by the integrated circuit and the number of the one or 
more packets of data originated and transmitted by the inte 
grated circuit that Were received by the one or more netWork 
devices. The computer program further comprises: determin 
ing the packet loss based on one or more properties of the one 
or more packets of data originated and transmitted by the 
integrated circuit. The one or more properties comprise at 
least one of the group consisting of: a source address of the 
packet of data representing the number of the one or more 
packets of data originated and transmitted by the integrated 
circuit that Were received by a netWork device; a destination 
address of the one or more packets of data originated and 
transmitted by the integrated circuit; and one or more quali 
ties of service for the one or more packets of data originated 
and transmitted by the integrated circuit. The computer pro 
gram further comprises: receiving packets of data; and count 
ing a number of the received packets, of data that Were 
received in reply to the one or more packets of data originated 
and transmitted by the integrated circuit. The computer pro 
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gram further comprises: determining a packet loss based on a 
number of the packets of data that Were originated and trans 
mitted by the integrated circuit and the number of packets of 
data received in reply to the one or more packets of data 
originated and transmitted by the integrated circuit. The com 
puter program further comprises: receiving packets of data; 
and determining one or more properties of the packets of data 
received by the integrated circuit, and counting a number of 
the packets of data received by the integrated circuit and 
having properties that match one or more property de?ni 
tions. The one or more property de?nitions comprise at least 
one of the group consisting of: a value for a ?eld in the packets 
of data that indicates the packets of data Were originated by 
the integrated circuit; a value for a ?eld in the packets of data 
that indicates the packets of data Were originated by another 
integrated circuit; and one or more qualities of service for the 
packets of data. The computer program further comprises: 
receiving a request for the number of packets of data received 
by the integrated circuit that have properties that match the 
one or more property de?nitions; and causing the integrated 
circuit to transmit a packet of data comprises the number of 
packets of data received by the integrated circuit that have 
properties that match the one or more property de?nitions. 

The details of one or more implementations are set forth in 
the accompanying draWings and the description beloW. Other 
features Will be apparent from the description and draWings, 
and from the claims. 

DESCRIPTION OF DRAWINGS 

FIG. 1 shoWs a netWork sWitch application-speci?c inte 
grated circuit (ASIC) in communication With a netWork 
according to a preferred embodiment of the present invention. 

FIG. 2 shoWs a process for theASIC ofFIG. 1 according to 
a preferred embodiment. 

FIG. 3 shoWs a process for theASIC of FIG. 1 to determine 
netWork throughput according to the tWo-Way packet loss of 
the packets sent by the ASIC. 

FIG. 4 shoWs a process for theASIC of FIG. 1 to determine 
netWork throughput according to the one-Way packet loss of 
the packets sent by the ASIC. 

FIG. 5 shoWs a process for packet counting according to a 
preferred embodiment. 

FIG. 6 shoWs a netWork interface controller ASIC in com 
munication With a ho st and a netWork according to a preferred 
embodiment of the present invention. 

FIG. 7 shoWs a process for theASIC ofFIG. 6 according to 
a preferred embodiment. 

FIG. 8 shoWs a process for theASIC of FIG. 6 to determine 
netWork throughput according to the tWo-Way packet loss of 
the packets sent by the ASIC. 

FIG. 9 shoWs a process for theASIC of FIG. 6 to determine 
netWork throughput according to the one-Way packet loss of 
the packets sent by the ASIC. 

FIG. 10 shoWs a process for packet counting according to 
a preferred embodiment. 
The leading digit(s) of each reference numeral used in this 

speci?cation indicates the number of the draWing in Which the 
reference numeral ?rst appears. 

DETAILED DESCRIPTION 

Embodiments of the present invention provide integrated 
circuits that conduct netWork stress testing at the media 
access control (MAC) level and above. Because the testing 
occurs at the ASIC level, the CPUs in netWork devices 
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employing integrated circuits according to the present inven 
tion are only minimally burdened by the testing. 

Integrated circuits according to embodiments of the 
present invention can generate netWork tra?ic at Wire speed, 
including speci?ed high-level protocols and qualities of ser 
vice. Integrated circuits according to embodiments of the 
present invention can also analyZe netWork tra?ic, including 
tra?ic originated by embodiments of the present invention 
and tra?ic sent in reply to such tra?ic, including analysis of 
individual data ?oWs and quality of service performance 
across the netWork. 

The netWorks tested can include any sort of netWork such 

as Wired, Wireless, optical, and so on, and can range in scope 
from a single netWork device to very large netWorks compris 
ing many netWork devices. While embodiments of the present 
invention are described With respect to a netWork sWitch 
embodiment and a netWork interface controller embodiment, 
it Will be understood by those skilled in the relevant arts after 
reading this description that embodiments of the present 
invention can be implemented in other sorts of netWork 
devices as Well, such as Wireless access points, Wireless cli 
ents, and the like. 

FIG. 1 shoWs a netWork sWitch application-speci?c inte 
grated circuit (ASIC) 100 in communication With a netWork 
102 according to a preferred embodiment of the present 
invention. ASIC 100 comprises a forWarding engine 104 to 
transfer packets of data betWeen a plurality of ports 106A 
through 106N, a classi?er 108 to determine properties of 
packets received by ASIC 100, and one or more optional 
counters 110 to count packets. In some embodiments, some or 
all of the counters 110 are implemented Within ports 106. 
Preferably ASIC 100 comprises various counters. Those on 
the port level simply count hoW many packets are received 
and sent. More sophisticated counters also on the port level 
can count certain type of packets based on loW-level indica 
tions such as bad CRC, runt packets, packets too long, and the 
like. Each block comprises additional counters that can count 
the criteria supported by that block. For example, forWarding 
engine 104 comprises counters that can count hoW many 
packets have been received or sent on a speci?c route. As 
another example, classi?er 108 comprises counters that count 
only packets belonging to a speci?c ?oW. 

FIG. 1 also shoWs detail of one of the ports 106A, Which 
comprises a media access controller (MAC) 112, a netWork 
receive interface 114 to receive packets of data from netWork 
102, and a netWork transmit interface 116 to transmit packets 
of data to netWork 102. MAC 112 comprises a MAC control 
ler 118, one or more ingress queues 120 to store packets 
received by port 106A from network 102, and one or more 
egress queues 122 to store packets to be transmitted by port 
106A to netWork 102. In some embodiments, some or all of 
the functions of MAC controller 118 are implemented in a 
central controller in ASIC 100. 

Port 106A also comprises a packet generator 128 to gen 
erate one or more packets according to one or more packet 
de?nitions that can be provided to ASIC 100, one or more 
generator queues 126 to store packets generated by packet 
generator 128, and a scheduler 130 to schedule packets in 
egress queues 124 and generator queues 126 for transmission 
to netWork 102. This arrangement permits ASIC 100 to con 
duct netWork testing While also handling regular netWork 
tra?ic. 

FIG. 2 shoWs a process 200 forASIC 100 ofFIG. 1 accord 
ing to a preferred embodiment. ASIC 100 operates as a net 
Work sWitch. Therefore ports 106 transmit and receive pack 
ets of data to and from netWork 102 (step 202) and forWarding 
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engine 104 transfers the packets betWeen ports 106 (step 204) 
according to methods Well-knoWn in the relevant arts. 

Port 106A acts as a tra?ic generator to support netWork 
testing according to a preferred embodiment. MAC controller 
118 receives one or more packet de?nitions (step 206), for 
example from a host CPU or in a packet from netWork 102. 
The packet de?nitions specify characteristics of the packets to 
be generated by port 106A. For example, the packet de?ni 
tions can include an address de?nition that speci?es one or 
more addresses, such as source and destination IP and MAC 
addresses, for the one or more packets of data to be originated 
by the packet generator, a load de?nition that speci?es the 
number of packets to be generated, a target de?nition that 
speci?es one or more destinations for the packets, a protocol 
de?nition that speci?es one or more netWork protocols for the 
packets such as Open Shortest Path First Protocol (OSPF) and 
Routing Information Protocol (RIP), a payload de?nition that 
speci?es one or more data patterns for payloads of the pack 
ets, a data rate de?nition that speci?es one or more data rates 
at Which the packets are to be transmitted, a quality of service 
de?nition that speci?es one or more qualities of service for 
the packets, and the like. 

Packet generator 128 originates one or more packets of 
data according to one or more of the packet de?nitions (step 
208). NetWork transmit interface 116 transmits the one or 
more packets of data originated by the packet generator (step 
210). As used herein, the terms “originate” and “originated” 
are used to indicate that the packets so described are packets 
that are generated by a packet generator 128 in a MAC 106, in 
contrast to packets that merely pass through a MAC 106, such 
as packets received from netWork 102 or forWarding engine 
104. 

This tra?ic generation function can be used to stress-test 
netWork 102 Without burdening any CPU controlling ASIC 
100. For example, in response to a packet de?nition provided 
by such a CPU, ASIC 100 can generate a speci?ed number of 
packets at a speci?ed data rate and quality of service com 
prising a speci?ed payload and addressed to a speci?ed net 
Work device. The only burden to the CPU is the time required 
to provide the packet de?nition. 

In some embodiments, ASIC 100 determines netWork 
throughput according to the tWo-Way packet loss of the pack 
ets sent by ASIC 100, as shoWn in FIG. 3 as process 300. The 
packets originated and transmitted by port 106A are received 
by one or more netWork devices (step 302), Which transmit 
replies to each of the packets (step 304). 

Port 106A receives the reply packets (step 306) and stores 
them in ingress queues 120. Classi?er 108 identi?es the pack 
ets that Were received in reply to the packets of data that Were 
originated and transmitted by a port in ASIC 100 such as port 
106A (step 308). Preferably classi?er 108 is implemented 
according to a dual lookup for each packet, With one lookup 
to implement rules for handling test packets such as those 
received in reply to packets originated by a port 106 in an 
ASIC 100, and another lookup to implement rules for han 
dling Access Control Lists and Quality of Service (QoS) rules 
for regular netWork tra?ic. 
One or more of counters 110 counts the number of the 

packets received in reply to the packets that Were originated 
and transmitted by one of the ports 106 in ASIC 100, such as 
port 106A (step 310). Controller 118 determines a packet loss 
based on the number of the packets that Were originated and 
transmitted by one or more ports 106 in ASIC 100 and the 
number of packets received by ASIC 100 in reply to those 
packets (step 312). 

In some embodiments, ASIC 100 determines netWork 
throughput according to the one-Way packet loss of the pack 
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ets sent by ASIC 100, as shown in FIG. 4 as process 400. The 
packets originated and transmitted by port 106A are received 
by one or more network devices (step 402), which count the 
number of ori ginated packets received (step 404) and transmit 
one or more packets to ASIC 100 representing those numbers 

(step 406). 
Controller 118 determines the packet loss based on the 

number of packets of data originated by packet generator 128 
and transmitted by network transmit interface 116 to the 
network devices and the number of those packets that were 
received by the network devices (step 408). 

In some embodiments, the packet loss can be calculated 
based on a subset of the packets such as a speci?c data ?ow 
according to speci?ed properties of the packets. For example, 
the packet loss determination can be limited to packets having 
one or more speci?ed qualities of service, for example to 
verify the quality-of-service performance of network 102. 
Other example properties include source and destination 
addresses of the packets and the like. 

In some embodiments ASIC 100 also counts certain pack 
ets received from network 102, for example to support a 
packet loss calculation by another ASIC. FIG. 5 shows a 
process 500 for such packet counting according to a preferred 
embodiment. A port 106 in ASIC 100 receives a plurality of 
packets (step 502) and stores them in ingress queues 120. 
Classi?er 108 determines one or more properties of the pack 
ets (step 504). Preferably classi?er 108 is implemented 
according to a dual lookup for each packet, as described 
above. 
One or more of counters 110 counts the number of received 

packets having properties that match one or more property 
de?nitions (step 506). The property de?nitions can include, 
for example, a value for a ?eld in the packets that indicates the 
packets were originated by one of the ports 106 in ASIC 100, 
a value for a ?eld in packets that indicates the packets were 
originated by a port in anotherASIC, one or more qualities of 
service for the packets, and the like. 
ASIC 100 optionally transmits the packet count in 

response to a request. ASIC 100 receives a request for the 
contents of one or more of counters 110 (step 508). In 
response, ASIC 100 transmits a packet of data comprising the 
contents of counter(s) 110 (step 510). 
ASIC 100 can be implemented in a network device such as 

a network switch. The network switch can include a user 
interface to provide the one or more packet de?nitions and 
property de?nitions to ASIC 100, and to retrieve data from 
ASIC 100, such as the contents of counter(s) 110. 

FIG. 6 shows a network interface controller ASIC 600 in 
communication with a host 632 and a network 602 according 
to a preferred embodiment of the present invention. ASIC 600 
comprises a host interface 604 to exchange packets of data 
with host 632, a port 606 to exchange packets of data with 
network 602, a classi?er 608 to determine properties of pack 
ets received by ASIC 600, and one or more optional counters 
610 to count packets. In some embodiments, some or all of the 
counters 610 are implemented within port 606. 

FIG. 6 also shows detail of port 606, which comprises a 
media access controller (MAC) 612, a network receive inter 
face 614 to receive packets of data from network 602, and a 
network transmit interface 616 to transmit packets of data to 
network 602. MAC 612 comprises a MAC controller 618, one 
or more ingress queues 620 to store packets received by port 
606 from network 602, and one or more egress queues 622 to 
store packets to be transmitted by port 606 to network 602. In 
some embodiments, some or all of the functions of MAC 
controller 618 are implemented in a central controller in 
ASIC 600. 
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Port 606 also comprises a packet generator 628 to generate 

one or more packets according to one or more packet de?ni 

tions that can be provided to ASIC 600 by host 632, one or 
more generator queues 626 to store packets generated by 
packet generator 628, and a scheduler 630 to schedule packets 
in egress queues 624 and generator queues 626 for transmis 
sion to network 602. This arrangement permits ASIC 600 to 
conduct network testing while also handling regular network 
traf?c. 

FIG. 7 shows a process 700 forASIC 600 ofFIG. 6 accord 
ing to a preferred embodiment. ASIC 600 operates as a net 
work interface controller. Therefore port 606 transmits and 
receives packets of data to and from network 602 (step 702) 
and host interface 604 transfers the packets between port 606 
and host 632 (step 704) according to methods well-known in 
the relevant arts. 

Port 606 acts as a tra?ic generator to support network 
testing according to a preferred embodiment. MAC controller 
618 receives one or more packet de?nitions (step 706), for 
example from a host CPU or in a packet from network 602. 
The packet de?nitions specify characteristics of the packets to 
be generated by port 606. For example, the packet de?nitions 
can include an address de?nition that speci?es one or more 

addresses, such as source and destination IP and MAC 
addresses, for the one or more packets of data to be originated 
by the packet generator, a load de?nition that speci?es the 
number of packets to be generated, a target de?nition that 
speci?es one or more destinations for the packets, a protocol 
de?nition that speci?es one or more network protocols for the 
packets such as Open Shortest Path First Protocol (OSPF) and 
Routing Information Protocol (RIP), a payload de?nition that 
speci?es one or more data patterns for payloads of the pack 
ets, a data rate de?nition that speci?es one or more data rates 
at which the packets are to be transmitted, a quality of service 
de?nition that speci?es one or more qualities of service for 
the packets, and the like. 

Packet generator 628 originates one or more packets of 
data according to one or more of the packet de?nitions (step 
708). Network transmit interface 616 transmits the one or 
more packets of data originated by the packet generator (step 
710). As used herein, the terms “originate” and “originated” 
are used to indicate that the packets so described are packets 
that are generated by a packet generator 628 in a MAC 606, in 
contrast to packets that merely pass through a MAC 606, such 
as packets received from network 602 or host interface 604. 

This tra?ic generation function can be used to stress-test 
network 602 without burdening any CPU controlling ASIC 
600. For example, in response to a packet de?nition provided 
by such a CPU, ASIC 600 can generate a speci?ed number of 
packets at a speci?ed data rate and quality of service com 
prising a speci?ed payload and addressed to a speci?ed net 
work device. The only burden to the CPU is the time required 
to provide the packet de?nition. 

In some embodiments, ASIC 600 determines network 
throughput according to the two-way packet loss of the pack 
ets sent by ASIC 600, as shown in FIG. 8 as process 800. The 
packets originated and transmitted by port 606 are received 
by one or more network devices (step 802), which transmit 
replies to each of the packets (step 804). 

Port 606 receives the reply packets (step 806) and stores 
them in ingress queues 620. Classi?er 608 identi?es the pack 
ets that were received in reply to the packets of data that were 
originated and transmitted by port 606 (step 808). Preferably 
classi?er 608 is implemented according to a dual lookup for 
each packet, with one lookup to implement rules for handling 
test packets such as those received in reply to packets origi 














