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ASSOCIATING TELEMETRY DATA FROM A 
GROUP OF ENTITIES 

FIELD OF INVENTION 

This invention relates to the automated collection of infor 
mation stored on computers deployed in a client-server envi 
ronment. 

BACKGROUND OF INVENTION 

Many organizations operate one or more server computers 
to perform various computing tasks. Each server may com 
municate with one or more client computers over a network. 

For example, some server computers communicate with cli 
ent computers within an organization over a local network, 
and some server computers communicate with client comput 
ers over the Internet. Generally, a server computer executes at 
least one operating system, and one or more server applica 
tions may execute under the control of each operating system. 
A server application may, for example, carry out tasks on 
behalf of, or provide services to, applications running on 
client computers. One common example of a server applica 
tion is a web server application, which processes requests for 
information received from browser applications running on 
client computers and provides information to the browser 
application responsive to the requests. 

In general, the services that a server is equipped to provide 
to a client computer are de?ned by modules or components of 
server applications installed on the server computer. Overall, 
these services may be thought of as “roles” which the server 
is capable of performing. A server may be equipped to per 
form a wide variety of roles. For example, depending on the 
application modules installed, a server may function as a ?le 
server, print server, mail server, web application server, ter 
minal server, remote access and/or virtual private network 
(VPN) server, directory services server, streaming media 
server, or other server role. A server may perform any number 
of roles at a given time. 

In accordance with some conventional techniques, infor 
mation relating to how server application modules are 
installed and used on a server computer are collected. With 

some of these techniques, information (referred to herein as 
“telemetry information” or “telemetry data”) is collected 
from the server computer and/or the applications thereon, 
stored on the server computer, and uploaded to an information 
collection facility (e.g., with the consent of the party that 
maintains the server computer). Once uploaded, telemetry 
information may be analyzed to enable, for example, server 
application providers to re?ne their applications to make 
them more useful and less error-prone over time. For 
example, if an application provider determines based on 
uploaded information that certain server roles are commonly 
implemented in combination, the provider may modify the 
application to allow the roles in question to be more easily 
combined, or develop new features for one role that comple 
ment features in another. In another example, a provider may 
help customers avoid problems associated with particular 
implementations. For example, if a provider determines that a 
particular role is commonly implemented in a server which is 
ill-con?gured to support its features (e.g., on a server with 
access to insuf?cient network bandwidth), then the provider 
may suggest that customers avoid this con?guration. 

Conventional telemetry data typically includes informa 
tion that enables an information collection facility to associ 
ate telemetry data coming from the same originating entity 
over time. For example, a server computer may include a 
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2 
particular identi?er within each set of telemetry data sent to 
an information collection facility, so that the information 
collection facility may use the identi?er to determine that 
different sets of telemetry data received over time originated 
from the same server computer. This identi?er is typically 
constructed to obfuscate the identity of the server computer, 
so as to preserve the anonymity of the party that maintains and 
operates it, and to preserve that party’s privacy with respect to 
the implementation and use of server hardware and software. 

Virtualization is a technique whereby a computer’s 
resources may be partitioned into separate and isolated “vir 
tual machines,” each simulating a different machine within 
the same physical computer. Virtualization enables multiple 
instances of the same, or different, operating systems to run 
on the same physical computer and prevents applications 
running under the control of each operating system from 
interfering with each other’s operation. In a system that 
employs virtualization, a virtual machine (also called a “guest 
machine”) includes an instance of an operating system (a 
“guest operating system”), under the control of which one or 
more applications execute within the virtual machine. Each 
guest operating system may make requests to employ the 
computer’s hardware to either a “host” operating system 
(e.g., if each guest machine on the computer runs the same 
operating system), or a “virtual machine monitor,” or VMM 
(e.g., if the capability to run multiple operating systems is 
provided.) In some conventional systems, guest machines are 
con?gured to provide telemetry data to an information col 
lection facility. 

SUMMARY OF INVENTION 

Applicants have appreciated that conventional systems are 
incapable of associating telemetry data received from differ 
ent entities (e.g., different guest and/or host machines resid 
ing on a particular physical computer executing virtualization 
software, or different physical computers), and that an ability 
to associate telemetry data originating from different entities 
may provide valuable insight into how these entities are con 
?gured and operate. 

For example, an ability to associate telemetry data received 
from different guest and/or host machines implemented on 
the same physical computer may provide the ability to com 
pare the manner in which the different guest and/ or host 
machines, or the applications executing under their respective 
control, are implemented and used. For example, the roles 
implemented by applications executing under the control of 
different guest operating systems on a particular server com 
puter, or the speed with which system operations are per 
formed by one or more guest operating systems and the host 
operating system on a physical computer, may be compared 
and analyzed. Other types of analysis that would enable appli 
cation developers to re?ne their products over time may addi 
tionally be performed. 

In accordance with some embodiments, telemetry data 
supplied by each entity includes information that identi?es, 
and yet preserves the anonymity of, the entity and/ or the party 
that operates it. For example, if the entity is a guest or host 
machine residing on a physical computer, the information 
may preserve the identity of the guest or host machine, the 
computer on which the guest or host machine resides, and the 
party that operates the computer. For example, in some 
embodiments, each guest and/or host machine residing on a 
physical computer stores the fully quali?ed domain name 
(FQDN) of the computer, generates a one-way hash of the 
FQDN (e. g., using the SHA-256 one way hashing algorithm), 
and incorporates the hash into telemetry data that is uploaded 
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to an information collection facility. Using a one-way hashing 
algorithm may, for example, prevent an identi?cation of the 
computer or its operator from the hash. The information col 
lection facility, upon receiving the telemetry data, may com 
pare hashes received from various guest and host machines. If 
the hashes provided by at least two guest and/or host 
machines match, the information collection facility may 
determine that the guest and/ or host machines reside on the 
same physical server computer. 
Embodiments of the invention are not limited to a virtual 

ized environment, as some embodiments provide the ability 
to associate telemetry data from different computers in the 
same group (e.g., a network domain). For example, in some 
embodiments, telemetry data created by each computer in a 
group includes information that identi?es the group, but does 
not compromise the anonymity of any computer, the group or 
the operator thereof. For example, in some embodiments, 
each computer may include within telemetry data a portion of 
an FQDN that is shared by each computer in the group, or, if 
the computers in the group employ Microsoft Active Direc 
tory, then the active directory GUID shared by all of the 
computers in the domain may be used. To preserve the ano 
nymity of each computer and the group, a one-way hash of the 
information may, for example, be generated and included 
within telemetry data uploaded by each computer to an infor 
mation collection facility. The information collection facility 
may use this information to determine that the computers 
reside in the same group. 

BRIEF DESCRIPTION OF DRAWINGS 

FIG. 1 is a block diagram depicting a system in which a 
computer having a plurality of virtual machines residing 
thereon communicates with an information collection facil 

1W; 
FIG. 2 is a ?owchart depicting one example of a process 

whereby a guest and/or host machine may provide informa 
tion to an information collection facility, in accordance with 
some embodiments of the invention; 

FIG. 3 is a block diagram depicting a system in which 
different entities may provide information to an information 
collection facility, in accordance with some embodiments of 
the invention; 

FIG. 4 is a block diagram depicting an example computer 
on which embodiments of the invention may be implemented; 
and 

FIG. 5 is a block diagram depicting an example memory on 
which instructions may be encoded which, when executed, 
may implement embodiments of the invention. 

DETAILED DESCRIPTION 

In accordance with some embodiments of the invention, a 
capability is provided to associate telemetry data received 
from different entities, such as different guest and/or host 
machines residing on a particular physical computer (e.g., a 
server computer). For example, in some embodiments, telem 
etry data supplied to an information collection facility by each 
guest and/or host machine residing on a particular computer 
includes information that identi?es, but preserves the ano 
nymity of, the computer. Any suitable information may be 
used for this purpose, as embodiments of the invention are not 
limited to any particular implementation. In some embodi 
ments, each guest and/or host machine on the computer stores 
the FQDN of the computer, generates a one-way hash of the 
FQDN (e. g., using the SHA-256 one-way hashing algorithm, 
and/ or any other suitable algorithm), and incorporates the 
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4 
resulting hash to telemetry data that is uploaded to an infor 
mation collection facility. The information collection facility 
may use the hashes to associate the guest and/or host 
machines with each other and/or the computer. Of course, 
embodiments of the invention are not limited to employing a 
computer’ s FQDN, as any information which may be used to 
associate guest and/ or host machines may be used, including 
information which has no relationship to the computer. In 
addition, embodiments of the invention are not limited to 
employing a one-way hashing algorithm to generate the infor 
mation included within the telemetry data, as any suitable 
technique may be employed to preserve the anonymity of the 
computer or its operator, if in fact anonymity is desired at all. 
Embodiments of the invention are also not limited to asso 

ciating telemetry data received from entities residing on a 
single computer, as some embodiments provide the ability to 
associate data received from different computers, such as 
computers that belong to the same group (e. g., a network 
domain). In some embodiments, each computer includes 
within telemetry data that is uploaded to an information col 
lection facility information that identi?es the group, but does 
not compromise its anonymity or that of the operator of any 
computer(s) in the group. For example, in some embodi 
ments, each guest and/or host machine may store a portion of 
an identi?er for computers in the group which is shared by all 
members of the group. For example, if a portion of the FQDN 
for each computer in the group is shared by all members, then 
that portion may be employed. Of course, embodiments of the 
invention are not limited to being implemented in this man 
ner, as any suitable identi?er(s) may be employed. For 
example, if all computers in the group reside in a network 
domain which employs Micro soft Active Directory, produced 
by Microsoft Corp. of Redmond, Wash., then the Active 
Directory Global Unique Identi?er (GUID), which is unique 
to computers in the domain, may be employed. Any one or 
more identi?ers may be employed, as the invention is not 
limited in this respect. 

FIG. 1 depicts an example conventional system comprising 
a physical computer 100 on which guest machines 105-1, 
105-2 and 105-3 reside. Computer 100 communicates with 
information collection facility 150 via network(s) 135, which 
may include any suitable communications infrastructure and 
employ any suitable protocol(s). Although FIG. 1 depicts 
only a single link between computer 100 and network 135, it 
should be appreciated that any suitable number of physical 
and/or virtual links (e.g., network adapters) may be employed 
(e.g., one for each guest machine), as the invention is not 
limited in this respect. 

Each guest machine 105 includes a corresponding guest 
operating system 115, so that guest machine 105-1 includes 
operating system 115-1, guest machine 105-2 includes oper 
ating system 115-2, and guest machine 105-3 includes oper 
ating system 115-3. Each guest machine also includes an 
application 110 running under the control of its guest operat 
ing system, so that guest machine 105-1 includes application 
110-1, guest machine 105-2 includes application 110-2 and 
guest machine 105-3 includes application 110-3. Although 
only one application 110 is shown as running under the con 
trol of a respective guest operating system, it should be appre 
ciated that any number of applications may execute in a guest 
machine (including zero applications). Computer 100 also 
includes host operating system 120 which, in the example 
system shown, coordinates access by each of guest machines 
115 to hardware 125 on the computer. 

In the system of FIG. 1, host operating system 120 and each 
of guest machines 105 (e.g., guest operating systems 115 and 
applications 110) collect telemetry data regarding system 



US 8,024,444 B2 
5 

operation. Some example techniques for collecting telemetry 
data are described in co-pending U.S. patent application Ser. 
No. 1 1/ 253 ,25 6, which is incorporated herein by reference. In 
general, each of the host operating system and guest machines 
may store telemetry data regarding the operation of the com 
puter, the operating system, and/or the application(s) execut 
ing under its respective control. The data may be stored, for 
example, within the registry maintained by each of the host 
operating system and the guest machines, and/or in one or 
more other locations. One or more collection components 

may collect the stored information (e.g., on a periodic basis) 
and employ a transfer mechanism, such as the Software Qual 
ity Management (SQM) transfer mechanism offered by 
Microsoft Corp., or any other transfer mechanism, to transmit 
the information to information collection facility 150. As 
computer 100 is virtualized, each of host operating system 
120 and guest operating systems 115-1, 115-2 and 115-3 
provide telemetry data separately to information collection 
facility 150, and the telemetry data provided by each includes 
no information usable to identify other guest machines or the 
computer. As such, information collection facility 150 is 
unable to associate the telemetry data provided by any of the 
host operating system or guest machines with data provided 
from the others, or the computer. 

Embodiments of the invention provide an ability to asso 
ciate telemetry data provided by different guest and/ or host 
machines residing on a physical computer by including 
within the data from each guest and/or host machine infor 
mation which is usable to make this association. As noted 
above, the information may, for example, identify the com 
puter on which each guest and/or host machine resides, in a 
manner which preserves the anonymity of the computer and 
its operator. As a result, telemetry data collected by guest 
and/ or host machines may be more intelligently analyzed 
without compromising the privacy of the computer or opera 
tor. 

FIG. 2 depicts an example process 200 whereby telemetry 
data that includes information usable to associate guest and/ 
or host machines may be provided to an information collec 
tion facility. The example process shown in FIG. 2 depicts 
acts performed by a host machine (e.g., host operating system 
120, FIG. 1), a guest machine (e.g., a guest operating system 
115 in one of guest machines 105) and an information col 
lection facility (e.g., facility 150). Although the example pro 
cess of FIG. 2 includes acts performed by only one host 
machine and one guest machine, it should be appreciated that 
embodiments of the invention are not so limited, and that any 
suitable number of host and/or guest machines may perform 
the acts described below. 

At the start of process 200, the host machine reads one or 
more items of uniquely identi?able information from the 
physical computer on which it resides in act 205. For 
example, the host machine may read the FQDN of the com 
puter, from any storage location in which the FQDN is stored 
by the physical computer. In act 220, the host machine gen 
erates a one-way hash of the information read from the com 
puter in act 205. This may be performed in any of numerous 
ways, such as by executing programmed instructions 
designed for this purpose. In some embodiments, a SHA-256 
one-way hashing algorithm may be employed to generate a 
hash of the computer’s FQDN. If employed, the SHA-256 
algorithm generates a 256-bit hash value of the information 
which may be represented as an unsigned char array of length 
32. This char array may be converted to a 64-wide char string, 
wherein each UCHAR in the array is represented as 2 hexa 
decimal characters. 
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6 
It should be appreciated that generating a one-way hash of 

the information read in act 205 is but one example of a 
technique for producing a derivation of the information that 
may be useful in preserving the anonymity of the physical 
computer and/or its operator. Any suitable one or more tech 
niques may alternatively be employed. If a one-way hashing 
algorithm is employed, the SHA-256 algorithm need not be 
used, as any of numerous other one-way hashing algorithms 
may be employed. Of course, if preserving the anonymity of 
the computer and/ or its operator is unimportant, then no deri 
vation need be produced in act 220. Embodiments of the 
invention may be implemented in any of numerous ways, and 
are not limited in this respect. 

In act 225, the one-way hash (e. g., the 64-wide char string) 
generated in act 220 is included in telemetry data provided to 
the information collection facility. This may be performed in 
any of numerous ways. For example, the host machine and 
guest machine may each write the one-way hash to a data 
point in a data stream which includes various other telemetry 
data points provided to the information collection facility 
(e.g., on a periodic basis). 

In act 230 the guest machine reads uniquely identi?able 
information from the physical computer. As with act 205, this 
may be performed in any of numerous ways. For example, 
when virtualization software is initiated on the physical com 
puter and the guest machine is created, the information may 
be copied (e.g., by virtualization software) to the guest 
machine, and stored in any one or more locations accessible 
by the guest machine. As noted above, the information may 
comprise, as an example, the FQDN of the computer. 

In act 235, the guest machine generates a one-way hash of 
the information. As discussed above with reference to act 220 
a SHA-256 one-way hashing algorithm may be employed, 
although the invention is not limited to such an implementa 
tion, as any one or more algorithms may alternatively be used. 

In act 240, the one-way hash generated in act 235 is 
included in telemetry data provided by the guest machine to 
the information collection facility. For example, the guest 
machine may write the one-way hash to a data point in a data 
stream that includes other telemetry data uploaded to the 
information collection facility. 

In acts 245 and 250, respectively, the information collec 
tion facility receives the data (including the information 
included in acts 225 and 240) from the host machine and guest 
machine. In act 255, the information collection facility uses 
this information to associate the data received from the host 
machine and guest machine. This may be performed in any 
suitable fashion. Such as by comparing the information 
received from the host machine with the information received 
from the guest machine to determine that the host machine 
and guest machine reside on the same physical computer 
(e.g., computer 100, FIG. 1).Although the example process of 
FIG. 2 includes an information collection facility receiving 
data from only a single host machine and guest machine, 
information may be collected from any number of host and/or 
guest machines not represented in FIG. 2, as the invention is 
not limited in this respect. 

Process 200 then completes. 
It should be appreciated that not all embodiments of the 

invention include performing the acts described above in the 
speci?c sequence de?ned by example process 200. For 
example, some embodiments of the invention may include 
performing acts other than those described above, or may 
omit any one or more of the acts described above. For 
example, rather than the host machine providing information 
to the guest machine so that each may generate a one-way 
hash (or other derivation) of the information separately, the 
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host machine could provide the hash to the guest machine. In 
addition, rather than the host machine reading the information 
from which a hash is generated (e.g., the FQDN) from the 
computer and providing it to one or more guest machines, 
each guest machine may instead read the information directly 
from the computer. Numerous variations of example process 
200 may be employed, as embodiments of the invention may 
be implemented in any of numerous ways. 

It should further be appreciated that although example 
process 200 comprises an information collection facility 
associating telemetry data provided by a single guest machine 
with that of a single host machine, embodiments of the inven 
tion may provide a capability to associate telemetry data 
received from any number of guest machines residing on a 
physical computer. 

Telemetry data received by the information collection 
facility may be used in any of numerous ways. For example, 
telemetry data may be analyzed to better understand how 
server roles are implemented and used in virtualized environ 
ments; to better understand platform capabilities and hard 
ware con?gurations of servers employing virtualization soft 
ware; to better understand how virtualization software is 
used, con?gured, and performs; to identify trends in virtual 
ization; and to compare information received from applica 
tions executing in virtualized and non-virtualized environ 
ments. Telemetry data received from guest and/or host 
machines in a virtualized environment may be analyzed in 
any of numerous ways. 

In some embodiments, telemetry data received from each 
guest machine includes information descriptive of how the 
guest machine is implemented on the computer, which appli 
cations are installed and execute under the guest operating 
system (e.g., to implement different server roles), and how 
(e. g., the speed and ef?ciency with which) system operations 
are performed by the guest operating system and applications, 
so that this information may be compared with information 
received from other guest machines and a host machine. For 
example, information on how quickly certain system opera 
tions may be performed by the host machine and one or more 
guest machine may be compared to ascertain the ef?ciency 
with which a guest machine is able to access the computer’s 
resources. As an example, if the information received from a 
certain guest machine indicates that a particular ?le copy 
operation performed by an application executing under its 
control takes a certain period of time, and information 
received from a host machine indicates that the same opera 
tion takes less time when performed by the host operating 
system, then this may indicate to developers of the virtualiza 
tion software and/or the application that modi?cations may 
help the application access system resources more ef?ciently. 
It should be appreciated that the above is but one example that 
may be received and compared. Other examples of informa 
tion that may be transmitted and analyzed by an information 
collection facility are described in above-referenced co-pend 
ing application Ser. No. 11/253,256. 
As noted above, embodiments of the invention are not 

limited to associating telemetry data received from guest 
and/ or host machines residing on a single computer, as some 
embodiments provide a capability to associate data received 
from guest and/or host machines residing on multiple com 
puters (e.g., a group of servers operated by an organization). 
As a result, intelligence may be gleaned by comparing or 
correlating data received from various guest and/or host 
machines residing on a group of computers. 

FIG. 3 depicts an example system in which computer 100 
(also depicted in FIG. 1) resides in a group of computers 
which also includes computers 300 and 350. Each of com 
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8 
puters 100, 300 and 350 execute respective operating systems 
120, 320 and 355, respectively. Computer 100 includes three 
guest machines 105-1, 105-2 and 105-3, and computer 300 
includes guest machines 305-1 and 305-2, which include 
operating systems 315-1 and 315-2, respectively. Computer 
350 does not execute virtualization software, and so computer 
350 does not include any guest machine. 

Computers 100, 300 and 350 each communicate with 
information collection facility 150 via network(s) 135, which 
may include any suitable communications infrastructure and 
employ any suitable protocol(s). 

In some embodiments, the host and guest machines on each 
of computers 100 and 300 may perform a process similar to 
example process 200 (FIG. 2), wherein information shared by 
the host and guest machine is included in telemetry data 
provided by each to information collection facility 150, 
except that in the system of FIG. 3, the information is com 
mon to host and guest machines residing on these computers, 
so that the information included in telemetry data provided by 
guest machine 105-1 is the same as, for example, that which 
is included in telemetry data provided by guest machine 305 
1. 

This may be accomplished in any of numerous ways, such 
as by using an identi?er or portion of an identi?er which is 
shared by all computers in the group. For example, in some 
embodiments in which each computer in a group has an 
FQDN and a portion of the FQDN is common to all members 
of the group, then the shared portion may be employed. For 
example, if the FQDN for computer 100 is 
host1.microsoft.com and the FQDN for computer 300 is 
host2.microsoft.com, then the portion microsoft.com shared 
by both computers may be employed. Of course, an FQDN 
portion need not be used, as any suitable information may be 
employed. For example, in embodiments wherein the group 
of computers is a collection of servers in a network domain 
which employ Microsoft Active Directory, the active direc 
tory GUID for the domain may be used by each server. 
As described above with reference to FIG. 2, a one-way 

hash and/or other derivation of this identi?er may be gener 
ated (e.g., by each guest and/or host machine) and included in 
telemetry data transmitted to information collection facility 
150. As a result, the information collection facility may asso 
ciate data received from guest and/or host machines residing 
on each of the group of computers. 

In addition, telemetry data provided by computer 350 to 
information collection facility 150 may include the informa 
tion included in telemetry data by guest machines 105-1 and 
305-1, so that the information collection facility may associ 
ate telemetry data received from each of these entities. For 
example, operating system 355 may include within telemetry 
data the same information as that which is included in telem 
etry data by guest machines 105-1 and 305-1. The informa 
tion may, for example, be a one-way hash of information 
common to all members of the group of computers, such as a 
portion of the FQDN common to all members of the group, or 
the active directory GUID for the domain. 

It should be appreciated that although only one computer 
that does not execute virtualization software (i.e., computer 
350) is shown in FIG. 3, any number of computers not execut 
ing virtualization software may be included, and each may 
include within telemetry data provided to an information 
collection facility information that enables the information 
collection facility to associate the telemetry data provided by 
the computers. 

Various aspects of the systems and methods for practicing 
features of the invention may be implemented on one or more 
computer systems, such as the exemplary computer system 
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400 shown in FIG. 4. Computer system 400 includes input 
device(s) 402, output device(s) 401, processor 403, memory 
system 404 and storage 406, all of which are coupled, directly 
or indirectly, via interconnection mechanism 405, which may 
comprise one or more buses, switches, networks and/or any 
other suitable interconnection. The input device(s) 402 
receive(s) input from a user or machine (e.g., a human opera 
tor), and the output device(s) 401 display(s) or transmit(s) 
information to a user or machine (e.g., a liquid crystal dis 
play). The processor 403 typically executes a computer pro 
gram called an operating system (e.g., a Microsoft Windows 
family operating system, or any other suitable operating 
system) which controls the execution of other computer pro 
grams, and provides scheduling, input/output and other 
device control, accounting, compilation, storage assignment, 
data management, memory management, communication 
and data?ow control. Collectively, the processor and operat 
ing system de?ne the computer platform for which applica 
tion programs and other computer program languages are 
written. 

The processor 403 may also execute one or more computer 
programs to implement various functions. These computer 
programs may be written in any type of computer program 
language, including a procedural programming language, 
object-oriented programming language, macro language, or 
combination thereof. These computer programs may be 
stored in storage system 406. Storage system 406 may hold 
information on a volatile or non-volatile medium, and may be 
?xed or removable. Storage system 406 is shown in greater 
detail in FIG. 5. 

Storage system 406 typically includes a computer-readable 
and writable nonvolatile recording medium 501, on which 
signals are stored that de?ne a computer program or informa 
tion to be used by the program. A medium may, for example, 
be a disk or ?ash memory. Typically, an operation, the pro 
cessor 403 causes data to be read from the nonvolatile record 
ing medium 501 into a volatile memory 502 (e.g., a random 
access memory, or RAM) that allows for faster access to the 
information by the processor 403 than does the medium 501. 
The memory 502 may be located in the storage system 406, as 
shown in FIG. 5, or in memory system 404, as shown in FIG. 
4. The processor 403 generally manipulates the data within 
the integrated circuit memory 404, 502 and then copies the 
data to the medium 501 after processing is completed. A 
variety of mechanisms are known for managing data move 
ment between the medium 501 and the integrated circuit 
memory element 404, 502, and the invention is not limited 
thereto. The invention is also not limited to a particular 
memory system 404 or storage system 406. 

Further, embodiments of the invention are also not limited 
to employing a cache manager component which is imple 
mented as a driver in the 1/0 stack of an operating system. Any 
suitable component or combination of components, each of 
which may be implemented by an operating system or one or 
more standalone components, may alternatively or addition 
ally be employed. The invention is not limited to any particu 
lar implementation. 

The above-described embodiments of the present inven 
tion can be implemented in any of numerous ways. For 
example, the above-discussed functionality can be imple 
mented using hardware, software or a combination thereof. 
When implemented in software, the software code can be 
executed on any suitable processor or collection of proces 
sors, whether provided in a single computer or distributed 
among multiple computers. In this respect, it shouldbe appre 
ciated that any component or collection of components that 
perform the functions described herein can be generically 
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10 
considered as one or more controllers that control the above 
discussed functions. The one or more controllers can be 

implemented in numerous ways, such as with dedicated hard 
ware, or by employing one or more processors that are pro 
grammed using microcode or software to perform the func 
tions recited above. Where a controller stores or provides data 
for system operation, such data may be stored in a central 
repository, in a plurality of repositories, or a combination 
thereof. 

Further, it should be appreciated that a (client or server) 
computer may be embodied in any of a number of forms, such 
as a rack-mounted computer, desktop computer, laptop com 
puter, tablet computer, or other type of computer. Addition 
ally, a (client or server) computer may be embedded in a 
device not generally regarded as a computer but with suitable 
processing capabilities, including a Personal Digital Assis 
tant (PDA), smart phone or any other suitable portable or 
?xed electronic device. 

Also, a (client or server) computer may have one or more 
input and output devices. These devices can be used, among 
other things, to present a user interface. Examples of output 
devices that can be used to provide a user interface include 
printers or display screens for visual presentation of output 
and speakers or other sound generating devices for audible 
presentation of output. Examples of input devices that can be 
used for a user interface including keyboards, and pointing 
devices, such as mice, touch pads, and digitiZing tables. As 
another example, a computer may receive input information 
through speech recognition or in other audible format. 

Such computers may be interconnected by one or more 
networks in any suitable form, including a local area or a wide 
area network, such as an enterprise network and/or the Inter 
net. Such networks may be based on any suitable technology 
and may operate according to any suitable protocol and may 
include wireless networks, wired networks or ?ber optic net 
works. Also, the various methods or processes outlined herein 
may be coded as software that is executable on one or more 

processors that employ any one of a variety of operating 
systems or platforms. 

Additionally, software may be written using any of a num 
ber of suitable programming languages and/or conventional 
programming or scripting tools, and also may be compiled as 
executable machine language code or intermediate code that 
is executed on a framework or virtual machine. 

In this respect, the invention may be embodied as a com 
puter-readable storage medium (or multiple storage media) 
(e.g., a computer memory, one or more ?oppy disks, compact 
disks, optical disks; magnetic tapes, ?ash memories, circuit 
con?gurations in Field Programmable Gate Arrays or other 
semiconductor devices, and/or other computer storage 
media) encoded with one or more programs which, when 
executed on one or more computers or other processors, per 

form methods that implement the various embodiments of the 
invention discussed above. The storage medium or media can 
be transportable, such that the program or programs stored 
thereon can be loaded onto one or more different computers 

or other processors to implement various aspects of the 
present invention as discussed above. 
The terms “program” or “software” are used herein in a 

generic sense to refer to any type of computer code or set of 
computer-executable instructions that can be employed to 
program a computer or other processor to implement various 
aspects of the present invention as discussed above. Addition 
ally, it should be appreciated that according to one aspect of 
this embodiment, one or more computer programs that when 
executed perform methods of the present invention need not 
reside on a single computer or processor, but may be distrib 
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uted in a modular fashion amongst a number of different 
computers or processors to implement various aspects of the 
present invention. 

Computer-executable instructions may be provided in 
many forms, such as program modules, executed by one or 
more computers or other devices. Generally, program mod 
ules include routines, programs, objects, components, data 
structures, etc. that perform particular tasks or implement 
particular abstract data types. Typically the functionality of 
the program modules may be combined or distributed as 
desired in various embodiments. 

Various aspects of the present invention may be used alone, 
in combination, or in a variety of arrangements not speci? 
cally discussed in the embodiments described in the forego 
ing and is therefore not limited in its application to the details 
and arrangement of components set forth in the foregoing 
description or illustrated in the drawings. For example, 
aspects described in one embodiment may be combined in 
any manner with aspects described in other embodiments. 
Use of ordinal terms such as “?rst,” “second,” “third,” etc., 

in the claims to modify a claim element does not by itself 
connote any priority, precedence, or order of one claim ele 
ment over another or the temporal order in which acts of a 
method are performed, but are used merely as labels to dis 
tinguish one claim element having a certain name from 
another element having a same name (but for use of the 
ordinal term) to distinguish the claim elements. 

Also, the phraseology and terminology used herein is for 
the purpose of description and should not be regarded as 
limiting. The use of “including,” “comprising,” or “having,” 
“containing,” “involving,” and variations thereof herein, is 
meant to encompass the items listed thereafter and equiva 
lents thereof as well as additional items. 

Having thus described several aspects of at least one 
embodiment of this invention, it is to be appreciated various 
alterations, modi?cations, and improvements will readily 
occur to those skilled in the art. Such alterations, modi?ca 
tions, and improvements are intended to be part of this dis 
closure, and are intended to be within the spirit and scope of 
the invention. Accordingly, the foregoing description and 
drawings are by way of example only. 
What is claimed is: 
1. At least one tangible computer-readable storage medium 

article having instructions recorded thereon which, when 
executed, perform a method comprising: 

(A) receiving, by each of a plurality of guest and/or host 
machines implemented by at least one computer execut 
ing virtualization software, information descriptive of 
the at least one computer, the information received by 
each of the plurality of guest and/ or host machines being 
the same information; 

(B) each of the plurality of guest and/or host machines 
generating a one-way hash of the information; and 

(C) each of the plurality of guest and/or host machines 
including the one-way hash of the information within its 
respective telemetry data generated for transmission to 
an information collection facility, to enable the informa 
tion collection facility to form an association between 
the telemetry data generated by each of the plurality of 
guest and/ or host machines. 

2. The at least one tangible computer-readable storage 
medium article of claim 1, wherein the act (A) comprises one 
or more of the plurality of guest and/ or host machines reading 
the information from the at least one computer. 

3. The at least one tangible computer-readable storage 
medium article of claim 1, wherein the at least one computer 
comprises a server computer. 
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4. The at least one tangible computer-readable storage 

medium article of claim 3, wherein each guest machine 
executes at least one application implementing a server role 
for the server computer. 

5. The at least one tangible computer-readable storage 
medium article of claim 3, wherein the information comprises 
a fully quali?ed domain name (FQDN) of the server com 
puter. 

6. The at least one tangible computer-readable storage 
medium article of claim 1, further comprising acts of: 

(D) transmitting the telemetry data for each of the plurality 
of guest and/ or host machines to the information collec 
tion facility; and 

(E) the information collection facility forming the associa 
tion between the telemetry data generated by each of the 
plurality of guest and/or host machines. 

7. The at least one tangible computer-readable storage 
medium article of claim 1, wherein the act (B) comprises 
employing a SHA-256 one-way hashing algorithm. 

8. A system comprising: 
at least one processor programmed to implement an infor 

mation collection facility con?gured to: 
receive, from at least one computer coupled to the infor 

mation collection facility via at least one network, 
each of the at least one computers executing virtual 
ization software implementing a plurality of guest 
and/ or host machines con?gured to generate respec 
tive telemetry data, information usable to form an 
association between the telemetry data generated by 
each of the plurality of guest and/or host machines; 
and 

form an association between the telemetry data received 
from each of the plurality of guest and/or host 
machines. 

9. The system of claim 8, further comprising the at least one 
computer. 

10. The system of claim 8, wherein the information usable 
to form an association between the telemetry data generated 
by each of the plurality of guest and/or host machines com 
prises a one-way hash of information included within the 
telemetry data by each of the plurality of guest and/or host 
machines, and the information collection facility is con?g 
ured to form the association between the telemetry data 
received from each of the plurality of guest and/or host 
machines using the one-way hash. 

11. The system of claim 10, wherein the at least one com 
puter is a plurality of computers, each of the plurality of 
computers has an identi?er of which at least a portion is 
common to each of the plurality of computers, and the infor 
mation comprises the at least a portion of the identi?er that is 
common to each of the plurality of computers. 

12. The system of claim 11, wherein the at least a portion of 
the identi?er comprises a portion of an FQDN of each of the 
plurality of computers that is common to each of the plurality 
of computers. 

13. The system of claim 11, wherein the plurality of com 
puters each belong to a same network domain, and the at least 
a portion of the identi?er is a globally unique identi?er 
(GUID) for the domain. 

14. The system of claim 8, wherein the at least one com 
puter is a single computer, and wherein the information col 
lection facility is con?gured to form an association between 
telemetry data received from guest and/ or host machines 
implemented on the single computer. 

15. The system of claim 8, wherein the at least one com 
puter is a plurality of computers, and wherein the information 
collection facility is con?gured to form an association 
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between telemetry data received from guest and/or host 17. The method of claim 16, wherein at least one of the 
machines implemented on each of the plurality of computers. plurality of computers executes virtualization software. 

16. A method for use in a system comprising a plurality of 18. The method of claim 16, further comprising an act of: 
computers each coupled to an information collection facility (C) the information collection facility receiving the telem 
via at least one network, the method comprising: 5 etry data generated by the plurality of computers; and 

(A) each of the plurality of computers generating respec- (D) the information collection facility using the item of 
tive telemetry data for transmission to the information information to form an association between the telem 
collection facility, the telemetry data generated by each etry data generated by the plurality of computers. 
of the plurality of computers comprising a same item of 19. The method of claim 16, wherein at least one of the 
information which can not be used to identify any of the 10 plurality of computers is a server computer. 
plurality of computers but which can be used to form an 20. The method of claim 16, wherein the item of informa 
association between the telemetry data generated by tion generated by each one of the plurality of computers 
each of the plurality of computers; and comprises a one-way hash of information descriptive of the 

(B) transmitting the telemetry data generated by the plu- one computer. 
rality of computers to the information collection facility 15 
via the at least one network. * * * * * 
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