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CONTENT DELIVERY SYSTEM FOR 
DIGITAL OBJECT 

FIELD OF THE INVENTION 

The present invention relates to a network and method for 
content delivery from multiple data sources, in particular in a 
peer-to-peer network. 

BACKGROUND TO THE INVENTION 

A peer-to-peer (also termed P2P) computer network is a 
network that relies primarily on the computing power and 
bandwidth of the participants in the computer network rather 
than concentrating computing power and bandwidth in a rela 
tively low number of servers. P2P computer networks are 
typically used for connecting nodes of the computer network 
via largely ad hoc connections. The P2P computer network is 
useful for many purposes. Sharing content ?les containing, 
for example, audio, video and data is very common. Real time 
data, such as telephony traf?c, is also passed using the P2P 
network. 
A pure P2P network does not have the notion of clients or 

servers, but only equal peer nodes that simultaneously func 
tion as both “clients” and “servers” to the other nodes on the 
network. This model of network arrangement differs from the 
client-server model in which communication is usually to and 
from a central server. A typical example for a non P2P ?le 
transfer is an FTP server where the client and server programs 
are quite distinct. In the FTP server clients initiate the down 
load/uploads and the servers react to and satisfy these 
requests from the clients. 
Some networks and channels, such as Napster, OpenNAP, 

or IRC @?nd, use a client-server structure for some tasks 
(e. g., searching) and a P2P structure for other tasks. Networks 
such as Gnutella or Freenet use the P2P structure for all 

purposes, and are sometimes referred to as true P2P networks, 
although Gnutella is greatly facilitated by directory servers 
that inform peers of the network addresses of other peers. 
One of the most popular ?le distribution programmes used 

in P2P networks is currently BitTorrent which was created by 
Bram Cohen. BitTorrent is designed to distribute large 
amounts of data widely without incurring the corresponding 
consumption in costly server and bandwidth resources. To 
share a ?le or group of ?les through BitTorrent, clients ?rst 
create a “torrent ?le”. This is a small ?le which contains 
meta-information about the ?les to be shared and about the 
host computer (the “tracker”) that coordinates the ?le distri 
bution. Torrent ?les contain an “announce” section, which 
speci?es the URL of a tracker, and an “info” section which 
contains (suggested) names for the ?les, their lengths, the 
piece length used, and a SHA-l hash code for each piece, 
which clients should use to verify the integrity of the data they 
receive. 

The tracker is a server that keeps track of which seeds (i.e. 
a node with the complete ?le or group of ?les) and peers (i.e. 
nodes that do not yet have the complete ?le or group of ?les) 
are in a swarm (the expression for all of the seeds and peers 
involved in the distribution of a single ?le or group of ?les). 
Nodes report information to the tracker periodically and from 
time-to-time request and receive information about other 
nodes to which they can connect. The tracker is not directly 
involved in the data transfer and is not required to have a copy 
of the ?le. Nodes that have ?nished downloading the ?le may 
also choose to act as seeds, i.e. the node provides a complete 
copy of the ?le. After the torrent ?le is created, a link to the 
torrent ?le is placed on a website or elsewhere, and it is 
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2 
normally registered with the tracker. BitTorrent trackers 
maintain lists of the nodes currently participating in each 
torrent. The computer with the initial copy of the ?le is 
referred to as the initial seeder. 

Using a web browser, users navigate to a site listing the 
torrent, download the torrent, and open the torrent in a Bit 
Torrent client stored on their local machines. After opening 
the torrent, the BitTorrent client connects to the tracker, which 
provides the BitTorrent client with a list of clients currently 
downloading the ?le or ?les. 

Initially, there may be no other peers in the swarm, in which 
case the client connects directly to the initial seeder and 
begins to request pieces. The BitTorrent protocol breaks 
down ?les into a number of much smaller pieces, typically a 
quarter of a megabyte (256 KB) in siZe. Larger ?le siZes 
typically have larger pieces. For example, a 4.37 GB ?le may 
have a piece siZe of 4 MB (4096 KB). The pieces are checked 
as they are received by the BitTorrent client using a hash 
algorithm to ensure that they are error free. 
As further peers enter the swarm, all of the peers begin 

sharing pieces with one another, instead of downloading 
directly from the initial seeder. Clients incorporate mecha 
nisms to optimiZe their download and upload rates. Peers may 
download pieces in a random order and may prefer to down 
load the pieces that are rarest amongst it peers, to increase the 
opportunity to exchange data. Exchange of data is only pos 
sible if two peers have a different subset of the ?le. It is 
known, for example, in the BitTorrent protocol that a peer 
initially joining the swarm will send to other members of the 
swarm a BitField message which indicates an initial set of 

pieces of the digital object which the peer has available for 
download by other ones of the peers. On receipt of further 
ones of the pieces, the peer will send a Have message to the 
other peers to indicate that the further ones of the pieces are 
available for download. 
The substantial increase in tra?ic over P2P networks in the 

past few years has increased the demand for P2P caches and 
also for alternative P2P management techniques. In particular 
there is a need to ensure that those pieces of the digital object 
required are preferably available with required access times. 
Furthermore there is a need to ensure that management tech 
niques can ensure that bandwidth is used most effectively and 
cost-ef?ciently. 

SUMMARY OF THE INVENTION 

The invention provides a network for the delivery of digital 
data with at least one peer downloading the digital data from 
a plurality of data sources at least one data monitoring device 
and at least one data delivery controller. The data monitoring 
device monitors quality of service parameters for the delivery 
of the digital data and the data delivery controller adjusts the 
rates for the delivery of the digital data to manage the data 
delivery. This allows the optimal delivery of the digital data 
since the different sources of digital data can all be used to 
their best advantage. 
The plurality of data sources comprise both caches and 

other peers. Each of these different data sources has their 
advantages as will be explained below. 
The quality of service parameters include, but are not lim 

ited to, the cost of the data delivery and the rate of data 
delivery received by the peer. These are generally the quality 
of service parameters of most concern. Suppliers of digital 
data wish to deliver the digital data as quickly as required and 
as cheaply as possible. 
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The invention further provides a method for the delivery of 
digital data to a peer from a plurality of data sources com 
prising the following steps: 

a ?rst step of accessing multiple ones of the plurality of 
data sources; 

a second step of downloading data from the multiple ones 
of the plurality of data sources; 

a third step of monitoring a rate of receipt of the digital data 
at the peer from the plurality of data sources; 

a fourth step of comparing the rate of receipt of the digital 
data with at least one quality of service parameter; and 

a ?fth step of adjusting the rate of receipt of the digital data 
at the peer from at least one of the plurality of data 
sources in accordance with the comparison of the fourth 
step. 

Finally the sources of data are used e?iciently by providing 
a method for maximising the use of bandwidth from one of 
the data sources delivering digital data to the peers. This 
method comprises the following steps: 

a ?rst step of determining the amount of bandwidth avail 
able for the delivery of the digital data from the selected 
one of the plurality of data sources; 

a second step of monitoring a rate of receipt of the delivery 
data at one or more of the one or more peers from the 

plurality of data sources; 
a third step of adjusting the rate of delivery of the digital 

data from other ones of the plurality of data sources such 
that the use of the bandwidth from the selected one of the 
plurality of data sources is maximised. 

DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows a Peer-to Peer network as known in the art. 
FIG. 2 shows the request for a download of a digital object. 
FIG. 3 shows an overview of the network in accordance 

with the invention. 
FIG. 4 shows an overview for the distribution of content. 
FIG. 5 shows a geographical implementation of a content 

distribution network 
FIG. 6 shows an overview of a service point of presence. 
FIG. 7 shows an overview of a data point of presence. 
FIG. 8 shows an overview of a data delivery controller and 

monitor. 

DETAILED DESCRIPTION OF THE INVENTION 

FIG. 1 is a block diagram illustrating an environment in 
which the invention may be practiced. FIG. 1 includes a 
Peer-to-Peer (P2P) network 100. The P2P network 100 
includes a plurality of peers, such as peer 102a, 102b, 1020, 
102d, 102e and 102], hereinafter referred to as peers 102, 
connected to each other. P2P network 100 may be a Local 
Area Network (LAN), a Wide Area Network (WAN), a Met 
ropolitan Area Network (MAN), a wireless network and the 
like. The peers 102 present in the P2P network 100 include 
stored digital data. Various examples of the digital data 
include, but are not limited to, an application ?le, a video ?le, 
a music ?le and the like. In P2P network 100 the digital data 
is shared among the peers 102. It should be understood that 
the peers 102 may store multiple copies of the digital data. 

FIG. 2 is a block diagram illustrating a user 202 sending a 
request for download of a digital object through peer 10211, in 
accordance with an example of the invention. FIG. 2 includes 
the peer 10211, the user 202, a server 204 and a tracker server 
206. The server 204 can include one or more torrent ?les, such 
as torrent ?le 208a, 2081) and 2080, hereinafter referred to as 
the torrent ?les 208. The present invention has been described 
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4 
with respect to BitTorrent protocol as an exemplary example. 
It should be understood by those skilled in the art that present 
invention is applicable to all P2P protocols. 
The user 202 makes a request at the peer 10211 to download 

the digital object. The peer 102a communicates with the 
server 204 and provides information for the digital object to 
be downloaded to the server 204. Subsequently, the server 
204 locates one of the torrent ?les related to the digital object 
requested for download by peer 102a, such as, for example, 
torrent ?le 20811. The torrent ?les 208 may include informa 
tion related to the name, siZe, number of pieces and check sum 
error for the digital object to be downloaded by peer 10211. 
The tracker server 206 can provide a list of peers 102 

present in the P2P network 100 with the pieces of the digital 
object to be downloaded. The peer 102a, thereafter, commu 
nicates with the available list of peers 102 for downloading 
the related digital objects. The peer 102a communicates with 
peers 102 by sending a bit?eld of the pieces of the digital 
object that peer 10211 has. After peer 102a receives all the 
bit?elds from peers 102, it sends a message to the peers 102 
where it ?nds relevant data and starts downloading the pieces 
of the requested digital object. 

FIG. 3 is a block diagram illustrating peer 10211 in commu 
nication with a Cache Location Server (CLS) 302. FIG. 3 
includes the peer 10211, the CLS 302, a database 304, an 
Internet Service Provider Domain Name Server (ISP DNS) 
306, a central Domain Name Server (central DNS) 308, a 
cache DNS 310 and one or more caches, such as, cache 312a, 
3121) and 3120, hereinafter referred to as caches 312. 
The peer 102a communicates with the CLS 302. The infor 

mation sent by the peer 10211 to the CLS 302 may also contain 
the IP address of the peer 102a. Based on the received infor 
mation, the CLS 302 communicates a location string to the 
peer 10211. The CLS 302 may get the location string from the 
database 304. The database 304 stores information about the 
IP address ranges of countries, ISPs, regions, towns, etc for 
the purpose of generating speci?c location strings with 
respect to peers 102. 
The peer 102a then, using the location string and informa 

tion from the Torrent File 208, makes communication with 
the ISP DNS 306. 
As an example only, the information sent by peer 10211 to 

ISP DNS 306 may be as following: 
Protocol-TruncatedHash.Protocol-Publisher-Location 

String.Find-Cache.com 
An example of the information sent by CLS 302 to peer 

102a may be as following: 
bt-l234.bt-bigcorp-bigispnyc.?nd-cache.com 

where, ‘bt’ represents the BitTorrent protocol used by the peer 
102a, ‘1234’ representing a speci?c hash value associated 
with the digital object to be downloaded by the peer 102a, 
‘bigcorp’ representing the publisher (a ?ctional “Big Corpo 
ration”) of the digital object to be downloaded, ‘bigispnyc’ 
representing the location string for the peer 10211 (the New 
York point of presence for a ?ctional “Big ISP”). 

Based on this communication, the ISP DNS 306 redirects 
the request to the central DNS 308 (which is the name server 
for the domain contained in the communication). Thereafter, 
the central DNS 308 provides an address of the cache DNS 
310 to the ISP DNS 306. The cache DNS 310, thus, receives 
a DNS request from the ISP DNS 306 for the digital object to 
be downloaded. Subsequently, the cache DNS 310 allocates 
one of the caches 312, such as, for example, cache 31211. The 
cache DNS 310 may allocate one of the caches 312 based on 
the load, availability and content on each of them. The cache 
DNS 310 communicates this information to the ISP DNS 306, 
which in turn communicates the information to the peer 1 02a. 
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The peer 102a, thereafter, makes a communication with the 
cache 31211 for downloading the digital object. The commu 
nication between the peer 102a and cache 31211 is explained 
in detail in FIG. 4. 

FIG. 4 is a block diagram illustrating a system 400 for 
content distribution in the P2P network 100. The system 400 
includes the peer 102a, 1021) and 1020, the cache 312a and 
312b, a content server 402, a private tracker 404, a public 
tracker 406, a business logic unit 408, a central database 
server 410 and a user interface unit 412. 

The peer 102a sends a request to the cache 31211 for down 
loading the digital object. The cache 31211 is connected to the 
content server 402 and the private tracker 404. The content 
server 402 may include complete copies of a plurality of 
stored digital objects in the P2P network 100. In an example 
of the present invention, the content server 402 is connected 
to a publisher’s computer network. The content server 402 
receives the digital objects, which are to be distributed, from 
the publisher’ s computer network. For example, the publisher 
wishing to distribute a video ?le in the P2P network 100 
would ?rst upload the video ?le to the content server 402. 
Thereafter, the video ?le can be subsequently downloaded by 
the peers 102 from the content server 402. 
As soon as the publisher uploads a piece of the digital 

object on the content server 402, the digital data can become 
available for the peers 102 to be downloaded. Thus, as the 
publisher progresses with the upload of subsequent pieces of 
the digital object, the peers 102 are able to download those 
uploaded pieces in parallel. Therefore, the capability of the 
system 400 to execute parallel uploads and downloads of the 
digital object from the content server 402 ensures an ef?cient 
real time availability of digital objects in the P2P network 
100. 
The cache 31211 downloads the digital objects, based on the 

request from the peer 10211, from the content server 402 or 
from cache 3121). The private tracker 404 knows which of the 
digital objects are available on which of the caches 312 and 
content servers 402 and provides this information to the cache 
31211. If the digital object requested by the peer 10211 is 
available on the cache 31211, the peer 10211 downloads the 
digital object from the cache 31211. If the digital object is not 
available on the cache 31211, the cache 31211 downloads the 
requested digital object from the content server 402 and/ or the 
cache 3121). Thereafter, the cache 312a makes the digital 
object available to the peer 10211 for downloading. The peer 
102a may also download the related digital objects from the 
other peers 102 available in the P2P network 100, such as, for 
example, peer 10219 and peer 1020. 

The cache 312a may also upload digital objects from the 
peers 102 available in the P2P network 100. In such a case, the 
cache 312a acts as one of the peers 102. 
As discussed above, the private tracker 404 maintains a 

track of all the data available on the content server 402 and the 
caches 312. The public tracker 406 is connected to all of the 
caches 312 and to all of the peers 102 in the P2P network 100. 
The public tracker 406 maintains a track of all the data digital 
objects transferred among the caches 312 and the peers 102. 
In particular, the public tracker 406 maintains a list of all of 
the peers 102 and the caches 312 which hold copies of the 
digital objects available in the P2P network 100. 

The business logic unit 408 is connected to all the caches 
312 and the private tracker 404. The business logic unit 408 
authenticates peers 102 before allowing the peers 102 to 
upload any digital object. Further, the business logic unit 408 
is connected to the central database server 410. The business 
logic unit 408 acts as an interface between the P2P network 
100 and the central database server 410. Central database 
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6 
server 410 acquires log reports from the private tracker 404 
and caches 312, through the business logic unit 408, for all the 
data transferred to and from the caches 312 and the content 
server 402. Using the information from the central database 
server 410 obtained via the business loging unit 408, such as, 
the log reports, the user interface unit 412 provides the 
required information billing purposes and for report genera 
tion. 
The central database server 410 may be connected to the 

public tracker 406. The public tracker 406 may be connected 
to the private tracker 404. 

FIG. 5 is a block diagram illustrating an exemplary geo 
graphical implementation of a cache distribution network 
500. The cache distribution network 500 includes one or more 
service points of presence, such as, a service point of presence 
502a and 502b, hereinafter referred to as the service points of 
presence (POPs) 502. The cache distribution network 500 
further includes one or more data points of presence, such as, 
data point of presence 504a, 504b, 5040 and 504d, hereinafter 
referred to as data points of presence (POPs) 504. The service 
POPs 502 are located at remote geographical locations for, 
such as, for example London, San Jose and so forth. It should 
be understood by those skilled in art that the number of the 
service POPs 502 locations are scalable and may be increased 
with the increase in network traf?c. The service POPs 502, 
such as the service POP 502a and 502b, are connected to each 
other. The connection between the service POPs 502 enables 
a real time data and information transfer between all of the 
service POPs 502, 

Furthermore, the data POPs 504 are also located in remote 
geographical locations across the globe, such as, for example, 
New York, Frankfurt and so forth. It should be understood by 
those skilled in art that the number of the data POPs 504 
locations are scalable and may be increased with the increase 
in network tra?ic and digital objects available in the P2P 
network 100. The data POPs 504, such as the data POP 504a 
and 504b, are connected with all the available service POPs 
502 in the P2P network 100. The connection between the data 
POPs 504 and service POPs 502 enables a real time data 
update and information transfer between the data POPs 504 
from the service POPs 502, 
The geographical location may include both, the service 

POP 502a and the data POP 504a. 
FIG. 6 is a block diagram illustrating an arrangement 600 

of the components of the service POP 50211, in accordance 
with an example of the present invention. The arrangement 
600 for the service POP 502a includes the cache location 
server 302, the central domain name server 308, the content 
server 402, the private tracker 404 and the central database 
server 410. The arrangement 600 for the service POP 502a 
may include the caches 312, such as, the cache 312a and 
3121). Furthermore, in an example of the present invention, 
the arrangement 600 for the service POP 502a includes the 
public tracker 406, the business logic unit 408 and the user 
interface unit 412. 
The central database server 410 may be located in each of 

the service POPs 502. The central database server 410 of each 
of the service POPs 502 are connected to each other and act as 
a central database unit. 

It should be understood by those skilled in the art that the 
components illustrated in the arrangement 600 for the service 
POP 50211 are scalable and may be increased based on the 
network tra?ic and the digital objects available in the P2P 
network 100. 

FIG. 7 is a block diagram illustrating an arrangement 700 
of the components of the data POP 50411. The arrangement 
700 for the data POP 504a includes the caches 312, such as, 
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the cache 312a, 312b, 3120 and 312d and the cache DNS 310. 
Only a single cache DNS 310 is shown in FIG. 7 for simplic 
ity. However, the data POP 504a may contain more than one 
of the single caches DNS 310. The data POP 504a provides 
digital objects for the peers 102 in the P2P netWork 100. The 
data POPs 504 doWnload data from the service POPs 502. 

It should be understood by those skilled in the art that the 
components illustrated in the arrangement 700 for the data 
POP 50411 are scalable and may be increased based on the 
netWork tra?ic and the digital objects available in the P2P 
netWork 100. 
As discussed above in connection With FIG. 4, the peer 

10211 downloads from the cache 312a and from the other 
peers 102 available in the P2P netWork 100. The rates of 
delivery of digital data representing the pieces of the digital 
objects vary from the multiple sources, as does the quality and 
the cost in providing the digital data. For example, the digital 
data from the peers 312 is not (necessarily) of hi gh quality and 
the rate of delivery of the digital data can beibut is not 
necessarilyisloW. On the other hand, the rates of delivery of 
the digital data from caches 312 can be fairly highiparticu 
larly if the connection from the caches 312 to the peer 10211 
has a high bandWidth. The quality of the digital data is also 
high, for example the digital data does not contain many 
errors. HoWever the cost of delivering the digital data from the 
caches 312 is higher than the cost of delivering the digital data 
from the peers 102. 

There is a further issue With the caches 312. The cost of the 
connection from the peer 10211 to the caches 312 is normally 
related to the maximum throughput provided by the caches 
312. As a result, for example, during the day the caches 312 
may be extremely busy but at night the caches 312 may not be 
so busy. The caches 312 (and the connection from the peer 
10211 to the caches 312) Will have capacity available to the 
caches 312 during the night Which has been paid for. The 
incremental cost in delivering the digital data from the caches 
312 during the night is accordingly much smaller than the 
incremental cost in delivering the digital data from the server 
312 during the day. 

The rate of delivery of the digital data to the peer 10211 is 
therefore a combination of the rates of delivery of the digital 
data from the other peers 102 and the caches 312. The cost for 
the delivery of the digital data varies according to Which ones 
of the multiple sources (i.e. peers 102 and/ or caches 312) 
supplies the digital data. If the digital data is supplied princi 
pally from the other peers 102 to Which the peer 10211 is 
connected, the cost of the digital data Will be small. In par 
ticular, if the other peers 102 are severed by the same ISP the 
cost Will be very small. HoWever, the quality of service may 
not be acceptable. 
An unacceptable quality of service is When the peer 102a 

does not receive the digital data at su?icient speed or the 
received digital data contains too many errors. One example 
of an unacceptable quality of service may occur When a user 
202 at the peer 102a Wishes to Watch a video. The video is 
stored as a digital object in the form of video data. A certain 
amount of digital data has to reach the peer 102 Within a ?xed 
period of time in order for the peer 10211 to Watch the video. 
If the digital data representing the pieces of the digital object 
is not received at the peer 102a, then the user 202 Will expe 
rience an interruption in the transmission of the video. 

The pieces of the digital object may be doWnloaded from 
the caches 312. HoWever, the doWnloading of the digital data 
from the caches 312 is more costly as the bandWidth is Wider, 
the digital data may have to pass over leased lines and the rate 
of the delivery of the digital data is much higher. The peer 
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8 
102a can get more than enough digital data from the caches 
312 to enable the user 202 to vieW the video and the quality of 
data Will be much higher. 

In essence a combination of the delivery of digital data 
from the other peers 102 and from the caches 312 offers the 
best option. 

In order to perform this combination of the delivery of data, 
the peer 10211 is provided With a data delivery monitor 800 as 
shoWn in FIG. 8. FIG. 8 illustrates not only the data delivery 
monitor 800 but also tWo of the other peers 10219 and 1020 
supplying the peer 10211 With digital data and the caches 312 
supplying the peer 10211 With digital data. It Will be under 
stood that in practice the peer 102a Will be connected to 
multiple other peers 1 02 and possibly to more than one caches 
312. A data delivery controller 810 is also illustrated con 
nected to the caches 312. 
The data delivery monitor 800 is provided With predeter 

mined quality of service (QoS) parameters. Different ones of 
the digital objects Will have different predetermined quality 
of service parameters. The data delivery monitor 800 moni 
tors the rate of receipt of the digital data at the peer 102a and 
may monitor the rate of receipt of the digital data from the 
other peers 10219 and 1020 as Well as from the caches 312, 
such as cache 31211. The monitored real-time quality of ser 
vice parameters are compared With predetermined quality of 
service parameters. The predetermined quality of service 
parameters can be pre-programmed into the data delivery 
monitor 800 and/or may be dynamically adjusted. The rate of 
delivery of the digital data to the peer 102a may be adjusted 
on the basis of the comparison as Will be discussedbeloW. The 
data delivery monitor 800 sends QoS information to a data 
delivery controller 810. 
The quality of service parameters include, but are not lim 

ited to, the rate of receipt of the delivery of the digital data to 
the peer 10211, the cost of the delivery of the digital data and 
the error rate of the received digital data. For example, the 
pre-determined quality of service parameters could include 
the requirement that the data is received at a rate between 1 
Mb and 1.2 Mb per second to alloW the vieWing of the video 
by the user 202 at the peer 10211. The pre-determined quality 
of service parameters might also require that the total cost for 
the delivery of the digital data not exceed, for example, 300. 
The data delivery monitor 800 and the data delivery con 

troller 810 may be positioned in an appropriate place Within 
the P2P netWork 100. In the embodiment shoWn in FIG. 8, the 
data delivery monitor 800 and the data delivery controller 810 
is positioned at the cache 31211. The data delivery monitor 800 
may be positioned at the public tracker 406 but the data 
delivery controller 810 Will be positioned at some or all of the 
caches 312 and some or all of the peers 102. The data delivery 
monitor 800 and the data delivery controller 810 may also be 
positioned at the peers 102 or elseWhere in the P2P netWork 
100. More than one data delivery monitor 800 and more than 
one data delivery controller 810 may be employed in the P2P 
netWork 100. 
The function of the data delivery controller 810 is to 

receive the QoS information from the data delivery monitor 
800 and to adjust the rate of delivery of the digital data from 
the other peers 102 and the caches 312. The adjustment may 
be done, for example, by turning off or on some of the con 
nection through Which the digital data is delivered to the peer 
10211. The peer 102a Will therefore receive less data. The 
adjustment may also be done by changing the bandWidth of 
the connection betWeen the peer 102a and the other peers 102 
or, more commonly, the caches 312. Changing the bandWidth 
is, for example, particularly appropriate When the source of 
the digital data is the caches 312 and turning on or off the 
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channel is particularly appropriate When the source of the 
digital data is one of the other peers 102. 

The data delivery controller 810 may make further deci 
sions. It may choose, for example, to throttle the rate of 
delivery of the digital data from other peers 102 or from other 
ones of the caches 312 situated outside of the intemet service 
provider (ISP) at Which the peer 1 02a is situated. The ISP may 
Wish to preferentially use the other peers 102 and any caches 
312 Within its domain and thus restrict tra?ic to any ones of 
the other peers 102 or any caches 312 outside of its domain. 

The data delivery monitor 800 can monitor the receipt of 
the digital data by monitoring content availability messages, 
such as BitField and Have messages in the BitTorrent proto 
col. Equivalent techniques and messages exist in other P2P 
protocols. 

The data delivery controller 810 may also select to prefer 
entially source the digital data from underused caches 312 as 
discussed above. To take an example using FIG. 5, the nearest 
caches 312 of the digital data for the peer 10211 in Germany is, 
for example, located in Frankfurt. It Would be from a location 
vieWpoint optimal to use the caches 312 in Frankfurt for the 
delivery of the digital data. On the other hand, if the peer 1 02a 
is accessing the digital data in the morning, it is probable that 
the caches 312 in San Jose is underutilised because of the 
different time Zones Whilst the caches 312 in Frankfurt is 
operating at or close to its maximum throughput. There may 
be bandWidth available from the San Jose caches 312 avail 
able at minimal incremental cost. As a result, the data delivery 
controller 810 Will attempt to deliver the digital data prefer 
entially from the San Jose caches 312 in order to minimise 
costs. 

The foregoing description is that of the preferred embodi 
ments of the invention and that various changes and modi? 
cations may be made thereto Without departing from the spirit 
and scope of the invention. 

The invention claimed is: 
1. A peer-to-peer netWork for the delivery of digital data 

comprising: 
at least one cache included in a plurality of data sources, 

said plurality of data sources including one or more 
peers, available for at least one peer to doWnload the 
digital data from said plurality of data sources; 

at least one data monitoring device located at said at least 
one cache for monitoring at least one quality of service 
parameter for the delivery of the digital data to said at 
least one peer, said at least one quality of service param 
eter comprising the rate of data delivery received by the 
said at least one peer; and 

at least one data delivery controller for adjusting at least 
one of the rates for the delivery of the digital data from 
said at least one cache depending on the monitored qual 
ity of service parameter; 

Wherein said at least one cache is external to said one or 
more peers such that said at least one cache and said one 
or more peers are distinct data sources Within said plu 
rality of data sources; and 

Wherein said at least one peer doWnloads at least a ?rst 
portion of the digital data from said at least one cache 
and at least a second portion of the digital data from said 
one or more peers. 

2. The netWork of claim 1, Wherein the plurality of data 
sources comprise multiple types of data sources. 

3. The netWork of claim 1, Wherein said at least one quality 
of service parameter comprises a cost of the data delivery. 

4. The netWork of claim 3, Wherein a ?rst cost of the data 
delivery associated With the ?rst portion of the digital data 
doWnloaded from said at least one cache differs from a second 
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10 
cost of data delivery associated With the second portion of the 
digital data doWnloaded from said one or more peers. 

5. The netWork of claim 1, Wherein the data delivery con 
troller is located at said at least one cache. 

6. The netWork of claim 1, Wherein the data delivery moni 
tor monitors content availability messages from the peer. 

7. The netWork of claim 1 further comprising a plurality of 
caches, Whereby each one of the caches has at least one data 
delivery monitor and at least one data delivery controller. 

8. A method for delivery of digital data to a peer from a 
plurality of data sources in a peer-to-peer netWork comprising 
the folloWing steps: 
making available access to at least one cache included in 

the plurality of data sources, said plurality of data 
sources including one or more peers, for doWnloading 
data therefrom by the peer; 

using at least one data monitoring device to monitor at the 
at least one cache at least one quality of service param 
eter for receipt of the digital data at the peer from the 
plurality of data sources, said at least one quality of 
service parameter comprising the rate of data delivery 
received by the peer; comparing the at least one quality 
of service parameter for the receipt of the digital data 
With at least one predetermined quality of service 
parameter; using at least one data delivery controller to 
adjust the receipt of the digital data at the peer from the 
at least one cache in accordance With a result of the 
comparison step; 

Wherein said at least one cache is external to said one or 

more peers such that said at least one cache and said one 

or more peers are distinct data sources Within said plu 
rality of data sources; and 

Wherein said at least one peer doWnloads at least a ?rst 
portion of the digital data from said at least one cache 
and at least a second portion of the digital data from said 
one or more peers. 

9. The method of claim 8, Wherein the predetermined qual 
ity of service parameter comprises the cost of the delivery of 
the digital data to the peer. 

10. The method of claim 9, Wherein a ?rst cost of the data 
delivery associated With the ?rst portion of the digital data 
doWnloaded from said at least one cache differs from a second 
cost of data delivery associated With the second portion of the 
digital data doWnloaded from said one or more peers. 

11. The method of claim 8, Wherein the rate of the receipt 
of the digital data lies betWeen speci?ed parameters. 

12. The method of claim 8, Wherein adjusting the receipt 
comprises adjusting the bandWidth for the delivery of the 
digital data from the at least one cache. 

13. A non-transitory digital data storage medium encoding 
a machine-executable program of instructions to perform a 
method for delivery of digital data to a peer from a plurality of 
data sources in a peer-to-peer netWork, the method compris 
ing the steps of: 
making available access to at least one cache included in 

the plurality of data sources, said plurality of data 
sources including one or more peers, for doWnloading 
data therefrom by the peer; 

using at least one data monitoring device to monitor at the 
at least one cache at least one quality of service param 
eter for receipt of the digital data at the peer from the 
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plurality of data sources, said at least one quality of 
service parameter comprising the rate of data delivery 
received by the peer; 

comparing the at least one quality of service parameter for 
the receipt of the digital data With at least one predeter 
mined quality of service parameter; 

using at least one data delivery controller to adjust the 
receipt of the digital data at the peer from the at least one 
cache in accordance With a result of the comparison step; 

Wherein said at least one cache is external to said one or 
more peers such that said at least one cache and said one 
or more peers are distinct data sources Within said plu 
rality of data sources; and 
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Wherein said at least one peer doWnloads at least a ?rst 

portion of the digital data from said at least one cache 
and at least a second portion of the digital data from said 
one or more peers. 

14. The non-transitory data storage medium of claim 13, 
Wherein a ?rst cost of data delivery associated With the ?rst 
portion of the digital data doWnloaded from said at least one 
cache differs from a second cost of data delivery associated 
With the second portion of the digital data doWnloaded from 

10 said one or more peers. 


