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SYSTEMS AND METHODS FOR 
RETROFITTING ELECTRONIC APPLIANCES 

TO ACCEPT DIFFERENT CONTENT 
FORMATS 

RELATED APPLICATIONS 

This application is a continuation of application Ser. No. 
11/398,325, ?led Apr. 4, 2006 now US. Pat. No. 7,190,792, 
Which claims the bene?t of application Ser. No. 09/885,415, 
?led Jun. 19, 2001 (now US. Pat. No. 7,050,586), Which 
further claims the bene?t of US. Provisional Application No. 
60/212,642, ?led Jun. 19, 2000, titled “Systems and Methods 
for Retro?tting Electronic Appliances to Accept Different 
Content Formats,” all of Which are incorporated herein by 
reference. 

COPYRIGHT AUTHORIZATION 

A portion of the disclosure of this patent document con 
tains material Which is subject to copyright protection. The 
copyright oWner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclo 
sure, as it appears in the Patent and Trademark Of?ce patent 
?le or records, but otherWise reserves all copyright rights 
Whatsoever. 

FIELD OF THE INVENTION 

The present invention relates generally to the management 
and use of electronic content. More speci?cally, systems and 
methods are disclosed for retro?tting or adapting electronic 
appliances to accept content formats different from those the 
appliance Was originally designed to accept. 

BACKGROUND OF THE INVENTION 

The rapid groWth of the market for digital goods has cre 
ated a need for systems and methods to protect and enforce 
the rights and interests of content oWners. While increasing 
attention has been paid to the development of digital rights 
management (DRM) mechanisms to address this need, the 
large number of competingiand typically incompatiblei 
rights management systems has created problems of its oWn, 
as existing content rendering devices are often incapable of 
rendering content encoded in accordance With the formats of 
the many DRM systems. 

SUMMARY OF THE INVENTION 

Systems and methods are disclosed for using an arbitrary 
?xed channel to carry third-party information. In one embodi 
ment, the present invention provides systems and methods for 
enabling existing content rendering devices to accept content 
encoded in a proprietary format, such as an encoding format 
used by a digital rights management system. It should be 
appreciated that the present invention can be implemented in 
numerous Ways, including as a process, an apparatus, a sys 

tem, a device, a method, a computer readable medium, or as 
a combination thereof. Several inventive embodiments of the 
present invention are described beloW. 

In one embodiment, a system for managing the use of 
electronic content is described. The system includes an elec 
tronic appliance for receiving encoded content and encoded 
control information and for rendering the encoded content 
and the encoded control information through an output. A 
retro?tting appliance is connected to the output, and is used to 
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2 
decode the encoded content and encoded control information 
to recover copies of the original content and control informa 
tion. The recovered control information is then used to govern 
the use of the recovered content. The retro?tting appliance 
uses the control information to determine Whether use of the 
content is alloWed, and if it is, the retro?tting appliance sends 
the content to an output device for presentation to a user. 

In another embodiment, a method of managing electronic 
content is provided. Encoded electronic content and encoded 
control information are received at a ?rst electronic appli 
ance. The encoded electronic content and encoded control 
information form part of a data signal encoded in a rendering 
format supported by the ?rst electronic appliance. The 
encoded electronic content and encoded control information 
are rendered through the output of the ?rst electronic appli 
ance, and the rendered content and control information are 
received at a second electronic appliance. The second appli 
ance decodes the rendered electronic content and control 
information to recover decoded electronic content and 
decoded control information. The second electronic appli 
ance then uses the decoded control information to determine 
Whether to permit the decoded electronic content to be used in 
a certain manner. If the second electronic appliance deter 
mines that the decoded electronic content can be used, then 
the second electronic appliance transmits the decoded elec 
tronic content to an output device. 

These and other features and advantages of the present 
invention Will be presented in more detail in the folloWing 
detailed description and the accompanying ?gures Which 
illustrate by Way of example the principles of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention Will be readily understood by the 
folloWing detailed description in conjunction With the accom 
panying draWings, Wherein like reference numerals designate 
like structural elements, and in Which: 

FIG. 1 illustrates a system for practicing embodiments of 
the present invention. 

FIG. 1A illustrates hoW a conventional system can be 
adapted to handle content encoded in a proprietary encoding 
format. 

FIG. 2 illustrates the use of an embodiment of the present 
invention in connection With Red Book CD audio content. 

FIG. 3 is a more detailed illustration of the operation of a 
RetroBox encoder in one embodiment of the present inven 
tion. 

FIG. 4 shoWs an implementation of a RetroBox appliance 
in accordance With an embodiment of the present invention. 

FIG. 5 illustrates the operation of a RetroBox decoder in 
one embodiment of the present invention. 

FIG. 6 provides a more detailed illustration of an imple 
mentation of a Retrobox appliance in accordance With an 
embodiment of the present invention. 

DETAILED DESCRIPTION 

A detailed description of the invention is provided beloW. 
While the invention is described in conjunction With several 
embodiments, it should be understood that the invention is not 
limited to any one embodiment. On the contrary, the scope of 
the invention is limited only by the appended claims and 
encompasses numerous alternatives, modi?cations, and 
equivalents. In addition, While numerous speci?c details are 
set forth in the folloWing description in order to provide a 
thorough understanding of the present invention, the present 
invention may be practiced according to the claims Without 
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some or all of these details. Finally, for the purpose of clarity, 
certain technical material that is known in the art has not been 
described in detail in order to avoid obscuring the present 
invention. 

The present invention provides systems and methods for 
enabling an existing appliance format to carry third-party 
information. For example, the systems and methods of the 
present invention can be used to enable an audio or video 
compact disc (CD) player to play discs containing content 
encoded in a proprietary format, such as content stored in 
DigBox® or DigiFileTM containers produced by lnterTrust 
Technologies Corporation of 4750 Patrick Henry Drive, 
Santa Clara, Calif., content encoded in another commercial 
DRM format, and/or content encoded in virtually any other 
format. It should be understood that the present invention is 
not limited to use in connection With CD players, but may also 
be applied to any other suitable content rendering appliance, 
including Without limitation DVD players and set-top boxes, 
to name just a feW additional examples. Furthermore, the 
systems and methods of the present invention may be applied 
to devices With both analog and digital outputs. As used 
herein, an existing appliance Will occasionally be referred to 
as “the ?xed content delivery channel.” 

FIG. 1 illustrates a system for practicing embodiments of 
the present invention. Various components of the system 
shoWn in FIG. 1 Will be referred to as “RetroBox” compo 
nents, since the components are operable to retro?t or other 
Wise adapt an existing electronic appliance to carry content 
encoded in a neW format (e.g., a format that the electronic 
appliance Was not originally designed to decode). As shoWn 
in FIG. 1, in one embodiment a generaliZed RetroBox system 
includes a RetroBox encoder 102 and a RetroBox appliance 
106. RetroBox encoder 102 is used by content creators to 
package content 100 and rules 101 governing the content’s 
use in a format that ?xed content delivery channel (e.g., 
player) 104 can handle. RetroBox appliance 106 connects to 
the output of the existing format player 104, and preferably 
includes a decoder module and a core module. RetroBox 
appliance 106 decodes the output of existing format player 
104 to recover content 100' and rules 101' (or content and 
rules substantially similar to content 100 and rules 101, 
although slightly different due to e.g., signal degradation). 
The Retrobox appliance 106 can then interpret the rules, and 
govern the use of content 100' in accordance thereWith. 

Although the embodiment illustrated in FIG. 1 shoWs rules 
101 being packaged With content 100, in some embodiments 
rules can also (or alternatively) be delivered to Retrobox 
appliance 106 independently of the content to Which they 
relate. For example, rules could be packaged separately and 
delivered to the Retrobox appliance via the ?xed content 
delivery channel 104, and/or could be sent directly to the 
Retrobox appliance via an external connection betWeen Ret 
robox appliance and, e.g., an lntemet Website or other remote 
server. Once received by the Retrobox appliance, rules can be 
used to govern the use of previously received content, and/or 
subsequently received content. Additional information on the 
use of rules and controls to govern the distribution and use of 
electronic content can be found in commonly-assigned U.S. 
Pat. No. 5,892,900, entitled “Systems and Methods for 
Secure Transaction Management and Electronic Rights Pro 
tection,” issued Apr. 6, 1999 (“the ’900 patent”), Which is 
hereby incorporated by reference in its entirety. The terms 
“rules”, “controls”, and “control information” are used inter 
changeably in the folloWing discussion. 
As shoWn in FIG. 1, content 100 and rules 101 arrive at 

encoder 102. Encoder 102 packages them and puts them into 
a format that ?xed content channel 104 can interpret. The 
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4 
RetroBox appliance’s decoder retrieves the encoded content 
and rules from the output of the delivery channel, and per 
forms the necessary information recovery steps required to 
extract the content and rules. 

FIG. 1A illustrates hoW an existing system 110 can be 
adapted to handle content encoded in a proprietary format 
using the techniques described above. Referring to FIG. 1A, 
system 110 includes an electronic appliance 104 connected to 
an output device 109. In the example shoWn in FIG. 4, elec 
tronic appliance might comprise a television set-top box, a 
digital versatile disk (DVD) player, a videocassette player, or 
the like, and output device 109 comprises a television set or 
other video display monitor. It Will be appreciated, hoWever, 
that the concepts described in connection With FIG. 1A are 
readily applicable to a Wide variety of other electronic appli 
ances and output devices (e.g., CD players and speakers). 

Electronic appliances 104 are typically designed to accept 
a certain type (or types) of encoded electronic content 113 
(e.g., a DVD, CD, videocassette, satellite signal, cable signal, 
or the like). Electronic appliance 104 decodes or transforms 
content 113 into a form that the output device can handle, and 
sends it to the output device for presentation to a system user. 
As shoWn in FIG. 1A, the present invention provides a Way to 
adapt system 110 to handle content 114 that is encoded in a 
proprietary format, such as a proprietary digital rights man 
agement format. lnparticular, in system 110' electronic appli 
ance 104 is retro?tted With Retrobox application 106. Ret 
robox application 106 connects to the output of electronic 
appliance 104, and is operable to intercept signals from elec 
tronic appliance 104 to output device 109. Retrobox 106 
processes these signals and produces neW or modi?ed signals 
Which it sends to output device 109 for presentation to a 
system user. 

FIG. 2 illustrates the use of the RetroBox system in con 
nection With Red Book CD audio content. As shoWn in FIG. 
2, encoder 202 outputs data that is in Red Book CD audio 
format 203. For example, data 203 may be stored on a CD. CD 
player 204 plays the CD as it Would any other audio CD, but 
if one Were to listen to the output 205 of the player, it Would 
sound like noise. 

HoWever, RetroBox appliance 206 picks up the analog 
signal 205 emanating from the line-out port of CD player 204. 
RetroBox appliance 206 performs analog-to-digital (A/ D) 
conversion and resampling to obtain a digital signal, and 
proceeds to demodulate and decode the resulting digital sig 
nal in a sequence of steps that Will be described in more detail 
beloW. At the end of this process, the content (or a substan 
tially similar version of the content) 200' and rules 201 that 
entered the encoder 202 Will reappear. 

It Will be appreciated that if the CD player in question has 
a digital output port, then the A/ D and resampling steps could 
be dispensed With, and the digital stream could be decoded 
accordingly. Alternatively, or in addition, Retrobox appliance 
206 could be designed to process the analog output directly. 
For example, Retrobox appliance could be designed to per 
form What Would effectively be an analog-to-analog conver 
sion by extracting rules directly from the analog output and 
descrambling the analog content in accordance thereWith to 
recover the original audio content 200'. 
A key idea is to treat the ?xed content delivery channel 

(FCDC) as a communications channel under the classical 
Shannon communications model. Essentially, the channel 
transports the information yet introduces distorting noise. As 
With any communications channel, this one has a capacity. 
Capacity is a function of the distorting noise and gates the 
maximum amount of information (bits/ second) that may ?oW 
through it. This capacity may be achieved through a variety of 
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techniques such as error-control and modulation coding com 
bined With data compression and encryption (for security.) 

In the aforementioned example of an audio CD player, the 
process of red book decoding is information lossless, yet the 
process of D/A conversion is not. This is the principal source 
of distortion. In the case of video CD (MPEG-1 based) or any 
lossy coder (MPEG-2 based), additional noise Will typically 
be introduced by the decompression process. A Way to guard 
against this is to apply more aggressive error control codes to 
the content. Ultimately, .the greater the noise on the channel, 
the less the capacity Will be. However, compressing the data 
in advance Will boost the amount of information each symbol 
going through the channel is carrying. Another technique 
Would be to maintain the content in analog form, and to 
transmit control (and rules) information through the Ret 
roBox channel. 

FIG. 3 is a more detailed illustration of the operation of the 
RetroBox encoder in one embodiment of the present inven 
tion. The encoder takes rules and content and packages them 
(302, 306). In some embodiments, the rules and content may 
be compressed (308) to minimiZe the data’s footprint. In 
some embodiments, the data may also be encrypted (310). 
Error control coding can be applied (312) to protect the con 
tent from channel distortion. The data are then formatted 
(314) to pass through the channel. In the case of CD audio, for 
example, this might mean that the data is encoded into Red 
Book CD format. In the case of an analog cable set top box, 
the formatting process Would typically entail digital-to-ana 
log conversion and modulation onto the channel carrier. In 
short, the formatting process makes use of standard encoding 
techniques to transform data into the format of the content 
delivery channel. 
As indicated above, in some embodiments it may be desir 

able to apply encryption, compression, and/or error correc 
tion transformations to the signal before it is converted into 
the format of the content delivery channel. It Will be appre 
ciated that any suitable encryption, compression, and/ or error 
correction algorithms could be used for purposes of practic 
ing the present invention, and, in some embodiments, no 
encryption, compression, and/or error correction need be 
used. Examples of Well-knoWn error-correction techniques 
include Without limitation such techniques as repetition, 
Hamming or other linear block codes, cyclic codes, quadratic 
residue codes, Golay codes, Reed-Mueller codes, Reed-So 
lomon codes, convolutional codes, trellis codes, and the like. 
A basic idea of such techniques is that by including redun 
dancy in a communication stream, the corruption or loss of 
some of the information in the stream can be corrected or 
detected. Examples of Well-knoWn encryption/decryption 
algorithms are described in MeneZes et al., Handbook of 
Applied Cryptography at pages 145, and 133-312 (CRC Press 
1996), Which is hereby incorporated by reference. 

FIG. 4 shoWs an implementation of the RetroBox appli 
ance in accordance With an embodiment of the present inven 
tion. As shoWn in FIG. 4, RetroBox appliance 401 preferably 
includes a decoder 402 and an appliance core 404. As dis 
cussed above, decoder 402 extracts content and rules 403 
from the FCDC output stream 400. Appliance core 404 per 
forms interpretation and application of rules to content, and 
transacts With the user. For example, in one embodiment 
appliance core 404 comprises an instance of the InterRights 
PointTM softWare or Rights/SystemTM softWare produced by 
InterTrust, or an implementation of the Rights Operating 
System softWare/hardWare described in the ’900 patent. One 
of ordinary skill in the art Will recogniZe, hoWever, that other 
softWare or hardWare could be used instead, depending on the 
rights management system that is used to encode the content 
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6 
and rules. Note that appliance core 404 may have to re-encode 
the content into a format that can be displayed by the con 
sumer’s output device. This can be done using standard tech 
niques, such as those used by the content delivery channel 
itself. 
The dashed lines in the FIG. 4 illustrate (optional) lines of 

control. These may not be present in all devices due to con 
straints on the FCDC. For instance, a common audio or video 
CD player typically cannot be controlled from the outside 
(except for physically pushing buttons on the front panel). 
This may limit the number of business models that can be 
implemented on these platforms. 

FIG. 5 illustrates the operation of the RetroBox decoder in 
one embodiment of the present invention. In unformat step 
504, encoded content 502 is translated from the FCDC output 
format into one that the decoder can interpret. In the case 
Where the FCDC output format is analog, this step involves 
sampling and A/D conversion. Techniques for performing 
sampling and A/ D conversion are Well-knoWn in the art, and 
any suitable technique can be used. Step 506 involves apply 
ing error-correction decoding to return the data to its input 
state, preferably verbatim, and Will be performed if error 
correction Was applied by the Retrobox encoder to the origi 
nal signal (as shoWn in FIG. 3). The information may (if 
applicable) be subsequently decrypted (508) and decom 
pressed (510) prior to the unpacking (512) of rules and con 
tent. The rules are then used to govern the use of the content 
by the softWare and/or hardWare in the appliance core, as 
described, for example, in the ’900 patent. If the appliance 
core determines that permission has been granted to use the 
content, the content can be transmitted to an output device for 
presentation to a user. 

FIG. 6 provides a more detailed illustration of a Retrobox 
appliance 600 in accordance With an embodiment of the 
present invention. Retrobox appliance 600 may comprise a 
general-purpose electronic appliance such as a personal com 
puter, or a specialiZed electronic device such as a self-con 
tained portable unit (or card) that can be attached to (or 
integrated With) the ?xed content delivery channel (e.g., by 
plugging it into the FCDC’s line-out port). Retrobox appli 
ance 600 Will typically include a processor 602, memory 604, 
a buffer 618 for storing incoming content from the FCDC, an 
analog-to-digital and digital-to-analog signal processor 619, 
and a bus 612 for connecting the aforementioned elements. 
As shoWn in FIG. 6, in some embodiments Retrobox appli 
ance 600 may also include an optional netWork interface 610 
for sending and receiving rules, permissions, content, audit 
information, and/or the like over a netWork 620 such as the 
Internet. In some embodiments, Retrobox appliance 600 also 
(or alternatively) includes a secure processing unit 603 such 
as that described in the ’900 patent. A secure processing unit 
603 can help enhance the security of sensitive operations such 
as key management, signature veri?cation, and other aspects 
of the rights management process. 
The operation of Retrobox appliance 600 Will typically be 

controlled by processor 602 (and/or SPU 603) operating 
under the guidance of programs stored in memory 604. 
Memory 604 Will generally include both high-speed random 
access memory (RAM) and non-volatile memory such as a 
magnetic disk and/or ?ash EEPROM. As shoWn in FIG. 6, 
memory 604 may include a variety of programs or modules 
for controlling the operation of Retrobox appliance 600. For 
example, memory 604 Will typically include one or more 
content rendering applications 630 for presenting electronic 
content to an output device of the ?xed content delivery 
channel (e.g., a television set, monitor, speakers, etc.). Ren 
dering applications 630 may, for example, Work in connection 
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With digital-to-analog converter 619 to convert digital content 
to analog form. Memory also includes a rights management 
program 629 such as that described in the ’900 patent for 
applying policies, rules, and/ or controls to govern the use of 
content or the performance of events. 
One of ordinary skill in the art Will appreciate that the 

systems and methods of the present invention can be prac 
ticed With electronic appliances that are similar or identical to 
that illustrated in FIG. 6, or With electronic appliances that do 
not possess some of the components shoWn in FIG. 6 and/or 
that possess other components that are not shoWn. Thus it 
should be appreciated that FIG. 6 is provided for purposes of 
illustration and not limitation as to the scope of the invention. 

Although the foregoing invention has been described in 
some detail for purposes of clarity, it Will be apparent that 
certain changes and modi?cations may be practiced Within 
the scope of the appended claims. For example, although 
several embodiments have been described in the context of 
CD players, it should be understood that the RetroBox con 
cept is much broader. For example, Without limitation, the 
channel may be a set-top box, a TV atmospheric channel, or 
any other suitable communications medium. Furthermore, 
While an embodiment Was presented that included an appli 
ance core on the appliance side, in other embodiments the 
RetroBox could be used to transport secret information that 
could only be played by people With the appropriate extension 
to a standard player. Further, the content could be combined 
With data hiding such that, in the case of CD audio, the disc 
Would play music under normal circumstances. It should thus 
be noted that there are many alternative Ways of implement 
ing both the processes and apparatuses of the present inven 
tion. Accordingly, the present embodiments are to be consid 
ered as illustrative and not restrictive, and the invention is not 
to be limited to the details given herein, but may be modi?ed 
Within the scope and equivalents of the appended claims. 
What is claimed is: 
1. A method of packaging electronic content and control 

information for use by a system including a retro?tting appli 
ance, the method comprising the steps of: 

encrypting the electronic content and the control informa 
tion; 

transforming the encrypted electronic content and control 
information into a format that can be rendered by an 
electronic appliance; 

storing the transformed, encrypted electronic content and 
control information on a computer readable medium for 
provision to an electronic appliance operable to render 
the transformed, encrypted electronic content and con 
trol information and output the encrypted electronic 
content and control information to an input of the retro 
?tting appliance, the retro?tting appliance being oper 
able to decrypt the encrypted electronic content and 
control information, to make a determination based on 
the control information as to Whether to permit use of the 
electronic content, and to selectively transmit the elec 
tronic content to an output device based on the results of 
the determination. 

2. The method of claim 1, further comprising the step of: 
compressing the electronic content and the control infor 

mation. 
3. The method of claim 1, further comprising the step of: 
applying error-correction coding to the encrypted elec 

tronic content and control information. 
4. A non-transitory computer readable medium storing 

instructions that, When executed by a computer, cause the 
computer to perform steps comprising: 

packaging electronic content and the control information; 
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8 
transforming the packaged electronic content and control 

information into a format that can be rendered by an 
electronic appliance; and 

storing the transformed, packaged electronic content and 
control information on a computer readable medium for 
provision to an electronic appliance operable to render 
the transformed, packaged electronic content and con 
trol information and output the packaged electronic con 
tent and control information to an input of a retro?tting 
appliance, the retro?tting appliance being operable to 
unpackage the packaged electronic content and control 
information, to make a determination based on the con 
trol information as to Whether to permit use of the elec 
tronic content, and to selectively transmit the electronic 
content to an output device based on the results of the 
determination. 

5. The computer readable medium of claim 4, further com 
prising instructions that, When executed by a computer, cause 
the computer to perform steps comprising: 

encrypting the packaged electronic content and control 
information. 

6. The computer readable medium of claim 4, further com 
prising instructions that, When executed by a computer, cause 
the computer to perform the step of: compressing the pack 
aged electronic content and control information. 

7. The computer readable medium of claim 6, further com 
prising instructions that, When executed by a computer, cause 
the computer to perform the step of: applying error correction 
coding to the compressed, packaged electronic content and 
control information. 

8. An apparatus comprising: 
a storage device including stored instructions; and 
a processor for executing the stored instructions, the stored 

instructions including instructions that, When executed 
by the processor, cause the apparatus to perform steps 
comprising: 
packaging electronic content and the control informa 

tion, 
transforming the packaged electronic content and con 

trol information into a format that can be rendered by 
an electronic appliance, and 

storing the transformed, packaged electronic content 
and control information on a computer readable 
medium for provision to an electronic appliance oper 
able to render the transformed, packaged electronic 
content and control information and output the pack 
aged electronic content and control information to an 
input of a retro?tting appliance, the retro?tting appli 
ance being operable to unpackage the packaged elec 
tronic content and control information, to make a 
determination based on the control information as to 
Whether to permit use of the electronic content, and to 
selectively transmit the electronic content to an output 
device based on the results of the determination. 

9. The apparatus of claim 8, in Which the stored instructions 
further include instructions that, When executed by the pro 
cessor, cause the apparatus to perform the steps of: 

encrypting the packaged electronic content and the control 
information. 

10. The apparatus of claim 9, in Which the stored instruc 
tions further include instructions that, When executed by the 
processor, cause the apparatus to perform the step of: com 
pressing the encrypted, packaged electronic content and con 
trol information. 

11. The apparatus of claim 10, in Which the stored instruc 
tions further include instructions that, When executed by the 
processor, cause the apparatus to perform the step of: apply 
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ing error correction coding to the compressed, encrypted, 
packaged electronic content and control information. 

12. A method comprising: 
providing encoded electronic content and encoded control 

information to an electronic appliance operable to ren 
der the encoded electronic content and encoded control 
information and output the encoded electronic content 
and encoded control information to an input of a retro 
?tting appliance, the retro?tting appliance being oper 
able to decode the encoded electronic content and 
encoded control information, to determine Whether to 
permit the use of the decoded electronic content based 
on the decoded control information, and to transmit the 
decoded electronic content to an output device based on 
the determination. 

10 
13. The method of claim 12, further comprising packaging 

the encoded electronic content and encoded control informa 
tion into a data signal. 

14. The method of claim 13, further comprising: 
encrypting the electronic content and the control informa 

tion; 
encoding the encrypted electronic content and control 

information in a rendering format supported by the elec 
tronic appliance. 

15. The method of claim 13, further comprising compress 
ing the electronic content and control information. 

16. The method of claim 13, further comprising applying 
error correction coding to the data signal. 

* * * * * 


