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METHOD AND APPARATUS FOR USING AN 
INFRARED REFLECTIVITY SENSOR IN A 

SECURITY SYSTEM 

BACKGROUND OF THE INVENTION 

This invention relates generally to security systems, and 
more particularly, to door proximity sensors used in security 
systems. 

Security systems are typically used to monitor and control 
entry and exit points Within a building, as Well as perform 
other functions such as ?re and smoke detection. A sensor is 
typically installed proximate to each door that is to be moni 
tored. Several types of sensors may be used to detect Whether 
the door is open or closed by detecting the proximity of the 
door. 

For example, a mechanical contact, a reed sWitch/magnet 
combination, or an infrared (IR) sensor may be installed. 
Unfortunately, each of these sensors may be defeated by a 
person having limited knowledge of the sensor and/or secu 
rity system. Mechanical contacts can be easily defeated by 
using a strip of metal or other material to depress the contact 
and keep it actuated While the door is compromised. Also, 
reed sWitch/magnet combinations may be defeated from the 
outside by using an additional magnet to keep the reed sWitch 
actuated. IR sensors have been used Which constantly trans 
mit IR, then compare the received or re?ected IR to the 
transmitted IR. The IR sensors may be defeated by shining a 
light, such as a ?ashlight, at the IR sensor. Sunlight may also 
cause interference. 

Therefore, a need exists for a door and/ or proximity sensor 
Which eliminates intentional or inadvertent interference. Cer 
tain embodiments of the present invention are intended to 
meet these needs and other objectives that Will become appar 
ent from the description and draWings set forth beloW. 

BRIEF DESCRIPTION OF THE INVENTION 

In one embodiment, a security system comprises an infra 
red (IR) sensor, a processor and a memory. The IR sensor is 
con?gured to be mounted proximate to a door to be moni 
tored. The IR sensor has an IR transmitter and an IR receiver. 
The IR transmitter has an active period and an idle period. The 
IR transmitter transmits control data packets Which are pro 
vided by the processor during the active period. The IR 
receiver has an active period for detecting IR data and 
re?ected data packets. Each of the re?ected data packets has 
a packet IR re?ectivity. The memory stores a door IR re?ec 
tivity associated With a door surface of the door, and the 
processor compares the packet IR re?ectivity to the door IR 
re?ectivity to determine at least a door position of the door. 

In another embodiment, a method for using an IR sensor to 
detect a door position in a security system comprises trans 
mitting a control data packet With an IR transmitter of an IR 
sensor to detect a surface associated With a door. A re?ected 
data packet is received With an IR receiver of the IR sensor. 
The re?ected data packet has a packet IR re?ectivity. The 
packet IR re?ectivity is compared to the door IR re?ectivity 
Which is based on the surface associated With the door, and a 
status of the door is determined based on the comparison. 

In another embodiment, a security system comprises a 
security control panel and an IR sensor located remote from 
the security control panel. The IR sensor is connected to the 
security control panel by a netWork. The IR sensor is mounted 
proximate to a door to be monitored and has an IR transmitter 
and an IR receiver. The IR transmitter has an active period and 
an idle period. The IR transmitter transmits control data pack 
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2 
ets provided by a processor during the active period. The IR 
receiver detects re?ected data packets and IR data. The 
re?ected data packets re?ect off a surface and have a packet 
IR re?ectivity. The processor compares a door IR re?ectivity 
associated With the a door surface to the packet IR re?ectivity 
to determine a door position of the door. Means is provided 
for transmitting a status signal from the IR sensor to the 
security control panel based on the comparison of the door IR 
re?ectivity and the packet IR re?ectivity. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a security system Which has a system 
control panel for monitoring and/or controlling devices 
installed on a netWork formed in accordance With an embodi 
ment of the present invention. 

FIG. 2 illustrates the ?rst infrared (IR) sensor of FIG. 1 
Which may be used to detect the position of the ?rst door in 
accordance With an embodiment of the present invention. 

FIG. 3 illustrates alternative positions for mounting or 
positioning the ?rst IR sensor With respect to the ?rst door in 
accordance With an embodiment of the present invention. 

FIG. 4 illustrates an optional mounting position Wherein 
the ?rst IR sensor may be installed on a hinge side of the door 
frame in accordance With an embodiment of the present 
invention. 

FIG. 5 illustrates a method for calibrating the ?rst IR sensor 
for use as a re?ectivity sensor Within the security system in 
accordance With an embodiment of the present invention. 

FIG. 6 illustrates the con?guration of FIG. 2 Wherein the 
?rst IR sensor is used to detect both the position of the ?rst 
door and the proximity of other objects in accordance With an 
embodiment of the present invention. 

FIG. 7 illustrates a method for using the ?rst IR sensor as a 
proximity sensor Within the security system of FIG. 1 in 
accordance With an embodiment of the present invention. 
The foregoing summary, as Well as the folloWing detailed 

description of certain embodiments of the present invention, 
Will be better understood When read in conjunction With the 
appended draWings. To the extent, that the ?gures illustrate 
diagrams of the functional blocks of various embodiments, 
the functional blocks are not necessarily indicative of the 
division betWeen hardWare circuitry. Thus, for example, one 
or more of the functional blocks (e.g., processors or memo 
ries) may be implemented in a single piece of hardWare (e. g., 
a general purpose signal processor or a block or random 
access memory, hard disk, or the like). Similarly, the pro 
grams may be stand alone programs, may be incorporated as 
subroutines in an operating system, may be functions in an 
installed softWare package, and the like. It should be under 
stood that the various embodiments are not limited to the 
arrangements and instrumentality shoWn in the draWings. 

DETAILED DESCRIPTION OF THE INVENTION 

FIG. 1 illustrates a security system 100 Which has a system 
control panel 102 for monitoring and/or controlling devices 
installed on a netWork 110. The devices may detect and/or 
control door openings and closings, detect alarm conditions, 
notify people Within an area about alarm conditions, track 
and/or control temperature, or accomplish other functions 
Which may be desired. For example, the system 100 may be 
used Within a light industrial building or a residence. 

The system 100 has one or more infrared (IR) sensors, such 
as ?rst IR sensor 104, second IR sensor 106 and N IR sensor 
108 connected to the netWork 110 and in communication With 
the system control panel 102. The ?rst, second, through N IR 
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sensors 104-108 may be con?gured to control and/ or monitor 
a ?rst door 112, second door 114, throughN door 116, respec 
tively. The ?rst through N IR sensors 104-108 may receive 
poWer from, and communicate With, the system control panel 
102 over the netWork 110. Each of the ?rst through N IR 
sensors 104-108 may have a unique address on the netWork 
110. 
Alarm condition detectors 118, 120 and 122 may be con 

nected on the netWork 110 and are monitored by the system 
control panel 102. The detectors 118-122 may detect ?re, 
smoke, temperature, chemical compositions, or other haZard 
ous conditions. When an alarm condition is sensed, the sys 
tem control panel 102 transmits an alarm signal to one or 
more noti?cation device 124, 126 and/or 128 through the 
netWork 110. The noti?cation devices 124, 126 and 128 may 
be horns and/ or strobes, for example, and may be addressable 
or non-addressable noti?cation devices as discussed further 
beloW. 

The system control panel 102 is connected to a poWer 
supply 130 Which provides one or more levels of poWer to the 
system 100. One or more batteries 132 may provide a back-up 
poWer source for a predetermined period of time in the event 
of a failure of the poWer supply 130 or other incoming poWer. 
Other functions of the system control panel 102 may include 
indicating the status of the system 100, resetting a compo 
nent, a portion, or all of the system 100, silencing signals, 
turning off strobe lights, and the like. 

The netWork 110 is con?gured to carry poWer and commu 
nications to the addressable noti?cation devices from the 
system control panel 102. Each addressable noti?cation 
device 124-128 has a unique address and may be capable of 
bidirectional communication With the system control panel 
102. The addressable noti?cation devices 124-128 may com 
municate their status and functional capability to the system 
control panel 102 over the netWork 110. In contrast, a noti? 
cation signal sent on the netWork 110 from the system control 
panel 102 may be received and processed by each non-ad 
dressable noti?cation device. 

The system control panel 102 has a control module 134 
Which provides control softWare and hardWare to operate the 
system 100. Operating code 136 may be provided on a hard 
disk, ROM, ?ash memory, stored and run on a CPU card, or 
other memory. An input/output (I/O) port 138 provides a 
communications interface at the system control panel 102 
With external communication devices 160 such as a laptop 
computer, personal digital assistant and the like. 
A central monitoring station 146 may receive communica 

tions from the system control panel 102 regarding security 
alerts and alarm conditions. The central monitoring station 
146 is typically located remote from the system 100 and 
provides monitoring functions to more than one security sys 
tem. 

FIG. 2 illustrates the ?rst IR sensor 104 Which may be used 
as a re?ectivity sensor to detect the position of the ?rst door 
112. The ?rst IR sensor 104 may be installed in one of several 
positions relative to the ?rst door 1 12 Wherein infrared signals 
may be re?ected and received from a re?ecting surface asso 
ciated With the ?rst door 112.As illustrated, the ?rst IR sensor 
104 may be installed in a panel 148 located on a Wall or other 
surface proximate to the ?rst door 112. The ?rst IR sensor 104 
has an IR transmitter 154 and an IR receiver 155. The ?rst IR 
sensor 104 may have a ?eld of vieW of approximately 60 
degrees Which includes a surface of the ?rst door 112, such as 
a front or back face or surface, and/or a re?ector 190 (if 
present) mounted on and/ or optionally protruding from a 
surface of the ?rst door 112. The ?rst IR sensor 104 is posi 
tioned at a distance D1 from the desired re?ecting surface of 
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4 
the ?rst door 112. The distance D1 is at least in part dependent 
upon the signal strength of the ?rst IR sensor 104. 

FIG. 3 illustrates alternative positions for mounting or 
positioning the ?rst IR sensor 104 With respect to the ?rst door 
112. The IR sensors Which are installed in the multiple posi 
tions may have the same con?guration, functionality and ?eld 
of vieW as discussed relative to the ?rst IR sensor 104 (FIG. 
2), and thus item numbers are used to reference installation 
position With respect to the ?rst door 112. In this con?gura 
tion, the illustrated IR sensors are not installed Within the 
panel 148, and it should be understood that the panel 148 is 
optional. 
The ?rst IR sensor 104 may be installed on a Wall proxi 

mate to the ?rst door 112, such as at one of Wall positions 168 
and 169, to the top or side, respectively, of the ?rst door 112, 
and at distances of D2 and D3, respectively, from a re?ecting 
surface associated With the ?rst door 112. The re?ecting 
surface may be a front, back, or edge surface side of the ?rst 
door 112 or the re?ector 190 may be mounted on the ?rst door 
112. 
The ?rst IR sensor 104 may also be installed Within or 

mounted on door frame 150, such as at one of door frame 
positions 166 and 167 Which are positioned at distances D4 
and D5, respectively, from the re?ecting surface, such as a top 
edge 194 or side edge 196, respectively. The ?rst IR sensor 
104 may be installed to be ?ush, recessed, or slightly protrud 
ing With respect to an inner surface 192 of the door frame 150. 
The positioning of the ?rst IR sensor 104 may depend on one 
or more factors such as available clearance betWeen the inner 
surface 192 of the door frame 150 and the top or side edge 194 
or 196 of the ?rst door 112. For example, it may be desirable 
to recess the ?rst IR sensor 104 into the door frame 150 to at 
least partially obscure the ?rst IR sensor 104 from vieW. 
When the ?rst IR sensor 104 is installed at one of the door 

frame positions 166 and 167, the distance D4 and D5 to the 
re?ecting surface may be less than the distances D1, D2 and 
D3 When the ?rst IR sensor 104 is installed in the panel 148 or 
on the Wall. Therefore, a lens 202 and 204 may optionally be 
used When installing the ?rst IR sensor 104 Within the door 
frame 150 to optimiZe re?ections of the IR signal off of a 
near-?eld object. 

FIG. 4 illustrates an optional door frame position 200 
Wherein the ?rst IR sensor 104 may be installed on a hinge 
side 198 of the door frame. Referring also to FIG. 3, the 
vertical and horiZontal positions of the door frame positions 
166, 167 and 200 are not restrictive. Also, When the ?rst IR 
sensor 104 is installed in one of the door frame positions 166, 
167 or 200, or one of the Wall positions 168 or 169, the ?rst IR 
sensor 104 may communicate directly With the system con 
trol panel 102 over the netWork 110 and/or be in communi 
cation With the panel 148. 

Returning to FIG. 2, the panel 148 is connected to the 
netWork 110 and may have a processor 152 and memory 162, 
as Well as a ?lter 164 for ?ltering background noise as dis 
cussed beloW. Alternatively, the processor 152, memory 162 
and ?lter 164 may be housed together With the ?rst IR sensor 
104 on a single chip or small circuit board for installation 
Without the panel 148. The processor 152 may control the IR 
transmitter 154 Within the ?rst IR sensor 104 to quickly ?ash, 
such as to ?ash every 50 ms or every second. Flashing reduces 
current consumption compared to IR sensors Which continu 
ally transmit infrared signals. 
An interface device 156 With an optional backlight 158 

may be installed on the panel 148. The interface device 156 
may provide one or more of a keypad, ?ngerprint reader, card 
reader, Radio Frequency Identi?cation (RFID) reader, alpha/ 
numeric (A/N) display, speaker, or other device. For example, 
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if a keypad is available, a user may enter access codes and/or 
manually change settings at the panel 148. If installed in the 
panel 148, the ?rst IR sensor 104 may be used to detect the 
presence of an object, such as a hand, in close proximity to the 
panel 148, and in response may turn on the backlight 158, 
activate one or more of the available interface devices, or 
activate interface circuitry, such as enable the RFID reader. 
By quickly ?ashing the ?rst IR sensor 104, data packets 

may be transmitted Which may be used to detect proximity of 
an object (the ?rst door 112) as Well as detect the presence of 
a foreign re?ective object. The processor 152 may de?ne a 
duty cycle having an active period and an idle period for the 
IR transmitter 154. The IR transmitter 154 transmits a control 
data packet during the active period. The IR receiver 155, 
hoWever, is alWays active and is alWays receiving IR data 
and/ or re?ected data packets. IR data may be infrared back 
ground noise, While the re?ected data packet is the control 
data packet Which has been re?ected off an object. 

The ?rst IR sensor 104 is calibrated to store IR re?ectivity 
data in the memory 162 that is associated With the desired 
re?ective surface, such as the re?ective surface of the ?rst 
door 112 or the re?ector 190 at one or more desired positions. 
Each surface Which re?ects IR has a different level of re?ec 
tivity and creates a different re?ectivity signature. The IR 
re?ectivity data may comprise one orboth of diffuse or specu 
lar re?ectance Which may change based on the angle of inci 
dence and distance. 

For detecting the proximity of the ?rst door 112 With the 
?rst IR sensor 104, the ?rst IR sensor 104 is positioned so that 
the control data packet may be re?ected off the ?rst door 112 
(or the re?ector 190) as a re?ected data packet When the ?rst 
door 112 is closed. The re?ected data packet Will have a 
knoWn door re?ectivity Which Was determined during cali 
bration. Therefore, if an object such as a thin piece of Wood or 
metal Were inserted betWeen the ?rst IR sensor 104 and the 
?rst door 112, the re?ectivity of the re?ected data packet 
Would be different and a trouble indication may be generated. 
When the ?rst door 112 is open, hoWever, the control data 

packet may not be re?ected and thus the IR receiver 155 does 
not receive a re?ected data packet. In another embodiment, 
the ?rst IR sensor 104 may be con?gured to receive a re?ected 
data packet Which may be re?ected off another object, such as 
a hand or an identi?cation item, such as a badge, Which has a 
different re?ectivity than the door re?ectivity. In this con?gu 
ration, a trouble signal may not be generated. 

The ?lter 164 samples IR data acquired by the IR receiver 
during the idle period of the duty cycle When the IR transmit 
ter 154 is not transmitting to determine a level of background 
noise. When the IR receiver 155 detects a re?ected data 
packet, the ?lter 1 64 ?lters the re?ected data packet to remove 
background noise based on a previously determined level of 
background noise. Using the ?lter 164 may remove extrane 
ous noise, such as increased sunlight or attempted tampering 
by shining a light at the IR receiver 155. 

FIG. 5 illustrates a method for calibrating the ?rst IR sensor 
104 for use as a re?ectivity sensor Within the security system 
100. Each of the IR sensors installed may be used to detect 
re?ected data packets from an associated door and/ or to detect 
proximity of other objects. For each of the IR sensors to be 
used as a door position sensor, door IR re?ectivity data or 
re?ectivity signatures are acquired When the door is in one or 
more predetermined positions. This method may also be per 
formed for the IR sensors installed in other positions as pre 
viously discussed. 

FIG. 6 illustrates the con?guration of FIG. 2 Wherein the 
?rst IR sensor 104 is used to detect both the position of the 
?rst door 112 and the proximity of other objects. In this 
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6 
example, the range of transmission of the ?rst IR sensor 104, 
Which may be 60 degrees, includes the re?ector 190 mounted 
on the ?rst door 112 as Well as area proximate to the interface 
device 156 of the panel 148. The IR transmitter 154 may 
transmit a plurality of control data packets 206 and 210. The 
contents of the control data packets 206 and 210 may be the 
same and may be de?ned by an industry standard protocol as 
previously discussed; hoWever, different item numbers are 
used for clarity. FIGS. 5 and 6 Will be discussed together. 
At 250, the ?rst door 112 is placed in a desired position, 

such as closed. At 252, the IR transmitter 154 transmits a 
control data packet 206 Which is re?ected by the re?ector 190 
as re?ected data packet 208. At 254, the IR receiver 155 
receives the re?ected data packet 208 Which has an associated 
packet IR re?ectivity. At 256, the processor 152 determines a 
level of door IR re?ectivity based on the packet IR re?ectivity 
of the re?ected data packet 208. At 258, IR re?ectivity data, 
Which may also be referred to as the door IR re?ectivity and 
is associated With control data packets re?ected by the re?ec 
tor 190 When the ?rst door 112 is closed, is stored in the 
memory 162. 
At 260, the processor 152 optionally determines Whether 

another IR sensor associated With the ?rst door 112 is to be 
calibrated or if IR re?ectivity data is to acquired With the ?rst 
door 112 in a different door position. If Yes, the method 
returns to 250. For example, more than one IR sensor may be 
used to monitor a single door for additional security. Also, if 
may be desirable to establish an IR range of IR re?ectivity 
Which may further ensure that the ?rst door 112 is completely 
closed and/or latched and/or secured. It may be possible to 
position the ?rst door 112 in a position Which is not secured or 
latched that still re?ects the control data packet 206. There 
fore, additional IR re?ectivity data may be acquired by plac 
ing the ?rst door 112 in the unacceptable position. In 262, the 
processor 152 may then determine an IR range Which indi 
cates that the ?rst door 112 is closed, latched and/or secured. 
(Optionally, no IR range may be determined.) IR re?ectivity 
data outside the IR range, such as that detected When the ?rst 
door 112 is in the unacceptable position, Would indicate a 
door open position even if the ?rst door 112 is not visibly 
open. 

FIG. 7 illustrates a method for using the ?rst IR sensor 104 
as a proximity sensor Within the security system 100. At 270, 
the processor 152 establishes the duty cycle de?ning hoW 
often the IR transmitter 154 Will transmit the control data 
packets. In other Words, the time durations of the active period 
and idle period are determined. At 272, the processor 152 
samples a level of background noise during the idle period of 
the IR transmitter 154. The processor 152 may sample the 
level of background noise one or more times during a single 
idle period, and the sampling may be repeated during each 
idle period as the level of light may change over time due to 
sunlight, electric lights being turned on and off, and the like. 
Sampling the background noise also eliminates the problem 
experienced by IR sensors Which continually transmit IR and 
may be defeated by shining a light at the IR receiver 155. 

At 274, the IR transmitter 154 transmits the control data 
packet. The control data packet may be a beacon or broadcast 
signal, or any other type of data packet. In this con?guration, 
the IR re?ectivity of the re?ected data packet is of interest but 
the content of the control data packet may or may not be 
veri?ed. 

At 276, the IR receiver 155 may detect a re?ected data 
packet Which has an associated packet IR re?ectivity. If the 
?rst door 112 is closed, the IR receiver 155 Will receive a 
re?ected data packet virtually simultaneously as the IR trans 
mitter 154 transmits the control data packet. If the ?rst door 
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112 is open, however, the control data packet is not re?ected 
by the ?rst door 112 or the re?ector 190, if present. If the ?rst 
IR sensor 104 is con?gured to detect proximity of an object, 
such as a hand, the IR receiver 155 Will detect the re?ected 
data packet When the object is present and Within a prede?ned 
distance from the ?rst IR sensor 104, such as Within three 
inches. Line 294 indicates that 272-276 are continually per 
formed as discussed above to maintain an accurate level of 
background noise and to detect a current position of the ?rst 
door 112 and/or proximity of an object, if so con?gured. 
At 276, if the IR receiver 155 receives a re?ected data 

packet, the method passes to 278, Where the ?lter 164 ?lters 
the re?ected data packet based on the most recent level of 
background noise (272). At 280, the processor 152 compares 
the re?ectivity of the re?ected data packet to the door IR 
re?ectivity data (258 of FIG. 5) to determine if the re?ected 
data packet Was re?ected off the calibration surface, such as 
the re?ecting surface of the ?rst door 112 or the re?ector 190. 

If the packet IR re?ectivity of the re?ected data packet 208 
(FIG. 6) is the same as the saved door IR re?ectivity data, the 
method passes to 282 Where the processor 152 determines 
that the ?rst door 112 is closed and may initiate a door closed 
signal Which is logged by the memory 162 and/ or transmitted 
to the system control panel 102. Optionally, the processor 152 
may compare the IR re?ectivity of the re?ected data packet to 
an IR range (if determined in 262 of FIG. 5). The method then 
returns to 272. If the IR re?ectivity of the re?ected data packet 
208 is different than the saved door IR re?ectivity data, the 
method passes to 284 Where the processor 152 determines 
Whether the ?rst IR sensor 104 is also con?gured to be used as 
a proximity sensor to detect other objects. If yes, ?oW passes 
to 286 Where the processor 152 may determine that an object 
has been held in close proximity to the ?rst IR sensor 104 and 
has re?ected the control data packet 206. For example, in FIG. 
6, the IR transmitter 154 may transmit control data packet 21 0 
and the IR receiver 155 receives re?ected data packet 212 
Which has been re?ected off hand 214. The processor 152 
may then initiate an action such as activating a backlight, 
activating RFID circuitry, opening the ?rst door 112, and the 
like. The method then returns to 272. While receiving input 
from one or more of the interface devices 156, 272-276 may 
continue to be performed. 

Returning to 284, if the ?rst IR sensor 104 is being used as 
a door sensor but not as a proximity sensor to detect other 
objects, the method ?oWs to 288. The processor 152 may 
determine that a foreign object has been held inserted 
betWeen the ?rst IR sensor 104 and the re?ector 190, and may 
initiate a trouble signal to indicate a suspected tampering With 
the security system 100 and/or the ?rst IR sensor 104. The 
trouble signal may be sent to the system control panel 102 
over the netWork 110, forWarded to the central monitoring 
station 146, and/ or may initiate activation of one or more of 
the noti?cation devices 124-128. The method then returns to 
27 2. 

Returning to 276, if a re?ected data packet is not received, 
the method ?oWs to 290 Where the processor 152 determines 
that the ?rst door 112 is open. In 292, the processor 152 may 
initiate at least one of a door open signal and a trouble signal 
that is sent to the system control panel 102 over the netWork 
110. The system control panel 102 may optionally log the 
trouble signal, send the trouble signal to the central monitor 
ing station 146, and/or activate one or more of the noti?cation 
devices 124-128. Alternatively, the processor 152 may log the 
door openings and closings in memory 162, and may initiate 
the trouble signal if the ?rst door 112 remains open longer 
than a predetermined amount of time. Alternatively, the pro 
cessor 152 may initiate a trouble signal during periods of time 
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8 
When it has been determined that the ?rst door 112 should not 
be open, such as outside of prede?ned business hours. 

While the invention has been described in terms of various 
speci?c embodiments, those skilled in the art Will recogniZe 
that the invention can be practiced With modi?cation Within 
the spirit and scope of the claims. 
What is claimed is: 
1. A security system, comprising: 
an infrared (IR) sensor con?gured to be mounted proxi 

mate to a re?ecting surface of a door to be monitored, the 
IR sensor having an IR transmitter and an IR receiver, 
the IR transmitter having an active period and an idle 
period, the IR transmitter transmitting an intermittent 
control signal including control data packets during the 
active period, the intermittent control signal reducing a 
poWer consumption of the IR sensor, the IR receiver 
having an active period for detecting re?ected data pack 
ets; 

a processor providing the control data packets to be trans 
mitted by the IR transmitter, the processor determining a 
level of packet IR re?ectivity for each of the re?ected 
data packets; 

a backlight con?gured to light an interface device that is 
con?gured to receive input from a user, the backlight and 
the interface device mounted proximate to the door; and 

a memory storing a level of door IR re?ectivity associated 
With the re?ecting surface of the door When the door is 
closed, the processor comparing the level of packet IR 
re?ectivity to the level of door IR re?ectivity to deter 
mine that the door is closed When the level of packet IR 
re?ectivity determined by the processor and the level of 
door IR re?ectivity stored in the memory are substan 
tially the same, the processor activating the backlight 
When the IR sensor senses an object Within a predeter 
mined distance of the interface device. 

2. The system of claim 1, further comprising a ?lter for 
?ltering re?ected data packets, the IR receiver further receiv 
ing IR data representative of background noise during the idle 
period of the IR transmitter, the ?lter ?ltering the re?ected 
data packets based on the IR data received during the idle 
period. 

3. The system of claim 1, the IR transmitter transmitting a 
?rst control data packet, the processor identifying a door open 
position associated With the door When a ?rst re?ected data 
packet corresponding to the ?rst control data packet is not 
received by the IR receiver. 

4. The system of claim 1, the processor further identifying 
a door closed position associated With the door When the level 
of door IR re?ectivity and the level of packet IR re?ectivity 
are Within a predetermined IR range. 

5. The system of claim 1, the processor initiating a trouble 
indication When the level of door IR re?ectivity and the level 
of packet IR re?ectivity are different With respect to each 
other. 

6. The system of claim 1, further comprising a netWork 
interconnecting the IR sensor, the processor and the memory 
With a system control panel, the processor transmitting a 
trouble indication over the netWork to the system control 
panel When the level of door IR re?ectivity and the level of 
packet IR re?ectivity are different With respect to each other. 

7. The system of claim 1, Wherein the interface device 
comprises at least one of a keypad, ?ngerprint reader, card 
reader, radio frequency identi?cation reader, alpha/numeric 
display and a speaker. 

8. The system of claim 1, further comprising a control 
panel located proximate to the door, the control panel com 
prising the backlight and the interface device, Wherein the IR 
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sensor is one of mounted Within a door frame proximate to the 
door, mounted on a Wall proximate to the door, and mounted 
on the control panel. 

9. The system of claim 1, further comprising an IR re?ector 
mounted on the door, the IR transmitter being positioned to 
re?ect the control data packet off the IR re?ector When the 
door is in a predetermined position, the level of door IR 
re?ectivity further comprising IR re?ectivity based on the IR 
re?ector. 

10. A method for using an IR sensor Within a security 
system, comprising: 

transmitting an intermittent control signal, including a con 
trol data packet, With an infrared (IR) transmitter of an 
IR sensor to detect a surface associated With a door, the 
intermittent signal reducing a poWer consumption of the 
IR sensor; 

receiving a re?ected data packet With an IR receiver of the 
IR sensor, the re?ected data packet having a packet IR 
re?ectivity; 

comparing the packet IR re?ectivity to a door IR re?ectiv 
ity, the door IR re?ectivity being based on the surface 
associated With the door; 

initiating a trouble indication When a door open position is 
detected for greater than a predetermined amount of 
time, the door open position being determined based on 
the comparison of the packet IR re?ectivity and the door 
IR re?ectivity. 

11. The method of claim 10, further comprising: 
receiving IR data With the IR receiver to determine a level 

of background noise; and 
?ltering the re?ected data packet based on the IR data. 
12. The method of claim 10, further comprising opening 

the door When the packet IR re?ectivity and the door IR 
re?ectivity are different With respect to each other. 

13. The method of claim 10, further comprising: 
identifying at least one time period during Which the door 

should not be open; 
identifying at least one time period during Which the door 

is alloWed to be open; and 
initiating a trouble indication When the door open position 

is detected during the at least one time period during 
Which the door should not be open. 

14. The method of claim 10, further comprising: 
positioning the door in a closed position; 
transmitting an initial control data packet With the IR trans 

mitter; and 
receiving a re?ected initial control packet With the IR 

receiver, the door IR re?ectivity being based on the 
re?ected initial control packet. 

15. The method of claim 10, further comprising ?ltering 
the re?ected data packet to remove background IR data prior 
to determining the status of the door. 
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16. A security system, comprising: 
a system control panel; 
an infrared (IR) sensor mounted proximate to a door to be 

monitored and having an IR transmitter and an IR 
receiver, the IR sensor located remote from the system 
control panel and connected to the system control panel 
by a netWork, the IR transmitter having an active period 
and an idle period, the IR transmitter transmitting an 
intermittent control signal including control data pack 
ets during the active period, the intermittent control sig 
nal reducing a poWer consumption of the IR sensor, the 
IR receiver detecting re?ected data packets and IR data, 
the re?ected data packets re?ecting off a surface and 
having a packet IR re?ectivity; 

a processor providing the control data packets to be trans 
mitted by the IR transmitter, and determining the IR 
re?ectivity of an initial re?ected data packet to deter 
mine a level of door re?ectivity associated With the 
re?ecting surface of the door to calibrate the system 
When the door is closed; and 

means for transmitting a status signal from the IR sensor to 
the system control panel based on the determined IR 
re?ectivity. 

17. The security system of claim 16, Wherein the processor 
initiates a trouble signal When the packet IR re?ectivity and 
the door IR re?ectivity are different With respect to each other, 
the trouble signal being transmitted as the status signal to the 
system control panel. 

18. The security system of claim 16, Wherein the door 
surface further comprises one of an edge of the door, a front 
face of the door, a back face of the door and a re?ector 
mounted to the door. 

19. The security system of claim 16, further comprising 
means for ?ltering the re?ected data packet to remove back 
ground IR data. 

20. The system of claim 1 Wherein the processor activates 
the backlight When the IR sensor senses a person Within a 
predetermined distance of the interface device. 

21. The system of claim 1 Wherein the processor deter 
mines the IR re?ectivity of an initial re?ected data packet to 
determine a level of door re?ectivity associated With the 
re?ecting surface of the door to calibrate the system When the 
door is closed. 

22. The method of claim 10 further comprising determin 
ing the IR re?ectivity of an initial re?ected data packet to 
determine a level of door re?ectivity associated With the 
re?ecting surface of the door to calibrate the system When the 
door is closed. 

23. The system of claim 10 Wherein the IR transmitter 
transmits an intermittent control signal, including a control 
data packet, to detect a surface associated With the door, the 
intermittent signal reducing a poWer consumption of the IR 
sensor. 


