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(57) ABSTRACT 

A method and an apparatus for transmitting a message to a 
plurality of Wireless devices that are classi?ed into units of 
groups are provided. The method includes operations of: (a) 
determining Whether the message is a predetermined mes sage 
for detecting a device in a network; (b) encrypting the mes 
sage With one of a plurality of keys respectively correspond 
ing to a plurality of groups according to a determination result 
obtained in operation (a), each group comprising one or more 
devices in the netWork; and (c) transmitting the encrypted 
message. Accordingly, it is possible to prevent a guest Wire 
less device that is unknown to a user from detecting a home 
Wireless device of the user and controlling the detected home 
Wireless device Without authorization from the user. 

21 Claims, 8 Drawing Sheets 
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METHOD AND APPARATUS FOR 
TRANSMITTING MESSAGE TO WIRELESS 
DEVICES THAT ARE CLASSIFIED INTO 

GROUPS 

CROSS-REFERENCE TO RELATED PATENT 
APPLICATION 

This application claims priority from Korean Patent Appli 
cation No. 10-2005-0130609, ?led on Dec. 27, 2005, in the 
Korean Intellectual Property Of?ce, the disclosure of Which is 
incorporated herein in its entirety by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
Methods and apparatuses consistent With the present 

invention relate to transmitting a message to a plurality of 
Wireless devices that are classi?ed into groups. 

2. Description of the Related Art 
Wireless devices in a Wireless home netWork Wirelessly 

transmit messages. Accordingly, Wireless devices or access 
points (AP) using the same channel can receive messages 
from one another. Sometimes, hoWever, a Wireless device 
needs to transmit a message to only a speci?c Wireless device. 

The Institute of Electrical and Electronics Engineers 
(IEEE) 802.1li standard de?nes various message security 
methods. In particular, according to the Wi-Fi Protected 
Access-Pre-Shared Key (WPA-PSK) standard, Which is a 
version of the IEEE 802.1li standard for home netWorks or 
small o?ice/home of?ce (SOHO) environments, When a Wire 
less device communicates one-on-one With an AP using a 
unicast method, messages transmitted betWeen the Wireless 
device and the AP can be encrypted With a pairWise key Which 
is shared only betWeen the Wireless device and the AP. In 
order to transmit a message to a plurality of Wireless devices, 
the message may be encrypted With a group key correspond 
ing to a group into Which the plurality of Wireless devices are 
classi?ed. 

FIG. 1 is a diagram illustrating a related art method of 
unicasting a message encrypted according to the IEEE 
802.1li standard. Referring to FIG. 1, a ?rst Wireless device 
11 encrypts a message With a ?rst pairWise key PK1 and 
transmits the message encrypted With the ?rst pairWise key 
PK1 to an AP 1. The AP 1 receives the message encrypted 
With the ?rst pairWise key PK1 from the ?rst Wireless device 
11 and decrypts the received message With the ?rst pairWise 
key PK1, thereby restoring the original message. The AP 1 
encrypts the restored message With a second pairWise key 
PK2 and transmits the message encrypted With the second 
pairWise key PK2 to a second Wireless device 12. The second 
Wireless device 12 Which holds the second pairWise key PK2 
can decrypt the message encrypted With the second pairWise 
key PK2. Wireless devices Which do not hold the second 
pairWise key PK2 cannot decrypt a message encrypted With 
the second pairWise key PK2 even if they receive a message 
encrypted With the second pairWise key PK2. 

FIG. 2 is a diagram illustrating a related art method of 
multicasting a message encrypted according to the IEEE 
802.1li standard. Referring to FIG. 2, a ?rst Wireless device 
21 encrypts a message With a group key GK allocated to a 
group to Which the ?rst Wireless device 21 belongs, and 
transmits the message encrypted With the group key GK to an 
AP 2. The AP 2 receives the message encrypted With the 
group key GK from the ?rst Wireless device 21 and transmits 
the received message as it is. Then any Wireless device that 
holds the group key GK can decrypt the message transmitted 
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2 
by the AP 2, Whereas Wireless devices that do not hold the 
group key GK cannot decrypt the message transmitted by the 
AP 2. 

Recently, Wireless home netWorks are becoming more 
Widespread due to their reduced costs and higher speeds. 
Wireless devices can be readily connected to Wireless home 
netWorks Without additional installation operations, and thus, 
Wireless home netWorks are expected to be commonplace in 
home netWorking in the near future. HoWever, Wireless 
devices Which are unknoWn to a user of a Wireless home 
netWork can be connected to the Wireless home netWork of the 
user. In particular, in a Universal Plug and Play (UPnP)-based 
Wireless home netWork environment, a Wireless device Which 
is unknoWn to a user may ?nd a Wireless device of the user and 
control the detected Wireless device Without authorization 
from the user. 

According to the IEEE 802.1 li standard, the encryption of 
messages is conducted on a data link layer. HoWever, accord 
ing to the UPnP standard, the detection of a Wireless device is 
conducted on an application layer. Therefore, related art IEEE 
802.1li-based methods of encrypting messages cannot pre 
vent a Wireless device Which is unknoWn to a user from 
?nding a Wireless device of the user in a UPnP-based Wireless 
home netWork environment and controlling the detected 
Wireless device Without authorization from the user. 

SUMMARY OF THE INVENTION 

The present invention provides a method and an apparatus 
for preventing a Wireless device Which is unknoWn to a user 
from ?nding a Wireless device of the user in a Wireless home 
netWork environment and controlling the detected Wireless 
device Without authorization from the user. 
The present invention also provides a computer-readable 

recording medium that stores a computer program for execut 
ing the method of preventing a Wireless device Which is 
unknoWn to a user from ?nding a Wireless device of the user 
in a Wireless home netWork environment and controlling the 
detected Wireless device Without authorization from the user. 

According to an aspect of the present invention, there is 
provided a method of transmitting a message. The method 
includes operations of: (a) determining Whether the message 
is a message for detecting a device in a netWork; (b) encrypt 
ing the message With one of a plurality of keys respectively 
corresponding to a plurality of groups according to a deter 
mination result obtained in operation (a), each group com 
prising one or more devices in the netWork; and (c) transmit 
ting the encrypted message. 

According to another aspect of the present invention, there 
is provided an apparatus for transmitting a message. The 
apparatus includes: a message determination unit Which 
determines Whether the message is a message for detecting a 
device in a netWork, an encryption unit Which encrypts the 
message With one of a plurality of keys respectively corre 
sponding to a plurality of groups, according to a determina 
tion result provided by the message determination unit, each 
group comprising one or more devices in the netWork, and a 
transmission unit Which transmits the encrypted message. 

According to another aspect of the present invention, there 
is provided a computer-readable recording medium storing a 
computer program for executing the method of transmitting a 
message. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and other aspects of the present invention Will 
become more apparent by describing in detail exemplary 
embodiments thereof With reference to the attached draWings, 
in Which: 
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FIG. 1 is a diagram illustrating a related art method of 
unicasting a message encrypted according to the IEEE 
802.11i standard; 

FIG. 2 is a diagram illustrating a related art method of 
multicasting a message encrypted according to the IEEE 
802.11i standard; 

FIG. 3 is a diagram illustrating a wireless home network 
environment according to an exemplary embodiment of the 
present invention; 

FIG. 4 is a diagram illustrating a method of classifying a 
plurality of wireless devices into groups according to an 
exemplary embodiment of the present invention; 

FIG. 5 is a block diagram illustrating the structure of an 
access point (AP) according to an exemplary embodiment of 
the present invention; 

FIGS. 6A and 6B show a ?owchart illustrating a method of 
providing an encryption key according to an exemplary 
embodiment of the present invention; and 

FIGS. 7A and 7B show a ?owchart illustrating a method of 
transmitting a message according to an exemplary embodi 
ment of the present invention. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS 

The present invention will now be described more fully 
with reference to the accompanying drawings in which exem 
plary embodiments of the invention are shown. 

FIG. 3 is a diagram illustrating a wireless home network 
environment according to an exemplary embodiment of the 
present invention. Referring to FIG. 3, the wireless home 
network environment includes a guest wireless device 41, a 
home wireless device 42, an access point (AP) 3, and wireless 
devices 44, 45 and 46. Devices that can wirelessly commu 
nicate such as mobile phones, portable computers, and per 
sonal digital assistants (PDAs) will hereinafterbe collectively 
referred to as wireless devices, and devices that can provide 
wireless devices with access to a wireless network will here 
inafter be referred to as APs. 

The guest wireless device 41 is a wireless device visiting a 
wireless home network and is unknown to a user of the 
wireless home network. The home wireless device 42 is an 
existing wireless device in the wireless home network and is 
well known to the user. The user can classify wireless devices 
in the wireless home network into a home group including 
wireless devices well known to the user and a guest group 
including wireless devices unknown to the user. 

According to the Universal Plug and Play (UPnP) standard, 
the guest wireless device 41 which corresponds to a UPnP 
control point (CP) can detect the home wireless device 42 in 
the wireless home network in the following cases. In the ?rst 
UPnP-based case, the guest wireless device 41 can detect the 
home wireless device 42 by multicasting an M-search mes 
sage to actively search for wireless devices in the wireless 
home network and receiving a response message from the 
home wireless device 42. In this case, a method of preventing 
the guest wireless device 41 from detecting the home wireless 
device 42 according to an exemplary embodiment of the 
present invention is provided, and this method will be 
described in detail. 

The guest wireless device 41 encrypts an M-search mes 
sage with a guest group key and transmits the encrypted 
M-search message. Thereafter, the AP 3 decrypts the 
encrypted M-search message with the guest group key, 
thereby restoring the original M-search message. Thereafter, 
if the AP 3 recogniZes that the restored message is the original 
M-search message, the AP3 encrypts the restored message 
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4 
with the guest group key and transmits the encrypted mes 
sage. On the other hand, if the AP 3 recogniZes that the 
restored message is not the original M-search message, the 
AP 3 encrypts the restored message with a home group key 
and encrypts the restored message with the guest group key, 
and then transmits both the mes sage encrypted with the home 
group key and the message encrypted with the guest group 
key so that all the wireless devices in the wireless home 
network can receive the encrypted messages transmitted by 
the AP 3. 

In the second UPnP-based case, the home wireless device 
42 multicasts an alive message indicating that the home wire 
less device 42 has just entered the wireless home network or 
a bye-bye message indicating that the home wireless device 
42 has just left the wireless home network, and the guest 
wireless device 41 detects the home wireless device 42 by 
receiving either the alive message or the bye-bye message. In 
this case, a method of preventing the guest wireless device 41 
from detecting the home wireless device 42 according to an 
exemplary embodiment of the present invention is performed, 
and this method will be described in detail. 
The home wireless device 42 encrypts an alive message or 

a bye-bye message with the home group key and transmits the 
encrypted message. Then, the AP 3 decrypts the encrypted 
message transmitted by the home wireless device 42 with the 
home group key, thereby restoring the original alive mes sage 
or the original bye-bye message. Thereafter, if the AP 3 rec 
ogniZes that the restored message is the original alive mes 
sage or the original bye-bye message, the AP 3 encrypts the 
restored message with the home group key and transmits the 
encrypted message. On the other hand, if the AP 3 recogniZes 
that the restored message is not the original alive message or 
the original bye-bye message, the AP 3 encrypts the restored 
message with the home group key, encrypts the restored mes 
sage with the guest group key, and transmits both the message 
encrypted with the home group key and the message 
encrypted with the guest group key so that all the wireless 
devices in the wireless home network can receive the 
encrypted messages transmitted by the AP 3. 
As described above, in the wireless home network envi 

ronment according to the current exemplary embodiment of 
the present invention, wireless devices are classi?ed as home 
wireless devices or guest wireless devices, and the transmis 
sion of UPnP messages is controlled according to these clas 
si?cations. Therefore, it is possible to enhance the security of 
home wireless devices against guest wireless devices. 
According to the current exemplary embodiment of the 
present invention, it is determined whether a wireless device 
is a home wireless device or a guest wireless device using an 
IEEE 802.11i-based authentication method. 

FIG. 4 is a diagram illustrating a method of classifying 
wireless devices according to an exemplary embodiment of 
the present invention. Referring to FIG. 4, in operation 401, 
the AP 3 and the wireless device 41 exchange authentication 
information of the AP 3 and authentication information of the 
wireless device 41. Thereafter, the AP 3 generates a pairwise 
key (PK) by combining a pre-shared key (PSK) held by the 
AP 3, the authentication information of the AP 3, and the 
authentication information of the wireless device 41, and the 
wireless device 41 generates a pairwise key by combining a 
pre-shared key held by the wireless device 41, the authenti 
cation information of the AP 3, and the authentication infor 
mation of the wireless device 41. Then the AP 3 and the 
wireless device 41 may share the pairwise keys with each 
other. This type of operation of obtaining pairwise keys is 
referred to as a four-way handshake operation according to 
the IEEE 802.11i standard. 
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According to the current exemplary embodiment of the 
present invention, a user sets Wireless devices Well known to 
the user as home Wireless devices by allocating a home pre 
shared key to each of the Wireless devices Well knoWn to the 
user, and sets Wireless devices unknown to the user as guest 
Wireless devices by allocating a guest pre-shared key to each 
of the Wireless devices unknoWn to the user. Accordingly, 
each of the home Wireless devices holds the home pre-shared 
key, and each of the guest Wireless devices holds the guest 
pre-shared key. 

Since the AP 3 must be able to communicate With both 
home Wireless devices and guest Wireless devices, it must 
hold both the home pre-shared key and the guest pre-shared 
key. Therefore, the AP 3 performs a four-Way handshake 
operation for the home pre-shared key, and performs a four 
Way handshake operation for the guest pre-shared key With 
reference to the results of the four-Way handshake operation 
for the home pre-shared key. The AP 3 can recogniZe that the 
Wireless device 41 is a guest Wireless device based on the 
results of the four-Way handshake operation for the guest 
pre-shared key. 

In operation 402, once a pairWise key that can be shared 
betWeen the AP 3 and the Wireless device 41 is obtained in 
operation 401, the AP 3 encrypts a guest group key With the 
pairWise key, and transmits the encrypted guest group key to 
the Wireless device 41. A group key is a key shared only 
betWeen Wireless devices Which belong to a certain group in 
a Wireless home netWork and is used for encrypting a multi 
cast or broadcast message. On the other hand, a pairWise key 
is a key shared betWeen an AP and a speci?c Wireless device 
and is used for encrypting a unicast message. 

The method illustrated in FIG. 4 can also be applied to the 
home Wireless device 42 of FIG. 3 The AP 3 can recogniZe 
that the home Wireless device 42 is a home Wireless device 
based on the results of a four-Way handshake operation With 
the home Wireless device 42 for the home pre-shared key. 
Then the AP 3 encrypts a home group key With a pairWise key 
only shared betWeen the AP 3 and the Wireless device 42 and 
transmits the encrypted home group key to the Wireless 
device 42. 

FIG. 5 is a block diagram illustrating the structure of theAP 
3 according to an exemplary embodiment of the present 
invention. Referring to FIG. 5, the AP 3 includes an associa 
tion processing unit 31, an authentication processing unit 32, 
a UPnP processing unit 33, an encryption key table 34, an 
encryption/decryption engine 35, a message determination 
unit 36, a group determination unit 37, a Wireless netWork 
interface 38, and a Wired netWork interface 39. It is obvious to 
one of ordinary skill in the art to Which the present invention 
pertains that any of the Wireless devices 41 through 45 illus 
trated in FIG. 3 can be applied to the present exemplary 
embodiment. 

The association processing unit 31 performs an association 
process together With a Wireless device according to the IEEE 
802.1lb standard. The association processing unit 31 corre 
sponds to a link layer. In detail, the association processing 
unit 31 receives a probe request frame from a Wireless device 
via the Wireless netWork interface 38 and transmits a probe 
response frame to the Wireless device in return. The probe 
request frame is a frame searching for an AP in a communi 
cation range of the Wireless device. The probe response frame 
comprises communication environment information, load 
information, and security information of the AP 3. The secu 
rity information of the AP 3 comprises information regarding 
the management of an authentication key and information on 
hoW to encrypt unicast messages and multicast messages. 
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6 
Thereafter, the association processing unit 31 transmits/ 

receives an authentication frame to/from the Wireless device. 
The authentication frame is only used for the AP 3 and the 
Wireless device to recogniZe each other. This type of authen 
tication method is referred to as an open authentication 
method. 

Thereafter, the association processing unit 31 receives an 
association request frame from the Wireless device via the 
Wireless netWork interface 38 and transmits an association 
response frame to the Wireless device in return. 

In general, When the Wireless device transmits a probe 
request frame, more than one AP including the AP 3 may 
respond to the probe request frame. As a result, the Wireless 
device receives a plurality of probe response frames from the 
respectiveAPs. Thereafter, the Wireless device chooses one of 
the APs Which have responded to the probe request frame 
With reference to communication environment information, 
load information, and security information of the APs 
included in the received probe response frames, and transmits 
an association request frame to a chosen AP. When the Wire 
less device receives an association response frame from the 
chosen AP, a logical connection is established betWeen the 
Wireless device and the chosen AP so that data can be trans 
mitted betWeen the Wireless device and the chosen AP. 

The authentication processing unit 32 performs an authen 
tication operation together With the Wireless device according 
to the IEEE 802.1li standard. The authentication processing 
unit 32 corresponds to a link layer. In detail, the authentica 
tion processing unit 32 transmits authentication information 
of the AP 3 comprising a MAC address of the AP 3 and a 
random number to a Wireless device and receives authentica 
tion information of the Wireless device comprising a MAC 
address of the Wireless device and another random number. 

Thereafter, the authentication processing unit 32 generates 
a pairWise key Which is can be shared betWeen the AP 3 and 
the Wireless device by combining a pre- shared key held by the 
AP 3, the authentication information of the AP 3, and the 
authentication information of the Wireless device. Thereafter, 
the authentication processing unit 32 generates a message 
integrity code (MIC) of the AP 3 using the pairWise key and 
transmits the MIC of the AP 3 to the Wireless device. The 
Wireless device receives the MIC of theAP 3, generates a MIC 
of the Wireless device based on a pairWise key generated by 
the Wireless device, and compares the MIC of the Wireless 
device With the MIC of the AP 3. If the MIC of the Wireless 
device is the same as the MIC of the AP 3, the Wireless device 
transmits a success message indicating that the AP 3 and the 
Wireless device have successfully authenticated each other. 
The authentication processing unit 32 receives the success 
message and completes the authentication of the Wireless 
device by determining based on the success message Whether 
the pairWise key generated by the AP 3 and the pairWise key 
generated by the Wireless device are identical. 

According to the current exemplary embodiment of the 
present invention, the AP 3 holds tWo types of pre-shared 
keys, i.e., a home pre-shared key and a guest pre-shared key. 
Therefore, the authentication processing unit 32 must per 
form both a home pre- shared key-based authentication opera 
tion and a guest pre-shared key-based authentication opera 
tion. In other Words, the authentication processing unit 32 
exchanges, With the Wireless device, the authentication infor 
mation of the AP 3 and the authentication information of the 
Wireless device during a home pre-shared key-based authen 
tication operation. Thereafter, the authentication processing 
unit 32 generates a pairWise key, Which canbe sharedbetWeen 
the AP 3 and the Wireless device, by combining the home 
pre-shared key, the authentication information of the AP 3, 
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and the authentication information of the Wireless device. 
Thereafter, the authentication processing unit 32 generates a 
MIC of the AP 3 using the pairWise key and transmits the MIC 
of the AP 3 to the Wireless device. Thereafter, When the 
authentication processing unit 32 receives a success message 
from the Wireless device indicating that the AP 3 and the 
Wireless device have successfully authenticated each other, 
the authentication processing unit 32 determines Whether the 
pairWise key generated by the AP 3 is identical to a pairWise 
key generated by the Wireless device. If the pairWise key 
generated by the AP 3 is identical to the pairWise key gener 
ated by the Wireless device, the authentication processing unit 
32 determines the pairWise key generated by the AP 3 to be 
shared betWeen the AP 3 and the Wireless device. In this case, 
the Wireless device is a home Wireless device. 

If the authentication processing unit 32 receives no success 
message from the Wireless device during the home pre- shared 
key-based authentication operation, the authentication pro 
cessing unit 32 exchanges the authentication information of 
the AP 3 and the authentication information of the Wireless 
device With the Wireless device for a guest pre-shared key 
based authentication operation. Thereafter, the authentication 
processing unit 32 generates a pairWise key, Which can be 
shared betWeen the AP 3 and the Wireless device, by combin 
ing the guest pre-shared key, the authentication information 
of the AP 3, and the authentication information of the Wireless 
device. Thereafter, the authentication processing unit 32 gen 
erates a MIC of the AP 3 using the pairWise key and transmits 
the MIC of the AP 3 to the Wireless device. Thereafter, When 
the authentication processing unit 32 receives a success mes 
sage indicating that the AP 3 and the Wireless device have 
successfully authenticated each other from the Wireless 
device via the Wireless netWork interface 38, the authentica 
tion processing unit 32 determines Whether the pairWise key 
generated by the AP 3 and the pairWise key generated by the 
Wireless device are identical. If the pairWise key generated by 
the AP 3 and the pairWise key generated by the Wireless 
device are identical, the authentication processing unit 32 
determines the pairWise key generated by the AP 3 to be 
shared betWeen the AP 3 and the Wireless device. In this case, 
the Wireless device is a guest Wireless device. If the authen 
tication processing unit 32 receives no success message from 
the Wireless device in the home pre-shared key-based authen 
tication operation or the guest pre-shared key-based authen 
tication operation, the authentication processing unit 32 
determines that the AP 3 and the Wireless device have failed to 
authenticate each other. 

The authentication processing unit 32 may perform the 
home pre- shared key-based authentication operation after the 
guest pre-shared key-based authentication operation. 
Once a pairWise key to be shared betWeen the AP 3 and the 

Wireless device is determined, the authentication processing 
unit 32 encrypts a home group key With the pairWise key and 
transmits the encrypted result to the Wireless device via the 
Wireless netWork interface 38 . According to the current exem 
plary embodiment of the present invention, Wireless devices 
in a Wireless home netWork are classi?ed into a home group 
including home Wireless devices or a guest group including 
guest Wireless devices. Therefore, the authentication process 
ing unit 32 encrypts the home group key With a home pre 
shared key-based pairWise key and transmits the encrypted 
result to the Wireless device via the Wireless netWork interface 
38. If the Wireless device belongs to the home group and thus 
holds the home pre-shared key-based pairWise key, it can 
decrypt the home group key encrypted With the home pre 
shared key-based pairWise key, thereby restoring the home 
group key. 
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8 
The authentication processing unit 32 encrypts a guest 

group key With a guest pre-shared key-based pairWise key and 
transmits the encrypted result to the Wireless device via the 
Wireless netWork interface 38. If the Wireless device belongs 
to the guest group and thus holds the guest pre-shared key 
based pairWise key, it can decrypt the guest group key 
encrypted With the guest pre-shared key-based pairWise key, 
thereby restoring the guest group key. In this manner, Wireless 
devices Which hold the home pre-shared key-based pairWise 
key can obtain the home group key, and Wireless devices 
Which hold the guest pre-shared key-based pairWise key can 
obtain the guest group key. 
The aforementioned authentication method is based on the 

Wi-Fi Protected Access-Preshared Key standard Which is a 
version of the IEEE 802.1li standard for home netWorks or 
small o?ice/home of?ce (SOHO) environments. HoWever, 
the present invention is not restricted to this. That is, the 
present invention can also be applied to, for example, an IEEE 
802.1X-based authentication method. 
The UPnP processing unit 33 processes the communica 

tion of the AP 3 With the Wireless device according to the 
UPnP standard. The UPnP processing unit 33 corresponds to 
an application layer. TheAP 3 serves as a UPnP-based control 
point. In detail, the UPnP processing unit 33 performs an 
addressing operation to allocate an IP address to the AP 3. 
Once the IP address of the AP 3 is determined, the UPnP 
processing unit 33 performs a discovery operation to detect a 
Wireless device in a Wireless home netWork. If a Wireless 
device is detected in the Wireless home netWork, the UPnP 
processing unit 33 performs a description operation to obtain 
a description of the detected Wireless device. Thereafter, the 
UPnP processing unit 33 performs a control operation to 
control the detected Wireless device With reference to the 
description of the detected Wireless device. The UPnP pro 
cessing unit 33 performs an event operation to obtain infor 
mation about changes to the state of the detected Wireless 
device caused by the control operation. 

In other Words, if the AP 3 neWly enters the Wireless home 
netWork, the UPnP processing unit 33 multicasts an M-search 
message to dynamically search for Wireless devices in the 
Wireless home netWork. If a Wireless device neWly enters the 
Wireless home netWork, the UPnP processing unit 33 receives 
an alive message indicating that the Wireless device has 
entered the Wireless home netWork. If a Wireless device leaves 
the Wireless home netWork, the UPnP processing unit 33 
receives a bye-bye message indicating that the Wireless 
device has left the Wireless home netWork. 
The encryption key table 34 stores a home pre-shared key, 

a guest pre-shared key, a plurality of pairWise keys, a home 
group key, and a guest group key. Referring to FIG. 5, the 
encryption key table 34 stores the home pre-shared key, the 
guest pre-shared key, the plurality of pairWise keys, the home 
group key, and the guest group key in such a manner that the 
home pre-shared key is mapped to a plurality of pairWise keys 
that are generated based on the home pre- shared key and that 
the guest pre-shared key is mapped to a plurality of pairWise 
keys that are generated based on the guest pre-shared keys. 
Therefore, it is possible to determine by evaluating a pairWise 
key used by a Wireless device Whether a pre-shared key, used 
to generate the pairWise key, is a home pre-shared key or a 
guest pre- shared key and Whether a group key of the Wireless 
device is a home group key or a guest group key. 
The encryption/decryption engine 35 retrieves an original 

message transmitted by a Wireless device by decrypting an 
encrypted message received via the Wireless netWork inter 
face 38. In detail, if the message determination unit 36 deter 
mines that an encrypted message received via the Wireless 
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network interface 38 is a unicast message, the encryption/ 
decryption engine 35 reads from the encryption key table 34 
a pairWise key corresponding to a Wireless device Which has 
transmitted the encrypted message and decrypts the 
encrypted message With the pairWise key, thereby restoring 
the original message. 

In addition, the encryption/decryption engine 35 reads 
from the encryption key table 34 a pairWise key correspond 
ing to a destination Wireless device for Which the restored 
message is destined, encrypts the restored message With the 
pairWise key, and transmits the encrypted result to the desti 
nation Wireless device via the Wireless netWork interface 38. 

If the message determination unit 36 determines the 
encrypted message as being a multicast message, the encryp 
tion/ decryption engine 35 reads a home group key or a guest 
group key from the encryption key table 34 and decrypts the 
encrypted message With the home group key or the guest 
group key, thereby restoring the original message. If the Wire 
less device Which has transmitted the encrypted message is a 
home Wireless device, the AP 3 can decrypt the encrypted 
message With the home group key. On the other hand, if the 
Wireless device Which has sent the encrypted message is a 
guest Wireless device, the AP 3 can decrypt the encrypted 
message With the guest group key. 

The encryption/decryption engine 35 encrypts the restored 
message With a group key corresponding to at least one group 
of Wireless devices in the Wireless home netWork With refer 
ence to the determination results provided by the message 
determination unit 36 and the group determination unit 37. 
According to the current exemplary embodiment of the 
present invention, the encryption/decryption engine 35 may 
encrypt the restored message With either the home group key, 
Which corresponds to a home group including home Wireless 
devices, or the guest group key, Which corresponds to a guest 
group including guest Wireless devices. 

In detail, if the message determination unit 36 determines 
the restored message as being an M-search message, the 
group determination unit 37 determines Which group the 
Wireless device that transmitted the restored M-search mes 
sage is included in. Then the encryption/ decryption engine 35 
reads from the encryption key table 34 a group key corre 
sponding to the determined group of the Wireless device. 
Then the encryption/decryption engine 35 encrypts the 
restored M-search message With the corresponding group 
key. For example, according to the current exemplary 
embodiment of the present invention, if the message determi 
nation unit 36 determines the restored message as being an 
M-search message and the group determination unit 37 deter 
mines the restored M-search message as being from a Wire 
less device Which is included in the guest group, then the 
encryption/ decryption engine 35 may read a guest group key 
from the encryption key table 34. Then the encryption/de 
cryption engine 35 encrypts the restored M-search message 
With the guest group key. 

If the message determination unit 36 determines the 
restored message as being an alive message or a bye-bye 
message, the group determination unit 37 determines Which 
group the Wireless device that sent the restored alive or bye 
bye message is included in, then the encryption/decryption 
engine 35 reads from the encryption key table 34 a group key 
corresponding to the determined group of the Wireless device. 
Then the encryption/decryption engine 35 encrypts the 
restored alive or bye-bye message With the corresponding 
group key. For example, according to the current exemplary 
embodiment of the present invention, if the message determi 
nation unit 36 determines the restored message as being an 
alive message or a bye-bye message and the group determi 
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10 
nation unit 37 determines the restored alive or bye-bye mes 
sage as being from a Wireless device Which is included in the 
home group, then the encryption/ decryption engine 35 may 
read a home group key from the encryption key table 34. Then 
the encryption/decryption engine 35 encrypts the restored 
alive or bye-bye message With the home group key. 

If the message determination unit 36 determines the 
restored message as not being a message used to ?nd a Wire 

less device in the Wireless home netWork, i.e., if the message 
determination unit 36 determines the restored message as not 
being any of ani M-search message, an alive message, and a 
bye-bye message, the encryption/ decryption engine 35 
encrypts the restored message With a plurality of group keys 
respectively corresponding to a plurality of groups into Which 
all the Wireless devices in the Wireless home netWork are 
classi?ed, thereby generating a plurality of encrypted mes 
sages. For example, according to the current exemplary 
embodiment of the present invention, If the message deter 
mination unit 36 determines the restored message as not 
being a message used to detect a Wireless device in the Wire 
less home netWork, i.e., if the message determination unit 36 
determines the restored message as not being any of an 
M-search message, an alive message, and a bye-bye message, 
the encryption/ decryption engine 35 may encrypt the restored 
message With a home group key corresponding to a home 
group and a guest group key corresponding to a guest group, 
thereby generating a home group key encrypted message and 
a guest group key encrypted message. 
The message determination unit 36 determines Whether an 

encrypted message received via the Wireless netWork inter 
face 38 is a unicast message or a multicast message. In detail, 
the message determination unit 36 determines Whether the 
encrypted message received via the Wireless netWork inter 
face 38 is a unicast message or a multicast message by deter 
mining Whether an address recorded in an address ?eld of a 
header of the encrypted message is a UPnP unicast address or 
a UPnP multicast address. 

In addition, the message determination unit 36 determines 
Whether a restored message provided by the encryption/de 
cryption engine 35 is a message used to detect a Wireless 
device in the Wireless home netWork. In detail, if the group 
determination unit 37 determines a Wireless device that has 
transmitted a restored message provided by the encryption/ 
decryption engine 35 belongs to a guest group, the message 
determination unit 36 determines Whether the restored mes 
sage is an M-search message. On the other hand, if the group 
determination unit 37 determines that the Wireless device 
Which has sent the restored message belongs to a home group, 
the message determination unit 36 determines Whether the 
restored message is an alive message or a bye-bye message. 
The group determination unit 37 determines to Which of a 

plurality of groups including one or more Wireless devices the 
Wireless device that has transmitted the restored message 
belongs. In detail, the group determination unit 37 can deter 
mine to Which of the groups the Wireless device that has 
transmitted the restored message belongs by determining to 
Which of the groups a group key used by the encryption/ 
decryption engine 35 to obtain the restored message corre 
sponds. For example, according to the current exemplary 
embodiment of the present invention, the group determina 
tion unit 37 can determine Whether the Wireless device that 
has transmitted the restored message belongs to a home group 
including home Wireless devices or a guest group including 
guest Wireless devices by determining Whether the group key 
used by the encryption/decryption engine 35 to obtain the 
restored message is a home group key or a guest group key. 
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The wireless network interface 38 receives a data frame 
from a wireless network and outputs the data frame to the 
association processing unit 31, the authentication processing 
unit 32, the UPnP processing unit 33, the encryption/decryp 
tion engine 35, or the message determination unit 36. In 
detail, when the wireless network interface 38 receives a 
probe request frame, an authentication frame, or an associa 
tion request frame from the wireless network, the wireless 
network interface 38 transmits the received frame to the asso 
ciation processing unit 31. When the wireless network inter 
face 38 receives authentication information of a wireless 
device or a success message from a wireless device from the 
wireless network, it transmits the authentication information 
or the success message to the authentication processing unit 
32. When the wireless network interface 38 receives an alive 
message or a bye-bye message from the wireless network, it 
transmits the received message to the UPnP processing unit 
33. When the wireless network interface 38 receives a pair 
wise key of a wireless device or a message encrypted with a 
group key from the wireless network, it transmits the received 
pairwise key or the received message to the encryption/de 
cryption engine 35 and the message determination unit 36. 

The wireless network interface 38 can receive data frames 
from the association processing unit 31, the authentication 
processing unit 32, the UPnP processing unit 33, or the 
encryption/ decryption engine 35 and transmit the data frames 
to the wireless network. In detail, when the wireless network 
interface 38 receives a probe response frame, an authentica 
tion frame, or an association response frame from the asso 
ciation processing unit 31, it transmits the received frame to 
the wireless network. When the wireless network interface 38 
receives authentication information, a pairwise key, and a 
group key of the AP 3 from the authentication processing unit 
32, it transmits the received authentication information, the 
received pairwise key, or the received group key to the wire 
less network. When the wireless network interface 38 
receives an M- search mes sage from the UPnP processing unit 
33, it transmits the received M-search message to the wireless 
network. When the wireless network interface 38 receives an 
encrypted message from the encryption/decryption engine 
35, it transmits the received encrypted message to the wireless 
network. 

The wired network interface 39 receives/transmits a data 
frame from/to a wired network. In general, the AP 3 not only 
can mediate communication between wireless devices but 
can also connect the wireless devices to a wired network. The 
AP 3 can connect the wireless devices to a wired network 
using a conventional method, and therefore a description of 
how the AP 3 processes a data frame received from a wired 
network will be omitted. 

FIG. 6 is a ?owchart illustrating a method of providing an 
encryption key according to an exemplary embodiment of the 
present invention. The method illustrated in FIG. 6 comprises 
operations performed by the AP 3 illustrated in FIG. 5, and 
thus, the description of the AP 3 presented above with refer 
ence to FIG. 5 canbe directly applied to the method illustrated 
in FIG. 6. 

Referring to FIG. 6, in operation 61, the AP 3 performs 
association with a wireless device. 

In operation 62, the AP 3 exchanges authentication infor 
mation of the AP 3 and authentication information of the 
wireless device with the wireless device for a home pre 
shared key-based authentication operation. 

In operation 63, the AP 3 generates a home pre-shared 
key-based pairwise key, which can be shared between the AP 
3 and the wireless device, by combining a home pre-shared 
key, the authentication information of the AP 3, and the 
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authentication information of the wireless device. In addition, 
in operation 63, the AP 3 generates a MIC of the AP 3 based 
on the home pre-shared key-based pairwise key and transmits 
the MIC of the AP 3 to the wireless device. 

In operation 64, if the AP 3 receives a success message 
from the wireless device indicating that the AP 3 and the 
wireless device have successfully authenticated each other, 
the method proceeds to operation 65. Otherwise, the method 
proceeds to operation 68. 

In operation 65, the AP 3 determines the home pre-shared 
key-based pairwise key to be shared between the AP 3 and the 
wireless device. 

In operation 66, the AP 3 encrypts a home group key with 
the home pre-shared key-based pairwise key and transmits 
the encrypted result to the wireless device. 

In operation 67, the AP 3 stores the home pre-shared key, 
the home pre-shared key-based pairwise key, and the home 
group key. 

In operation 68, the AP 3 exchanges the authentication 
information of the AP 3 and the authentication information of 
the wireless device with the wireless device for a guest pre 
shared key-based authentication operation. 

In operation 69, the AP 3 generates a guest pre-shared 
key-based pairwise key by combining a guest pre-shared key, 
the authentication information of the AP 3, and the authenti 
cation information of the wireless device. In addition, in 
operation 69, the AP 3 generates MIC of theAP 3 based on the 
guest pre-shared key based pairwise key and transmits the 
MIC of the AP 3 to the wireless device. 

In operation 610, if the AP 3 receives a success message 
from the wireless device indicating that the AP 3 and the 
wireless device have successfully authenticated each other, 
the method proceeds to operation 61 1. Otherwise, the 
method proceeds to operation 614. 

In operation 611, the AP 3 determines the guest pre-shared 
key-based pairwise key to be shared between the AP 3 and the 
wireless device. 

In operation 612, the AP 3 encrypts a guest group key with 
the guest pre- shared key-based pairwise key and transmits the 
encrypted result to the wireless device. 

In operation 613, the AP 3 stores the guest pre-shared key, 
the guest pre-shard key-based pairwise key, and the guest 
group key. 

In operation 614, the AP 3 determines that the AP 3 and the 
wireless device have failed to authenticate each other. 

FIG. 7 is a ?owchart illustrating a method of transmitting a 
message according to an exemplary embodiment of the 
present invention. The method illustrated in FIG. 7 comprises 
operations performed by the AP 3 illustrated in FIG. 3, and 
thus, the description of the AP 3 presented above with refer 
ence to FIG. 5 can be directly applied to the method illustrated 
in FIG. 7. 

Referring to FIG. 7, in operation 71, the AP 3 receives an 
encrypted message. 

In operation 72, the AP 3 determines whether the encrypted 
message is a unicast message or a multicast message. If the 
encrypted message is determined in operation 72 to be a 
unicast message, the method proceeds to operation 73. On the 
other hand, if the encrypted mes sage is determined in opera 
tion 72 to be a multicast message, the method proceeds to 
operation 75. 

In operation 73, the AP 3 decrypts the encrypted message 
with a pairwise key corresponding to a wireless device that 
has sent the encrypted message, thereby restoring the original 
message. 

In operation 74, the AP 3 encrypts the restored message 
obtained in operation 73 with a pairwise key corresponding to 
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a destination Wireless device for Which the restored message 
is destined and transmits the encrypted result. 

In operation 75, the AP 3 decrypts the encrypted message 
With a home group key or a guest group key, thereby restoring 
the original message. 

In operation 76, the AP 3 determines Whether the Wireless 
device that has sent the encrypted message belongs to a guest 
group or a home group. If the Wireless device that has sent the 
encrypted message is determined in operation 76 to belong to 
a guest group, the method proceeds to operation 77. If the 
Wireless device that has sent the encrypted message is deter 
mined in operation 76 to belong to a home group, the method 
proceeds to operation 79. 

In operation 77, the AP 3 determines Whether the restored 
message obtained in operation 75 is an M-search message. If 
the restored message obtained in operation 75 is determined 
in operation 77 as being an M-search message, the method 
proceeds to operation 78. Otherwise, the method proceeds to 
operation 711. 

In operation 78, the AP 3 encrypts the restored message 
obtained in operation 75 With a guest group key correspond 
ing to the guest group to Which the Wireless device Which has 
sent the encrypted message belongs, and transmits the 
encrypted result. 

In operation 79, the AP 3 determines Whether the restored 
message obtained in operation 75 is an alive message or a 
bye-bye message or not. If the restored message obtained in 
operation 75 is determined in operation 79 as being an alive 
message or a bye-bye message, the methodproceeds to opera 
tion 710. If it is determined that the restored message is 
neither an alive nor a bye-bye message, the method proceeds 
to operation 711. 

In operation 710, the AP 3 encrypts the restored message 
obtained in operation 75 With a home group key correspond 
ing to the home group to Which the Wireless device Which has 
transmitted the encrypted message belongs, and transmits the 
encrypted result. 

In operation 711, the AP 3 encrypts the restored message 
obtained in operation 75 With the home group key, transmits 
the message encrypted With the home group key, encrypts the 
restored message obtained in operation 75 With the guest 
group key, and transmits the message encrypted With the 
guest group key. 

The exemplary embodiments of the present invention can 
be realiZed as computer-readable code Written on a computer 
readable recording medium. The computer-readable record 
ing medium may be any type of recording device in Which 
data is stored in a computer-readable manner. Examples of 
the computer-readable recording medium include a ROM, a 
RAM, a CD-ROM, a magnetic tape, a ?oppy disc, an optical 
data storage, and a carrier Wave (e.g., data transmission 
through the Internet). The computer-readable recording 
medium can be distributed over a plurality of computer sys 
tems connected to a netWork so that computer-readable code 
is Written thereto and executed therefrom in a decentraliZed 
manner. Functional programs, code, and code segments 
needed for realiZing the present invention can be easily con 
strued by one of ordinary skill in the art. 

According to the exemplary embodiments of the present 
invention, it is possible to prevent a guest Wireless device, 
Which is unknoWn to a user, from detecting a home Wireless 
device of the user Without authoriZation of the user by 
encrypting a message (e.g., an M-search message, an alive 
message, or a bye-bye message) for detecting a Wireless 
device in a Wireless home netWork of the user With a group 
key corresponding to a group to Which the Wireless device that 
has transmitted the message belongs, and transmitting the 
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encrypted message during a UPnP-based discovery opera 
tion. Therefore, it is possible to enhance the security of the 
home Wireless device of the user against guest Wireless 
devices Which are unknoWn to the user of the Wireless home 
netWork. 

While the present invention has been particularly shoWn 
and described With reference to exemplary embodiments 
thereof, it Will be understood by those of ordinary skill in the 
art that various changes in form and details may be made 
therein Without departing from the spirit and scope of the 
present invention as de?ned by the folloWing claims. 
What is claimed is: 
1. A method of transmitting a message comprising opera 

tions of: 
(a) determining Whether the message is a message for 

detecting a ?rst device in a netWork; 
(b) encrypting the message With one of a plurality of group 

keys respectively corresponding to a plurality of groups 
according to a determination result obtained in operation 
(a), each group comprising one or more devices in the 
netWork; and 

(c) transmitting the encrypted message, 
Wherein operation (b) comprises, if the message is deter 

mined in operation (a) as being a message for detecting 
the ?rst device in the netWork, encrypting the message 
With one of the plurality of group keys, and if the mes 
sage is determined in operation (a) as not being a mes 
sage for detecting the ?rst device in the netWork, 
encrypting the message With the plurality of group keys. 

2. The method of claim 1 further comprising operation (d) 
determining to Which of the plurality of groups a second 
device that has provided the message belongs, 

Wherein operation (b) comprises encrypting the message 
according to the determination result obtained in (a) and 
a determination result obtained in (d). 

3. The method of claim 2 further comprising: 
receiving the message, Which is an encrypted message, 

from the netWork; and 
decrypting the encrypted message, thereby restoring an 

original message, 
Wherein operation (d) comprises determining Which of the 

plurality of group keys has been used to decrypt the 
encrypted message. 

4. The method of claim 2, Wherein operation (b) comprises, 
if the message is determined in operation (a) as being a 
message for dynamically searching for the ?rst device in the 
netWork, encrypting the message With a group key corre 
sponding to a group Which is determined in operation (d) as 
comprising the second device that has provided the message. 

5. The method of claim 4, Wherein the message for dynami 
cally searching for the ?rst device in the netWork is a Univer 
sal Plug and Play (UPnP)-based M-search message. 

6. The method of claim 2, Wherein operation (b) comprises, 
if the message is determined in operation (a) as being a 
message indicating that the second device has neWly entered 
the netWork or a message indicating that the second device 
has left the netWork, encrypting the message With a group key 
corresponding to a group Which is determined in operation (d) 
as comprising the second device Which has provided the 
message belongs. 

7. The method of claim 6, Wherein the message that the 
second device has neWly entered the netWork is a UPnP-based 
alive message, and the message indicating that the second 
device has left the netWork is a Universal Plug and Play 
(U PnP)-based bye-bye message. 

8. The method of claim 1, Wherein operation (b) comprises, 
if the message is determined in operation (a) as not being a 
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message for dynamically searching for the ?rst device in the 
network, encrypting the message With the plurality of group 
keys, thereby generating a plurality of encrypted messages. 

9. The method of claim 1, Wherein operation (b) comprises, 
if the message is determined in operation (a) as not being a 
message indicating that a second device has neWly entered the 
netWork or a message indicating that the second device has 
left the netWork, encrypting the message With the plurality of 
group keys, thereby generating a plurality of encrypted mes 
sages. 

10. The method of claim 1, Wherein operation (b) com 
prises, if the message is determined in operation (a) as not 
being one of a message for dynamically searching for the ?rst 
device in the netWork, a message indicating that a second 
device has neWly entered the netWork and a message indicat 
ing that the second device has left the netWork, encrypting the 
message With the plurality of group keys, thereby generating 
a plurality of encrypted messages. 

11. An apparatus for transmitting a message comprising: 
a message determination unit Which determines Whether 

the message is a message for detecting a ?rst device in a 

netWork; 
an encryption unit Which encrypts the message With one of 

a plurality of group keys respectively corresponding to a 
plurality of groups, according to a determination result 
provided by the message determination unit, each group 
comprising one or more devices in the netWork; and 

a transmission unit Which transmits the encrypted mes 
sage, 

Wherein operation (b) comprises, if the message determi 
nation unit determines the message as being a message 
for detecting the ?rst device in the netWork, the encryp 
tion unit encrypts the message With one of the plurality 
of group keys, and if the message determination unit 
determines the message as not being a message for 
detecting the ?rst device in the netWork, the encryption 
unit encrypts the message With the plurality of group 
keys. 

12. The apparatus of claim 11 further comprising a group 
determination unit Which determines to Which of the plurality 
of groups a second device that has provided the message 
belongs, 

Wherein the encryption unit encrypts the message accord 
ing to the determination result provided by the message 
determination unit and a determination result provided 
by the group determination unit. 

13. The apparatus of claim 12 further comprising: 
a reception unit Which receives the message, Which is an 

encrypted message, from the netWork; and 
a decryption unit Which decrypts the encrypted message 

received by the reception unit, thereby restoring an 
original message, 

Wherein the group determination unit determines Which of 
the plurality of group keys has been used by the decryp 
tion unit to decrypt the encrypted message. 

14. The apparatus of claim 12, Wherein, if the message 
determination unit determines the message as being a mes 
sage for dynamically searching for the ?rst device in the 
netWork, the encryption unit encrypts the message With a 

20 

30 

35 

40 

45 

50 

55 

16 
group key corresponding to a group determined by the group 
determination unit as comprising the second device that has 
provided the message. 

15. The apparatus of claim 14, Wherein the message for 
dynamically searching for the ?rst device in the netWork is a 
Universal Plug and Play (U PnP)-based M-search message. 

16. The apparatus of claim 12, Wherein, if the message 
determination unit determines the message as being a mes 
sage indicating that a device has neWly entered the netWork or 
a message indicating that the second device has left the net 
Work, the encryption unit encrypts the message With a group 
key corresponding to a group determined by the group deter 
mination unit as comprising the second device that has pro 
vided the message. 

17. The apparatus of claim 1 6, Wherein the message that the 
second device has neWly entered the netWork is a UPnP-based 
alive message, and the message indicating that the second 
device has left the netWork is a Universal Plug and Play 
(U PnP)-based bye-bye message. 

18. The apparatus of claim 11, Wherein, if the message 
determination unit determines the message as not being a 
message for dynamically searching for the ?rst device in the 
netWork, the encryption unit encrypts the message With the 
plurality of group keys, thereby generating a plurality of 
encrypted messages. 

19. The apparatus of claim 11, Wherein, if the message 
determination unit determines the message as not being a 
message indicating that a second device has neWly entered the 
netWork or a message indicating that the second device has 
left the netWork, the encryption unit encrypts the message 
With the plurality of group keys, thereby generating a plural 
ity of encrypted messages. 

20. The apparatus of claim 11, Wherein, if the message 
determination unit determines the message as not being one 
of a message for dynamically searching for the ?rst device in 
the netWork, a message indicating that a second device has 
neWly entered the netWork and a message indicating that the 
second device has left the netWork, the encryption unit 
encrypts the message With the plurality of group keys, thereby 
generating a plurality of encrypted messages. 

21 . A computer-readable non-transitory recording medium 
storing a computer program for executing a method of trans 
mitting a message comprising operations of: 

(a) determining Whether the message is a message for 
detecting a ?rst device in a netWork; 

(b) encrypting the message With one of a plurality of group 
keys respectively corresponding to a plurality of groups 
according to a determination result obtained in operation 
(a), each group comprising one or more devices in the 
netWork; and 

(c) transmitting the encrypted message 
Wherein operation (b) comprises, if the message is deter 

mined in operation (a) as being a message for detecting 
the ?rst device in the netWork, encrypting the message 
With one of the plurality of group keys, and if the mes 
sage is determined in operation (a) as not being a mes 
sage for detecting the ?rst device in the netWork, 
encrypting the message With the plurality of group keys. 

* * * * * 


