
US007978852B2 

(12) Ulllted States Patent (10) Patent N0.: US 7,978,852 B2 
Wajs et al. (45) Date of Patent: Jul. 12, 2011 

(54) METHOD OF PARTIALLY SCRAMBLINGA (56) References Cited 
DATA STREAM 

U.S. PATENT DOCUMENTS 

(75) Inventors: Andrew Augustine Wajs, Haarlem gig * ?ogi‘iiant 1 380010 
. , , u 0 a e a . ............... .. 

(Nm’ Gerard Johall Deki‘er’ , , 2002/0164024 A1 11/2002 Arakawa et al. 
gleuf‘i’évennglPLgNllil ll)??? iledm 2003/0081776 A1 * 5/2003 Candelore ................... .. 380/200 
00 orp ;0e0 an 1], 

Hoofddorp (N L); Ronaldus Petrus FOREIGN PATENT DOCUMENTS 
Johannes Hoogenboom, Hoofddorp WO WO-03061289 7/2003 
(NL); James Stewart Crosbie Palmer, W0 “(O-2004045213 5/2004 
Hoofddorp (NL); Thomas Franz WO WO-2004056ll2 7/2004 
Stockhammer, Bergen (DE) OTHER PUBLICATIONS 

“PCT Search Report for International Appln No. 

(73) Assignee; Irdeto Access B_V_ (NL) PCTEP2004051604”, (May 31, 2005),4 pgs. Allattar, A , et al., 
“Improved selective encryption techniques for secure transmission of 

* N _ _ S b_ d_ 1 _ h f hi MPEG video bit-streams”, Image Processing, (1999). 
( ) Once~ u JeCUO any 150 a1mers_t eterm O t S Wiegland, T , et al., “Overview of the H.264/AVC video coding 

patent 1S eXIended 01‘ adjusted under 35 standard”, IEEE Transactions on Circuits and Systems for J/ldeo 
U.S.C. 154(b) by 1262 days. Technology, 13(7), (Jul. 2003). 

“Japanese Application Serial No. 2006-538830, Notice of Reasons 
(21) A 1 N 10/582 762 for Rejection mailed Jul. 21, 2009”, (English Translation), 4 pgs. 

pp . 0.: 

a * cited by examiner 

(22) PCT Filed: Jul. 26, 2004 Primary Examiner * Matthew B Smithers 
Assistant Examiner * Paul Callahan 

p10‘Z Attorney, Agent, 0}’ i Schwegman, Lundberg & 
Woessner, P.A. 

§ 371 (0X1), 
(2), (4) Date: Jun. 12,2006 (57) _ ABSTRACT _ _ 

A method of part1ally scrambhng a data stream (6) 1nclud1ng 
transport stream packets (7), each transport stream packet (7) 

(87) PCT Pub- N05 W02006/010386 having a header (8) and a payload (9), wherein a sequence of 
. trans ort stream ac ets as a oa s ca 1n enco e PCT Pub. Date. Feb. 2, 2006 P P k ,7 h _ P Y1 ‘1, “Y g ‘,1 ‘1 

ata e ements, arran e 1n un1ts , me u es: se ect1n d l g d 15 l d l g 
_ _ _ transport stream packets (7) forming a subsequence of the 

(65) P1101‘ Publlcatlon Data sequence, and scrambling at least part of the payloads (9) of 
Us 2007/0098000 A1 May 3’ 2007 each transport stream packet~(7)~ in the subsequence. The 

method further 1ncludes momtorlng the payloads (9) of at 
east someo t etrans ort stream ac ets 1nt ese uence l f h p p k 7 ' h q 

H - - ort e resence o ata 1n 1cat1n a oun etWeen (5l)ItCl f hp fd 22'd~ 'gb daryb 
H 041V 7/167 (2006-01) two subsequent units (15), and, for selected units (15), includ 

(52) US. Cl. ......... .. 380/210; 380/212; 380/287; 725/31 ing at least one Of the transport strean} packets (7) Carrying 
(58) Field of Classi?cation Search ................ .. 380/210, data formmg Part of the Selected um‘ (15) 1n the sub'se' 

380/212, 287; 725/31 
See application ?le for complete search history. 

quence. 

12 Claims, 3 Drawing Sheets 

27 



US. Patent Jul. 12, 2011 Sheet 1 013 US 7,978,852 B2 

3 Fig.1 



Sheet 2 0f 3 US 7,978,852 B2 

mm Mm, a, 10m, ,1 HM, 5V 1 
p3 W0; @@H We» H3 Kc.» w? Q3 §\ 5 

1 1 “S \ “M5 \ {1W8 \ Hmv/ , J 
03 .f? 9: WV; 53 WP, SH M3 :|\. S 

Jul. 12,2011 

Um m lrfw 
US. Patent 

N: W/\ may 1 

L \|\ f > m3 m2 2k @w 

% 
Um v/Qw QmH m 

) 

/ mm 



US. Patent Jul. 12, 2011 Sheet 3 013 US 7,978,852 B2 

1O\ 11 12 13 14 
R H/ _d_ 

Fig. 3 

{16 
17 18 19 20 21 
\ \ \ _\___ \D 

Fig. 4 

(-15 
22 23 24 25 26 

Fig. 5 



US 7,978,852 B2 
1 

METHOD OF PARTIALLY SCRAMBLING A 
DATA STREAM 

This application is a US. National Stage Filing under 35 
U.S.C. 371 from International Patent Application No. PCT/ 
EP2004/05 l 604, ?led on Jul. 26, 2004, and published as WO 
2006/010386 Al on Feb. 2, 2006, the entire content is incor 
porated herein by reference. 

The invention relates to a method of partially scrambling a 
data stream including transport streampackets, each transport 
stream packet having a header and a payload, Wherein a 
sequence of transport stream packets has payloads carrying 
encoded data elements, arranged in units, including: 
selecting transport stream packets forming a sub-sequence of 
the sequence, and 
scrambling at least part of the payloads of each transport 
stream packet in the sub-sequence. 
The invention also relates to a system for partially scram 

bling a data stream including transport stream packets, each 
transport stream packet having a header and a payload, 
Wherein a sequence of transport stream packets has payloads 
carrying encoded data elements, arranged in units, including: 
a port for receiving the data stream; and 
an arrangement for processing the data in the stream, Wherein 
the system is con?gured to select transport stream packets 
forming a sub-sequence of the sequence, and to scramble at 
least part of the payloads of each transport stream packet in 
the sub-sequence. 

The invention also relates to a computer program. 
The invention also relates to a signal carrying a data stream 

including transport stream packets, each transport stream 
packet having a header and a payload. 

Examples of such a method, system, computer program 
and signal are knoWn from WO 03/06 1 289-Al. In the knoWn 
system, a cable system headend selects A/V content packets 
at a packet selector for encryption. Packets selected for 
encryption are chosen so that their non-receipt Would 
severely affect the real-time decoding of a program, and any 
possible post processing of recorded content. That is, only 
critical packets are encrypted. For the video and audio, this 
can be accomplished by encrypting “start of frame” transport 
stream packets containing PES (packetiZed elementary 
stream) headers and other headers as part of the payload, 
since Without this information the STB decoder cannot 
decompress the MPEG compressed data, MPEG-2 streams 
identify “start of frame” packets With the “Packet Unit Start 
Indicator” in the transport header. Generally, packets carrying 
a payload that contains a group of pictures header or a video 
sequence header can be used to effect the present scrambling 
technique. Other critical or important packets or content ele 
ments may also be identi?ed for encryption that could 
severely inhibit unauthorized vieWing Without departing from 
the present invention. For example, MPEG intra-coded or I 
frame picture packets could be encrypted to inhibit vieWing of 
the video portion of the program. 
A problem of the knoWn method is that the encryption of all 

TS packet payloads including PES packet headers or a 
selected critical packet Will lead to a stream in Which a large 
percentage of packets have an encrypted payload. This makes 
the method unsuitable for broadcasting to devices With lim 
ited processing capacity for decryption. The mere encryption 
of only a feW of the TS packets payloads including PES 
packet headers or a selected critical packet Will not suf?ce 
When the payloads of the packets include audiovisual data 
encoded using advanced compression techniques With a high 
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2 
degree of resilience to packet loss. In that case, an unautho 
riZed receiver Would be able to decode the content using the 
data left in the clear. 

It is an object of the invention to provide a method, system 
and computer program of the kinds mentioned above, that 
enable scrambling of the payloads of only a selected feW of 
the transport stream packets Whilst maintaining effective con 
tent protection in the presence of advanced decoder tech 
niques for coping With missing encoded data. 

This object is achieved by means of the method according 
to the invention, Which is characterised by monitoring the 
payloads of at least some of the transport stream packets in the 
sequence for the presence of data indicating a boundary 
betWeen tWo sub sequent units, and, for selected units, includ 
ing at least one of the transport stream packets carrying data 
forming part of the selected unit in the sub-sequence. 

Because transport stream packets are selected to form a 
sub-sequence, i.e. a sequence formed of feWer than all of the 
transport stream packets in the sequence, the descrambling 
load on a decoder receiving the partially scrambled stream is 
reduced. Because the encoded data elements are structured in 
units, they are also processed on a unit-by-unit basis When 
being decoded. Because the entire payload of the transport 
stream packets is monitored for the presence of data indicat 
ing a boundary betWeen tWo subsequent units, it is possible to 
ensure that only selected units are made unintelligible. The 
number and nature can be made dependent on the decoding 
process. This also takes account of the fact that the data 
forming the unit may be carried in the payload of a plurality 
of transport stream packets. Thus, the scrambling can be 
tailored more closely to the encoding technique. 

In a preferred embodiment, Wherein the data stream is a 
multiplex of elementary streams, the method includes iden 
tifying at least one elementary stream including the sequence 
of transport stream packets and monitoring only payloads of 
packets in the identi?ed elementary stream(s). 

Thus, a relatively ef?cient method is provided for partially 
scrambling the transport stream packet payloads. 

In a preferred embodiment, the selected units include units 
containing at least part of an encoded representation of a 
picture. 

This embodiment has a relatively high impact in a decoder. 
The pictures contained in the respective units are almost 
invariably the desired output of the decoder, Which can no 
longer be provided Without descrambling the transport stream 
packet payloads containing these selected units. 

In a preferred embodiment, Wherein each unit contains an 
indication of the type of data to folloW and a part containing 
that data, the type of each unit in the monitored payloads is 
determined from the indication and the unit is included 
among the selected units if the type corresponds to at least one 
speci?c type. 

Thus, a large reduction in the number of transport stream 
packets of Which the payloads are scrambled is achieved, 
Whilst maintaining effective content protection. 

Preferably, units of types other than the speci?c type(s) are 
randomly included among the selected units. 

Thus, extra content protection is achieved. 
In preferred variants of the previous tWo embodiments, the 

types are de?ned by the encoding technique With Which the 
encoded data elements have been formed. 

Thus, those packet payloads containing units most critical 
to the decoding process are selectable for scrambling. This 
makes the content protection more effective, as it is precisely 
tailored to the particular CODEC that is used. 

In a preferred embodiment, Wherein the encoded data ele 
ments are decodable using a predictive decoding technique, 
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the speci?c types include a type of data element allowing a 
prediction to be derived from only the decoded data belong 
ing to the data element. 

Because these data elements alloW random access into a 
stream of encoded data, making them inaccessible has a high 
impact on the decoding process, Which generally cannot start 
Without these encoded data elements. 

In a preferred embodiment, up to a maximum number of 
transport stream packets folloWing a ?rst transport stream 
packet carrying data forming part of a selected unit are 
included in the sub-sequence. 

This decreases the load on a receiver Whilst maintaining 
adequate protection. The maximum number is chosen so as to 
make error correction impossible. In particular Where the 
transport streampackets are all of a standard length, including 
up to a maximum number of all transport stream packets 
carrying data forming part of the unit avoids scrambling more 
payloads than is required to render ineffective techniques in a 
receiver for coping With the loss of data. Thus, effective 
protection is achieved Whilst the burden on an authorised 
receiver providing access to the partially scrambled stream is 
kept as loW as possible. 

According to another aspect, the system according to the 
invention is characterised in that the system is con?gured to 
monitor the payloads of at least some of the transport stream 
packets in the sequence for the presence of data indicating a 
boundary betWeen tWo subsequent units, and, for selected 
units, to include at least one of the transport stream packets 
carrying data forming part of the selected unit in the sub 
sequence. 
The system is suitable for generating a partially scrambled 

stream in Which the data elements are Well protected against 
access by unauthorised receivers, but Which does not place 
large demands on the processing capacity of authorised 
receivers. 

Preferably, the system is con?gured to include up to a 
maximum number of transport stream packets folloWing a 
?rst transport stream packet carrying data forming part of a 
selected unit in the sub-sequence, and provided With an 
arrangement for setting the maximum number. 

This decreases the load on a receiver Whilst maintaining 
adequate protection. The maximum number can be set so as to 
make error correction impossible. In particular Where the 
transport streampackets are all of a standard length, including 
up to a maximum number of all transport stream packets 
carrying data forming part of the unit avoids scrambling more 
payloads than is required to render ineffective techniques in a 
receiver for coping With the loss of data. Thus, effective 
protection is achieved Whilst the burden on an authorised 
receiver providing access to the partially scrambled stream is 
kept as loW as possible. Because the maximum number can be 
set, factors like the pro?le of typical receivers, the manner of 
encoding and the number of selected units can be taken into 
account. 

According to another aspect, the invention provides a com 
puter program adapted, When run on a computer, to con?gure 
the computer to execute a method according to the invention. 

According to another aspect, the invention provides a sig 
nal carrying a data stream including transport stream packets, 
each transport stream packet having a header and a payload, 
Wherein a sequence of transport stream packets has payloads 
carrying encoded data elements, arranged in units, each unit 
being of a certain type, Wherein at least part of the payload of 
each transport stream packet in a sub-sequence, of the 
sequence, is scrambled, Wherein for each unit of a type cor 
responding to a selected type, the sub-sequence includes at 
least one of the transport stream packets carrying data form 
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4 
ing part of that unit, Wherein at least one of the transport 
stream packets includes data indicating a boundary betWeen 
tWo subsequent units. 
The signal is suitable for being unicast, multicast or broad 

cast to receivers With limited processing capacity for 
descrambling, but equipped With decoders With a high degree 
of tolerance to data loss. These include Wireless devices in 
particular. 
The invention Will noW be displayed in further detail With 

reference to the accompanying draWings, in Which: 
FIG. 1 shoWs schematically a system for partially scram 

bling a data stream; 
FIG. 2 shoWs schematically a data stream comprised of 

transport stream packets in accordance With the MPEG-2 
standard; 

FIG. 3 shoWs schematically the composition of an 
MPEG-2 transport stream packet header; 

FIG. 4 shoWs schematically the composition of a Program 
Elementary Stream packet carried in the data stream of FIG. 
2; and 

FIG. 5 shoWs schematically the composition of a NetWork 
Adaptation Layer unit as de?ned by the H.264/AVC standard, 
and carried in the data stream of FIG. 2. 
The invention Will be explained in an embodiment for 

partially scrambling a data stream including transport stream 
packets in accordance With ISO/IEC 13818-1, or the MPEG-2 
systems standard. In this particular embodiment, MPEG-2 is 
used as the delivery mechanism for audiovisual data encoded 
in accordance With the H.264/AVC standard. It Will be under 
stood that the invention can be applied to other delivery 
mechanisms than MPEG-2. One example is the Internet Pro 
tocol (IP), Which de?nes IP datagrams having a header and a 
payload. Similarly, the use of H.264/AVC as content encod 
ing technique is an advantageous example, due to the high 
degree of compression and acceptable quality that is achiev 
able. HoWever, an alternative Would be MPEG-2 video cod 
ing, in Which the encoded video is arranged in frames. 

In the example to be described in detail, the data stream is 
in the MPEG-2 transport stream format. The example may be 
adapted to the program stream format. The term transport 
stream packet therefore does not mean that the use of a par 
ticular format is prescribed. It is observed that, When the 
program stream format is used, data is transmitted in PES 
packets, each having a header, and that PES packets are 
grouped in packs, each having a pack header. 

In FIG. 1, a video ?le server 1 provides an MPEG-2 sys 
tems stream carrying H.264 encoded video, amongst others. 
A multiplexer 2 splices Conditional Access (CA) messages 
into the data stream. The CA messages include Entitlement 
Management Messages (EMMs), generated by an EMM gen 
erator 3, and Entitlement Control Messages (ECMs), gener 
ated by an ECM generator 4. The ECM generator 4 generates 
Control Words (CWs). These are provided to a scrambling 
unit 5 arranged to partially scramble the output data stream of 
the multiplexer 2. The CWs are encrypted under a service key 
provided by the EMM generator 3, Which packs the service 
keys into the EMMs. Thus, the CA scheme used corresponds 
substantially to the Digital Video Broadcasting (DVB) com 
mon scrambling algorithm, Which is knoWn per se, e. g. from 
ETSI technical report 289, and not described in further detail 
here. It is observed that the separation into components in 
FIG. 1 is of a functional nature. Several or all of these could 
be combined into a single physical device, just as the func 
tionality of certain of these components could be provided 
separately by different devices. Furthermore, the implemen 
tation of this functionality may be in softWare or hardWare. 
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FIG. 2 shows a data stream 6 including transport stream 
(TS) packets 7a-7p. Each TS packet 7 has a TS packet header 
8a-8p and a TS packet payload 9a-9p. The data stream 6 is a 
multiplex of elementary streams. Each elementary stream 
corresponds to a codedbit stream, eg a coded audio, video or 
data stream. For example, the ECMs are carried in a separate 
elementary stream, Whereas at least one elementary stream 
received by the scrambling unit 5 is a stream of H.264 
encoded video. 

FIG. 3 shoWs the make-up of a TS packet header 8. It 
includes a sync byte 10, a payload_unit_star‘t_indicator 11, a 
packet identi?er (PID) ?eld 12, a transport scrambling control 
?eld 13 and, optionally, an adaptation ?eld 14. Otherparts are 
described in ISO/IEC 13818-1. Each elementary stream cor 
responds to a unique PID. Thus, the scrambling unit 5 is able 
to identify the elementary stream or streams carrying H.264 
encoded video. For the sake of ef?ciency, only the TS packets 
7 belonging to such a stream or streams are processed. As is 
knoWn from ISO/IEC 13818-1, an MPEG-2 transport stream 
Will contain Programme Speci?c Information (PSI) identify 
ing the various elementary streams and their allocated PIDs, 
as Well as the type of data carried in the elementary stream. 
One type, identi?able in a Programme Association Table 
(PAT), is H.264. The scrambling unit 5 can use the PSI to 
identify the PID(s) of the elementary stream(s) to be partially 
scrambled. 

In the folloWing, it Will be assumed that only one elemen 
tary stream is to be partially scrambled. The TS packets 8 With 
the PID corresponding to that particular elementary stream 
are retrieved from the data stream, thus forming a sequence of 
TS packets 8 having TS packet payloads 9 carrying H.264 
encoded data elements. 

Preferably, the encoded data elements contain at least parts 
of encoded representations of pictures. A picture is a frame or 
?eld in a video sequence (i.e. a full image or alternate lines). 
Macroblocks, blocks of sixteen by sixteen luma and chroma 
samples, are formed from the data of each picture. This is 
done in accordance With raster scan, a mapping of the rect 
angular tWo-dimensional pattern of macroblocks in the pic 
ture to a one-dimensional pattern, such that the ?rst entries in 
the one-dimensional pattern are from the ?rst top roW of the 
tWo-dimensional pattern scanned from left to right, folloWed 
by macroblocks from the next roWs, each scanned from left to 
right. The picture is partitioned into slice groups, subsets of 
macroblocks. A slice contains macroblocks that are consecu 
tive in the raster scan Within the slice group, but not neces 
sarily Within the picture. Thus, it is possible to allocate every 
other macroblock in the raster scan of the picture to a separate 
slice group, for example. A slice is decoded only on the basis 
of samples from Within that slice, i.e. independently of the 
samples in other slices. HoWever, When the data in one slice is 
lost in transmission, use may be made of the data in another 
slice to ?ll in the blanks in the decoded picture. 
The frequency of sampled pictures provides a division in 

time, in addition to the topographical partitioning provided by 
the slices. H.264 is an example of a predictive encoding 
method: a pixel value is encoded as the sum of a predicted 
value and a difference value, Which latter value is reduced as 
much as possible during encoding. For slices containing data 
from the ?rst picture and from pictures de?ned as random 
access points, the predicted values are based only on values 
Within that picture itself, and not on those in pictures at a 
different point in the order of transmission. Such slices are 
called intra-coded slices. The remaining slices may be coded 
so as only to be decodable using also values in other pictures 
in the order of a sequence of pictures. Thus, it is possible to 
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6 
decode a sequence of encoded pictures by starting at an intra 
coded picture, but not by starting at another type of encoded 
picture. 

Thus far, the description of relevant parts of H.264 has 
concerned only the so-called Video Coding Layer (V CL). To 
transmit the encoded slices, they are packaged into so-called 
NetWork Adaptation Layer (NAL) units 15a-15x (FIG. 1). 
Each slice is contained in a single NAL unit 15. Sets of NAL 
units 15 form Access Units (AUs). Each AU alWays contains 
a primary coded picture, i.e. all macroblocks of the picture. It 
Will be appreciated that the data siZe of a NAL unit 15 varies 
according to the number of slice groups, the type of (entropy) 
coding used to generate the slices, etc. Thus, the sequence of 
TS packets 7 contains NAL units 15 of varying lengths. 

Each set of NAL units 15 forming an AU is carried in one 
Program Elementary Stream (PES) packet 16, Which in turn is 
carried by the TS packets 7. The composition of the PES 
packet 16 is shoWn in FIG. 3. It includes a packet start code 
pre-?x 17a-d (see also FIG. 2). The packet start code pre?x 17 
is a code of tWenty-four bits’ length. Together With a strea 
m_id 18 it constitutes a packet start code that identi?es the 
beginning of a PES packet 16. In contrast to the TS packets 7, 
Which are of a standard, ?xed length, a PES packet 16 is of 
variable length. The length is indicated in a PES packet length 
?eld 19. This ?eld 19 is optionally folloWed by a PES header 
20. Thereafter comes the PES packet payload 21, i.e. the NAL 
units 15. 

It is noted that the stream_id 18 speci?es both the type and 
number of an elementary stream. It may thus be used as an 
alternative to identify the elementary stream to be partially 
scrambled by the scrambling unit 5. The start of a neW PES 
packet 16 alWays folloWs immediately upon a TS packet 
header 8, in Which case the payload_unit_star‘t_indicator 11 
has the value ‘TRUE’. No tWo PES packets 16 start in the 
same TS packet 7. 

FIG. 4 shoWs the composition of a NAL unit 15 in a format 
for transmission in a byte stream. It is preceded by a start code 
pre-?x 22. The start code pre-?x 22 is a unique sequence of 
three bytes, equal to ‘0x00 0001 ’, embedded in the byte 
stream as a pre-?x to each NAL unit 15. Thus, the start code 
pre-?x 22 indicates a boundary betWeen tWo subsequent NAL 
units 15. The start code pre-?x 22 is folloWed by a forbidden_ 
bit 23, a nal_storage_idc 24 and a nal_unit_type 25. 

Ten different types are de?ned by the encoding technique 
With Which the slices have been formed. One of these is the 
Access Unit Delimiter (AUD) type. The presence of a NAL 
unit 15 of this type indicates the boundary betWeen subse 
quent AUs. The ?rst NAL unit 15 of anAU is alWays of this 
type. Another possible type is the Instantaneous Decoder 
Refresh (IDR) type. Such a NAL unit 15 contains an Intra 
coded slice. Thus, the corresponding value of the nal_unit_ 
type 25 indicates that byte-aligned data 26 folloWing it is part 
of a data element representing an intra-coded picture. 

Having retrieved from the data stream 6, the elementary 
stream to be partially scrambled, the scrambling unit moni 
tors the TS packet payloads 9 of the TS packets 7 in that 
stream for the presence of the start code pre-?x 22. The 
scrambling unit 5 is able to differentiate betWeen the packet 
start code pre-?x 17 of a PES packet 16 and the start code 
pre-?x 22 indicating a boundary betWeen subsequent NAL 
units 15. It is observed that a PES packet start code pre?x 17 
alWays folloWs immediately upon a TS packet header 8. The 
scrambling unit 5 is able to monitor parts of the TS packet 
payload 9 separated by the TS packet header 8 by components 
indicating the start of an elementary stream packet, i.e. a PES 
packet. 
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Once the end of a NAL unit 15 has been identi?ed, the 
system determines the type of the NAL unit 15 as indicated by 
the nal_unit_type 25. At least if the type corresponds to IDR, 
one or more of the TS packets 7 carrying data forming part of 
that NAL unit 15 is selected for inclusion in a sub-sequence. 
The TS packet payloads 9 of the TS packets 7 in the sub 
sequence are scrambled. It is observed that the term ‘sub 
sequence’ is a notional one. It is used herein to refer to an 
ordered sub-set, i.e. a lesser number, of the TS packets 7 in the 
sequence of TS packets 7 forming the elementary stream. 

Preferably, a number of additional TS packets 7 following 
the ?rst TS packet 7 carrying data forming part of the selected 
NAL unit 15 is also selected for inclusion in the sub-sequence 
to be scrambled. These additional TS packets 7 are selected 
from the same elementary stream on the basis of the PID as 
determined from the PID ?eld 12. The system includes means 
for adjusting the number of additional packets that are 
selected. Thus, the operator of a conditional access system 
can achieve a compromise betWeen the level of content pro 
tection and the level of processing capacity needed to 
descramble the partially scrambled stream. 

The fraction of scrambled TS packets 7 in the sequence 
carrying the elementary stream may be relatively loW When 
selection is based on the presence of NAL units 15 of type 
IDR. In such cases additional TS packets 7 may be selected 
for scrambling. In an advantageous embodiment, the system 
is con?gured or con?gurable to select units of types other than 
IDR at random. The TS packet payload 7 of at least one of the 
TS packets 7 carrying the selected unit is also scrambled. The 
other types may be all or a sub-set of the nine de?ned types 
other than IDR. In one embodiment, the rate at Which addi 
tional TS packets 7 are included in the sub-sequence for 
scrambling is continuously adjusted. This is done in such a 
manner as to keep the fraction of the TS packets 7 in the 
sub-sequence relative to all TS packets in the sequence rep 
resenting the elementary stream at, or beloW, a certain level, 
eg 5%. 

The partially scrambled data stream is modulated by a 
transmitter 27. In a preferred embodiment, the MPEG-2 
transport stream packets are modulated onto CDMA (Code 
Division Multiple Access) carriers in accordance With the 
system E variant of the Digital Audio Broadcasting standard 
(ETSI 300 401). Thus, the transmitter transmits a signal car 
rying the partially scrambled data stream. By using a Wireless 
transmission technique, the partially scrambled data stream is 
made available to mobile receiver/decoder devices. These 
devices are provided With descrambling and decoding capa 
bility, preferably implemented in softWare. In that case, the 
signal, more particularly the Way in Which the data stream has 
been scrambled, alloWs descrambling and decoding With loW 
processing intensity. 

It Will be clear that the scrambling is carried out at the 
transport stream level, i.e. by scrambling at least part of the TS 
packet payloads 9 of selected TS packets 7. The TS packet 
header 8, speci?cally the transport scrambling control ?eld 
13, provides an effective Way of signalling to the receiver 
Whether a particular packet has a scrambled payload. Thus, 
the receiver need not examine the entire contents of each 
packet’ s payload to selectively descramble the encoded data. 
Rather, it can perform the descrambling prior to processing 
the actual payload contents. 

The invention is not limited to the embodiment described 
herein, but may be varied Within the scope of the accompa 
nying claims. For example, the encoded data elements may be 
carried in the payloads of transport stream packets as de?ned 
by other protocols for Wireless transmission. Also, scram 
bling may be carried out at the PES level, meaning that the 
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8 
payload of a PBS packet 16 determined to carry a NAL unit 15 
of a speci?c type (eg IDR) is included amongst the packet 
payloads to be scrambled. 
The invention claimed is: 
1. A method comprising: 
partially scrambling a data stream including transport 

stream packets, each transport stream packet having a 
header and a payload, Wherein the payload comprises at 
least a part of a program elementary stream, Wherein a 
sequence of transport stream packets has payloads car 
rying one or more packet elementary streams compris 
ing a PBS packet payload, Wherein the PES packet pay 
load carries encoded data elements, arranged in units, 
the method including: 

receiving the data stream at a port; 
selecting transport stream packets forming a sub-sequence 

of the sequence, and 
scrambling the payloads of each transport stream packet in 

the sub-sequence, the method further including: 
monitoring the payloads of the transport stream packets in 

the sequence for the presence of data indicating a bound 
ary betWeen tWo subsequent units; 

determining a type of one of the tWo subsequent units 
folloWing the data indicating the boundary; and 

if the type corresponds to a prede?ned type, including at 
least one of the transport stream packets carrying data 
forming part of the one of the tWo subsequent units in the 
sub-sequence. 

2. The method according to claim 1, Wherein the data 
stream is a multiplex of elementary streams, the method 
including identifying at least one elementary stream includ 
ing the sequence of transport stream packets and monitoring 
only payloads of packets in the identi?ed elementary 
stream(s). 

3. The method according to claim 1, Wherein the selected 
units include units containing at least part of an encoded 
representation of a picture. 

4. The method according to claim 1, Wherein each unit 
contains an indication of the type of data to folloW and a part 
containing that data, Wherein the type of each unit in the 
monitored payloads is determined from the indication and the 
unit is included among the selected units if the type corre 
sponds to at least one speci?c type. 

5. The method according to claim 4, Wherein units of types 
other than the speci?c type(s) are randomly included among 
the selected units. 

6. The method according to claim 4, Wherein the types are 
de?ned by the encoding technique With Which the encoded 
data elements have been formed. 

7. The method according to claim 4, Wherein the encoded 
data elements are decodable using a predictive decoding tech 
nique and the speci?c types include a type of data element 
alloWing a prediction to be derived from only the decoded 
data belonging to the data element. 

8. The method according to claim 1, Wherein up to a maxi 
mum number of transport stream packets folloWing a ?rst 
transport stream packet carrying data forming part of a 
selected unit are included in the sub-sequence. 

9. A computer based system for partially scrambling a data 
stream including transport stream packets, each transport 
stream packet having a header and a payload, Wherein the 
payload comprises at least a part of a program elementary 
stream, Wherein a sequence of transport stream packets has 
payloads carrying one or more packet elementary streams 
comprising a PBS packet payload, Wherein the PES packet 
payload carries encoded data elements, arranged in units, the 
system including: 
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a port for receiving the data stream; and 
an arrangement for processing the data in the stream, 

Wherein the system is con?gured to select transport 
stream packets forming a sub-sequence of the sequence, 
and to scramble the payloads of each transport stream 
packet in the sub-sequence, Wherein the system is con 
?gured to monitor the payloads of the transport stream 
packets in the sequence for the presence of data indicat 
ing a boundary betWeen tWo subsequent units, to deter 
mine a type of one of the tWo subsequent units folloWing 
the data indicating the boundary, and if the type corre 
sponds to a predetermined type, to include at least one of 
the transport stream packets carrying data forming part 
of the one of the tWo subsequent units in the sub-se 
quence. 

10. The computer based system according to claim 9, con 
?gured to include up to a maximum number of transport 
stream packets folloWing a ?rst transport stream packet car 
rying data forming part of a selected unit in the sub-sequence, 
and provided With an arrangement for setting the maximum 
number. 

11. A computer-readable non-transitory storage medium 
containing a set of instructions that, When run on a computer, 
performs a method of partially scrambling a data stream 
including transport stream packets, each transport stream 
packet having a header and a payload, Wherein the payload 
comprises at least a part of a program elementary stream, 
Wherein a sequence of transport stream packets has payloads 
carrying one or more packet elementary streams comprising 
a PBS packet payload, Wherein the PES packet payload car 
ries encoded data elements, arranged in units, the method 
including the steps of: 

selecting transport stream packets forming a sub-sequence 
of the sequence, and 
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10 
scrambling the payloads of each transport stream packet in 

the sub-sequence, monitoring the payloads of the trans 
port stream packets in the sequence for the presence of 
data indicating a boundary betWeen tWo sub sequent 
units, determining a type of one of the tWo subsequent 
units folloWing the data indicating the boundary, and if 
the type corresponds to a predetermined type, including 
at least one of the transport stream packets carrying data 
forming part of the one of the tWo subsequent units in the 
sub sequence. 

12. A method comprising: 
generating a data stream including transport stream pack 

ets, each transport stream packet having a header and a 
payload, Wherein the payload comprises at least a part of 
a program elementary stream, Wherein a sequence of 
transport stream packets has payloads carrying one or 
more packet elementary streams comprising a PBS 
packet payload, Wherein the PES packet payload carries 
encoded data elements, arranged in units, the method 
including: 

selecting transport stream packets forming a sub-sequence 
of the sequence, and 

scrambling the payloads of each transport stream packet in 
the sub-sequence, monitoring the payloads of the trans 
port stream packets in the sequence for the presence of 
data indicating a boundary betWeen tWo sub sequent 
units, determining a type of one of the tWo subsequent 
units folloWing the data indicating the boundary, and if 
the type corresponds to a predetermined type, including 
at least one of the transport stream packets carrying data 
forming part of the one of the tWo subsequent units in the 
subsequence; and 

modulating the data stream at a transmitter. 

* * * * * 


